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研究生院〔2025〕1 号

关于公布 2025 年华南农业大学研究生教育

创新计划立项项目的通知

各学院、部处、各单位：

为深入实施研究生教育创新计划，进一步提高人才培养质量，

结合高水平大学建设的有关工作，学校开展了 2025 华南农业大

学研究生教育创新计划项目的申报工作。

经个人申报、单位推荐、形式审查、专家评审和校内公示等

程序，确定广东美涂士建材股份有限公司等 2 个联合培养研究生

示范基地，《Plant Plasticity and Adaptation 植物的可塑性

和适应性》等 4 个一般性全英文课程建设项目，《现代水产动物

医学》等 3 个课程思政建设项目，《植物生殖生物学》等 4 个示

范课程理论课建设项目，《实验数据分析与处理》1 个研究生在

线开放课程建设项目，《农业生态与可持续耕作制度》等 8 个高

水平研究生教材建设项目，《“双一流”学科建设与专业学位研

究“双向融合”培养模式探索》等 16 个专业学位研究生实践教

学资源建设与培养模式改革研究项目以及《植物病害教学案例库

建设》等 5 个专业学位研究生课程案例库建设项目，共 43 个项

华 南 农 业 大 学 校 内 公 文

28



目为 2025 年华南农业大学研究生教育创新计划立项项目（详见

附件），现予公布。

各项目负责人应按照项目既定研究周期，严格执行研究计划，

扎实推进研究工作，确保按时完成研究任务，实现预期目标。

附件： 2025 年华南农业大学研究生教育创新计划项目立项

名单

研究生院

2025 年 12 月 9 日

（联系人：黄超 ；电话：020-85280856）
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附件：2025 年华南农业大学研究生教育创新计划项目立项名单

项目类别 序号 合作单位 学科领域 校内负责人 依托单位

（一）联

合培养研

究生示范

基地

1 广东美涂士建材股份有限公司
材料与化工、农业

工程、林业工程等
袁腾 材料与能源学院

2 福州译国译民集团有限公司 翻译 林绿 外国语学院

项目类别 序号 课程名称 课程类型 负责人 所在单位

（二）一

般性全英

文课程建

设项目

1
Plant Plasticity and Adaptation

植物的可塑性和适应性
专业选修课 张艳霞 农学院

2 英文科技论文写作与交流 专业学位课 黄晓 生命科学学院

3 世界农产品加工技术发展及其创新 专业选修课 吴绍宗 食品学院

4
Agricultural UAV Technology for Crop

Protection
专业选修课 陈鹏超

电子工程学院

（人工智能学院）

（三）课

程思政建

设项目

1 现代水产动物医学 专业学位课 黄友华 海洋学院

2 算法分析与设计 专业学位课 黄立峰
数学与信息学院、

软件学院

3 人工智能 专业学位课 涂淑琴
数学与信息学院、

软件学院

（四）示

范课程理

论课建设

项目

1 植物生殖生物学 专业选修课 吴锦文 农学院

2 生态系统生态学 专业学位课 蔡昆争 资源环境学院

3 昆虫免疫学 专业选修课 邓小娟 动物科学学院

4 稀土化学 专业选修课 张学杰 材料与能源学院

（五）研

究生在线

开放课程

建设项目

1 实验数据分析与处理 专业选修课 祁剑英 农学院
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项目类别 序号 教材名称 学科领域 负责人 所在单位

（六）高

水平研究

生教材建

设项目

1 农业生态与可持续耕作制度 作物学 王小龙 农学院

2 家禽免疫学理论前沿与技术 预防兽医学 代曼曼 兽医学院

3 植物细胞工程原理与实验 生物学 李静 生命科学学院

4 光学农业 化学工程与技术 李唯 材料与能源学院

5 人工智能应用案例 管理科学与工程 熊俊涛
数学与信息学院、

软件学院

6 深度学习的数学视角：从基础到前沿 人工智能 刘景锋
电子工程学院

（人工智能学院）

7 食品安全与食品健康法 法学 杜国明 人文与法学学院

8 AI Python 翻译应用教程 文学 吕靖 外国语学院

项目类别 序号 项目名称 学科领域 负责人 所在单位

（七）专业

学位研究生

实践教学资

源建设与培

养模式改革

研究项目

1
“双一流”学科建设与专业学位研究“双

向融合”培养模式探索
教育学 张凯旋 农学院

2
基于产业体系的农业硕士实践教学资

源建设与培养模式创新研究
畜牧 刘吉平 动物科学学院

3
服务于国家重大战略背景下农业专业
学位研究生培养模式创新——以“低碳

农业绿色发展”专项硕士班为例
低碳农业 蔡泽瀛 资源环境学院

4
基于“双创”理念的饲料配制与投饲技术

课程体系构建
渔业发展 徐超 海洋学院

5
数智化赋能食品类专业学位研究生食

品包装实践能力培养的模式
食品科学与工程 范小平 食品学院

6
新文科视域下农业院校法律硕士“深协

同”培养模式创新研究
法学 李燕 人文与法学学院

7
新文科背景下法硕课程智慧教学探索
研究----以华南农业大学法硕课程教

学为例
法学 王琳 人文与法学学院

8
法学专业研究生参与社区治理实践教

学模式改革
法学 王慧 人文与法学学院

9
AI 时代涉农翻译人才“产教-科教”双融

合培养模式研究
翻译 邓飞 外国语学院

10
农业科技术语英汉双语平行语料库建

设与教学应用研究
翻译 李飞武 外国语学院

11
DeepSeek 在农业院校 MTI 教学中的创

新应用
翻译 李舸 外国语学院

12
“双一流”建设背景下设计专业学位研究
生培养模式创新研究——基于“科教+

产教”双融合驱动视角
设计 陈薇薇 艺术学院
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13
面向乡村振兴“数智叙事”视角的新媒体
艺术课程产教融合实践教学模式研究

戏剧与影视 李雷鸣 艺术学院

14
乡村振兴背景下科教产融合创新模式
研究与实践—以《融媒体实务》课程为

例
戏剧与影视 赵娜 艺术学院

15
数智时代涉农高校专业学位研究生“大

思政课”实践教学创新模式研究
马克思主义理论 林晓燕 马克思主义学院

16
服务“双碳”战略的农林废弃物资源化专
业硕士产教融合实践教学改革研究

林业工程 姚业成
生物质工程研究

院

（八）专业

学位研究生

课程案例库

建设项目

1 植物病害教学案例库建设 植物保护 司徒俊键 植物保护学院

2 小动物疾病诊断案例库 兽医 李英 兽医学院

3 渔业案例分析与研讨 渔业发展 甘炼 海洋学院

4 现代农业创新与乡村振兴案例库 农业 罗明忠 经济管理学院

5 《审计理论与务实》教学案例库 会计 易智敏 经济管理学院

公开方式：主动公开

华南农业大学研究生院 2025 年 12 月 12 日印发
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国家自然科学基金资助项目批准通知

（包干制项目）

黄立峰   先生/女士：

资助经费： 万元，项目起止年月： 年 月至 年 月，有关项目的

根据《国家自然科学基金条例》、相关项目管理办法规定和专家评审意见，国

家自然科学基金委员会（以下简称自然科学基金委）决定资助您申请的项目。项目

批准号：62502165，项目名称：智能驾驶多模态感知模型的黑盒对抗防御方法研究 ，

30.00 2026 01 2028 12

评审意见及修改意见附后。

请您尽快登录科学基金网络信息系统（https://grants.nsfc.gov.cn），认真

阅读《国家自然科学基金资助项目计划书填报说明》并按要求填写《国家自然科学

。对于有修改意见的项目，请您按修改基金资助项目计划书》（以下简称计划书）

意见及时调整计划书相关内容；如您对修改意见有异议，须在电子版计划书报送截

止日期前向相关科学处提出。

请您将电子版计划书通过科学基金网络信息系统（https://grants.nsfc.gov.

cn）提交，由依托单位审核后提交至自然科学基金委。自然科学基金委审核未通过

者，将退回的电子版计划书修改后再行提交；审核通过者，打印纸质版计划书（一

式两份，双面打印）并在项目负责人承诺栏签字，由依托单位在承诺栏加盖依托单

位公章，且将申请书纸质签字盖章页订在其中一份计划书之后，一并报送至自然科

学基金委项目材料接收工作组。纸质版计划书应当保证与审核通过的电子版计划书

内容一致。自然科学基金委将对申请书纸质签字盖章页进行审核，对存在问题的，

允许依托单位进行一次修改或补齐。

向自然科学基金委提交电子版计划书、报送纸质版计划书并补交申请书纸质签

字盖章页截止时间节点如下：

1． 提交电子版计划书的截止时间；2025年9月5日16点：

2． 提交修改后电子版计划书的截止时间；2025年9月12日16点：

3． 报送纸质版计划书（一式两份，其中一份包含申请书纸质2025年9月23日：

签字盖章页）的截止时间。

4． 报送修改后的申请书纸质签字盖章页的截止时间。2025年10月9日：
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国家自然科学基金委员会

2025年8月27日

请按照以上规定及时提交电子版计划书，并报送纸质版计划书和申请书纸质签

字盖章页，逾期不报计划书或申请书纸质签字盖章页且未说明理由的，视为自动放

弃接受资助；未按要求修改或逾期提交申请书纸质签字盖章页者，将视情况给予暂

缓拨付经费等处理。

附件：项目评审意见及修改意见表
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国家自然科学基金资助项目计划书填报说明

（包干制项目）

一、项目负责人收到《国家自然科学基金资助项目批准通知》（以下简称《批准通知》）

后，请认真阅读本填报说明，参照国家自然科学基金相关项目管理办法和《国家自然

科学基金资助项目资金管理办法》（以下简称《资金管理办法》，请查阅国家自然科

学基金委员会门户网站首页“政策法规”栏目），按《批准通知》的要求认真填写和

提交《国家自然科学基金资助项目计划书》（以下简称《计划书》）。

二、填写《计划书》时要科学严谨、实事求是、表述清晰、准确。《计划书》经国家自然

科学基金委员会相关项目管理部门审核批准后，将作为项目研究计划执行、检查和验

收的依据。

三、《计划书》各部分填写要求如下：

（一）简表：由系统自动生成。

（二）摘要及关键词：各类获资助项目都应当填写中、英文摘要及关键词。

（三）正文：

1. 青年科学基金项目（C类）、青年学生基础研究项目：如果《批准通知》所附“

项目评审意见及修改意见表”中“修改意见”栏目没有修改要求的，只需选择

“研究内容和研究目标按照申请书执行”即可；如果《批准通知》中上述栏目

明确要求调整研究期限或研究内容等的，须选择“根据研究方案修改意见更

改”并填报相关修改内容。

2. 青年科学基金项目（A类）和青年科学基金项目（B类）按下列提纲撰写：

（1）研究方向；

（2）结合国内外研究现状，说明研究工作的学术思想和科学意义（限两个页

面）；

（3）研究内容、研究方案及预期目标（限两个页面）；

（4）年度研究计划；

四、资助经费相关要求：

1. 资助经费批准时不再区分直接费用和间接费用。

2. 项目负责人在提交计划书时需签署承诺书，承诺尊重科研规律，弘扬科学家精

神，遵守科研伦理道德和作风学风诚信要求，认真开展科学研究工作；承诺项

目经费全部用于与本项目研究工作相关的支出，不得用于与本项目研究无关的

支出。

3. 项目负责人提交计划书时，无需编制项目预算。项目资金由项目负责人自主决

定使用，按照《资金管理办法》第九条规定的开支范围列支。有关管理费用的

补助支出，由依托单位根据实际管理需要，在充分征求项目负责人意见基础上

合理确定。绩效支出由项目负责人根据实际科研需要和相关薪酬标准自主确

定，依托单位按照工资制度进行管理。对于青年学生基础研究项目，支付给项

目负责人本人的劳务费用，应符合相关比例要求。其余用途经费无额度限制，

由项目负责人根据实际需要自主决定使用。
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4. 项目结题时，项目负责人根据实际使用情况编制项目经费决算，经依托单位财

务、科研管理部门审核后，报自然科学基金委。依托单位应当在单位内部公开

非涉密项目立项、主要研究人员、资金使用（重点是间接费用、外拨资金、结

余资金使用等）、决算、大型仪器设备购置以及项目研究成果等情况，接受内

部监督。

5. 自然科学基金委结合项目管理，对经费使用情况和依托单位管理情况定期开展

抽查。

五、其他事项

（一）根据有关要求，国家自然科学基金资助项目研究形成的代表性论文中发表在我

国科技期刊上的应占20%以上。

（二）国家自然科学基金资助项目研究形成的专利申请应按照《建立财政资助科研项

目形成专利的声明制度实施方案》要求进行声明。
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简表

项
目
负
责
人
信
息

姓      名 黄立峰 性 别 男
出生
年月

1990年02月 民 族 侗族

学      位 博士 职称 讲师

是否在站博士后 否 电子邮件 huanglf6@scau.edu.cn

电      话 020-85285383 个人网页

工 作 单 位 华南农业大学

所 在 院 系 所 数学与信息(软件)学院

依
托
单
位
信
息

名      称 华南农业大学 代码
51064208A04
99

联  系  人 郑雪宜 电子邮件 kycjhk@scau.edu.cn

电      话 020-85280070 网站地址 http://kjc.scau.edu.cn/

合
作
单
位
信
息

单 位 名 称

项
目
基
本
信
息

项目名称 智能驾驶多模态感知模型的黑盒对抗防御方法研究

资助类别
青年科学基金项目（C类）[原
青年科学基金项目]

亚类说明

附注说明

申请代码 F0205:网络与系统安全

执行年限 2026.01-2028.12

资助经费 30万元
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项目摘要

中文摘要：
智能驾驶系统的多模态感知模型面临严峻的对抗噪声攻击威胁，易引发交通环境误判等重大安全

风险。实际对抗环境中攻防双方信息互不可知，构成黑盒场景，现有防御因学习数据质量低、鲁棒模
型偏差大、黑盒场景评估难等问题，导致防护失效，呈显著脆弱性。为突破黑盒防御技术瓶颈，项目
围绕“数据-模型-评估”展开：①数据层面，研究面向黑盒迁移的可泛化点云对抗学习数据生成方法
，通过建模对抗脆弱性来解耦优化对抗噪声，以构造高质量点云对抗数据，支撑多模态对抗学习；②
模型层面，研究基于归因理解的去偏差鲁棒模型优化方法，通过运用多模态对抗数据来解析模型偏好
，以降低对抗偏差，消除鲁棒模型安全隐患；③评估层面，研究复杂对抗环境下安全评估驱动的模型
优选方法，通过仿真多样化、跨模态攻击来建立黑盒场景安全基准，以实现资源约束下模型动态选择
，提升系统稳定性。项目成果将形成安全可信的感知模型黑盒防御机制，为智能驾驶实现稳定可靠的
环境感知。

Abstract：
Multimodal perception models in intelligent driving systems face severe threats from
adversarial noise attacks, which can lead to critical safety risks such as erroneous
environmental assessments. In real-world adversarial scenarios, both attackers and
defenders have no knowledge of each other, forming black-box scenarios. Traditional
defense mechanisms often fail due to low-quality learning data, biased robust models, and
challenges in black-box evaluation, exposing significant vulnerabilities. To overcome the
bottlenecks in black-box defense for intelligent driving, this project explores three key
aspects. (1) Data Level: Investigating generalizable point cloud adversarial learning
data generation for black-box transfer. By modeling adversarial vulnerability, the
project aims to decouple and optimize adversarial noise, enabling the construction of
high-quality point cloud adversarial data to support multimodal adversarial training. (2)
Model Level: Developing debiasing robust model optimization based on attribution
analysis. This involves leveraging multimodal adversarial data to interpret robust model
preferences, reducing adversarial bias and eliminating potential security risks. (3)
Evaluation Level: Establishing a security-driven model selection framework for complex
adversarial environments. By simulating diverse cross-modal attacks, the project seeks to
build a black-box security benchmark, enabling dynamic model selection under resource
constraints and improving system stability. The project outcomes will contribute to a
secure and trustworthy black-box defense mechanism for perception models, ensuring stable
and reliable environmental perception in intelligent driving systems.

模型安全；对抗防御；对抗样本；对抗噪声；黑盒场景关键词(用分号分开)：

model security; adversarial defense; adversarialKeywords(用分号分开): 
example; adversarial noise; black-box scenarios
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报告正文

研究内容和研究目标按照申请书执行。

本项目研究形成的代表性论文中发表在我国科技期刊上的将占 20%以上。

本项目研究形成的专利申请将按照《建立财政资助科研项目形成专利的声明制度实施方案》

要求进行声明。
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国家自然科学基金项目负责人、依托单位承诺书

国家自然科学基金项目负责人承诺书

本人郑重承诺：我接受国家自然科学基金的资助，严格遵守中共中央办公厅、国务院办公厅《

关于进一步加强科研诚信建设的若干意见》《关于进一步弘扬科学家精神加强作风和学风建设的意

见》《关于加强科技伦理治理的意见》《科技伦理审查办法（试行）》等规定，和国家自然科学基

金委员会关于资助项目管理、项目资金管理等各项规章，在《计划书》填写及项目执行过程中：

（一）按照《批准通知》《国家自然科学基金资助项目计划书填报说明》的要求填写《计划

书》，未自行降低、更改目标任务或约定要求，或缩减研究（研制）内容；

（二）树立“红线”意识，严格履行科研合同义务，按照《计划书》负责实施本项目（批准

号：62502165），切实保证研究工作时间，按时报送有关材料，及时报告重大情况变动，不违规将

科研任务转包、分包他人，不以项目实施周期外或不相关成果充抵交差；

（三）遵守科研诚信、科技伦理规范和学术道德，认真开展研究工作，对资助项目发表的论著

和取得的研究成果按规定进行标注，不在非本项目资助的成果或其他无关成果上标注本项目批准

号，反对无实质学术贡献者“挂名”，不在成果署名、知识产权归属等方面侵占他人合法权益，并

如实报告本人及项目组成员发生的违背科研诚信要求的任何行为；

（四）尊重科研规律，弘扬科学家精神，严谨求实，追求卓越，反对浮夸浮躁、投机取巧，不

人为夸大学术或技术价值，不传播未经科学验证的现象和观点；

（五）将项目资金全部用于与本项目研究工作相关的支出，并结合科研活动需要，科学合理安

排项目资金支出进度；

（六）做好项目组成员的教育和管理，确保遵守以上相关要求。

如违背上述承诺，本人愿接受国家自然科学基金委员会和相关部门做出的各项处理决定。

项目负责人（签字）：

年    月    日

国家自然科学基金项目依托单位承诺书

    我单位同意承担上述国家自然科学基金项目，将保证项目负责人及其研究队伍的稳定和研究项

目实施所需的条件，严格遵守中共中央办公厅、国务院办公厅《关于进一步加强科研诚信建设的若

干意见》《关于进一步弘扬科学家精神加强作风和学风建设的意见》《关于加强科技伦理治理的意

见》《科技伦理审查办法（试行）》等规定，和国家自然科学基金委员会有关资助项目管理、项目

 资金管理、科研诚信管理和科技伦理管理等各项规定，并督促实施。

 依托单位（公章）

年    月    日
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国家自然科学基金资助项目签批审核表

本

栏

目

由

自

然

科

学

基

金

委

填

写

科学处审查意见： 

负责人（签章）： 

     年    月    日

科学部审查意见： 

负责人（签章）： 

     年    月    日
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广东省基础与应用基础研究基金项目任务书

（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）

广东省基础与应用基础研究基金项目

任务书

项目名称：

项目类别：

黑箱对抗场景下自动驾驶视觉模型的鲁棒优化与集成研究

广东省自然科学基金-面上项目

项目起止时间： 2025-01-01  至   2027-12-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 黄立峰 联系电话： 13929500478

广东省基础与应用基础研究基金项目

任务书

项目名称： 黑箱对抗场景下自动驾驶视觉模型的鲁棒优化与集成研究

项目类别： 广东省自然科学基金-面上项目

项目起止时间： 2025-01-01  至   2027-12-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 黄立峰 联系电话： 13929500478

受理编号: c25140500001891

项目编号: 2025A1515010030

文件编号: 粤基金字〔2025〕10号
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广东省基础与应用基础研究基金项目任务书

填写说明

  一、项目任务书内容原则上要求与申报书相关内容保持一致，不得无故修改。

  二、项目承担单位通过广东省科技业务管理阳光政务平台下载项目任务书，按要求完成签名盖章
后扫描上传到广东省科技业务管理阳光政务平台。

  三、签名盖章说明。请分别在单位工作分工及经费分配情况页、人员信息页、签约各方页等地方
按要求签字或盖章，签章不合规或错漏将不予受理。其中，人员信息页要求所有参与人员本人亲笔
签名，代签或印章无效，漏签将不予受理。

  四、本任务书自签字并加盖公章之日起生效，各方均应负本任务书的法律责任，不应受机构、人
事变动影响。

  五、根据《广东省科学技术厅广东省财政厅关于深入推进省基础与应用基础研究基金项目经费使
用“负面清单+包干制”改革试点工作的通知》(粤科规范字〔2022〕2号)，2022年度及以后立项资
助的全部省基金项目(包括省自然科学基金、省市联合基金、省企联合基金项目等)均适用“负面清
单+包干制”，项目提交申请书和任务书时无需编制费用明细科目预算。

1/10

20
25
A1
51
50
10
03
0

44



广东省基础与应用基础研究基金项目任务书

一、主要研究内容和要达到的目标

项目围绕当前自动驾驶视觉模型在黑箱对抗场景面临的安全隐患问题展开研究。针对现有方案面临的对

抗噪音数据质量低、模型优化对抗偏差大和模型集成方案选择难等问题，项目拟从对抗数据生成、鲁棒

模型优化和集成方案选择三方面展开研究，采用数据驱动和模型驱动的方式提升自动驾驶视觉模型在黑

箱对抗场景下的鲁棒性，以防范恶意对抗噪音干扰。具体而言，项目拟深入研究点云通用对抗噪音生成

、鲁棒模型去偏差优化和模型集成方案安全评估与选择等关键技术：

（1）研究黑箱场景可迁移的点云通用对抗噪音生成方法，从点云数据自身特性出发，在不依赖替代模型

的前提下，设计并度量在黑箱场景下更加通用和泛化的空间重要性测度，旨在构造更高质量的点云对抗

数据，为模型鲁棒优化（关键技术二）和模型集成方案评估（关键技术三）提供数据基础；

（2）研究基于归因理解的鲁棒模型去偏差优化方法，以高质量的通用对抗噪音数据（关键技术一）为基

础，深入理解鲁棒模型的推理偏好并将其纳入优化过程，旨在降低对抗偏差，并进一步提升鲁棒模型在

黑箱对抗场景的鲁棒性，为模型集成方案评估与选择（关键技术三）提供模型支撑。

（3）研究模型集成方案多样化的安全评估与选择方法，通过缓解现有方法在评估视觉模型安全性时面临

的差异敏感性问题，结合黑箱场景点云对抗噪音数据（关键技术一），为不同的多模态鲁棒模型组合（

关键技术二）建立黑箱场景安全性基准，进而在有限资源约束下选择安全性高的模型集成部署方案，为

自动驾驶系统提供安全支撑。

本项目整体研究目标是实现黑箱场景下对抗鲁棒的自动驾驶视觉模型，为实现安全可信的自动驾驶提供

理论和实践支撑。具体研究目标包括：

（1）设计黑箱场景可迁移的点云通用对抗噪音生成方法，构造高质量的点云对抗噪音数据，作为模型优

化的学习数据和模型安全评估的测试数据；

（2）研究基于归因理解的鲁棒模型去偏差优化方法，提高视觉模型在黑箱场景下的鲁棒性，为模型集成

方案提供鲁棒模型集合。

（3）提出模型集成方案多样化的安全评估与选择方案，在资源约束下从多种鲁棒模型组合中选择黑箱场

景下安全性高的集成部署方案，为自动驾驶系统提供安全支撑。
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二、项目预期获得的研究成果及形式

论文及专著情
况

国家统计源刊物以上刊物
发表论文（篇）

3 科技报告（篇） 1

其中被SCI/EI/ISTP收录
论文数（篇）

2 培养人才（人） 3

专著（册） 引进人才（人）

专利情况(项)

发明专利 实用新型专利 外观设计专利 国外专利

申请 授权 申请 授权 申请 授权 申请 授权

2
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广东省基础与应用基础研究基金项目任务书

三、项目进度和阶段目标

（一）项目起止时间： 2025-01-01 至 2027-12-31

（二）项目实施进度及阶段主要目标: 

开始日期 结束日期 主要工作内容

2025-01-01 2025-12-31

1、研究黑箱场景可迁移的点云通用对抗噪音生成方法；

2、构建高质量的点云对抗数据集；

3、搭建视觉模型对抗攻防仿真平台，并完成验证测试；

4、发表1篇学术论文，申请发明专利1件；

5、参加1-2次国内外知名学术会议或者相关学术活动。

2026-01-01 2026-12-31

1、研究基于归因理解的鲁棒模型去偏差优化方法；

2、构建黑箱场景下高鲁棒性的视觉模型集合，完成验证测试；

3、发表1篇学术论文，申请发明专利1件；

4、参加1-2次国内外知名学术会议或者相关学术活动。

2027-01-01 2027-12-31

1、研究集成部署方案多样化的安全评估与选择方案；

2、建立鲁棒模型组合在黑箱场景下的安全性基准，选择安全性高的集成部署

方案，完成验证测试；

3、发表1-2篇学术论文，申请发明专利1件；

4、参加1-2次国内外知名学术会议或者相关学术活动；

5、准备结题工作，进行技术和研究成果汇总，完成结题报告。
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广东省基础与应用基础研究基金项目任务书

四、项目总经费及省基金委经费预算

1.省基金委经费下达总额： （大写）壹拾万圆整；（小写 ）10万元;

2.省基金委经费年度下达计划：

年度   年2025   年   年   年   年

经费(万元) 10.00         
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广东省基础与应用基础研究基金项目任务书

七、任务书条款

  第一条 甲方与乙方根据《中华人民共和国民法典》及国家有关法规和规定，按照《广东省自然科学

基金及联合基金项目管理实施细则》（粤科规范字〔2024〕5号）《省级科技计划项目任务

书管理细则》（粤科规范字〔2022〕8号）等规定，为顺利完成（ ）年2025 黑箱对抗场景下

专项项目（项目编号： ）经协商自动驾驶视觉模型的鲁棒优化与集成研究 2025A1515010030

一致，特订立本任务书，作为甲乙双方在项目实施管理过程中共同遵守的依据。

  第二条 甲方的权利义务：1.按任务书规定进行经费核拨的有关工作协调。2.根据甲方需要，在不影

响乙方工作的前提下，定期或不定期对乙方项目的实施情况和经费使用情况进行检查或抽查

。3.根据《广东省科学技术厅科技计划项目科研诚信管理办法》（粤科规范字〔2024〕2号

）《广东省基础与应用基础研究基金项目科研不端行为调查处理实施细则（试行）》（粤科

规范字〔2023〕1号）等规定对乙方进行科技计划信用管理。

  第三条 乙方的权利义务：1.确保落实自筹经费及有关保障条件。2.按任务书规定，对甲方核拨的经

费实行专款专用，单独列账，并随时配合甲方进行监督检查。3.经费使用按照广东省级财政

科研项目经费使用及省基金项目经费使用“负面清单+包干制”等有关规定进行管理。4.项

目依托单位应制定经费使用“负面清单+包干制”内部管理制度并报甲方备案。5.使用财政

资金采购设备、原材料等，按照《广东省实施〈中华人民共和国招标投标法〉办法》有关规

定，符合招标条件的须进行招标。6.项目任务书任务完成后，或任务书规定的任务、指标及

经费投入等提前完成的，乙方可提出验收结题申请，并按甲方要求做好项目验收结题工作。

7.若项目发生需要终止结题的情况，乙方须提出终止结题申请，并按甲方要求做好项目终止

结题工作。8.在每年规定时间内向甲方如实提交上年度工作情况报告，报告内容包含上年度

项目进展情况、经费决算和取得的成果等。9.按照国家和省有关规定，提交科技报告及其他

材料。10.利用甲方的经费获得的研究成果，项目负责人和参与者应当注明获得“广东省基

础与应用基础研究基金（英文：Guangdong Basic and Applied Basic Research

Foundation）（项目编号）”资助或作有关说明。11.乙方要恪守科学道德准则，遵守科研

活动规范，践行科研诚信要求，不得抄袭、剽窃他人科研成果或者伪造、篡改研究数据、研

究结论；不得购买、代写、代投论文，虚构同行评议专家及评议意见；不得违反论文署名规

范，擅自标注或虚假标注获得科技计划（专项、基金等）等资助；不得弄虚作假，骗取科技

计划（专项、基金等）项目、科研经费以及奖励、荣誉等；不得有其他违背科研诚信要求的

行为。12.确保本项目开展的研究工作符合我国科技伦理管理相关规定。

  第四条 在履行本任务书的过程中，如出现广东省相关政策法规重大改变等不可抗力情况，甲方有权

对所核拨经费的数量和时间进行相应调整。

  第五条 在履行本任务书的过程中，当事人一方发现可能导致项目整体或部分失败的情形时，应及时

通知另一方，并采取适当措施减少损失，没有及时通知并采取适当措施，致使损失扩大的，

应当就扩大的损失承担责任。

  第六条 本项目技术成果的归属、转让和实施技术成果所产生的经济利益的分享，除双方另有约定外

，按国家和广东省有关法规执行。
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广东省基础与应用基础研究基金项目任务书

  第七条 根据项目具体情况，经双方另行协商订立的附加条款，作为本任务书正式内容的一部分，与

本任务书具有同等效力。

    第八条 本任务书一式三份，各份具有同等效力。甲、乙方及项目负责人各执一份，三方签字、盖章

后即生效，有效期至项目结题后一年内。各方均应负任务书的法律责任，不应受机构、人事

变动的影响。

    第九条 乙方必须接受甲方聘请的本项目任务书监理单位的监督和管理。监理单位按照甲方赋予的权

利对本项目任务书的履行进行审核、进度调查，对项目任务书变更、经费使用情况进行监督

管理及组织项目验收。

            说明：1.本任务书中，凡是当事人约定无需填写的内容，应在空白处划（/）。

                  2.委托代理人签订本任务书的，应出具合法、有效的委托书。
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（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）

广东省基础与应用基础研究基金项目

任务书

项目名称： 面向跨域数据和异构模型的迁移场景对抗攻防方法研究

项目类别： 区域联合基金-青年基金项目

项目起止时间： 2023-11-01  至   2026-10-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 黄立峰 联系电话： 13929500478

广东省基础与应用基础研究基金项目

任务书

项目名称： 面向跨域数据和异构模型的迁移场景对抗攻防方法研究

项目类别： 区域联合基金-青年基金项目

项目起止时间： 2023-11-01  至   2026-10-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 黄立峰 联系电话： 13929500478

受理编号: c232019102400000026

项目编号: 2023A1515110075

文件编号: 粤基金字〔2024〕4号
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广东省基础与应用基础研究基金项目任务书

填写说明

  一、项目任务书内容原则上要求与申报书相关内容保持一致，不得无故修改。

  二、项目承担单位通过广东省科技业务管理阳光政务平台下载项目任务书，按要求完成签名盖章
后扫描上传到广东省科技业务管理阳光政务平台。

  三、签名盖章说明。请分别在单位工作分工及经费分配情况页、人员信息页、签约各方页等地方
按要求签字或盖章，签章不合规或错漏将不予受理。其中，人员信息页要求所有参与人员本人亲笔
签名，代签或印章无效，漏签将不予受理。

  四、本任务书自签字并加盖公章之日起生效，各方均应负本任务书的法律责任，不应受机构、人
事变动影响。

  五、根据《广东省科学技术厅广东省财政厅关于深入推进省基础与应用基础研究基金项目经费使
用“负面清单+包干制”改革试点工作的通知》(粤科规范字〔2022〕2号)，2022年度及以后立项资
助的全部省基金项目(包括省自然科学基金、省市联合基金、省企联合基金项目等)均适用“负面清
单+包干制”，项目提交申请书和任务书时无需编制费用明细科目预算。
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广东省基础与应用基础研究基金项目任务书

一、主要研究内容和要达到的目标

    本项目旨在利用对抗攻击技术挖掘深度学习模型的安全漏洞，并基于此构建高鲁棒性的防御机制，

为发展安全可信的人工智能提供基础和保障。针对实际迁移对抗场景中攻防技术存在的跨域迁移性低、

逃逸能力弱和资源消耗多等挑战，分别设计面向跨域数据和异构防御的对抗攻击方法，以此探索深度学

习技术的安全隐患，最终构建低成本高鲁棒性的防御机制。具体而言，本项目拟展开三方面研究。

    研究内容一拟提出面向跨域数据的对抗样本生成方法，聚焦于如何提升对抗样本在不同数据域模型

之间的迁移攻击能力，实现研究神经网络特征空间的脆弱机理的目标。首先，设计多类型合成域模型，

即生成多种类型的合成增广数据，并根据深层特征相似性聚类多粒度伪标签集合，构造合成域模型集合

，模拟神经网络在跨域数据中学习差异化的特征空间。然后，优化扰动生成模型，其优化目标是搜索通

用的特征级对抗扰动，能对基于合成域模型建模的域泛化特征向量产生攻击效果，当对抗样本有能力误

导多个特征空间差异较大的合成域模型时，即能以较高概率跨域迁移攻击未知目标域的黑盒模型。

    研究内容二拟提出面向异构模型的迁移对抗攻击方法，主要考虑如何增强对抗攻击在迁移场景中面

对差异化防御模型的逃逸能力，达到探索神经网络结构与鲁棒性关联关系的目标。首先，构建轻量级的

结构增广神经网络，即将设计多分支神经网络，包含预测分布多样化的特征残差预测模块，并且嵌入轻

量级随机化网络模块，避免对抗样本将过度依赖神经网络结构，降低对模型结构差异的敏感性。然后，

增强对抗样本逃逸能力，即通过周期性修正动量来优化对抗样本，避免陷入局部最优解，同时随机选择

不同的模型分支进行迭代计算，提高对抗样本多样性，使其以高概率规避异构防御模型的检测与识别。

    研究内容三拟提出低成本的集成防御模型构建方法，重点探索如何快速高效地优化集成模型，以低

成本建立高鲁棒性防御机制，最终实现兼顾人工智能安全性与算力成本的目标。首先，以训练友好的方

式生成高质量增广数据，即以研究任务一生成的扰动生成模型为基础，采取单步特征蒸馏技术初始化数

据，并结合历史知识提升增广质量，减少计算复杂度，大幅度节省算力成本。然后，以资源集约的形式

的学习多样化特征，即将研究任务二的多分支神经网络作为基础结构，增加特征的内部相似性和外部差

异性，与传统方法相比，不需要额外神经网络传播计算，显著降低优化开销，以此提升防御模型的构建

效率和安全性。
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广东省基础与应用基础研究基金项目任务书

二、项目预期获得的研究成果及形式

论文及专著情
况

国家统计源刊物以上刊物
发表论文（篇）

4 科技报告（篇） 0

其中被SCI/EI/ISTP收录
论文数（篇）

4 培养人才（人） 0

专著（册） 0 引进人才（人） 0

专利情况(项)

发明专利 实用新型专利 外观设计专利 国外专利

申请 授权 申请 授权 申请 授权 申请 授权

2 0 0 0 0 0 0 0

      其他

┞irisGenPdf-common-144838┦
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广东省基础与应用基础研究基金项目任务书

三、项目进度和阶段目标

（一）项目起止时间： 2023-11-01 至 2026-10-31

（二）项目实施进度及阶段主要目标: 

开始日期 结束日期 主要工作内容

2023-11-01 2024-10-31

1. 研究面向跨域数据的对抗样本生成方法，提升对抗样本针对不同数据域模

型的跨域迁移性，初步搭建迁移场景对抗攻防仿真平台，并完成验证测试。

2. 发表1篇学术论文；申请发明专利1项；参加1-2次国内外知名学术会议或者

相关学术活动。

2024-11-01 2025-10-31

1. 研究面向异构模型的迁移对抗攻击方法，增强对抗攻击面对不同神经网络

结构黑盒防御模型的逃逸能力，完成迁移场景对抗攻防仿真平台搭建工作。

2. 发表1-2篇学术论文；参加1-2次国内外知名学术会议或者相关学术活动。

2025-11-01 2026-10-31

1. 研究低成本的集成防御模型构建方法，降低集成防御模型在数据增广阶段

和正则项优化阶段的算力资源开销，并在仿真平台完成对抗鲁棒性验证测试。

2. 发表1-2篇学术论文；申请发明专利1项；参加1-2次国内外知名学术会议或

者相关学术活动；准备项目结题工作，汇总项目技术和相关研究成果并完成结

题报告。
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广东省基础与应用基础研究基金项目任务书

四、项目总经费及省基金委经费预算

（一）省基金委经费下达总额： （大写）壹拾万圆整；（小写 ）10万元;

（二）省基金委经费年度下达计划：

年度   年2023   年   年   年   年

经费(万元) 10.00         
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广东省基础与应用基础研究基金项目任务书

七、任务书条款

  第一条 甲方与乙方根据《中华人民共和国民法典》及国家有关法规和规定，按照《广东省科学技术

厅关于广东省基础与应用基础研究基金（省自然科学基金、联合基金等）项目管理的实施细

则（试行）》《省级科技计划项目任务书管理细则》《广东省省级科技计划项目验收结题工

作规程（试行）》等规定，为顺利完成（ ）年2023 面向跨域数据和异构模型的迁移场景对抗

专项项目（项目编号： ）经协商一致，特订立本任务书，作攻防方法研究 2023A1515110075

为甲乙双方在项目实施管理过程中共同遵守的依据。

  第二条 甲方的权利义务：

1.按任务书规定进行经费核拨的有关工作协调。

2.根据甲方需要，在不影响乙方工作的前提下，定期或不定期对乙方项目的实施情况和经费

使用情况进行检查或抽查。

3.根据《广东省科研诚信管理办法(试行)》等规定对乙方进行科技计划信用管理。

  第三条 乙方的权利义务：

1.确保落实自筹经费及有关保障条件。

2.按任务书规定，对甲方核拨的经费实行专款专用，单独列账，并随时配合甲方进行监督检

查。

3.经费使用按照广东省级财政科研项目经费使用等有关规定进行管理。

4.项目依托单位应制定经费使用“负面清单+包干制”内部管理制度并报甲方备案。

5.使用财政资金采购设备、原材料等，按照《广东省实施〈中华人民共和国招标投标法〉办

法》有关规定，符合招标条件的须进行招标。

6.项目任务书任务完成后，或任务书规定的任务、指标及经费投入等提前完成的，乙方可提

出验收结题申请，并按甲方要求做好项目验收结题工作。

7.若项目发生需要终止结题的情况，乙方须提出终止结题申请，并按甲方要求做好项目终止

结题工作。

   8.在每年规定时间内向甲方如实提交上年度工作情况报告，报告内容包含上年度项目进展情

况、经费决算和取得的成果等。

9.按照国家和省有关规定，提交科技报告及其他材料。

10.利用甲方的经费获得的研究成果，项目负责人和参与者应当注明获得“广东省基础与应

用基础研究基金（英文：Guangdong Basic and Applied Basic Research

Foundation）（项目编号）”资助或作有关说明。

11.乙方要恪守科学道德准则，遵守科研活动规范，践行科研诚信要求，不得抄袭、剽窃他

人科研成果或者伪造、篡改研究数据、研究结论；不得购买、代写、代投论文，虚构同行评

议专家及评议意见；不得违反论文署名规范，擅自标注或虚假标注获得科技计划（专项、基

金等）等资助；不得弄虚作假，骗取科技计划（专项、基金等）项目、科研经费以及奖励、

荣誉等；不得有其他违背科研诚信要求的行为。

12.确保本项目开展的研究工作符合我国科研伦理管理相关规定。
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广东省基础与应用基础研究基金项目任务书

  第四条 在履行本任务书的过程中，如出现广东省相关政策法规重大改变等不可抗力情况，甲方有权

对所核拨经费的数量和时间进行相应调整。

  第五条 在履行本任务书的过程中，当事人一方发现可能导致项目整体或部分失败的情形时，应及时

通知另一方，并采取适当措施减少损失，没有及时通知并采取适当措施，致使损失扩大的，

应当就扩大的损失承担责任。

  第六条 本项目技术成果的归属、转让和实施技术成果所产生的经济利益的分享，除双方另有约定外

，按国家和广东省有关法规执行。

  第七条 根据项目具体情况，经双方另行协商订立的附加条款，作为本任务书正式内容的一部分，与

本任务书具有同等效力。

    第八条 本任务书一式三份，各份具有同等效力。甲、乙方及项目负责人各执一份，三方签字、盖章

后即生效，有效期至项目结题后一年内。各方均应负任务书的法律责任，不应受机构、人事

变动的影响。

    第九条 乙方必须接受甲方聘请的本项目任务书监理单位的监督和管理。监理单位按照甲方赋予的权

利对本项目任务书的履行进行审核、进度调查，对项目任务书变更、经费使用情况进行监督

管理及组织项目验收。

            说明：1.本任务书中，凡是当事人约定无需填写的内容，应在空白处划（/）。

                  2.委托代理人签订本任务书的，应出具合法、有效的委托书。
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二〇二四年

广州市科学技术局制

基础研究处主管处室：

2025-12-31 至 2024-01-01起止时间：

华南农业大学组织单位：

项目”启航“青年博士支持方向：

年度基础与应用基础研究专题2024专题名称：

基础研究计划计划类别：

黄立峰项目负责人：

华南农业大学承担单位：

面向自动驾驶视觉感知模型的可迁移对抗攻防

方法研究
项目名称：

2024A04J4382：号编书务

广州市科技计划项目

任务书

任
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填写说明
1.任务书甲方为广州市科学技术局；乙方为项目承担单位；丙

方为项目组织单位。

2.任务书基于项目申报书转换而成，请按照“广州科技大脑”

提示在线填写核实，若存在不填写内容的栏目，请用“无”表示；

任务书中的单位名称应为规范全称，并与单位公章一致。

3.乙方与合作单位的合作协议自动从项目申报书中读取，如需

变化调整，须待任务书签订后，按要求及时办理重大变更。

4.乙方完成项目任务书在线填写，依次提交丙方和甲方审核确

认后，按要求登录“穗好办”APP完成电子签章。不具备电子签章条

件的单位，经与业务主管处室沟通对接后，可下载电子版项目任务

书用A4纸双面打印装订签章；一式六份报甲方和丙方签章，其中甲

方两份丙方两份，项目承担单位和项目负责人各一份。

5.涉密项目请在“广州科技大脑”下载项目任务书模板，按保

密要求离线填写报送。

6.项目申报书是项目任务书填报的重要依据，未经甲方许可，

乙方不得修改考核指标，调整主要研究内容。项目任务书将作为项

目实施管理、验收结题和监督评估的重要依据。

7.项目任务书中的“备注”，包括重要的必须补充的内容。

8.“广州科技大脑”是项目管理过程中重要通知和文书的电子

送达平台。为确保电子送达渠道畅通，乙方和项目负责人应及时更

新维护“广州科技大脑”的单位和个人信息。

9.根据相关要求，项目涉及人体临床研究的，项目需经医学伦

理委员会审查通过并在任务书附件栏上传相关佐证材料。
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一、项目基本信息

项目名称 面向自动驾驶视觉感知模型的可迁移对抗攻防方法研究

申请市财政科

技经费
5(万元)

项目

基本

信息
研究期限 2（年）

项目

摘要

保障自动驾驶可靠性的核心在于利用对抗攻防来研究视觉感知模型的脆弱

机理并基于此提高安全性。然而，对抗攻击在跨领域和跨结构时难以发现

安全漏洞，而高鲁棒性模型算力成本高，阻碍其产业化落地。针对于此，

本项目拟提升点云对抗样本跨领域迁移性，分析特征空间弱点；增强图像

对抗攻击跨结构迁移能力，探索模型结构隐患；低成本构建高鲁棒性模型

，突破资源消耗多的限制。本项目成果能助力自动驾驶发展与应用，具有

重要的科学意义。
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二、项目单位情况

单位名称 华南农业大学 统一社会信用代码 124400004554165

634

注册时间 1952-01-01 单位类型 高等院校

注册地址 广东省广州市天河区五山路483号

办公地址 广东省广州市天河区五山路483号

姓名 倪慧群

手机号码 13711345768联系人

电子邮箱 kjcgxk@scau.edu.cn

开户银行 广东广州工行五山支行

开户户名 华南农业大学

项

目

承

担

单

位

银行账号 3602002609000310520
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.cn

ude.uacs@6flgnauh箱邮子电39358258-020话电公办

87400592931码号机手全安间空络网业专学所

无称职师教务职

国中
）区地或（

家国予授位学
士博位学

生究研士博历学国中籍国

族侗族民10-20-0991期日生出

男别性518010200991202134码号件证

证份身型类件证峰立黄名姓

三、项目负责人信息
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四、项目经费信息

本项目总投入：¥（5）万元，其中，市财政科技经费：¥（5）万元，自筹经费：¥（0）
万元。

（单位：万元）

注：本专题纳入“包干制”，市财政科技经费按市科技计划项目经费“包干制”相关规定

执行。

经费下达计划

资金来源 小计 市财政科技经费 自筹经费

2024 5 5 0

总计 5 5 0
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五、预期代表性成果

项目负责人在项目实施期内，以该项目作为资助项目获得以下5种情形之

一且经费使用符合规定的，由组织单位审核后通过验收。

（一）项目实施期内，以第一作者/通讯作者发表论文1篇或以上（须标注

资助项目编号）；

（二）项目实施期内，以第一完成人申请或授权专利、软件著作1项或以

上；

（三）项目实施期内，获省级以上科技计划项目或人才项目支持1项或以

上；

（四）项目实施期内，获省级以上科技奖励（含列入获奖团队成员名单）

1项或以上；

（五）项目实施期内，获得职称晋升。
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六、备注

专题补充约定条款：

甲方对未履行勤勉尽责义务的相关责任主体，自作出处理结论之日起，依照法律法

规规定或任务书约定实施惩戒5年，取消相关责任主体申报市科技计划项目、申领

市科技计划项目经费的资格。

预期代表性成果需在实施期内获得。
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项目承担单位（乙方）及项目负责人承诺书

承诺书

本单位/本人作为广州市科技计划项目承担单位/项目负责人，将严格遵守

广州市科技计划管理相关规定，严格履行自身责任，加强对项目组人员及合作

单位的管理，在此郑重承诺：

（一）确保与本项目有关的全部材料真实、合法、有效，未侵犯其他方知

识产权等权利，不存在多头申报、重复申报行为；

（二）严格遵守《广州市科技创新条例》《广州市科技计划项目管理办法

》《广州市科技计划项目经费管理办法》《广州市科技计划科技报告管理办法

》等相关规定，实施项目和经费管理；

（三）严格遵守国家、省、市关于科研诚信和科技伦理的有关法律、法规

，相关政策以及各项规定，加强项目实施过程中的科研诚信及科技伦理管理，

恪守科研道德准则。

如有违反，本单位/本人愿意接受相关部门做出的各项处理决定，包括但不

限于终止项目、停拨经费、核减经费、追回经费，取消一定期限广州市科技计

划项目申报资格，记入科研失信行为数据库，将不良行为向社会公开等。

项目承担单位：华南农业大学

日期：2023年12月18日

项目负责人：黄立峰

日期：2023年12月15日
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任务书签署

甲乙丙三方根据《广州市科技计划项目管理办法》《广州市科技计划项目

经费管理办法》《广州市科技计划科技报告管理办法》等有关文件规定，以及

有关法律、政策和管理要求，签署本任务书。

签订地点：广州市越秀区

广州市科学技术局（甲方）：广州市科学技术局
局项目经办人：蒋韬略          联系电话：83124150
责任处室负责人：麦胜文

【市科技局盖章处】                                                                          

2024年01月17日
项目承担单位（乙方）：华南农业大学
二级部门：华南农业大学数学与信息学院
项目负责人：黄立峰
项目经费汇入账号
账户名：华南农业大学    账号：3602002609000310520
开户银行：广东广州工行五山支行
财务负责人：肖斐

【承担单位盖章处】                                                                          

2023年12月18日
组织单位（丙方）：华南农业大学
项目经办人：倪慧群

【组织单位盖章处】                                                                          

2023年12月18日
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 PJ240036 

 party. 
 “ ”  
  
  
  

 b.  The  recipient  will  not  disclose  the  Confidential  Information,  except  to  affiliates, 
 employees,  and  agents  who  need  to  know  it  and  who  have  agreed  in  writing  to  keep 
 it  confidential.  The  recipient,  its  affiliates,  employees,  and  agents  may  use 
 Confidential  Information  only  to  exercise  rights  and  fulfill  obligations  under  this 
 Agreement,  while  using  reasonable  care  to  protect  it.  The  recipient  may  also  disclose 
 Confidential  Information  when  required  by  law  after  giving  reasonable  notice  to 
 discloser. 
  
  
  
  

 4.  Publicity.  Neither  party  may  make  any  public  statement  regarding  the  relationship 
 contemplated  by  this  Agreement  without  the  other’s  prior  written  approval,  except  when 
 required by law after giving reasonable notice to the other. 
    
  

 5.  Warranties and Indemnities  . 
  

 a.  Warranties  .  Each  party  represents  and  warrants  that  it  has  full  power  and  authority  to 
 enter into and perform its obligations under this agreement. 
    

 b.  Indemnities  .  To  the  fullest  extent  permitted  by  law,  each  party  will  indemnify  and 
 defend  the  other  and  their  directors,  officers,  employees,  and  agents  from  third  party 
 claims  arising  from  or  related  to  a  breach  of  such  party’s  representations  and 
 warranties. 
    
  
  

 6.  DISCLAIMERS 
  

 UNIVERSITY EXPRESSLY UNDERSTANDS AND AGREES THAT: 
  

 EXCEPT FOR THE EXPRESS WARRANTIES MADE BY THE PARTIES IN SECTION 5, 
 GOOGLE EXPRESSLY DISCLAIMS ALL WARRANTIES OF ANY KIND, WHETHER 
 EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO THE IMPLIED WARRANTIES 
 OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND 
 NON-INFRINGEMENT. 
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  5  
  

 7.  REMEDIES,  AND  LIMITATION  OF  LIABILITY  .  TO  THE  MAXIMUM  EXTENT  PERMITTED 
 BY  LAW,  EACH  PARTY’S  EXCLUSIVE  REMEDY  FOR  BREACHES  OF  THIS  AGREEMENT 
 WILL  BE  MONETARY  DAMAGES.  EXCEPT  FOR  THE  INDEMNITIES  UNDER  SECTION  5 
 AND  BREACHES  OF  A  PARTY’S  INTELLECTUAL  PROPERTY  RIGHTS  (INCLUDING 
 LICENSE  BREACHES),  (A)  NEITHER  PARTY  WILL  BE  LIABLE  FOR  LOST  REVENUES  OR 
 INDIRECT,  SPECIAL,  INCIDENTAL,  CONSEQUENTIAL,  EXEMPLARY  OR  PUNITIVE 
 DAMAGES,  AND  (B)  NEITHER  PARTY’S  AGGREGATE  LIABILITY  FOR  ANY  CLAIM 
 ARISING OUT OF OR RELATED TO THIS AGREEMENT WILL EXCEED $10,000. 
      
  5 (A)  
  (B)  
  10,000  

 8.  Entry Into Force, Duration and Termination, Miscellaneous Provisions 
  

 a.  Term  :  The effective date of this Agreement will be  the date of Google’s signature and 
 the Agreement will be valid for a period of one year (the “Term”). 
    1 “ ”  

 b.  Termination 
  

 (i)  Either  party  may  terminate  this  Agreement  immediately  upon  written  notice  to 
 the  other  party  if  the  other  party  is  in  material  breach  of  this  Agreement  and 
 has  failed  to  cure  such  breach  within  30  days  after  receiving  notice  from  the 
 first party identifying the breach. 
  
  30  
  

 (ii)  Either  party  may  terminate  this  Agreement  immediately  upon  written  notice  to 
 the  other  party  if  the  other  party  is  unable  to  meet  its  obligations  under  this 
 Agreement for more than 30 days due to force majeure. 
  
  30  

 (iii)  Google  may  terminate  this  Agreement  immediately  upon  written  notice  to 
 UNIVERSITY  if  UNIVERSITY  breaches  Section  5  (Representations  and 
 Warranties) or Section Section 8d (Compliance with Anti-Bribery Laws). 
  5 8 d  
  

 (iv)  Survival.  The  following  provisions  will  survive  any  termination  or  expiration  of 
 this Agreement:  Sections 3 through 8. 
    3  8  
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 c.  Notices  .  All  notices  of  termination  or  breach  must  be  in  writing  and  addressed  to  the 
 other  party’s  Legal  Department.  The  email  address  for  notices  being  sent  to  Google’s 
 Legal  Department  is  legal-notices@google.com.  Notice  will  be  treated  as  given  on 
 receipt,  as  verified  by  written  or  automated  receipt  or  by  electronic  log  (as  applicable). 
 All  other  notices  must  be  in  English,  in  writing  and  addressed  to  the  other  party’s 
 primary contact. 
    
   legal-notices@google.com   
  
 ,  

 d.  Compliance  with  Anti-Bribery  Laws.  UNIVERSITY  will  comply  with  all  applicable 
 campaign  finance  and  gift  laws  and  anti-bribery  laws,  including  the  U.S.  Foreign 
 Corrupt  Practices  Act  of  1977  and  the  UK  Bribery  Act  of  2010,  which  prohibit  corrupt 
 direct  or  indirect  offers  of  anything  of  value  to  anyone  (including  government  officials), 
 to  obtain  or  keep  business  or  to  secure  any  other  improper  commercial  advantage. 
 UNIVERSITY  will  not  (i)  make  any  facilitation  payments  to  induce  government 
 officials  to  perform  otherwise  required  functions  or  (ii)  directly  or  indirectly  pay,  offer, 
 or  agree  to  give  any  campaign  contributions  or  gifts  to  government  officials  in 
 connection  with  the  program  to  implement.  “  Government  officials  ”  include  any 
 government  employee;  candidate  for  public  office;  and  employee  of 
 government-owned  or  government-controlled  companies,  public  international 
 organizations, and political parties. 
    
 1977 2010  
  
 (i)  
                       (ii)                                                 
 “    ”  
  

 e.  Assignment  .  UNIVERSITY  may  not  assign  any  part  of  this  Agreement  without  the 
 prior written consent of Google. 
    

 f.  Force  Majeure  .  Neither  party  will  be  liable  for  failure  or  delay  in  performance  to  the 
 extent caused by circumstances beyond its reasonable control. 
    
  

 g.  No  Waiver.  Neither  party  will  be  treated  as  having  waived  any  rights  by  not  exercising 
 (or delaying the exercise of) any rights under this Agreement. 
    
  

 h.  No  Agency  .  This  Agreement  does  not  create  any  agency,  partnership  or  joint  venture 
 between the parties. 
    

 i.  No  Third  Party  Beneficiaries.  This  Agreement  does  not  confer  any  benefits  on  any 
 third party unless it expressly states that it does. 
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 j.  Counterparts  .  The  parties  may  execute  this  Agreement  in  counterparts,  including 
 facsimile,  PDF,  and  other  electronic  copies,  which  taken  together  will  constitute  one 
 instrument. 
   PDF  
  

 k.  Amendments  .  Any  amendment  must  be  in  writing  and  expressly  state  that  it  is 
 amending this Agreement. 
    

 l.  Entire  Agreement  .  This  Agreement  sets  out  all  terms  agreed  between  the  parties  and 
 supersedes  all  previous  or  contemporaneous  agreements  between  the  parties 
 relating to its subject matter. 
    
  

 m.  Severability  .  If  any  term  (or  part  of  a  term)  of  this  Agreement  is  invalid,  illegal  or 
 unenforceable, the rest of the Agreement will continue in force unaffected. 
    
  

 n.  Governing Law  . 
  

 (i)  Governing  law.  THIS  AGREEMENT  WILL  BE  GOVERNED  BY  THE 
 LAWS  OF  THE  PEOPLE’S  REPUBLIC  OF  CHINA  ("  PRC  ”)  , 
 EXCLUDING ITS CONFLICTS OF LAWS RULES. 
   “PRC”  
  

 (ii)  Arbitration. 
  

 (1)  Definitions.  “  Dispute  ”  means  any  contractual  or  non-contractual 
 dispute  regarding  this  Agreement,  including  its  formation,  validity, 
 subject matter, interpretation, performance, or termination. 
   “ ”  
  

 (2)  Settlement.  The  parties  will  try  in  good  faith  to  settle  any  Dispute 
 within  30  days  after  a  party  receives  the  first  notice  regarding  the 
 Dispute  in  accordance  with  Section  8.c  (Notices).  If  the  parties 
 are  unable  to  resolve  the  Dispute  within  this  30-day  period,  either 
 party  may  refer  the  Dispute  to  arbitration  in  accordance  with 
 Section 8n(ii)(3) (Arbitration) below. 
                       8.c                         
             30                                       
       30                                      8n(ii)(3)   
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 (3)  Arbitration.  The  parties  will  refer  all  Disputes  to  final,  binding 
 arbitration  administered  by  the  China  International  Economic  and 
 Trade  Arbitration  Commission  (“  CIETAC  ”)  in  accordance  with  the 
 CIETAC’s  Arbitration  Rules  in  force  as  of  this  Agreement’s 
 Effective  Date  (“  Rules  ”).  The  arbitration  will  be  conducted  in 
 English  by  three  arbitrators  who  will  be  appointed  as  follows: 
 each  party  will  appoint  an  arbitrator,  and  the  party-appointed 
 arbitrators  will  nominate  a  chairperson  within  30  days  after  the 
 confirmation  of  the  last  party-appointed  arbitrator.  If  the 
 party-appointed  arbitrators  fail  to  nominate  a  chairperson  within 
 30  days  after  the  confirmation  of  the  last  party-appointed 
 arbitrator,  CIETAC  will  nominate  a  chairperson.  The  chairperson 
 may  be  appointed  from  outside  CIETAC’s  panel  of  arbitrators  in 
 accordance  with  the  Rules.  The  arbitration  will  be  conducted  in 
 Beijing, PRC, which will be the seat of arbitration. 
  
 CIETAC  “   
   ”  
  
 30  
  
 30  
  
  
  

 (4)  Confidentiality.  The  arbitration  is  Confidential  Information 
 (including  the  arbitration’s  existence  and  any  oral  or  written 
 information  related  to  it).  However,  the  parties  may  disclose  to  a 
 competent  court  information  necessary  to  execute  any  arbitral 
 decision,  but  only  if  the  confidentiality  of  those  materials  is 
 maintained in those judicial proceedings. 
    
  
  
  

 (5)  Non-Monetary  Relief.  The  arbitrator(s)  may  only  issue  its  award 
 based on law, not in equity. 
    

 (6)  Fees  and  Expenses.  Each  party  will  bear  its  own  lawyers’  and 
 experts’  fees  and  expenses,  regardless  of  the  arbitrator’s  final 
 decision regarding the Dispute. 
                                                        
  

 7 
103



104



 PJ240036 

 Attachment A 
  A 

 Milestones 
  

 Milestones  Milestone Due 
 Date 

 Payment Amount 
 and Payment Date 

 1  st  Milestone: 
 1 
 ●  Execution of Collaboration 

 Agreement 

 May 31, 2024 
 2024  5  31 

 N/A 

 2  nd  Milestone: 
 2 
 ●  Kickoff the project development 

 work. 

 Jun 1, 2024 
 2024  6  1 

 N/A 

 3  rd  Milestone: 
 3 
 ●  Funding:  After UNIVERSITY 

 appoints a full-time faculty member 
 as the project coordinator, and 
 submits invoice to Google, Google 
 will pay the funding to UNIVERSITY. 

 Jun 30, 2024 
 2024  6  30 

 RMB20,000, subject 
 to UNIVERSITY 
 demonstrating to 
 Google’s 
 reasonable 
 satisfaction, that it 
 has achieved the 
 applicable 
 Milestones 

 20,000 

 4  th  Milestone: 
 4 
 ●  Project checkpoint; 

 Oct. 31, 2025 
 2025  10  31 

 N/A 
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国家自然科学基金资助项目计划书填报说明

（预算制项目）

一、项目负责人收到《国家自然科学基金资助项目批准通知》（以下简称《批准通知》）

后，请认真阅读本填报说明，参照国家自然科学基金相关项目管理办法和新修订的《

国家自然科学基金资助项目资金管理办法》（以下简称《资金管理办法》，请查阅国

家自然科学基金委员会官方网站首页“政策法规”栏目），按《批准通知》的要求认

真填写和提交《国家自然科学基金资助项目计划书》（以下简称《计划书》）。

二、填写《计划书》时要科学严谨、实事求是、表述清晰、准确。《计划书》经国家自然

科学基金委员会相关项目管理部门审核批准后，将作为项目研究计划执行、检查和验

收的依据。

三、《计划书》各部分填写要求如下：

（一）简表：由系统自动生成。

（二）摘要及关键词：各类获资助项目都应当填写中、英文摘要及关键词。

（三）项目组主要成员：计划书中列出姓名的项目组主要成员由系统自动生成，与申

请书原成员保持一致，不可随意调整。如果《批准通知》所附“项目评审意见

及修改意见表”中“修改意见”栏目有调整项目组成员相关要求的，待项目开

始执行后，按照项目成员变更程序另行办理。

（四）资金预算表：根据批准的项目资助额度，按规定调整项目预算，并按照《国家

自然科学基金项目计划书预算表编制说明》填报资金预算表和预算说明书。

（五）正文：

1. 面上项目、地区科学基金项目：如果《批准通知》所附“项目评审意见及修改

意见表”中“修改意见”栏目没有修改要求的，只需选择“研究内容和研究目

标按照申请书执行”即可；如果《批准通知》中上述栏目明确要求调整研究期

限或研究内容等的，须选择“根据研究方案修改意见更改”并填报相关修改内

容。

2. 重点项目、重点国际（地区）合作研究项目、重大项目、重大研究计划重点支

持项目、重大研究计划集成项目、国家重大科研仪器研制项目、联合基金项

目、原创探索计划项目：须选择“根据研究方案修改意见更改”，根据《批准

通知》的要求填写研究（研制）内容，不得自行降低、更改研究目标（或仪器

研制的技术性能与主要技术指标、验收技术指标等）或缩减研究（研制）内

容。此外，还要突出以下几点：

（1）研究的难点和在实施过程中可能遇到的问题（或仪器研制风险），拟采用

的研究（研制）方案和技术路线；

（2）项目主要参与者分工，合作研究单位（如有）之间的关系与分工，重大项

目还需说明课题之间的关联；

（3）详细的年度研究（研制）计划。

3. 创新研究群体项目：须选择“根据研究方案修改意见更改”，按下列提纲撰

写：
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（1）研究方向；

（2）结合国内外研究现状，说明研究工作的学术思想和科学意义（限两个页

面）；

（3）研究内容、研究方案及预期目标（限两个页面）；

（4）年度研究计划；

（5）研究队伍的组成情况。

4. 基础科学中心项目：须选择“根据研究方案修改意见更改”，根据《批准通

知》的要求和现场考察专家组的意见和建议，进一步完善并细化研究计划，按

下列提纲撰写：

（1）五年拟开展的研究工作（包括主要研究方向、关键科学问题与研究内

容）；

（2）研究方案（包括骨干成员之间的分工及合作方式、学科交叉融合研究计划

等）；

（3）年度研究计划；

（4）五年预期目标和可能取得的重大突破等；

（5）研究队伍的组成情况。

5. 数学天元基金项目：天元前沿重点专项项目和数学与其他学科交叉联合资助项

目，参照重点项目的方式进行选择和填写；其他类型项目，参照面上项目的方

式进行选择和填写。

6. 对于其他类型项目，参照面上项目的方式进行选择和填写。
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简表

项
目
负
责
人
信
息

姓      名 张足生 性 别 男
出生
年月

1980年09月 民 族 汉族

学      位 博士 职称 教授

是否在站博士后 否 电子邮件 zushengzhang@163.com

电      话 020-85285383 个人网页

工 作 单 位 华南农业大学

所 在 院 系 所 数学与信息(软件)学院

依
托
单
位
信
息

名      称 华南农业大学 代码
51064208A04
99

联  系  人 唐家林 电子邮件 kycjhk@scau.edu.cn

电      话 020-85280070 网站地址 http://kjc.scau.edu.cn/

合
作
单
位
信
息

单 位 名 称

项
目
基
本
信
息

项  目  名  称 交通无线磁阻传感器网络深度学习去噪方法研究

资  助  类  别 面上项目 亚 类 说 明

附  注  说  明

申  请  代  码
F0208:物联网及其他新型
网络

F0306:自动化检测技术与装置

基  地  类  别

执  行  年  限 2025.01-2028.12

直  接  费  用 50万元

第3页
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项目摘要

中文摘要：
无线磁阻传感器网络具有低功耗、低成本、微型化等特点，已广泛用于智能交通信息采集领域。

磁阻传感器检测的“弱磁信号”容易受到多源干扰，目前的信噪分离方法无法提取高保真的车辆磁信
号，导致交通检测精度急剧降低。如何在多源干扰的情况下实现车辆磁信号的高保真提取是一个亟待
解决的关键问题，本项目将聚焦这一关键问题开展研究工作：首先对磁干扰信号和交通车辆磁信号分
别进行数学建模，实现复杂环境下磁信号的生成；接着分析磁信号时间序列的特征规律，提出信噪辨
识方法，将受噪声干扰的车辆磁信号识别出来；然后引入生成对抗网络框架，研究低信噪比条件下的
深度学习去噪方法，实现高保真车辆磁信号的提取；并提出深度学习去噪模型压缩及分割部署方法，
建立抗干扰的交通信息采集系统对上述理论研究的有效性进行验证。本项目将有效提高无线磁阻传感
器网络在强干扰环境下检测精度，为低成本实时交通信息采集的大规模应用提供理论基础和技术支撑
。

Abstract：
Wireless magnetic sensor networks, with their advantages of low power consumption, low
cost and miniaturization, have been widely used in intelligent transportation information
collection systems. "Weak magnetic signals" detected by magnetic sensors are susceptible
to interference from multiple sources. Existing signal-to-noise separation methods are
unable to extract high-fidelity vehicle magnetic signals, leading to a sharp decrease in
traffic detection accuracy. How to achieve high-fidelity extraction of vehicle magnetic
signals under multi-source interference is a key issue that urgently needs to be
addressed. This project will focus on this key issue and carry out the following research
work: Firstly, this project conducts separate mathematical modeling for magnetic
interference signals and traffic vehicle magnetic signals, enabling the generation of
magnetic signals in complex environments; Subsequently, we analyze the characteristic
patterns of magnetic signal time series, propose methods for signal-to-noise
identification, and distinguish vehicle magnetic signals affected by noise interference;
Then, we introduce a generative adversarial network framework to investigate deep
learning denoising methods under low signal-to-noise ratio conditions, achieving
high-fidelity extraction of vehicle magnetic signals; Finally, a deep learning denoising
model compression and segmentation deployment method is proposed, and an
anti-interference traffic information collection system is established to verify the
effectiveness of the above theoretical research. This project will effectively enhance
the detection accuracy of wireless magnetic sensor networks in interference environments,
providing both a theoretical foundation and technical support for the large-scale
application of low-cost, real-time traffic information collection.

传感器网络系统；物联网；磁干扰；交通检测；磁阻传感器关键词(用分号分开)：

Sensor network systems; Internet of Things; MagneticKeywords(用分号分开): 
interference; Traffic detection; Magnetic sensor

第4页

国家自然科学基金资助项目计划书（预算制项目）

110



项目组主要成员

编号 姓名 出生年月 性别 职称 学位 单位名称 电话 证件号码 项目分工
每年工
作时间
（月）

1 张足生 1980.09 男 教授 博士 华南农业大学 020-85285383
43042219800918
9038

项目负责人 10

2 黄立峰 1990.02 男 讲师 博士 华南农业大学 020-85285383
43120219900201
0815

信噪辨识算法设计 8

3 古万荣 1982.01 男 讲师 博士 华南农业大学 13719398640
44022919820127
0018

深度学习信号去噪 8

4 毛宜军 1979.12 男 讲师 博士 华南农业大学
020-85280320-5
11

41010519791206
285X

深度学习模型压缩 8

5 肖克辉 1981.08 男 高级实验师 博士 华南农业大学 020-85285383
41150219810809
3039

磁信号建模与实验
测试

8

总人数 高级 中级 初级 博士后 博士生 硕士生

9 2 3 0 0 0 4
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国家自然科学基金预算制项目预算表

项目批准号：62472182 项目负责人：张足生 金额单位：万元  

序号 科目名称 金额

1 一、科学基金资助项目直接费用合计 50.0000

2 1、 设备费 4.0000

3 其中：设备购置费 4.0000

4 2、 业务费 27.0000

5 3、 劳务费 19.0000

6 二、 其他来源资金 0.0000

7 三、 合计 50.0000

注：请按照项目研究实际需要合理填写各科目预算金额。
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预算说明书

一、科学基金资助项目直接费用

请按照《国家自然科学基金项目计划书预算编制说明》等有关要求，按照政策相符性、目标相关性和经济合理

性原则，实事求是编制项目预算。填报时，直接费用应按设备费、业务费、劳务费三个科目填报，每个科目结合科

研任务按支出用途进行说明。

1.设备费（是指在项目实施过程中购置或试制专用仪器设备，对现有仪器设备进行升级改造，以及租赁外单位

仪器设备而发生的费用。计算类仪器设备和软件工具可在设备费科目列支。填报时，应对设备费支出的必要性和测

算的合理性等内容进行说明。单价大于50万元（含50万元）的设备需补充说明设备的主要性能指标、主要技术参数

等内容;单价小于50万元的设备仅需按照设备购置费、试制改造费和租赁使用费分类进行说明即可。）

设备费4万元，说明如下：

项目购置一套交通磁阻传感器网络测试平台，用于动态和静态交通测试系统，每套平台单价3万元，共计3万元；

购置2套太阳能充电装置（为网关及边缘节点提供电源），每套0.5万元，共计2*0.5=1万元整。

2.业务费（是指项目实施过程中消耗的各种材料、辅助材料等低值易耗品的采购、运输、装卸、整理等费用，

发生的测试化验加工、燃料动力、出版/文献/信息传播/知识产权事务、会议/差旅/国际合作交流等费用，以及其他

相关支出。）

业务费27万元，说明如下：

1）材料费11万元：主要用于购置传感器节点模具、磁阻传感器模块、无线通信模块、微处理器、聚合物锂电池、

通信天线、电子标签、电子元器件等材料用于磁阻传感器节点、边缘节点、网关节点、手持移动节点等交通磁阻传

感器网络所需节点的试制与研发，安排预算10万元，另外对数据存储硬盘、电脑配件等需预算1万元，共计11万元。

2）测试化验加工费2万元：委托相关企业对磁阻传感器节点、边缘节点、网关节点、手持移动节点等多类节点

的模具、电路板、天线进行优化设计、测试与加工，需要预算2万元。

3）差旅费6万元：计划安排10人次参加国内外的学术或相关行业交流会议，每人次费用为0.5万元，共计5.0万元；

项目组成员到相关的科研单位、企业交流所需交通费预算为1.0万元。

4）国际合作与交流费2万元：为了及时掌握相关领域的最新研究成果，项目实施期内拟邀请2位国际专家来华进

行学术交流，来华专家每人预算1.0万元，安排预算2万元。

5）出版/文献/信息传播/知识产权事务费6万元：用于国际会议论文出版费2.0万元，国内外期刊论文出版费1.5万

元，文献检索、资料印刷费及信息传播费预算0.5万元，发明专利申请费预算2.0万元，共计6万元。

3.劳务费（是指在项目实施过程中支付给参与项目研究的研究生、博士后、访问学者以及项目聘用的研究人员、

科研辅助人员等的劳务性费用，以及支付给临时聘请的咨询专家的费用等。填报时，应综合考量劳务费支出对象所

承担研究任务的必要性、投入本项目的工作时长、费用标准的合理性等因素。）

劳务费19万元，说明如下：

1）项目参与人员费16万元：参与项目研究及开发工作的研究生4人，每人10月/年，4年共计160人月，按平均每

人月800元补助标准，预算13万元；项目需要聘用研究人员进行软/硬件开发，需要3人次，每人费用为0.5万/月，每人

工作2个月，预算3万元。

2）专家咨询费3万元：拟邀请专家指导3人次/年，共12人次，每人次费用2500元，共计3万元。

二、其他来源资金

对其他来源资金的经费来源、主要用途、支出预算做简要说明。

无。

三、合作研究外拨资金

对合作研究单位承担研究任务及资金外拨情况等进行必要说明。如存在多个合作研究单位，请逐一说明。如存

在资金外拨的情况，还需对外拨资金的金额进行重点说明。

无。
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报告正文

研究内容和研究目标按照申请书执行。
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国家自然科学基金项目负责人、依托单位承诺书

国家自然科学基金项目负责人承诺书

本人郑重承诺：我接受国家自然科学基金的资助，严格遵守中共中央办公厅、国务院办公厅《

关于进一步加强科研诚信建设的若干意见》《关于进一步弘扬科学家精神加强作风和学风建设的意

见》《关于加强科技伦理治理的意见》《科技伦理审查办法（试行）》等规定，和国家自然科学基

金委员会关于资助项目管理、项目资金管理等各项规章，在《计划书》填写及项目执行过程中：

（一）按照《批准通知》《国家自然科学基金资助项目计划书填报说明》的要求填写《计划

书》，未自行降低、更改目标任务或约定要求，或缩减研究（研制）内容；

（二）树立“红线”意识，严格履行科研合同义务，按照《计划书》负责实施本项目（批准

号：62472182），切实保证研究工作时间，按时报送有关材料，及时报告重大情况变动，不违规将

科研任务转包、分包他人，不以项目实施周期外或不相关成果充抵交差；

（三）遵守科研诚信、科技伦理规范和学术道德，认真开展研究工作，对资助项目发表的论著

和取得的研究成果按规定进行标注，不在非本项目资助的成果或其他无关成果上标注本项目批准

号，反对无实质学术贡献者“挂名”，不在成果署名、知识产权归属等方面侵占他人合法权益，并

如实报告本人及项目组成员发生的违背科研诚信要求的任何行为；

（四）尊重科研规律，弘扬科学家精神，严谨求实，追求卓越，反对浮夸浮躁、投机取巧，不

人为夸大学术或技术价值，不传播未经科学验证的现象和观点；

（五）将项目资金全部用于与本项目研究工作相关的支出，并结合科研活动需要，科学合理安

排项目资金支出进度；

（六）做好项目组成员的教育和管理，确保遵守以上相关要求。

如违背上述承诺，本人愿接受国家自然科学基金委员会和相关部门做出的各项处理决定。

项目负责人（签字）：

年    月    日

 依托单位科研管理部门：

 负责人（签章）：

年    月    日

 依托单位财务管理部门：

 负责人（签章）：

年    月    日

国家自然科学基金项目依托单位承诺书

    我单位同意承担上述国家自然科学基金项目，将保证项目负责人及其研究队伍的稳定和研究项

目实施所需的条件，严格遵守中共中央办公厅、国务院办公厅《关于进一步加强科研诚信建设的若

干意见》《关于进一步弘扬科学家精神加强作风和学风建设的意见》《关于加强科技伦理治理的意

见》《科技伦理审查办法（试行）》等规定，和国家自然科学基金委员会有关资助项目管理、项目

 资金管理、科研诚信管理和科技伦理管理等各项规定，并督促实施。

 依托单位（公章）

年    月    日
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国家自然科学基金资助项目签批审核表

本

栏

目

由

自

然

科

学

基

金

委

填

写

科学处审查意见： 

负责人（签章）： 

     年    月    日

科学部审查意见： 

负责人（签章）： 

     年    月    日
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广东省基础与应用基础研究基金项目任务书

（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）

广东省基础与应用基础研究基金项目

任务书

项目名称： 基于语言协同式特征解耦的无参考图像质量评价方法研究

项目类别： 广东省自然科学基金-面上项目

项目起止时间： 2025-01-01  至   2027-12-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 周子涵 联系电话： 18819472687

广东省基础与应用基础研究基金项目

任务书

项目名称： 基于语言协同式特征解耦的无参考图像质量评价方法研究

项目类别： 广东省自然科学基金-面上项目

项目起止时间： 2025-01-01  至   2027-12-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 周子涵 联系电话： 18819472687

受理编号: c25140500000666

项目编号: 2025A1515011539

文件编号: 粤基金字〔2025〕10号

20
25
A1
51
50
11
53
9

117



广东省基础与应用基础研究基金项目任务书

填写说明

  一、项目任务书内容原则上要求与申报书相关内容保持一致，不得无故修改。

  二、项目承担单位通过广东省科技业务管理阳光政务平台下载项目任务书，按要求完成签名盖章
后扫描上传到广东省科技业务管理阳光政务平台。

  三、签名盖章说明。请分别在单位工作分工及经费分配情况页、人员信息页、签约各方页等地方
按要求签字或盖章，签章不合规或错漏将不予受理。其中，人员信息页要求所有参与人员本人亲笔
签名，代签或印章无效，漏签将不予受理。

  四、本任务书自签字并加盖公章之日起生效，各方均应负本任务书的法律责任，不应受机构、人
事变动影响。

  五、根据《广东省科学技术厅广东省财政厅关于深入推进省基础与应用基础研究基金项目经费使
用“负面清单+包干制”改革试点工作的通知》(粤科规范字〔2022〕2号)，2022年度及以后立项资
助的全部省基金项目(包括省自然科学基金、省市联合基金、省企联合基金项目等)均适用“负面清
单+包干制”，项目提交申请书和任务书时无需编制费用明细科目预算。
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广东省基础与应用基础研究基金项目任务书

一、主要研究内容和要达到的目标

主要研究内容： 

    本项目从人类视觉感知特性和无参考质量评价需求出发，通过挖掘面向图像质量的语言先验，从跨

模态质量评价数据的分析和生成、解耦模型的构建及其在图像质量评价中的应用三个层面进系统性研究

，以提高无参考评价模型在复杂环境下的准确性和泛化性，为图像质量评价领域开辟新思路。本项目拟

从以下三个方面展开研究：

（1）针对面向图像质量的内容-退化的文本描述，研究自动生成策略，构建质量描述文本生成新范式。

通过设计多维度图像质量描述文本的生成模型，为内容-退化解耦和图像质量评价提供更为丰富和准确的

数据支持。

（2）针对内容-退化特征分解，研究语言协同引导的图像内容-退化解耦模型。通过设计语言信息协同约

束的对比重构解耦框架，并结合视觉-语言模型，实现有效的内容-退化特征解耦。

（3）针对基于内容-退化分解的图像质量评价，研究多模态内容-退化特征的动态交互聚合策略，通过建

立内容-退化驱动的动态交互机制,以显式建模两者对质量的交互影响。通过建立跨模态多任务学习框架

，并设计自适应机制，以增强评价模型在复杂真实场景下的准确性和泛化能力。

研究目标： 

    本项目针对真实复杂场景下的无参考图像质量评价问题，对语言协同式内容-退化解耦机制及其在图

像质量评价中的应用展开深入研究，旨在推动图像质量评价技术的发展及其在计算机视觉领域的广泛应

用，并丰富图像表达，从而提升图像恢复等任务性能。具体目标包括： 

（1）建立质量描述文本生成新范式，并提出一个多维度图像质量描述文本的生成模型，为内容-退化解

耦和图像质量评价任务提供数据支持。 

（2）提出视觉语言模型引导的图像内容-退化解耦模型，设计语言信息协同约束的对比重构解耦框架，

以实现内容和退化的有效解耦。 

（3）结合迁移学习技术，提出基于内容-退化特征动态交互的图像质量评价方法。通过设计自适应策略

提高图像质量评价模型在真实场景的准确性和泛化能力。

（4） 整合以上成果，提出一套完整有效的基于特征解耦的无参考质量评价方法或系统。

基于上述研究成果，本项目旨在形成科技报告一篇，申请专利1项，发表 JCR 二区及以上学术期刊和 CC

F-A 类会议论文共4篇。协助培养硕士3名。

2/10
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广东省基础与应用基础研究基金项目任务书

二、项目预期获得的研究成果及形式

论文及专著情
况

国家统计源刊物以上刊物
发表论文（篇）

3 科技报告（篇） 1

其中被SCI/EI/ISTP收录
论文数（篇）

0 培养人才（人） 3

专著（册） 0 引进人才（人） 0

专利情况(项)

发明专利 实用新型专利 外观设计专利 国外专利

申请 授权 申请 授权 申请 授权 申请 授权

1 0 0 0 0 0 0 0
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广东省基础与应用基础研究基金项目任务书

三、项目进度和阶段目标

（一）项目起止时间： 2025-01-01 至 2027-12-31

（二）项目实施进度及阶段主要目标: 

开始日期 结束日期 主要工作内容

2025-01-01 2025-12-31

收集和整理相关资料，调研最新研究进展，完善实验方案。完善复合退化函数

模型，收集和准备无主观标记的合成图像数据集和有主观分数的图像质量评价

数据集。针对上述视觉图像数据，细化结构化思考链和提示文本内容，微调大

语言模型以构建多维度质量描述语料库，重点包括内容和退化描述。基于该方

法开发质量描述文本生成软件原型系统，发表高水平学术论文1-2篇，并申请

专利或软件著作权。

2026-01-01 2026-12-31

完善自监督学习框架的设计，包括细化内容编/解码器和退化编/解码器的结构

。细化面向语言模型和图像质量的对比损失函数和训练方案，进行视觉内容-

退化解耦网络的训练和验证。汇总本阶段和上阶段成果，发表高水平学术论文

1-2篇，并申请专利。

2027-01-01 2027-12-31

进一步对相关领域进行调研，完善视觉-语言多模态特征融合机制、内容和退

化特征动态交互机制和动态质量分数回归机制，并验证有效性。结合之前成果

，将语言先验驱动的内容-退化解耦模型应用在无参考图像质量评价中，完善

针对多模态的多任务框架，细化损失函数及多阶段训练策略，并验证有效性。

汇总本阶段研究成果，发表高水平学术论文2-3篇，并申请专利。总结该项目

在理论方法研究，模型设计和实际应用效果等方面所取得的成果，并提出与此

项目相关的后续研究内容和发展方向。
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广东省基础与应用基础研究基金项目任务书

四、项目总经费及省基金委经费预算

1.省基金委经费下达总额： （大写）壹拾万圆整；（小写 ）10万元;

2.省基金委经费年度下达计划：

年度   年2025   年   年   年   年

经费(万元) 10.00         
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广东省基础与应用基础研究基金项目任务书

七、任务书条款

  第一条 甲方与乙方根据《中华人民共和国民法典》及国家有关法规和规定，按照《广东省自然科学

基金及联合基金项目管理实施细则》（粤科规范字〔2024〕5号）《省级科技计划项目任务

书管理细则》（粤科规范字〔2022〕8号）等规定，为顺利完成（ ）年2025 基于语言协同式

专项项目（项目编号： ）经协商特征解耦的无参考图像质量评价方法研究 2025A1515011539

一致，特订立本任务书，作为甲乙双方在项目实施管理过程中共同遵守的依据。

  第二条 甲方的权利义务：1.按任务书规定进行经费核拨的有关工作协调。2.根据甲方需要，在不影

响乙方工作的前提下，定期或不定期对乙方项目的实施情况和经费使用情况进行检查或抽查

。3.根据《广东省科学技术厅科技计划项目科研诚信管理办法》（粤科规范字〔2024〕2号

）《广东省基础与应用基础研究基金项目科研不端行为调查处理实施细则（试行）》（粤科

规范字〔2023〕1号）等规定对乙方进行科技计划信用管理。

  第三条 乙方的权利义务：1.确保落实自筹经费及有关保障条件。2.按任务书规定，对甲方核拨的经

费实行专款专用，单独列账，并随时配合甲方进行监督检查。3.经费使用按照广东省级财政

科研项目经费使用及省基金项目经费使用“负面清单+包干制”等有关规定进行管理。4.项

目依托单位应制定经费使用“负面清单+包干制”内部管理制度并报甲方备案。5.使用财政

资金采购设备、原材料等，按照《广东省实施〈中华人民共和国招标投标法〉办法》有关规

定，符合招标条件的须进行招标。6.项目任务书任务完成后，或任务书规定的任务、指标及

经费投入等提前完成的，乙方可提出验收结题申请，并按甲方要求做好项目验收结题工作。

7.若项目发生需要终止结题的情况，乙方须提出终止结题申请，并按甲方要求做好项目终止

结题工作。8.在每年规定时间内向甲方如实提交上年度工作情况报告，报告内容包含上年度

项目进展情况、经费决算和取得的成果等。9.按照国家和省有关规定，提交科技报告及其他

材料。10.利用甲方的经费获得的研究成果，项目负责人和参与者应当注明获得“广东省基

础与应用基础研究基金（英文：Guangdong Basic and Applied Basic Research

Foundation）（项目编号）”资助或作有关说明。11.乙方要恪守科学道德准则，遵守科研

活动规范，践行科研诚信要求，不得抄袭、剽窃他人科研成果或者伪造、篡改研究数据、研

究结论；不得购买、代写、代投论文，虚构同行评议专家及评议意见；不得违反论文署名规

范，擅自标注或虚假标注获得科技计划（专项、基金等）等资助；不得弄虚作假，骗取科技

计划（专项、基金等）项目、科研经费以及奖励、荣誉等；不得有其他违背科研诚信要求的

行为。12.确保本项目开展的研究工作符合我国科技伦理管理相关规定。

  第四条 在履行本任务书的过程中，如出现广东省相关政策法规重大改变等不可抗力情况，甲方有权

对所核拨经费的数量和时间进行相应调整。

  第五条 在履行本任务书的过程中，当事人一方发现可能导致项目整体或部分失败的情形时，应及时

通知另一方，并采取适当措施减少损失，没有及时通知并采取适当措施，致使损失扩大的，

应当就扩大的损失承担责任。

  第六条 本项目技术成果的归属、转让和实施技术成果所产生的经济利益的分享，除双方另有约定外

，按国家和广东省有关法规执行。
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广东省基础与应用基础研究基金项目任务书

  第七条 根据项目具体情况，经双方另行协商订立的附加条款，作为本任务书正式内容的一部分，与

本任务书具有同等效力。

    第八条 本任务书一式三份，各份具有同等效力。甲、乙方及项目负责人各执一份，三方签字、盖章

后即生效，有效期至项目结题后一年内。各方均应负任务书的法律责任，不应受机构、人事

变动的影响。

    第九条 乙方必须接受甲方聘请的本项目任务书监理单位的监督和管理。监理单位按照甲方赋予的权

利对本项目任务书的履行进行审核、进度调查，对项目任务书变更、经费使用情况进行监督

管理及组织项目验收。

            说明：1.本任务书中，凡是当事人约定无需填写的内容，应在空白处划（/）。

                  2.委托代理人签订本任务书的，应出具合法、有效的委托书。
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广东省基础与应用基础研究基金项目任务书

（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）（广东科技微信公众号） （查看任务书信息）

广东省基础与应用基础研究
基金委员会

二〇二〇年制

（受理纸质材料二维码）

广东省基础与应用基础研究基金项目

任务书

项目名称： 物联网场景中面向无服务器边缘计算架构的工作流调度与资源优化

项目类别： 广东省自然科学基金-面上项目

项目起止时间： 2024-01-01  至   2026-12-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 罗浩宇 联系电话： 13022092227

广东省基础与应用基础研究基金项目

任务书

项目名称： 物联网场景中面向无服务器边缘计算架构的工作流调度与资源优化

项目类别： 广东省自然科学基金-面上项目

项目起止时间： 2024-01-01  至   2026-12-31

管理单位（甲方）： 广东省基础与应用基础研究基金委员会

依托单位（乙方）： 华南农业大学

通讯地址： 广东省广州市天河区五山路483号

邮政编码： 510642 单位电话： 020-85283435

项目负责人： 罗浩宇 联系电话： 13022092227

受理编号: c24140500001452

项目编号: 2024A1515010950

文件编号: 粤基金字〔2024〕7号

┞irisGenPdf-common-147723┦

20
24
A1
51
50
10
95
0

128



广东省基础与应用基础研究基金项目任务书

填写说明

  一、项目任务书内容原则上要求与申报书相关内容保持一致，不得无故修改。

  二、项目承担单位通过广东省科技业务管理阳光政务平台下载项目任务书，按要求完成签名盖章
后扫描上传到广东省科技业务管理阳光政务平台。

  三、签名盖章说明。请分别在单位工作分工及经费分配情况页、人员信息页、签约各方页等地方
按要求签字或盖章，签章不合规或错漏将不予受理。其中，人员信息页要求所有参与人员本人亲笔
签名，代签或印章无效，漏签将不予受理。

  四、本任务书自签字并加盖公章之日起生效，各方均应负本任务书的法律责任，不应受机构、人
事变动影响。

  五、根据《广东省科学技术厅广东省财政厅关于深入推进省基础与应用基础研究基金项目经费使
用“负面清单+包干制”改革试点工作的通知》(粤科规范字〔2022〕2号)，2022年度及以后立项资
助的全部省基金项目(包括省自然科学基金、省市联合基金、省企联合基金项目等)均适用“负面清
单+包干制”，项目提交申请书和任务书时无需编制费用明细科目预算。
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广东省基础与应用基础研究基金项目任务书

一、主要研究内容和要达到的目标

本项目将无服务器技术与边缘计算框架结合，利用无服务器技术的事件驱动、资源按需加载和自动扩容

等特征，为物联网应用的服务质量保障提供新的解决思路。考虑到无服务器计算架构中容器实例冷启动

带来的影响以及物联网场景中业务请求调用频率差异大且具有短时突发性等问题，本项目研究边缘计算

框架下的无服务器工作流执行优化方法，通过对容器化服务全生命周期的管理和工作流任务的优化调度

，在物联网场景中有限计算资源的前提下提高对工作流请求的响应能力。研究内容由以下四个部分组成

：

（1）冷启动优化的FaaS函数放置方法，包括无服务器工作流调用模式感知与预测、生命周期感知的自适

应FaaS容器预热和重用混合策略。

（2）面向突发负载的区域化资源自动伸缩和放置策略，包括基于统计学习的区域突发负载预测方法和基

于排队理论的资源自动伸缩和放置。

（3）面向分布式排队网络的工作流调度算法。

（4）面向无服务器边缘计算环境的工作流执行优化框架设计及验证。

本项目拟达到的研究目标包括方法创新、关键技术突破和方法有效性评估三个方面，具体如下：

（1）边缘计算架构下无服务器工作流执行优化方法创新。针对传统边缘计算架构在处理物联网场景中的

工作流应用请求时资源利用率较低和服务质量难以保障的困境，以无服务器计算模式在基础设施管理方

面独特的优势为契机，以FaaS容器冷启动优化和并发工作流任务调度及资源管理为基本手段，形成无服

务器边缘计算架构下工作流执行优化新方法，有效缓解当前物联网场景中有限的计算资源及能量供应与

物联网应用的服务质量高要求之间的矛盾。

（2）关键技术突破。突破面向FaaS函数链的容器冷启动优化技术，在减少冷启动所带来的响应时延的同

时，提高系统资源利用率；突破面向突发负载的区域化资源管理技术，实现局部计算资源的弹性伸缩以

应对物联网场景中局部短时突发的处理需求；突破分布式排队网络中的并发工作流调度方法，在尽可能

少的资源消耗的前提下提高物联网平台的响应能力，保障服务质量。

（3）原型系统开发与方法有效性评估验证。以上述关键技术为核心，设计面向无服务器边缘计算环境的

工作流执行优化框架并开发系统原型。确立多维综合的无服务器工作流执行优化方法和关键技术的评估

验证体系，能够客观说明本项研究的方法和关键技术对“物联网场景中工作流应用的服务质量保障”任

务的促进作用。
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广东省基础与应用基础研究基金项目任务书

二、项目预期获得的研究成果及形式

论文及专著情
况

国家统计源刊物以上刊物
发表论文（篇）

5 科技报告（篇） 0

其中被SCI/EI/ISTP收录
论文数（篇）

4 培养人才（人） 3

专著（册） 0 引进人才（人） 0

专利情况(项)

发明专利 实用新型专利 外观设计专利 国外专利

申请 授权 申请 授权 申请 授权 申请 授权

2 0 0 0 0 0 0 0

┞irisGenPdf-common-147723┦
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广东省基础与应用基础研究基金项目任务书

三、项目进度和阶段目标

（一）项目起止时间： 2024-01-01 至 2026-12-31

（二）项目实施进度及阶段主要目标: 

开始日期 结束日期 主要工作内容

2024-01-01 2024-12-31

研究冷启动优化的FaaS函数放置方法，具体包括：

①优化研究方案并对其进行细化；

②研究无服务器工作流调用模式感知与预测；

③研究生命周期感知的自适应FaaS容器预热与重用混合策略。

2025-01-01 2025-12-31

研究面向突发负载的区域化资源自动伸缩和放置策略，具体包括：

①研究基于统计学习的区域突发负载预测方法;

②研究基于排队理论的资源自动伸缩和放置；

③并发工作流调度算法预研。

2026-01-01 2026-12-31

研究面向分布式排队网络的并发工作流调度算法，以及面向无服务器边缘计算

环境的工作流执行优化框架设计及验证，具体包括：

①研究面向分布式排队网络的并发工作流调度算法；

②工作流执行优化框架设计。

③原型系统开发
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广东省基础与应用基础研究基金项目任务书

四、项目总经费及省基金委经费预算

1.省基金委经费下达总额： （大写）壹拾伍万圆整；（小写 ）15万元;

2.省基金委经费年度下达计划：

年度   年2024   年   年   年   年

经费(万元) 15.00         
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广东省基础与应用基础研究基金项目任务书

五、人员信息

项目负责人

姓名 证件号码 年龄 性别 职称 学历
在项目中承
担的任务

所在单位 签名

罗浩宇 360302198907132536 35 男
副教
授

博士研究
生

项目负责人
华南农业

大学

项目组主要成员

姓名 证件号码 年龄 性别 职称 学历
在项目中承
担的任务

所在单位 签名

彭超达 445221199009201918 34 男
副教
授

博士研究
生

面向分布式排队

网络的并发工作

流调度算法

华南农业

大学

黄立峰 431202199002010815 34 男 讲师
博士研究

生

面向突发负载的

区域化资源自动

伸缩和放置

华南农业

大学

严思源 445302199412010333 30 男
未取
得

本科
算法验证、原型

系统开发

华南农业

大学

张金鹏 130427199809041934 26 男
未取
得

本科
算法验证、原型

系统开发

华南农业

大学

 

┞irisGenPdf-common-147723┦

6/10

20
24
A1
51
50
10
95
0

134



广东省基础与应用基础研究基金项目任务书

六、工作分工及财政经费分配

承担/参与单位名称
（盖章）

工作分工
省级财政科技资金分配

(万元)

华南农业大学 无 15.00

合计 15.00
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七、任务书条款

  第一条 甲方与乙方根据《中华人民共和国民法典》及国家有关法规和规定，按照《广东省科学技术

厅关于广东省基础与应用基础研究基金（省自然科学基金、联合基金等）项目管理的实施细

则（试行）》《省级科技计划项目任务书管理细则》《广东省省级科技计划项目验收结题工

作规程（试行）》等规定，为顺利完成（ ）年2024 物联网场景中面向无服务器边缘计算架构

专项项目（项目编号： ）经协商一致，特订立本的工作流调度与资源优化 2024A1515010950

任务书，作为甲乙双方在项目实施管理过程中共同遵守的依据。

  第二条 甲方的权利义务：

1.按任务书规定进行经费核拨的有关工作协调。

2.根据甲方需要，在不影响乙方工作的前提下，定期或不定期对乙方项目的实施情况和经费

使用情况进行检查或抽查。

3.根据《广东省科研诚信管理办法(试行)》等规定对乙方进行科技计划信用管理。

  第三条 乙方的权利义务：

1.确保落实自筹经费及有关保障条件。

2.按任务书规定，对甲方核拨的经费实行专款专用，单独列账，并随时配合甲方进行监督检

查。

3.经费使用按照广东省级财政科研项目经费使用等有关规定进行管理。

4.项目依托单位应制定经费使用“负面清单+包干制”内部管理制度并报甲方备案。

5.使用财政资金采购设备、原材料等，按照《广东省实施〈中华人民共和国招标投标法〉办

法》有关规定，符合招标条件的须进行招标。

6.项目任务书任务完成后，或任务书规定的任务、指标及经费投入等提前完成的，乙方可提

出验收结题申请，并按甲方要求做好项目验收结题工作。

7.若项目发生需要终止结题的情况，乙方须提出终止结题申请，并按甲方要求做好项目终止

结题工作。

8.在每年规定时间内向甲方如实提交上年度工作情况报告，报告内容包含上年度项目进展情

况、经费决算和取得的成果等。

9.按照国家和省有关规定，提交科技报告及其他材料。

10.利用甲方的经费获得的研究成果，项目负责人和参与者应当注明获得“广东省基础与应

用基础研究基金（英文：Guangdong Basic and Applied Basic Research

Foundation）（项目编号）”资助或作有关说明。

11.乙方要恪守科学道德准则，遵守科研活动规范，践行科研诚信要求，不得抄袭、剽窃他

人科研成果或者伪造、篡改研究数据、研究结论；不得购买、代写、代投论文，虚构同行评

议专家及评议意见；不得违反论文署名规范，擅自标注或虚假标注获得科技计划（专项、基

金等）等资助；不得弄虚作假，骗取科技计划（专项、基金等）项目、科研经费以及奖励、

荣誉等；不得有其他违背科研诚信要求的行为。

12.确保本项目开展的研究工作符合我国科技伦理管理相关规定。

  第四条 在履行本任务书的过程中，如出现广东省相关政策法规重大改变等不可抗力情况，甲方有权

对所核拨经费的数量和时间进行相应调整。
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  第五条 在履行本任务书的过程中，当事人一方发现可能导致项目整体或部分失败的情形时，应及时

通知另一方，并采取适当措施减少损失，没有及时通知并采取适当措施，致使损失扩大的，

应当就扩大的损失承担责任。

  第六条 本项目技术成果的归属、转让和实施技术成果所产生的经济利益的分享，除双方另有约定外

，按国家和广东省有关法规执行。

  第七条 根据项目具体情况，经双方另行协商订立的附加条款，作为本任务书正式内容的一部分，与

本任务书具有同等效力。

    第八条 本任务书一式三份，各份具有同等效力。甲、乙方及项目负责人各执一份，三方签字、盖章

后即生效，有效期至项目结题后一年内。各方均应负任务书的法律责任，不应受机构、人事

变动的影响。

    第九条 乙方必须接受甲方聘请的本项目任务书监理单位的监督和管理。监理单位按照甲方赋予的权

利对本项目任务书的履行进行审核、进度调查，对项目任务书变更、经费使用情况进行监督

管理及组织项目验收。

            说明：1.本任务书中，凡是当事人约定无需填写的内容，应在空白处划（/）。

                  2.委托代理人签订本任务书的，应出具合法、有效的委托书。
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            年    月    日  

            年    月    日  

           2024 年   05 月   22 日  

八、本任务书签约各方

管理单位（甲方）：                               广东省基础与应用基础研究基金委员会 （盖章）

法定代表人（或法人代理）：                  曾路       （签章）

依托单位（乙方）：     华南农业大学                      （盖章）

法定代表人（或法人代理）：    薛红卫                            （签章）

联系人（项目主管）姓名：    倪慧群                            （签章）

                Email： kjcgxk@scau.edu.cn

                 电话：  020-85283435  /  15920301530

开户单位名称：    华南农业大学

开户银行名称：    广东广州工行五山支行

开户银行账号：    3602002609000310520

联系人（项目负责人）姓名：    罗浩宇                      （签名）

                Email： haoyuluo@scau.edu.cn

                 电话： 13022092227
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FASTEN: Fast Ensemble Learning for
Improved Adversarial Robustness

Lifeng Huang , Qiong Huang , Peichao Qiu , Shuxin Wei , and Chengying Gao

Abstract— Recent works show that adversarial attacks threaten
the security of deep neural networks (DNNs). To tackle this
issue, ensemble learning methods have been proposed to train
multiple sub-models and improve adversarial resistance without
compromising accuracy. However, these methods often come with
high computational costs, including multi-step optimization to
generate high-quality augmentation data and additional network
passes to optimize complicated regularization. In this paper,
we present the FAST ENsemble learning method (FASTEN)
to significantly reduce training costs in terms of data and
optimization. Firstly, FASTEN employs a single-step technique
to initialize poor augmentation data and recycles optimization
knowledge to enhance data quality, which considerably reduces
the data generation budget. Secondly, FASTEN introduces a
low-cost regularizer to increase intra-model similarity and inter-
model diversity, with most of the regularization components
computed without network passes, further decreasing training
costs. Empirical results on various datasets and networks demon-
strate that FASTEN achieves higher robustness while requiring
significantly fewer resources than current methods. For example,
a 5-member FASTEN speeds up the optimization process by
7× and 28× compared to state-of-the-art DVERGE and TRS,
respectively. Moreover, FASTEN outperforms the stronger of
the two methods by 26.3% and 6.1% under black-box and
white-box attacks, respectively. FASTEN is also compatible
with existing fast adversarial training techniques, making it an
advantageous choice for enhancing robustness without incur-
ring excessive costs. The source code is publicly available at
https://github.com/mesunhlf/FASTEN.

Index Terms— Adversarial attack, adversarial defense, ensem-
ble learning, robustness.

I. INTRODUCTION

DEEP neural networks (DNNs) have demonstrated excel-
lent performance in various tasks and are widely adopted

in many advanced AI-controlled systems [1], [2]. Nonetheless,
they often show potential vulnerabilities to adversarial attacks,
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which artificially modify the clean data to create adversarial
example can fool DNNs into making incorrect predictions in
digital software [3], [4] and real-world applications [5], [6].

The threat of adversarial attacks has prompted researchers
to develop a variety of defense mechanisms. In general, input
transformation methods have several competitive advantages
such as well accuracy and plug-and-play [7], [8], but their
robustness is often overestimated [9], [10]. Adversarial train-
ing, on the other hand, is currently the most effective defense
method, but at the expense of computational resources and
clean accuracy [11], [12]. As a result, these two approaches
are often unsuitable for practical scenarios. To address this
problem, an alternative line of algorithms has been proposed
in the literature — ensemble learning [13], [14], [15], [16],
[17]. The solutions, based on the existing training paradigms
and network structures, are conceptually simple: they optimize
multiple diverse DNNs for joint predictions. The aggregated
ensemble becomes naturally robust and difficult to break since
attackers must fool most members to produce the same wrong
results.

The predominant direction in ensemble learning continues
to center on constructing the committee that achieves the
highest accuracy on clean data, which involves the formulation
of metrics or training protocols to enhance the diversity within
the ensemble models [20], [21], [22]. Nevertheless, recent
developments also highlight the efficacy of ensemble learning
methods in defending adversarial attacks [13], [14], [15], [16].
Specially, some ensemble defenses aim to boost robustness
by enhancing the member diversity from the perspective of
optimization, such as differing the output distribution [15]
or maximizing gradient divergence [16]. Nonetheless, these
defense approaches have not yield satisfactory improve-
ments [10]. To further improve the adversarial robustness, the
concept of augmentation data has been introduced in ensemble
defenses recently. DVERGE adopts feature distillation [23] to
generate a batch of non-robust augmentations for each clean
image [17]. TRS uses PGD attacker [11] to produce adversarial
augmentations and leverages their gradient information to
smooth the ensembles [19]. However, the benefits brought
by augmentation techniques do not come for free: they incur
much more computational resources to create high-quality data
(i.e., ∼ 10× training time). In contrast, generating low-quality
data with fewer costs during training significantly reduces
robustness, making these methods less practical. Therefore,
one might naturally wonder: is it possible to develop a robust
ensemble model with reduced training complexity in practice?

In this paper, we propose FASTEN, a fast ensemble learning
method that achieves higher robustness while implementing

1556-6021 © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
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TABLE I
THE SUMMARIZED COMPARISONS BETWEEN DIFFERENT ENSEMBLE

LEARNING METHODS, INCLUDING TRAINING COST, WHITE-BOX
ROBUSTNESS, AND BLACK-BOX ROBUSTNESS. THE SYMBOL↑/↓

INDICATE THE HIGHER/LOWER THE BETTER

the method with reduced cost. Particularly, we find that the
most costly process in previous works [16], [17], [19] are
(1) the generation of high-quality augmentation data, which
requires multiple forward and backward propagations, and
(2) the complicated regularizer optimization, which increases
the cost for calculating additional information (e.g., gradient
similarity, etc.). To this end, FASTEN builds robust ensemble
models by reconstructing the pipeline as follows:

• Data Perspective: While deploying augmentation data
is essential to diversify ensemble members [17], [19],
we argue that multi-step optimization is not indispensable
for generating the high-quality augmentations. Instead,
we propose recurrent augmentation strategy to accelerate
the data generation process in FASTEN. It utilizes a
single-step distillation technique to initialize poor aug-
mentation data and then refines its quality by combining
the prior knowledge recycled from the training history.
This adjustment helps to improve the adversarial effect
of augmentations and lower down the training overhead.
Although we reduce the number of optimization steps,
we empirically find that this strategy sufficiently increase
ensemble robustness compared to current methods that
use multi-stage optimization in the augmentation process.

• Optimization Perspective: Current methods require mul-
tiple network propagations to calculate gradient similarity
or learn from augmentations, thereby inducing significant
computational overhead. To address it, we propose the
contrastive ensemble regularizer to avoid extreme com-
putational cost. The intuition behind the regularizer is
simple: since an ensemble is composed of several mem-
bers, it is natural to guide the features of the original data
and its augmentation to be similar within a member, but
also distinguishing them from their counterparts captured
by other members. This is comparable to the concept
of supervised contrastive learning [2]. Additionally, most
the components in the regularizer are extracted passingly
from the preceded pipeline, providing a low-cost bonus to
encourage ensemble diversity and strengthen the defense
against adversarial attacks.

Our empirical results demonstrate that FASTEN exhibits
high robustness and scalability, allowing it to be applied in
larger ensemble groups, trained on a variety of dataset, and
adapted to different network structures. Furthermore, FAS-
TEN speeds up ensemble training by an average of 26×,
while achieving higher robustness than state-of-the-art meth-
ods under different settings [17], [19], [24]. A summarized

comparison of training costs and robustness between current
methods and FASTEN is presented in Table I. In summary,
the contributions of our work are three-fold:

• We have developed a new technique for generating data
more efficiently in the ensemble framework, namely
recurrent augmentation. It is able to generate high-quality
data at a lower cost, which reduces the training time
without sacrificing the benefits of data augmentation.

• We propose a contrastive ensemble regularizer to improve
the robustness at nearly free cost. Unlike existing meth-
ods that mainly focus on maximizing the inter-model
diversity, the proposed regularizer additionally attempts
to minimize the intra-model similarity for boosting
robustness.

• We conduct extensive experiments to validate the perfor-
mance of FASTEN under different attacks, datasets, and
networks, which demonstrate its superiority compared to
baselines. Moreover, FASTEN is compatible with fast
adversarial training, enhancing its robustness further.

II. RELATED WORK

A. Adversarial Attacks

The security issue of AI-controlled systems, particularly
the vulnerabilities of DNNs, is relating to the researches of
adversarial attacks, which have received significant attention
recently [25], [26]. Specially, adversary applies an impercepti-
ble perturbation δ to a clean data x to generate an adversarial
example xadv

= x +δ, which can fool the deep learning model
f to flip its groudtruth label y to a wrong prediction, i.e.,
f (xadv) ̸= y. Generally, the optimization of searching the
adversarial perturbation δ can be formulated as:

argmax
δ

Lθ (x + δ, y), s.t. ∥δ∥p ≤ ϵ, (1)

where L is the objective function of model f with parameters
θ , ϵ is the perturbation magnitude under L p norm-balls.
We follow the popular evaluation procedures to choose cross
entropy function as L and set p = ∞ in this paper
[15], [16], [17].

In white-box scenarios, adversaries have full knowledge
about victim models, and often leverage propagation mech-
anism to produce adversarial examples, such as Projecting
Gradient Descent (PGD) [11], Auto-Attack (AA) [9], etc. For
black-box settings, adversaries attack substitute models to gen-
erate adversarial examples and exploit their transferability to
break unseen models, including Momentum Iterative Method
(MIM) [27], Diversity Input Method (DIM) [28], Skip Gradi-
ent Method (SGM) [29], etc. These attacks illustrate excellent
fooling rate against DNNs regardless of the architectures or
the training dataset, posing a huge threat to DNNs.

B. Adversarial Defenses

The threat of adversarial attacks has motivated the devel-
opment of various empirical defense mechanisms. Input
transformation is a promising technique due to its high
efficiency [7], [8]. However, recent studies have raised ques-
tions about its robustness, as some attacks have successfully
bypassed these defenses [9], [30], [31].
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1) Adversarial Training: Utilizing adversarial examples to
optimize the network is a reliable way for defending against
attacks, and still achieves the highest performance to date [11],
[32], [33]. It incorporate adversarial examples as augmentation
data and performs min-max optimization to update the model
parameters at each step, which is defined as:

min
θ

E(x,y)∼D
{

max
δ
Lθ (x + δ, y)

}
, (2)

where the inner part is maximized by searching the perturba-
tion within a magnitude ϵ (see Eq. (1)), and the outer part is
minimized to depress the adversarial effect for itself.

2) Fast Adversarial Training: The inner maximization
process is typically the most computationally expensive com-
ponent, as it is conducted by white-box attack methods
such as PGD. This process generates perturbations through
a large number of iterations, resulting in significant compu-
tational costs. To reduce the generation overhead, some fast
training techniques are introduced in the field. For instance,
Shafahi et al. alternatively recycle the gradient informa-
tion and update model parameters to accelerate the training
procedure [34]. Goodfellow et al. combine FGSM [35] with
random initialization in adversarial training to avoid the catas-
trophic overfitting [24]. Although fast training methods indeed
reduce the optimization complexity, the poor generalization of
different adversarially trained models is also often highlighted
in the literature — the accuracy on clean data is significantly
degraded to be deployed in the real-world applications [36].

C. Ensemble Learning Defenses

Ensemble trained defenses have demonstrated a better
trade-off between accuracy and robustness, which can be
roughly divided into two categories: 1) optimization-based
ensembles, which diversify the members from the optimiza-
tion perspective, and 2) augmentation-based methods, which
generate customized augmentation data for members to boost
diversity. For optimization-based ensembles, ADP employs
a regularizer to maximizes the divergence of non-maximal
outputs between members [15]. GAL enlarges the cosine
distance of input gradients to reduce the common adversarial
subspace [16]. To construct the optimal ensemble from a
network pool, several studies explore disagreement diversity
metrics and incorporate data verification techniques, enhancing
the robustness to safeguard DNNs [13], [14]. However, they
are still vulnerable to advanced attacks in some scenarios [10].
To further boost the adversarial robustness, Strauss et al. [37]
demonstrate the efficacy of adopting Gaussian augmenta-
tion data in ensemble defenses. DVERGE [17] isolates the
non-robust augmentations by using the feature distillation
technique [23] and optimizes the ensemble parameters in
a cross-model manner. Similarly, TRS [19] leverages PGD
method [11] to generate adversarial augmentations and use
their gradient information to flat the model boundary. Although
they gains obvious improvements over previous works, exces-
sive training overheads for data generation and regularization
limit their practicability. To this end, we propose FASTEN,
which consists of a fast augmentation technique and a nearly
free regularizer, to perform the stronger defense against adver-
sarial examples.

III. METHOD

A. Background

The general routine of ensemble learning methods is to
train multiple well-performed DNNs and then aggregate them
together to make the joint predictions. For clarity, given an
ensemble model F composed of n sub-models, we denote each
member as fi , where i ∈ 1, 2, 3, . . . , n. The inference output
of the ensemble model F for a data x can be expressed as

F(x) = E
(

fi (x)
)
. i ∈ 1, 2, 3, . . . , n (3)

To establish a robust ensemble model, it is more natural
to improve the model diversity than making each individ-
ual member robust since the latter choice induces degraded
clean accuracy by learning more robust but non-generalizable
features [11], [23]. The objective of optimization-based algo-
rithms (i.e., GAL [16], ADP [15]) can be formulated as

min
θ
Lθ (x, y) − β ·R(F, x), (x, y) ∼ D (4)

where L is the cross entropy, θ refers to the weights of F ,
and the data-label pair (x, y) is sampled from the original
dataset D. R is the regularization term that measures the
diversity within the ensemble F on classifying x , and β

is a balancing parameter. By minimizing Eq. (4), the clean
accuracy and the robustness are improved simultaneously.

Some ensembles additionally leverage the idea of data aug-
mentation to achieve a higher performance, i.e., DVERGE [17]
and TRS [19]. Those augmentation-based methods generate
the augmentation data during the optimization as

min
θ
Lθ (x, y) − β ·R(F, x), (x, y) ∼ A(F, D) (5)

where A is an augmentation method that depend on F and D.
In particular, DVERGE and TRS chooses the 10-step feature
distillation [23] or 6-step PGD [11] to produce the high-quality
augmentations, respectively. However, the excessive genera-
tion step significantly increases the training cost (Tab. II).

In this paper, we develop a fast and robust ensemble learning
method by proposing a novel augmentation method A with
reduced training complexity, as well as a low-cost regularizer
R to enhance the model diversity. A and R will be detailed
in the Sec. III-C and Sec. III-D, respectively.

B. The Influence of the Augmentation Quality and Quantity

Empirical results show that augmentation-based ensembles
perform better than their optimization-based counterparts.
We relate their success to the additional augmentation data,
and consider which one, quantity or quality, is the more critical
factor to affect the robustness. Specially, we consider different
setups for DVERGE [17] and TRS [19] as:

• The original DVERGE method, which trains each mem-
ber fi over the n-1 augmentation data from other
members f j ( j ̸= i) by using FD-10, denoted as
DVERGE;

• The DVERGE method with weaker augmentations, which
generates the additional data by only 1 Step FD
(i.e., FD-1) from the rest of n-1 members, denoted as
DVERGE-1S;
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Fig. 1. The influence of the augmentation quality and quantity. We separately evaluate the accuracy and robustness of (a) DVERGE [17] and (b) TRS [19],
trained with weaker or fewer augmentation data, denoted as DVERGE-1S, DVERGE-1A, TRS-1S, and TRS-0A, respectively (detailed in Sec. III-B). The results
is tested by using strong attacks PGD-50 [11] (left) and AA [9] (right) under two perturbation magnitudes (i.e., ϵ = 0.01/0.02). Our observations show
that the robustness of both DVERGE and TRS severely degraded when weaker augmentation methods are used to generate low-quality training data (see
DVERGE-1S and TRS-1S). By contrast, the quantity of augmentation data for ensemble learning plays a less essential role in boosting adversarial robustness
(see DVERGE-1A and TRS-1A). Furthermore, the effect of weaker or fewer augmentation methods on clean accuracy is minimal.

TABLE II
THE TRAINING TIME (MINUTES) OF THE 3-MEMBERS/5-MEMBERS

ENSEMBLE MODELS FOR CIFAR-10 DATASET ON RTX 3080 SINGLE
GPU DEVICE. ↓ INDICATES THE LOWER THE BETTER

• The DVERGE method with fewer augmentations, which
trains each member by randomly choosing 1 Augmenta-
tion produced by using FD-10, denoted as DVERGE-1A;

• The original TRS method, which produces the adversarial
augmentations by using PGD-6 attack method to extracts
the n gradients information, denoted as TRS;

• The TRS method with weaker augmentation data, which
produces the adversarial augmentations by using 1 Step
PGD method (i.e., PGD-1), denoted as TRS-1S;

• The TRS without augmentations, which chooses the orig-
inal data instead of the augmented data in optimization
(i.e., 0 Augmentation), denoted as TRS-0A;

We note that both weaker and fewer setups (e.g., DVERGE-
1S, DVERGE-1A, etc.) directly affect the quality and quantity
of the training data. We train 3-members DVERGE and TRS
with different setups while other configurations are the same
in the literature. Two attacks (i.e., PGD-50 [11], and AA [9])
are included to test the robustness. The accuracy of ensemble
models for clean data and adversarial examples (i.e., ϵ =

0.01/0.02) is reported in Fig. 1.
The implication is three-fold. Firstly, the robustness of

DVERGE and TRS strongly depends on the quality of the
augmentation data. Specifically, DVERGE significantly degen-
erates its performance when we use a weak augmentation
technique to generate poor-quality data, as shown in DVERGE-
1S. TRS exhibits similar trends when trained on poor-quality
data, performing even worse than its counterpart with no
augmentations at all (see TRS-1S and TRS-0A). Secondly, the

quantity of augmented data has less impact on the defense
capability, and fewer augmentations can help maintain high
robustness. Interestingly, the performance of DVERGE slightly
improves when we take only one augmentation data for
training each member (see DVERGE-1A). It suggests that
introducing too much augmentation data to each member
makes it difficult to capture valid features. Thirdly, either
weaker or fewer augmentation strategies have little impact on
clean accuracy that the ensemble model can still learn enough
generalizable features under these harsh conditions.

In summary, we draw two main conclusions from the
analysis above: 1) either excessive or low-quality augmentation
data have a negative effect on training, and 2) using fewer
but high-quality augmentation data is effective in optimizing
a robust ensemble model.

C. Recurrent Augmentation Strategy

The discussion in Sec. III-B inspires us to cut down the
training overhead by generating less but high quality augmen-
tation data. Given an image x sampled from the dataset D,
current methods usually generate an augmentation set X based
on the all members [17], [19], as illustrated in Fig. 2 (a). Since
excessive augmentation data is not a necessary condition to
boost robustness, we select a small portion of the ensemble to
produce the high-quality augmentation data as

X∗
= A(M(F), x) = {x A

|x A
= A( f, x)}, ∀ f ∈ F∗ (6)

where M is a mask function to control the propagation flow
by picking m members that forms a subset ensemble F∗, i.e.,
|F∗

| = m, m ≪ n. Similar to the observations in Sec. III-B,
we empirically find that producing only two augmentation
data is enough to achieve a high robustness in the FASTEN
framework (i.e., m = 2), which is validated in Sec. IV.

Although FASTEN reduces the budgets by n/2 fold com-
pared with state-of-the-art ensembles, it still requires multiple
network passes to generate high-quality augmentation x A for
each sampled data x . To address this, we design Recurrent
Augmentation strategy on accelerating the augmentation pro-
cess A through two steps performed in a round-robin manner:
1) Initialization, and 2) Refinement.

Initialization, which costs a single forward and backward
pass to produce a weak augmentation data. Specifically,
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Fig. 2. The augmentation pipeline of current ensemble methods and FASTEN. (a) Current methods, such as DVERGE [17] and TRS [19], typically rely
on multi-steps augmentation techniques (e.g., FD-10 [23], PGD-6 [11], etc.) to generate an augmented dataset X , consisting of n high-quality augmentation
data. This paradigm leads to a significant increase in computational costs. (b) The proposed FASTEN uses a single-step optimization process to initialize two
augmentation data at first and then polishes their quality by combing the augmentation knowledge recycled from the training trajectory. Thus, the augmentation
set X∗ in FASTEN merely includes two training data by costing single network pass, thereby significantly reducing computational overhead.

we incorporate Neural Representation Distortion (NRD) [38]
to extract feature vulnerabilities as initialized augmentations.
The objective is to maximize the perceptual metrics J on the
picked sub-model f from F∗, which can be formulated as

J ( f, x) = ∥ f l(T (x)
)
− f l(x)∥2, (7)

where f l is the extracted intermediate features of the l-th layer,
and T is an input transformation applied to the original data x .
We follow [24] to sample a uniform noise to corrupt the inputs,
i.e., T (x) = x + r , r ∼ U(−ϵ, ϵ). To reduce the propagation
cost, we introduce NRD with one-step scheme for producing
the initialized augmentation data x I as

x I
= clipx,ϵ

(
T (x) + ϵ · sign(∇xJ ( f, x))

)
, (8)

where clip function constrains the visual similarity between
the input x and the initialized x I within L∞ norm-balls.
Intuitively, this process pushes the data towards the closest
decision boundaries in the latent space while maintaining it
visually similarity to the original input.

Two factors encourage us to choose NRD as augmentation
instead of FD [23] or PGD [11]. Firstly, NRD exhibits excel-
lent and generalizable performance in extracting vulnerable
feature-level non-robust data that can be utilized to improve the
robustness of ensembles. Secondly, the inference process and
feature distillation can be merged into the same forward and
backward pass (see Eq. (7)). This effectively helps FASTEN
to cut down the training budget since the proposed regular-
izer requires the inference output in the optimization (see
Sec. III-D).

Refinement, which enhances the quality of the augmen-
tation data without requiring additional propagation budget.
However, single-step optimization leads to degraded robust-
ness compared to multi-step augmentations (Sec. III-B).
To overcome this limitation, we reinforce the weak initializa-
tion by recycling the knowledge from the training trajectory.

We treat the prior augmentations as the teacher and extract
their non-robust features that correspond to the original input.
These features serve as proper knowledge to guide a new
student augmentation data. Thus, the refinement process is
defined as the combination of the original data, the initialized
augmentation, and its historical augmented data as

x A
t = x + α · g(x I

t ) + (1 − α) · g(x A
t−1) (9)

where α is the balancing parameter and we set α ∼ U(0, 1),
t refers to the index of the augmentation data for a given
input in the training trajectory, and g(·) denotes the the
knowledge extraction procedure. Intuitively, g(x I

t ) represents
the non-robust feature knowledge derived from the current
initialization, and g(x A

t−1) denotes the accumulated augmen-
tation knowledge from the training history, where g is simply
designed as

g(x ′
t ) =

{
0 t = 1
x ′

t−x t > 1
(10)

where g(·) is designed to calculate the residual pixels between
the augmentation data x ′

t and the original data x , which contain
a plentiful of distilled non-robust features. The intuitions
behind the refinement are quite simple: 1) The knowledge
g(x A

t−1) probably comes from a different member since the
mask M defined in Eq. (6) is randomly regenerated at each
iteration. The stochastic manner facilitates the augmentation
data in learning the vulnerabilities across the ensemble mem-
bers. 2) This process is performed in a looping manner to
progressively improve the quality of the augmentation data as
well as to accumulate the non-robust knowledge, thus it can
effectively boost the robustness with the training is proceeded.
By combining Eq. (9) with Eq. (10), we can polish the poor
initialized data by learning from the historical augmentations.

D. Contrastive Ensemble Regularizer

We follow [17] and [39] that only include the augmentation
data in the ensemble training. To avoid the overfitting effect,
we adopt sequential cross-model training paradigm to optimize
each member in turn [17], [18]. The objective in Eq. (4) can
be rewritten as the cross-entropy of each member fi learned
on the augmentation data x A and its label y:

Lθi (x, y) ⇒ Lθi

(
x A, y

)
= Lθi

(
A( f j ̸=i , x), y

)
, (11)

where θi denote to the parameters of fi , and f j refers to a
randomly sampled member in Eq. (6) that differs from the
currently optimized one, i.e., f j ∼ F∗ and j ̸= i . By min-
imizing Eq. (11), the ensemble model increases its capacity
to capture the feature from the non-robust augmentation data,
which contains the vulnerabilities distilled across the members.

However, relying on Eq. (11) to train ensembles can lead
to the dilemma where all members tend to learn similar
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Fig. 3. The intuition mechanism of the Contrastive Ensemble regularizer.
By learning from the augmentation data (triangles), the member changes its
decision boundary since the augmented data contains rich non-robust features
and locates far way from the original data (squares). Moreover, the regularizer
pulls the original data and its augmentations closer for each ensemble member
while it pushes them away from the feature cluster learned by other members
simultaneously. The features captured by different members are colored as
green and blue, respectively.

non-robust representations from a small augmentation set X∗.
It significantly reduces both the diversity and robustness,
as highlighted in [23]. To address this issue, we propose
a Contrastive Ensemble regularizer, which encourages the
learned features to be tightened within each member while
also being distinct between members. Two lines of studies
provide the inspiration for it. First, recent literature have
shown that pushing the original data and its augmentation
samples closer together is an effective training strategy [40],
[41]. It is beneficial to improve the uncertainty estimation
and classification accuracy under data shift scenarios. Second,
supervised contrastive learning has led to major advances in
various tasks by incorporating label information [2], [42]. Fol-
lowing the similar concept, the fundamental idea behind our
approach is to align features belonging to the same class while
pushing apart those from different classes, thereby maximizing
the distance between feature clusters. It comprises two main
components: 1) Intra-Model Similarity and 2) Inter-Model
Diversity. The intuition behind our regularizer is illustrated
in Figure .3.

Intra-Model Similarity, which aligns the input data and its
augmentations in the intermediate space. It effectively smooth
the model and reduces sensitivity to local noise. Specifically,
we follow [40], [43] to employ the Kullback-Leibler Diver-
gence (KL) as a metric to measure the similarity between the
feature distributions of a given member fi as

Li,sim( fi , x) =
1
2

(
KL(pi∥mi ) + KL(pA

i ∥mi )
)
, (12)

where pi and pA
i are the output probabilities of the member

fi on classifying the original data x and its augmentation
x A, mi simulates the center of the latent cluster, i.e., mi =
1
2 (pi + pA

i ). By minimizing Eq. (12), the representations of
these augmentation data are collected in tight clusters to be
located around the original input even they are produced in
different epochs.

Inter-Model Diversity, which pushes the feature cluster
of each member away from others. This is similar to the
intuition behind supervised contrastive learning, where the
representations captured by a member are labeled as positive
anchors, while the representations learned by other members
are treated as negative samples. Since the original samples

and its augmentations would be grouped tightly within each
member by optimizing Eq. (12), we choose to maximize the
distance between the cluster centers of members as

Li,div( fi , x) =
1

n − 1

n∑
j=1, j ̸=i

KL(mi∥m j ). (13)

In summary, the regularizer R defined in Eq. (5) is reformu-
lated by combining the similarity with the diversity objectives
(i.e., Eq. (12) and Eq. (13)) for each member fi as follows

R( fi , x) = Li,sim( fi , x) − Li,div( fi , x). (14)

Unlike previous works [16], [19] that require additional
resource to calculate the gradient in the regularization, most of
the components in our regularizer have already been obtained
at preceded steps, e.g., pi and pA

i are derived from Eq. (7)
and Eq. (11), etc. To qualify the high efficiency of FASTEN,
we report the realistic training time (in minutes) for the
3/5-member ensemble models in Tab. II. It shows that FAS-
TEN not only significantly reduces time complexity compared
to current methods, but also can be implemented as cheaply as
the fastest optimization-based ensemble algorithm ADP, thus
enhancing adversarial robustness at a low cost.

E. FASTEN Optimization

FASTEN performs data augmentation and weight optimiza-
tion in a round-robin fashion. Specifically, FASTEN randomly
samples the original data-label pair from the dataset and then
generates its corresponded augmentation data depending on
the selected members (see Sec. III-C). Subsequently, FASTEN
updates the parameters of each member by forcing them to
learn from the augmentations and diversify the latent feature
clusters within the ensemble model (see Sec. III-D). The
overall objective for a single member fi is

min
θi

E
(x,y)∼D,l

[
Lθi

(
A( f j , x), y

)
+ β ·R( fi , x)

]
, (15)

where A is the Recurrent Augmentation strategy, f j is the
selected member by masking the ensemble, l is a randomly
selected layer, and R is the Contrastive Ensemble regularizer.
More detailed pseudo-code for training an FASTEN ensemble
of n members is illustrated in Alg. 1.

Adversarial FASTEN Framework: As FASTEN trains a
robust ensemble model with low computational cost, it is
natural to explore the potential of using adversarial exam-
ples to further enhance robustness. To this end, we propose
the Adversarial FASTEN framework (AdvFASTEN), which
combines FASTEN and fast adversarial training [24] with
only a single propagation overhead. Specifically, AdvFASTEN
modifies the original FASTEN framework as follows:

• Augmentation Procedure. We treat adversarial examples
as another type of augmentation during ensemble training.
To save the optimization cost, we generate adversarial
examples by using Fast Adversarial Training (FAT) [24]
to attack each member with only a single propagation
overhead. In particular, we choose to perturb the aug-
mentation data rather than the original data since they
are already located near the decision boundaries.
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Algorithm 1 FASTEN Framework
Input: Number of members n, Original Dataset D, Batch
number b, Maximum training epoch e
Output: The ensemble model F

1: for i = 1 to n do
2: Initialize the member fi of the ensemble model F
3: end for
4: # Recurrent Augmentation & Contrastive Ensemble Reg-

ularizer
5: for k = 1 to e do
6: for j = 1 to b do
7: Sample the data-label pair (x, y) from dataset D
8: Produce a mask M to pick a subset ensemble F∗

(Eq. (6))
9: Randomly choose a layer l for distillation (Eq. (7))

10: Produce the initialized data x I with Eq. (8)
11: Generate the refined data x A from x I with Eq. (9)
12: for i = 1 to n do
13: Calculate cross-model training loss with

Eq. (11)
14: Calculate Contrastive Ensemble loss with

Eq. (15)
15: Sum up the loss terms with Eq. (16)
16: Update parameters of fi by using SGD

optimizor
17: end for
18: end for
19: end for

• Objective Optimization. Two modifications are required.
First, both the augmentation data and adversarial exam-
ples are included to update the ensemble member:

Lθi (x, y) ⇒ Lθi (x A
i , y) + Lθi (xadv

i , y). (16)

where xadv
i is the adversarial example which based on the

member fi and data x A. Second, adversarial examples are
also used for regularization, e.g., the center of the latent
cluster is updated by mi = (pi + pA

i + padv
i )/3, where

padv
i is the output on classifying xadv

i , etc. Moreover, its
computation can be merged into Eq. (16), which makes
the new regularizer cost-effective.

Our empirical results show that AdvFASTEN further boosts
the robustness and achieves comparable and even better per-
formance compared to its competitors who uses expensive
adversarial training (i.e., PGD-10 optimization) [17], [19].

Why FASTEN Improves the Ensemble Robustness? Accord-
ing to the conclusions in [19], the adversarial transferability
among ensemble members is influenced by several factors,
including empirical risk, gradient similarity, model smooth-
ness, perturbation size, etc. Notably, the proposed FASTEN
can effectively reduces gradient similarity among ensemble
members and enhances model smoothness for each individual
member. Consequently, an adversarial example that can suc-
cessfully attack a member will be more challenging to transfer
against others. This mechanism thereby enhances the overall
robustness of the ensemble. For a more comprehensive theo-
retical analysis, please refer to the supplementary materials.

IV. EXPERIMENTS

In this section, we present the empirical results to demon-
strate the effectiveness of the proposed method. Firstly,
we specify the detailed experimental setups in Sec. IV-A.
Then, we provide the qualitative analysis of FASTEN on
different datasets and network architectures in Sec. IV-B.
Afterward, we evaluate the robustness of AdvFASTEN against
a wide range of attacks in Sec. IV-C. Lastly, we provide a rich
collection of ablation studies for our method in Sec. IV-D and
Sec. IV-E.

A. Experimental Settings

1) Network: We follow the setups of previous works [15],
[16], [17], [19] in the experiments. Particularly, we mainly
consider the ResNet-20 structure to constitute the ensem-
ble model. We also extend the evaluations to deeper and
wider architectures (i.e., ResNet-26, ResNet-32, and Vgg-19).
To demonstrate the scalability of our method, we establish
the ensembles by grouping 3, 5, and 8 members together,
respectively.

2) Dataset: We mainly evaluate the ensemble models
on CIFAR-10 dataset, which consists of 10 classes with
50000 training data and 10000 test data, respectively. To illus-
trate the generalizability of the proposed method, we show
that FASTEN can also achieve superior performance on
other four datasets (i.e., MNIST, CIFAR-100, Tiny ImageNet,
and Downsampled ImageNet) compared to state-of-the-art
methods.

3) Baselines: We consider several ensemble learning
algorithms:

• Vanilla Method [18] trains each member individually by
removing all regularization and augmentation data.

• ADP [15] is an optimization-based method. It reduces the
adversarial transferability by maximizing the divergence
between non-maximal outputs across members.

• GAL [16] designs a novel regularization during the train-
ing process, which reduces the cosine similarity between
gradient vectors calculated on pairwise members.

• DVERGE [17] is a type of augmentation-based training
algorithm. It isolates the adversarial vulnerabilities from
each member as the augmentation data and use them to
optimize the ensemble model with a cross-model manner.

• TRS [19] combines regularization and augmentation
techniques in optimization. It generates the adversarial
augmentation data and then utilizes their gradient infor-
mation to smooth the model boundaries.

Moreover, we include two fast adversarial training methods
(i.e., FAT [24] and GradAlign [44]) in our experiments.

4) Attack Models: We test the robustness of different
ensemble models under both black-box and white-box attack
scenarios.

In general, the black-box adversaries can not access the
underlying knowledge of the victim model (e.g., structures,
parameters, etc.). They generate adversarial examples by
attacking the surrogate models and exploit the transferability
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Fig. 4. The black-box robustness of different methods with 3 members on CIFAR-10, MNIST, CIFAR-100, and Tiny ImageNet datasets. The results
is tested by generating 54 transferable adversarial examples for each clean data. The proposed FASTEN not only achieves the highest robustness compared
with current methods, but also illustrates well scalability that the robustness is enhanced with more members included in the ensemble (see supplement).

TABLE III
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS WITH DIFFERENT GROUP SIZES ON CIFAR-10 DATASET. FOUR WHITE-BOX ATTACKS

ARE USED IN THE EVALUATIONS, INCLUDING MIM [27], PGD-10/50 [11], AND AA [9]

to fool the target ensembles. By expanding the configuration in
DVERGE [17], five attacks are included: 1) Fast Gradient Sign
Method (FGSM) [35]; 2) Momentum-based Diversity Input
Method (M-DIM) [28]; 3) Skip Gradient Method (SGM) [29];
and 4) Momentum-based PGD with 10 and 100 steps for
3 random starts (M-PGD) [11], i.e., M-PGD-10 and the
stronger M-PGD-100. We apply cross-entropy loss and C&W
loss [45] separately to generate adversarial examples. The
step size is set to ϵ/5 and the optimization iteration is set
to 100 unless explicitly stated. We use Vanilla ensembles
with 3/5/8 members as the surrogate models. A total of 54
transferable adversarial example are created for each clean
data, with the attack specifics provided in the supplementary.
We follow [17] and [46] to choose the challenging “all or
nothing” rule in the evaluation. It indicates that an ensemble
model gets scores for a clean data if and only if total of its
54 adversarial versions can be correctly classified.

For white-box adversaries, we compare the robustness
of different ensembles by using four attacks: 1) 50-step
Momentum method (MIM) [27] with step size ϵ/5; 2) 10-step
and 50-step PGD with 5 random starts and the step
size is ϵ/5; and 3) Auto-Attack (AA) [9], which is an
ensemble of parameter-free attacks to fool classifiers. It con-
sists of FAB [47], Square Attack [48] and two variants
of PGD.

5) Training Details: We follow the parameter settings
in [17] and [19]. All ensemble models are trained for
200 epochs with different group sizes (e.g., 3/5/8 members).
For SGD optimizer, the momentum parameter is set to 0.9 and
the initial learning rate is 0.1, which is decayed by 10× at the
100-th and 150-th epochs. For the Adam optimizer, its learning
rate is 0.1 with a weigh decay of 0.0001. More detailed specific
parameters or modifications are reported in supplementary.

B. Experiments of FASTEN

In this section, we compare the performance of various
ensemble models (without adversarial training). We start by
evaluating the robustness of ResNet-20 ensembles on the
CIFAR-10 dataset, and show extension experiments on other
datasets (e.g., MNIST, CIFAR-100, etc.) and network struc-
tures (i.e., ResNet-26, ResNet-32, and Vgg-19). More detailed
quantitative results are shown in the supplementary.

1) Performance on CIFAR-10 Dataset: We report the
black-box and white-box robustness in Fig. 4 and Tab. III.
In particular, we mainly include the results of 3-member
ensembles in Fig. 4 (a) and the performance of other sizes
in the supplement.

a) Black-box robustness: From Fig. 4 (a), it is unsur-
prising that the Vanilla ensemble exhibits the best accuracy
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TABLE IV
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS ON MNIST AND CIFAR-100 DATASET. THREE WHITE-BOX ATTACKS ARE USED IN THE

EVALUATIONS, INCLUDING MIM [27], PGD-50 [11], AND AA [9]

TABLE V
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS WITH 3 MEMBER3 ON TINY-IMAGENET AND DOWNSAMPLED-IMAGENET DATASET. FOUR

WHITE-BOX ATTACKS ARE USED IN THE EVALUATIONS, INCLUDING FGSM [35], MIM [27], PGD-50 [11], AND AA [9]

in classifying clean data. However, the results also indicate
its vulnerabilities when black-box adversarial examples are
injected, even if the attack strength is weak. Optimization-
based methods, including as ADP and GAL, improve their
robustness against weak attacks, while their accuracy is still
significantly reduced as the perturbation increases (e.g., ADP
and GAL are decreased from 91.6% and 88.1% to 0.0%
and 38.5% under ϵ = 0.03, etc.). Thus, they offer limited
defense against strong black-box attacks, even though the
additional training overhead is acceptable. DVERGE shows
desirable defensive capability against most black-box settings.
However, it is important to note that extensive optimization
steps are required to produce augmentation data and the
member is trained with complex cross-model behavior, i.e., the
complexity is O(n2). Therefore, extending DVERGE to larger
group sizes is not practical due to the exponential growth of
training resources (Tab.II).

By comparing with baselines, the proposed FASTEN yields
much superior performance in all black-box attack scenarios.
For example, 5-member FASTEN can correctly predict 30.9%
of transferable adversarial examples even under the most strict
black-box setup (ϵ = 0.07), surpassing DVERGE by a large
margin of 26.4%. It is primarily due to the fact that FASTEN
combines high-quality augmentation data with an effective
regularizer to optimize the ensemble members. Additionally,
FASTEN exhibits good scalability since its black-box robust-

ness is consistently improving as more members are added
into the ensemble model. This is a positive attribute since
evidence suggests that as the ensemble group grows larger,
FASTEN requires much less additional overhead during the
training process than existing methods (Tab. II).

b) White-box robustness: Similar to the trends in
Fig. 4 (a), optimization-based methods (i.e., ADP and
GAL) often show inferior white-box robustness compared
to augmentation-based baselines (i.e., DVERGE and TRS).
However, although TRS is the strongest defender for small
groups (i.e., 3 members), its robustness is slightly degraded
in turn when we expand the ensemble sizes. This interesting
phenomenon can also be observed in black-box scenarios
(Fig. 4), which may caused by the unbalanced weights between
its regularization terms (i.e., model smoothness and gradient
similarity). It indicates the poor scalability of TRS for training
a larger ensemble model.

In summary, FASTEN substantially outperforms all base-
lines and achieves the best performance regardless of the
perturbation magnitudes, attack methods, or ensemble sizes.
When defending against strong PGD-50 and AA, FASTEN
surpasses the runner-up TRS by 20.4% and 21.1% under
small ensembles, while it also exceeds the second-place
DVERGE by 11.4% and 11.3% for large groups. Particularly,
we notice that the robustness gap continues to grow under
both weaker attacks (i.e., PGD-10) and stronger adversaries
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(i.e., PGD-50 and AA), demonstrating the stability of our
method.

2) Performance on MNIST and CIFAR-100 Datasets:
We evaluate the robustness of different ensemble models on
MNIST and CIFAR-100 datasets, and record the white-box
and black-box robust accuracy in Tab. IV and Fig. 4 (b, c).

Two thought-provoking phenomenon catch our attention.
Firstly, it is noticeable that the ensembles trained on the
CIFAR-100 dataset are much more vulnerable to adversar-
ial attacks than their counterpart on the CIFAR-10 dataset,
e.g., DVERGE ensembles with 3/5/8 members show a large
decrease in robustness against small PGD-50 (ϵ = 0.01)
by 27.7%, 33.3%, and 33.2%, respectively. It is largely due
to the fact that less data and augmentations are collected
for each fine-grained class, degenerating the performance
for classifying adversarial examples. Secondly, we observed
that TRS performed worse than GAL and DVERGE in both
black-box and white-box settings, contrary to its excellent
robustness on the CIFAR-10 dataset. Similarly, ADP achieved
lower resistance than Vanilla ensembles trained normally under
a wide range of white-box adversaries. These results partially
demonstrate their relatively low generalizability, making them
unsuitable for implementing transfer training on other datasets.

Unlike GAL and TRS, FASTEN generalizes well to dif-
ferent data distributions. Specifically, we observe the same
trends as in the CIFAR-10 experiments, where FASTEN
effectively enhances the robustness and largely outperforms
other approaches. For instance, the improvements of FASTEN
are 16.3%, 15.5%, 17.1%, and 16.2% under small MIM, PGD-
10/50, and AA, respectively. As the group sizes become larger,
FASTEN goes a step further to strengthen the adversarial
resistance, consistently outperforming all baseline ensembles.

3) Performance on Tiny ImageNet and Downsampled Ima-
geNet: We extend our experiments on two larger and more
intricate datasets: Tiny ImageNet and Downsampled ImageNet
datasets. Despite the identical resolutions of these two bench-
marks (64 × 64), there exist differences in the data size and
the number of classes between them. Tiny ImageNet consists
of 100,000 training images categorized into 200 classes,
whereas Downsampled ImageNet comprises 130,0000 images
distributed across 1000 classes, mirroring the class distribution
of the standard ImageNet dataset. We validate the effectiveness
of FASTEN using ResNet-18 ensembles with 3 members. The
robustness against a variety of white-box and black-box attacks
are provided in Tab. V and Fig. 4 (d), respectively. As TRS
struggles to effectively train ensembles on these two datasets,
we choose not to present its performance in experiments.

From data presented in Tab. V and Fig. 4, it is evident that
FASTEN emerges as the front runner in defending against
malicious attacks in both white-box and black-box scenarios.
Notably, it surpass the best baseline DVERGE by a significant
margin of 22.3% and 9.1% under challenging adversary AA.
This result stands as compelling evidence of the effectiveness
of utilizing FASTEN in the training of large datasets. Another
noticeable phenomenon is the consistency between the trends
of robustness observed in Tab. V and the conclusions drawn
from the CIFAR-100 experiments (Tab. IV). It suggests that
training robust ensembles on intricate fine-grained datasets

poses a greater challenge due to the perceptual similarity
among many classes. Additionally, the results of ADP and
GAL show a bit counter-intuitive—their capacities are even
worse than Vanilla in certain cases. For instance, ADP exhibits
superior resistance against single-step attacks FGSM, while its
performance deteriorates relative to Vanilla when confronted
with multi-step attacks. While GAL outperforms Vanilla in
black-box setups, its robustness is severely degraded to nearly
0% against various white-box attacks. These findings indicate
simply employing diversity metrics in a regularizer is ineffec-
tive for generalizing on large datasets with expanded classes.

4) Performance on Complicated Structures: Although FAS-
TEN has achieved excellent robust accuracy on various
datasets, we aim to investigate its ability to generalize to
more complex networks. Specifically, we build ensembles
by using the following settings: 1) ResNet architecture with
multi-depths, i.e., ResNet-20, ResNet-26, and ResNet-32; and
2) other structures different from ResNet, i.e., VggNet-19
networks. The performance on CIFAR-10 dataset is reported
in Tab. VI. We attack ResNet-20 Vanilla ensembles to generate
transferable adversarial examples, which are used to evaluate
the cross-network robustness.

As shown in Tab. VI, almost all baselines show improve-
ments in the black-box robustness metric compared with
their ResNet-20 versions. Previous studies confirm that the
adversarial effect is significantly impeded when transferring to
a different network [27], [49]. We provide evidence that this
phenomenon extends to ensemble scenarios, including both
network depths and model structures. Particularly, FASTEN
not only holds the championship for defending against trans-
ferable attacks, but also significantly boosts its performance
by training on networks with larger capacity (i.e., VggNet-
19), surpassing the second-runner DVERGE by 52.2% under
black-box attacks (ϵ = 0.07). Similar trends can also be
observed for resisting white-box adversaries. Since deeper
networks have a larger capacity to learn the non-robust features
from the augmentations, we can see that DVERGE and FAS-
TEN achieve higher robustness than other baselines on ResNet
structures. However, DVERGE degenerates the power of
VggNet version under large adversarial noises (i.e., ϵ = 0.03)
and is overtaken by ADP, which may imply their unbalanced
robustness across attack strengths. In contrast, FASTEN retains
stability and superiority that enhances ensemble robustness
against white-box adversaries. FASTEN exhibits the potential
to extend to larger networks that its VggNet version illustrates
much better performance compared with the original ResNet
ensembles and other methods.

5) Conversion of Defenders and Attackers: Although
ensemble models are proposed as robust defense mechanisms,
we further explore another dimension of their functionality:
whether employing these ensembles (instead of Vanilla ensem-
bles) in attacks can generate more threatening adversarial
examples. On the one hand, if the adversarial examples exhibit
boosted transferability, it indicates that the attacked ensemble
model posses high diversity so that it can be considered as a
more potent attacker compared to Vanilla models [10]. On the
other hand, leveraging enhanced adversarial examples allows
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Fig. 5. The robustness of different methods under more diverse surrogate attackers. The transferable adversarial examples are produced by attacking
four ensembles with 5 members (i.e., GAL, DVERGE, TRS, and FASTEN). FASTEN still achieves the highest robustness compared with current methods,
but also plays as a stronger attackers to generate adversarial examples with higher transferability. It confirms the high diversity across FASTEN members.

TABLE VI
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS WITH 3 DIFFERENT MEMBERS ON CIFAR-10 DATASET. TO BUILD THE ENSEMBLE

MODEL, WE CONSIDER TWO SETTINGS, INCLUDING: 1) RESNET-20, RESNET-26, AND RESNET-32; OR 2) THREE VGGNET-19 MODELS

us to take a deeper into evaluating the robustness of different
ensembles under more challenging scenarios.

Specifically, we treat the ensembles (i.e., GAL, DVERGE,
TRS, and FASTEN) as attackers to generate adversarial exam-
ples and test the robustness of the remaining methods. The
performance is presented in Fig. 5, where the primary axes
are the perturbation sizes and the defenders, respectively.
Note that the numbers in the cells of the i-th row and j-th
column indicate the accuracy of the i-th defender under attacks
with j-th perturbation magnitudes. The higher the value, the
stronger the defender and the weaker the attacker.

It is natural to observe that the black-box robustness of
all methods is degenerated to some extent compared to the
results in Fig. 4. It validates that the high diversity of those
ensemble surrogates (e.g., GAL, DVERGE, etc.) indeed lead to
stronger attacks compared to the Vanilla ensembles. Moreover,
FASTEN is still the first-place winner in this track, as it
performs the best defensive ability to resist more threatening
ensemble-model attackers such as GAL and DVERGE (see
Fig. 5 (a)∼(c)). It further confirms the efficacy of the pro-
posed method. Additionally, FASTEN can be considered as
an outstanding surrogate attacker on the other side, i.e., the
adversarial examples generated by attacking FASTEN ensem-
bles demonstrate higher transferability than their counterparts
based on other models (see Fig. 5 (d)). This phenomenon also
verifies the high diversity of FASTEN members.

6) Key Takeaways: Several important conclusions can be
drawn from the above evaluations: 1) FASTEN is strong,
exhibiting the highest adversarial robustness and desirable
clean accuracy to resist a wide range of attacks (e.g., DIM,

PGD, AA, etc.); 2) FASTEN is generalizable that it has
excellent performance on different datasets (i.e., MNIST,
CIFAR-10, and CIFAR-100) and various ensemble structures
(i.e., ResNet and VggNet); and 3) FASTEN is fast and
scalable, with a lower required training overhead than current
algorithms, enabling us to efficiently build large ensembles to
further improve its robustness in practical scenarios.

C. Experiments of AdvFASTEN

Since FASTEN shows remarkable training efficiency and
considerable robustness improvement, we try to develop its
potential by integrating FASTEN with adversarial training.
Specifically, we pursue the goal of fast training to combine
FASTEN with FAT [24], namely AdvFASTEN. Similarly,
we apply FAT to baselines and build their adversarially trained
ensembles, e.g., FAT-ADP, FAT-GAL, etc. Beyond the FAT
combined versions, we follow the literature to adopt the expen-
sive PGD-AT for augmentation-based methods (i.e., 10-step
PGD-AT for DVERGE and 6-step PGD-AT for TRS) as the
reference in the evaluations, denoted as PGD-DVERGE and
PGD-TRS. In addition, two advanced fast adversarial training
techniques are included in the comparisons (i.e., FAT [24]
and GradAlign [44]). The performance of different methods
trained on the CIFAR-10 dataset under two strong white-box
adversaries (i.e., PGD-50 and AA) is reported in Tab. VII.
We separately mark the first rank and the second place in red
and blue on each column, w.r.t. the perturbation magnitude ϵ.

It is evident that GAL and DVERGE cannot be paired
with FAT to create their fast adversarially trained versions.
Although they enhance white-box robustness slightly in
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TABLE VII
THE ROBUST ACCURACY (%) OF ADVERSARIALLY TRAINED ENSEMBLE MODELS ON CIFAR-10 DATASET. TWO WHITE-BOX ATTACKS ARE USED

IN THE EVALUATIONS, INCLUDING PGD-50 [11] AND AA [9]. THE FIRST RANK AND THE SECOND PLACE ARE MARKED

IN RED AND BLUE, RESPECTIVELY

TABLE VIII
THE EFFECT OF EACH COMPONENT IN 3 MEMBERS FASTEN, INCLUDING RECURRENT AUGMENTATION STRATEGY (RA) AND CONTRASTIVE

ENSEMBLE REGULARIZER (CE). THE SYMBOL ⋆ INDICATES THAT USING A SURROGATE DISTILLATION TECHNIQUE FOR THE INITIALIZATION

comparison to non-adversarial ensembles, they suffer from
the expense of additional training resources. In contrast,
the use of multi-step PGD-AT can effectively improve the
performance of DVERGE (ı.e., PGD-DVERGE). However,
it requires dozens of times more computational overhead
to create optimal adversarial augmentations relative to the
affordable FAT-based ensembles. Additionally, we discovered
that even when integrated with PGD-AT, TRS is inferior to
DVERGE. This could be due to the conflict between AT and
the adversarial gradient in its regularization.

Another notable observation is that the behaviors of these
adversarial ensembles display distinct trends for different
group sizes. Specifically, by introducing the AT mechanism
into a small ensembles (i.e., 3 members), PGD-DVERGE and
AdvFASTEN alternately win the championship and runner-up
positions under small and large perturbations. However, as the
ensemble sizes increased (i.e., 5/8 members), PGD-DVERGE
gradually loses its robustness due to the unbalanced weight-
ing effect, resulting in a drop in its superior ranking, as

discussed in [17]. Surprisingly, FAT and GradAlign surpass
PGD-DVERGE on these tracks, even though they do not ben-
efit much from the larger group setups, i.e., their improvements
are minimal despite more members being added. It suggests
that simply applying AT techniques to ensemble scenarios is
not sufficient. In contrast, we find that AdvFASTEN can take
full advantage of ensemble setups. Thanks to the high diversity
among members, AdvFASTEN continuously increases the
robustness and outperforms both FAT and FASTEN signifi-
cantly. It shows the superiority of AdvFASTEN in most cases,
especially when the perturbation ϵ is large (i.e., ϵ ≥ 0.02),
demonstrating its better compatibility in comparison with
recent elaborate methods.

D. The Effect of Augmentation and Regularizer

In this section, we investigate the impact of the pro-
posed Recurrent Augmentation (RA) strategy and Contrastive
Ensemble (CE) regularizer. Concretely, we consider removing
or replacing each component as follows:
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Fig. 6. The ablation studies of FASTEN against black-box attacks.

• Using the initialized augmentation in RA to optimize the
ensembles, denoted as only-init.

• We remove the refinement stage of RA, i.e., w/o refine.
• We keep the RA strategy and eliminate the CE regularizer

to optimize the ensembles, i.e., w/o CE.
• We abandon either Intra-Model Similarity or Inter-Model

Diversity objective, denoted as w/o Lsim and w/o Ldiv.
• We choose FD [23] instead of NRD [38] to initialize the

non-robust augmentation dataset, denoted as FD-init.
• The full version of the proposed method, i.e., FASTEN.
Without loss of generality, we trained FASTEN ensembles

with different settings above on the CIFAR-10 dataset, and
report the white-box and black-box robustness in Tab. VIII
and Fig. 6, respectively. It is evident that each component
is indispensable. Concretely, we can observe that only using
single-step initialized augmentation in the training procedure
results in the worst score against a variety of attacks. However,
its robustness is noticeably strengthened by introducing the
refinement process (see only-init and w/o CE). It confirms
the effectiveness of RA strategy and validates our speculation
that high-quality augmentation plays a more crucial role in
building a robust ensemble model. This observation is con-
sistent with current augmentation-based techniques DVERGE
and TRS, as discussed in Sec. III-B. Furthermore, it is natural
that regularizing with either intra-model similarity or inter-
model diversity facilitates ensemble diversification. Integrating
these two terms together can further mitigate the adversarial
effect, showing its efficacy and generality for clustering latent
features and benefiting member diversification.

Beyond the NRD initialization [38] described in Sec. III-C,
we explore whether using other feature distillation techniques,
such as FD [23], is able to improve the performance. By com-
paring FD-init with FASTEN, we find that the robustness gap
under different white-box attacks is minimal that FASTEN
is slightly stronger than FD-init in most cases. However,
when facing black-box adversaries, NRD initialization gives
FASTEN a distinct advantage over the FD algorithm (see
Fig. 6). Furthermore, NRD can merge the non-robust feature
distillation and the input inference into the same forward and
backward pass, thereby lowering down the propagation cost
for regularization. This property motivates us to choose NRD
as a suitable method for the initialization stage.

E. Ablation Studies

In this section, we discuss the number of augmentations
generated for each clean data and then search for the optimal

TABLE IX
THE ABLATION STUDY OF AUGMENTATION NUMBER FOR FASTEN

ENSEMBLES. WE RECORD THE WHITE-BOX ROBUSTNESS AND

TRAINING COSTS (MINUTES) ON RTX 3080 SINGLE GPU DEVICE

Fig. 7. The black-box robustness of FASTEN with different augmenta-
tions. We find that more augmentation data indeed brings a tiny improvement
against large perturbations while its clean accuracy is continuously dropped.

layer to distill the non-robust data. Finally, we investigate the
balance weight of the proposed regularizer. We trained the
ensembles with 5 members on CIFAR-10, and select weak
PGD-10 and strong PGD-50 as attackers.

1) Augmentation Number for Ensembles: RA reduces the
training overhead via reducing the augmentation generation
by a factor of n/m (see Eq (6)), where n and m are the group
sizes of the ensemble model and its randomly masked subset,
respectively. We study the effect of augmentation number m
ranging from 1 to n, and report the white-box and black-box
robust accuracy in Tab. IX and Fig. 7. If we set hyper-
parameter m = n, RA would utilize all members to produce
initialized augmentations like DVERGE and TRS.

We find that selecting a single member in RA significantly
degenerates the robustness, particularly when the transfer-
able perturbations are large, i.e., ϵ ≤ 0.04. On the other
hand, selecting multiple members to generate corresponding
augmentation data does indeed improve the performance.
However, increasing the number of augmentation data results
in a decreasing trend in clean accuracy (∼ 2%), mainly due to
the overfull non-robust features distilled during training. It also
induces a side effect with increased computational resources
(see Tab. IX). Considering the performance/cost trade-off,
we set m = 2 to implement the fast RA in the FASTEN.

2) Layer Selection for Augmentation: The layers chosen for
the feature distillation affects the quality of the augmentation
data. Beyond the random scheme, we additionally test 6 fixed
layers throughout the network, including the shallow features
(i.e., index of 2/6/9) and the deep features (index of 12/15/18).
The detailed results are reported in supplementary.

We observe that all schemes can largely improve the
performance compared to the baselines, implying the effec-
tiveness of the feature distillation in diversifying the ensemble
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Fig. 8. The decision regions in L∞ norm-balls around a randomly sampled data learned by different ensemble methods. The vertical axis is the
gradient direction of the surrogate model and the horizontal axis is a randomly chosen orthogonal vector.

members. Both black-box and white-box experiments exhibit
the same trends, indicating that applying the feature distillation
process to shallower layers typically results in better clean
accuracy, but worse robustness. This finding aligns with the
conclusion that low-level features and high-level semantic
representations have different impacts on defense capabili-
ties [49]. While generating augmentation data at the deepest
layers offers the highest robustness, we have found that it
significantly reduces clean accuracy (∼ 3%). In contrast, the
random scheme forces the augmentation data to learn benefits
across the whole network simultaneously, thus achieving a
desirable trade-off in training a robust and well-performing
ensemble.

3) Weight of Regularizer: The hyper-parameter β is used
to manage the balance between clean accuracy and robust-
ness, and we report its influence in supplementary material.
It shows completely different trends against black-box and
white-box attacks for small and large parameters. When
the weight of the regularizer is increased, we observe that
the clean accuracy and robustness against weak black-box
attacks gradually deteriorate, while the robustness against
strong black-box attacks gradually improves. Regarding white-
box settings, larger hyper-parameters are more effective that
β = 5.0 and β = 10.0 being the optimal choices for weak
and strong adversaries, respectively. In this work, we choose
the moderate parameter β = 3.0 to achieve the desired
accuracy in classifying the clean data and the adversarial
examples.

F. Visualization of Decision Region

To better analyze the intriguing property of different meth-
ods, we illustrate the decision regions of all ensemble models
in Fig. 8. The visualization results of a data in CIFAR-10
drawn by the ensemble and a member are shown at the top
and bottom, respectively. Each color in the plot indicates
the prediction of a specific label. The vertical axis is the
gradient direction of the surrogate model and the horizon-
tal axis is a random orthogonal vector. We also include
two additional setups of FASTEN, i.e., either the refinement
stage or the regularizer is removed from FASTEN, as the
same definition of “w/o refine” and “w/o CE” mentioned in
Sec. IV-D.

Vanilla and ADP exhibit weakness along the gradient due
to their decision boundaries being close to the data, allowing

for small adversarial perturbations to flip the predictions. The
decision region of GAL is relatively large, but it remains
fragile along perturbed directions. In contrast, DVERGE and
TRS have larger neighborhoods around input data, as they
learn vulnerabilities from augmentation data surrounding the
original input. Compared to DVERGE and TRS, FASTEN
has a longer adversarial distance and larger decision regions,
indicating stronger robustness against attacks and random
noise. Additionally, the effect of RA and CE can be summa-
rized based on the last two columns. The refinement stage
of RA improves the quality of the augmentation data so
that FASTEN becomes more robust in various directions.
Meanwhile, the CE regularizer smoothens decision boundaries,
reducing adversarial transferability efficiently, as demonstrated
in [19].

V. CONCLUSION

In this paper, we focus on adversarial robustness and
propose a fast ensemble training method, called FASTEN.
It consists of two essential components, i.e., the recurrent
augmentation strategy (RA) and the contrastive ensemble reg-
ularizer (CE), which reduce the computational overhead from
the data and optimization perspectives. Specifically, RA uses
single-step feature distillation to initialize the augmentation
and refines its quality by recycling knowledge from the train-
ing trajectory, thus greatly reducing the resource requirement
for generating high-quality data. CE enhances the robustness
by simultaneously increasing intra-model similarity and inter-
model diversity. Most of its elements are obtained in previous
steps, thereby it is cost-saving by avoiding additional network
passes. Extensive experiments show that FASTEN not only
speeds up the training procedure by 7× and 28× compared to
state-of-the-art DVERGE and TRS, but also achieves desirable
clean accuracy and much higher robustness for defending
against black-box and white-box attacks in different scenarios,
including large datasets, complicated structures, and challeng-
ing adversarial training setups.
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Erosion Attack: Harnessing Corruption To
Improve Adversarial Examples

Lifeng Huang , Chengying Gao, and Ning Liu

Abstract— Although adversarial examples pose a serious threat
to deep neural networks, most transferable adversarial attacks
are ineffective against black-box defense models. This may lead
to the mistaken belief that adversarial examples are not truly
threatening. In this paper, we propose a novel transferable attack
that can defeat a wide range of black-box defenses and highlight
their security limitations. We identify two intrinsic reasons why
current attacks may fail, namely data-dependency and network-
overfitting. They provide a different perspective on improving
the transferability of attacks. To mitigate the data-dependency
effect, we propose the Data Erosion method. It involves finding
special augmentation data that behave similarly in both vanilla
models and defenses, to help attackers fool robustified models
with higher chances. In addition, we introduce the Network
Erosion method to overcome the network-overfitting dilemma.
The idea is conceptually simple: it extends a single surrogate
model to an ensemble structure with high diversity, resulting in
more transferable adversarial examples. Two proposed methods
can be integrated to further enhance the transferability, referred
to as Erosion Attack (EA). We evaluate the proposed EA
under different defenses that empirical results demonstrate the
superiority of EA over existing transferable attacks and reveal
the underlying threat to current robust models. The source code
is publicly available at https://github.com/mesunhlf/EA.

Index Terms— Adversarial example, adversarial attacks, trans-
ferability, adversarial defend, robustness.

I. INTRODUCTION

DESPITE excellent results in a variety of vision tasks, deep
neural networks (DNNs) are troubled with adversarial

attacks that maliciously crafted adversarial examples can mis-
lead DNNs to predict incorrect outputs [1]. This pose a poten-
tial threat to digital applications and may cause real-world
systems in uncontrolled and dangerous behaviors [2], [3].

In white-box scenarios, adversaries have full knowledge
about victim models so that they can have a high success rate
in attacks [4]. Nonetheless, since the internal information of
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Fig. 1. The gradient saliency maps [6] and attention regions [7] of the
normally trained model compared with robustified model. We demonstrate
the visualization results of a clean & erosion image on normally trained
InceptionV3 (colored in yellow) and adversarially trained InceptionV3ens3
(colored in red), which share the same architecture but include with different
weight parameters. For the clean image (top), the robustified model exhibits
huge different gradient saliency and attention maps compare with the normal
model. Conversely, the artificially crafted erosion images present more struc-
tured gradients and similar discriminative regions for both models (bottom).

real-world systems is protected and unpublished (i.e., black-
box scenarios), those white-box attacks can hardly achieve an
effective performance to fool the targeted models [5].

Exploiting off-the-shelf surrogate models to generate adver-
sarial examples for fooling remote black-box models is a
more threatening way, i.e., transferable adversarial attacks.
So far several methods have been proposed for boosting the
transferability of adversarial examples [5], [8], [9], [10], [11].
Though those transferable attacks can successfully invade most
of the normally trained models under black-box settings, recent
works show that adversarial examples often perform worse
transferability when attacking against defense mechanisms
(e.g., adversarial training [12], [13], [14], gradient obfusca-
tion [15], [16], etc.). This might give a false sense of security
that adversarial examples are no longer a threat. In this paper,
we propose the Erosion Attack, a novel and straightforward
adversarial attack framework for breaking defenses with higher
chances. It shows that a variety of defenses are still fragile to
stronger black-box adversarial examples and these defenses
are not actually secure enough to be deployed in real-world
scenarios.

We have discovered two significant reasons why current
transferable attack methods are less effective in defense sce-
narios. The first one is the data-dependency effect, where the
adversarial example is highly correlated with the input data.
However, defense models usually behave differently compared
with normally trained ones if the input data is a clean image,
as exemplified in Fig. 1 (a). It may indirectly impact the
transferability of adversarial examples since most of methods
merely consider clean images and optimize them on normally
trained models. This also provides a plausible explanation for

1941-0042 © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: SUN YAT-SEN UNIVERSITY. Downloaded on August 30,2023 at 04:05:15 UTC from IEEE Xplore.  Restrictions apply. 

197



HUANG et al.: EROSION ATTACK: HARNESSING CORRUPTION TO IMPROVE ADVERSARIAL EXAMPLES 4829

why these adversarial examples can transfer well to other
vanilla models, but often fail to fool defenses. The second
issue is the network-overfitting effect that current attacks often
overfit the surrogate model with a specific decision boundary,
resulting in weakened transferability across unseen black-
box models. Both factors have varying degrees of impact on
existing methods, ultimately leading to decreased adversarial
transferability.

The observation of the data-dependency effect motivates us
to search for a special augmentation source that shares similar
characteristics in both vanilla models and defenses, such as
gradient or attention regions. This can provide attackers with
more effective guidance against robust models than using
only the clean image. By incorporating the augmentation data
above in the attack process, adversarial examples become
less reliant on the original data and thus yields heightened
transferability to fool black-box defenses, referred to as data
erosion method. Since it differs from the category of loss-
preserving augmentation techniques [5], [8], [9], we can easily
combine them together to make attacks more robust.

To tackle the problem of network-overfitting, reducing the
coupling between adversarial example and the surrogate model
is a natural choice. One promising way is ensemble attacks,
which adopt multiple networks during optimization to reduce
dependence on a single model. However, this method can
be computationally expensive or suffer from limited storage
capacity [17], [18]. Alternatively, feature-level attacks avoid
perturbing the final decision boundary of the given model,
but may lose valuable information due to specific network
components like pooling [19], [20]. To overcome these chal-
lenges, we propose a network erosion method that com-
bines the strengths of both approaches while discarding their
weaknesses. By leveraging intermediate features, it extends a
single surrogate model to a corrupted network and then achieve
ensemble attacks at low cost. Consequently, adversarial exam-
ples learn from diverse decision boundaries, which enhances
its transferability to fool defense models.

Intuitively, the data erosion method can be seen as a data
augmentation technique that generates good samples. On the
other hand, the network erosion method constructs a diverse
ensemble to achieve model augmentation. By integrating both
of these techniques, we can create a unified framework for
generating more effective and threatening adversarial exam-
ples, which we refer to as erosion attack (EA).

In summary, the contributions of our work are three-fold:

• We present a data erosion method to reduce the impact
of data-dependency. Unlike existing loss-preserving aug-
mentation techniques, our method artificially introduces
corruption into clean images by taking into account the
differences between normal and robust models, and then
serves these erosion images as augmentations.

• We design a network erosion method to mitigate the
network-overfitting effect. Instead of using multiple mod-
els like traditional methods, it creates a diverse corrupted
network relying on a single existing model and achieves
the ensemble attacks at little cost and high efficiency,
illustrating its practicability in the field.

• Two proposed methods can be combined into a general
framework for improving the strength further, namely

erosion attack. Experiments demonstrate state-of-the-art
results under different black-box scenarios and show the
underlying insecurity of the current defenses.

II. RELATED WORK

A. Adversarial Examples

Deep neural networks have been demonstrated to be vulner-
able to adversarial attacks [21], [22]. In general, given a model
f , clean data x and its groundtruth y, the inference process
is defined as f (x) = y. The goal of an attack is to find an
adversarial example x ′ under the constraint of p norm that
misleads ft to make the incorrect prediction, i.e., ft (x) ̸= y.
This optimization problem can be formulated as

argmax
x ′

J (x ′, y), s.t.||x − x ′
||p < ϵ, (1)

where J (·) is the optimized function (i.e., cross entropy), and ϵ

controls the magnitude of perturbations. Following prior attack
methods, we mainly focus on fooling a variety of models
under L∞ constraint in the main paper and report performance
of L2 attack in the supplemental material.

B. Black-Box Attack Methods

We assume the attacker has no knowledge of the underly-
ing model. One plausible line is query-based attacks, which
estimate the gradient direction of the black-box model based
on the feedback scores. These algorithms can achieve a high
success rate, while they often require thousands of queries to
generate a single adversarial example [23], [24], [25].

Another popular line is exploiting the transferability of
adversarial examples to fool unknown models, which collec-
tively referred to as transferable attacks. However, due to the
data-dependency and network-overfitting effects of adversarial
examples, the success rate is unsatisfactory. To address this,
several methods are proposed for improving transferability.

Diversity Input Method (DIM) [5] introduces random trans-
formation operations for the input image x to generate the
adversarial example x ′, which is formalized as:

gt+1 = ∇x J (R(x ′
t , p), y), (2)

where gt+1 is the gradient at iteration t + 1, R(·) is random
transformation with the probability p.

Translation-Invariant Method (TIM) [8] calculates the gra-
dients over an ensemble of a set of translated images, which
is optimized by convolving a pre-defined kernel as:

gt+1 = W ∗ ∇x J (x ′
t , y), (3)

where W is a kernel matrix with fixed kernel size k.
Scale-Invariant Method (SIM) [9] use the scale copies of

input image to compute the gradient for updating adversarial
examples, which is formulated as:

gt+1 =

m∑
i=0

∇x J (Si (x ′
t ), y), (4)

where Si (·) is the scaling operator with a scaled factor 1/2i ,
and m is the number of scaled images.
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These methods mainly consider some loss-preserving trans-
formations to save image details [9]. By contrast, data erosion
does not belong to them but gains a smaller attention difference
between the normally trained models and defenders, i.e.,
their pixels are drastically corrupted and labels are changed
sometimes. They are different types of augmentation so that
we can compatibly combine them to form stronger methods.

Beyond this, feature-level attacks also improve the strength
of adversarial examples. LAF is a strong white-box attack that
directly harnesses the weakest layers in defense models [26].
FDA harnesses multiple layers to train several binary models
for every attacked class [20]. FIA adopts feature-level attention
to boost transferability [27]. Most of them maximize the
representation distance between the clean and adversarial data,
while our method leverages the most diverse corrupted net-
work for ensemble optimization and perturbs their final outputs
simultaneously, more like a kind of gradient-based attack [28].
Moreover, we merely need to train a single corrupt network
for disrupting across all classes, which is more efficient and
cost-saving compared with [20].

C. Defense Methods

Motivated by the threat of adversarial attacks, many parallel
defense mechanisms have been proposed. In general, exist-
ing defenses can be divided into the following categories:
(1) adversarial training, which treats adversarial examples
as augmentation data into training processes to obtain a
robustified model [22]. Moreover, ensemble training manner
and randomized smoothing can further improve the robust-
ness [12], [29], [30]; (2) gradient obfuscation, which aims to
mitigate the adversarial effect by image modifications, includ-
ing random input transformation [31], data compression [32],
and selective feature regeneration [33], neural representation
purifier [14], etc. Although these defenses have demonstrated
efficacy in resisting some black-box adversarial examples, the
experiments show that our proposed attack can break them in
most cases.

III. METHOD

A. Motivation

We aim to design a robust and general transferable attack
framework to fool different defenses and reveal the underlying
insecurity of current models. Two issues may degrade the
power of existing methods. First, the data-dependency effect
may weaken transferability in that the adversarial perturbation
is highly correlated with the gradient and discriminative region
of its input data. However, defense models usually exhibit
different attention maps and gradient saliency compared with
normally trained ones when classifying a clean image [34],
[35]. In general, normal models focuses on local features
and presents a noisy saliency map, while the robust mod-
els concentrate on other discriminative regions and show a
structured gradient aligned with human perception (Fig. 1 (a)).
Therefore, current methods that rely solely on using a clean
image to attack the normally trained models will significantly
degrade their transferability against defenses. To avoid the
data-dependency effect, we propose the data erosion method.

Fig. 2. t-SNE visualization [37] of the final hidden features extracted
using InceptionResNetV2. For a clean image, we generate 100 samples
by using each erosion strategy, and add small magnitude Gaussian noise
(σ = 0.005) to a clean image for better illustration. The plot shows that
the artificial corrupted images are drawn from distinguished distributions far
away from clean images.

This method is inspired by the observation that artificial cor-
rupted images not only exhibit different gradient saliency and
heatmaps from clean images but also show smaller differences
between the vanilla models and defenses. Therefore, we serve
these erosion images as good augmentation data into attacks to
update the perturbation, and the transferability of the generated
adversarial example is improved (Sec. III-B).

The Network-overfitting effect of adversarial attacks is
another factor in reducing the transferability, i.e., adversarial
examples perform highly overfit to the surrogate model with
a specific boundary decision, and thus fail to fool other black-
box models [5]. Although ensemble attacks can learn from
DNNs with different boundaries to mitigate the overfitting
effect, it is required to load as many models as possible
with limited storage, presenting its scalability challenges [17].
Moreover, most gradient-based attacks merely consider the
final prediction distribution to calculate the gradients but
ignore some lost valuable features caused by the forward
propagation operations [36]. To learn a variety of classified
boundaries as well as gather rich intermediate representation
information at little cost, we simply modify the structure of an
existing model to create a corrupted network and apply it to
achieve an ensemble optimization to avoid network-overfitting,
namely network erosion method (Sec. III-C).

B. Data Erosion Method

If augmentation data demonstrates diverse gradients and
attention maps, the adversarial example generated for an
ensemble composed of a clean image and its augmentations
will become less correlated with the original input, thus boost-
ing its transferability to fool black-box models. Concretely,
we corrupt the image to produce erosion augmentation data in
the optimization as a novel attack object function for Eq. (1):

argmax
x ′

{
J (x ′, y) +

n∑
i=1

J (x ′
ei
, y)

}
(5)

where x ′
ei

is the erosion image, and it is produced by corrupt-
ing the current x ′ at every step, n is the sampling number,
we follow prior works to control the perturbation under L∞

norm constraint [5], [25], i.e., ||x − x ′
||∞ < ϵ.
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In this work, we aim to study the property of different
types of erosion data and exploit a bunch of augmentation
schemes for transferable attacks (detailed in Secc. IV-B and
Sec. IV-E). We empirically find that the best-performed aug-
mentation data is generated by the space-erosion strategy that
randomly damages the pixel continuity of the input image.
Apart from the space-erosion strategy, we also explore other
types of augmentations, such as color-erosion and luminance-
erosion. Though the performance of these two strategies is
slightly lower than space-erosion, they may become promising
directions for future research in the field. The generated
augmentation examples are shown in Fig. 2.

1) Space-Erosion: We empirically observe an interesting
phenomenon that if the spatial continuity of the neighboring
pixels emerged in an image has been destroyed, the normally
trained models may change their discriminative region, and
pay more attention to structure and general features than local
details, which is analogous to the behaviors of robustified
models (Fig. 1 (b)). It inspires us to damage the space
continuity of the current image x ′ to sample the erosion data
x ′

e as:

x ′
e = M · x ′, M ∼ Bernoulli(1 − ξ) (6)

where M is a binary mask randomly generated in each itera-
tion, and its elements are sampled from Bernoulli distribution,
ξ is a pre-defined probability to control the erosion level.
If ξ = 0, there is no pixel to be corrupted, and if ξ = 1,
all element values are damaged to 0.

Note that the proposed space-erosion is similar to applying
dropout operation [38] for input data, while the remained
pixels are not scaled up by 1/(1−ξ) in our strategy. We recall
that the intuitions behind dropout operation [38] and space-
erosion are quite similar: dropout provides an efficient way
to sample different network structures to prevent overfitting,
while space-erosion distorts image details and samples good
augmentations for mitigating the data-dependency effect.

2) Color-Erosion: We find that the color corrupted images
have a similar property to space-erosion data. This discov-
ery motivates our color-erosion strategy, which produces the
erosion images by randomly linear combining the basic color
images:

x ′
e = α1 · x ′

gb + α2 · x ′
rg + α3 · x ′

rb, (7)

where x ′

gb, x ′
rg , x ′

rb are denoted as the basic color images for
the adversarial example x ′ (e.g., x ′

gb is kept the elements of
G and B channels, and corrupt the values of R channel, etc),
α̂i is a positive weight drawn from the uniform distribution
U(0, 1), and the weight αi = α̂i/

∑
j α̂ j .

3) Luminance-Erosion: The brightness perturbed images
have the adversarial effect of fooling different models [39],
which suggests us to explore luminance-erosion augmentation.
In practice, we first transform the input image from RGB into
YUV space, and then perturb the components in Y (luminance)
and V (saturation) channels randomly as:

x ′
e = γ1 · x ′

y + x ′
u + γ2 · x ′

v, γi ∼ N (I, σ 2
e ) (8)

where x ′
y , x ′

u , x ′
v are denoted as basic luminance images (e.g.,

x ′
y preserves the components of Y channel from x ′, etc). γi is a

scaling vector sampled from a normal distributions N (I, σ 2
e ).

4) Difference Between Prior Augmentations and Ours:
Prior methods [5], [8], [9] also use augmentations in attacks.
The main differences are two-fold: (1) they adopt augmen-
tations to avoid the local maxima, while our augmentation
data is used to narrow the gaps between the normal models
and defenders; (2) they select loss-preserving transformations
to maintain the image details and achieve model augmenta-
tion [9], while data erosion does not belong to this type of
operation since it forces models to focus on general features
by corrupting the pixels, as discussed in Sec. IV-B. Therefore,
it is a special augmentation designed for breaking defenses,
and thus we can naturally combine them together to improve
the efficiency of attacks.

C. Network Erosion Method

Although standard ensemble attacks are available to mitigate
the network-overfitting effect, they require expensive compu-
tational and storage costs. To learn diverse decision boundaries
by leveraging intermediate features, we attack the ensemble of
an original network and its corrupted version to generate more
threatening adversarial examples at little cost (Fig. 3 (a)). The
objective function in Eq. (1) is reformed as:

argmax
x ′

{
J (x ′, y) + Je(x ′, y)

}
(9)

where Je is the objective function of built corrupted network.
As illustrated in Fig. 3 (b), the main differences between

the original network and its corrupted one are: (1) we corrupt
the structure of the original model to build an intermediate
feature classifier with diverse boundaries by a few fine-
tuned overhead; (2) we add stochastic layers before convo-
lutional blocks to further improve the model diversity and
robustness.

1) Intermediate Feature Classifier: It is reasonable to
assume that adversaries have a small set of images that can
be correctly labeled by the surrogate model, even if those
images are not belonging to both of the training sets of
surrogate and black-box networks. To this end, we aim to
extract the representations of these images for fine-tuning an
intermediate feature classifier (IFC) at little cost. Particularly,
for a given image x , we can get its predicted label y and
intermediate feature zl at l th layer from a surrogate model f ,
i.e., y = f (x), zl = fl(x). Therefore, utilizing the standard
cross entropy loss (CE) to train the feature classification head
f ′
c on the small substitute dataset D′ can be expressed as:

JCE(x, θ ′) = E
x∼D′

[
− yTlog f ′

c(zl)
]

= E
x∼D′

[
− f (x)Tlog f ′

c
(

fl(x)
)]

(10)

where f ′
c is the fine-tuned block of IFC, which shares the same

architecture with the classification head fc of the white-box
model f (see Fig. 3 (b)). Notice, we only need to spend a few
computational resources and training epochs on optimizing the
weights θ ′ of the designed block f ′

c (discussed in Sec. IV-F).
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Fig. 3. The mechanism of network erosion method. (a) The adversarial examples are generated by attacking the ensemble of an original network (top)
and a corrupted network (bottom); (b) Two essential design for the corrupted network: intermediate feature classifier, which is designed as directly connecting
the feature maps fl with a fine-tuned block f ′

c (top); and stochastic layers, which are densely embedded before the convolutional blocks (bottom).

Algorithm 1 Erosion Attack Framework

Intuitively, the structure of an IFC can be viewed as building
a skip connection between a specific intermediate layer and the
fine-tuned classification block, while the skipped layers have
been “corrupted” to be out of work.

2) Stochastic Layers: We aim make the corrupted network
become more diverse and robust without any additional train-
ing costs. Concretely, we embed the stochastic layers before
each convolutional block throughout the network during the
inference phase, which makes the features diverse when an
image passing through the layers (Fig. 3 (b)). It makes the
diversity of output probabilities becomes larger while keeping
the classification accuracies remains high, which is validated
in Sec. IV-B and supplementary. We design three different
stochastic layers:

• Random Scaling Layer. During the training stage, directly
adding Gaussian noise to the layers can improve the
robustness of the trained model [40]. However, it is
difficult to quantitatively measure the magnitude of fea-
tures across the layers to control the noise level. Instead,
we propose to scale the features within a small range as:

zl+1 = gr
l (zl) = s · zl , s ∼ N (I, σ 2) (11)

where gr
l (·) is random scaling operation at layer l, zl+1 is

the feature map for next layer, s is a vector sampled from
the same dimensional space of xl , and we set σ = 0.025.

• Feature Smoothing Layer. Generally, perturbations are
small at the pixel level and gradually increase at feature
space, i.e., the noises are activated as the image prop-
agates through the network [41]. Inspired by [41], we
introduce a Gaussian kernel to smooth the features and
improve the robustness of the model to be attacked:

zl+1 = gf
l (zl) = Wd ∗ zl (12)

where gf
l (·) is denoted as feature smoothing operation,

Wd is a normalized Gaussian filter with 3 × 3 kernel size
to implement convolution operation with feature map zl .

• Cascade Group Layer. For further improving the model
diversity at inference stage, we consider to integrate two
proposed layers into a single module as:

zl+1 = gs
l (zl) = gr

l ◦ gf
l (zl) (13)

where gs denoted as cascade group, gr
l and gf

l are random
scaling (Eq. (11)) and feature smoothing (Eq. (12)),
respectively, symbol ◦ is defined as composite function,
i.e., gr

l ◦ gf
l (zl) = gr

l
(
gf

l (zl)
)
.

Note that the idea of random scaling and feature smoothing
are proposed for resisting adversarial attacks, while we first
explore their potential capability for enhancing transferability.
Moreover, their implemental details are different from existing
methods [40], [41] to avoid tremendous training costs (e.g.,
removing 1 × 1 convolution embeddings, only adopting at
the inference stage, etc.). We experiment with these layers
in Sec. III-C and supplemental material, and find that the best
one is the cascade group layer.

D. Erosion Attack Framework

In summary, data erosion introduces good augmentations
with different attention regions for mitigating the data-
dependency effect. Network erosion creates a corrupted net-
work with diverse decision boundaries to prevent the network-
overfitting effect. We combine them into a general framework
to boost the adversarial transferability of attacks further,
namely erosion attack (EA). The algorithm is described in
Alg. 1.

It is noteworthy that current transferable attacks can be nat-
urally integrated into the proposed erosion attack framework
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to generate stronger adversarial examples. For example, the
integration version of TIM [8] and EA (denoted as EA-TIM)
only need to update line 10 in Alg. 1 as:

g = W ∗ ∇x J̃ (14)

Similarly, we can establish the combination versions for
DIM [5] and SIM [9], denoted as EA-DIM and EA-SIM,
respectively. More details are provided in supplementary.

IV. EXPERIMENTS

In this section, we start with the experimental setup in
Sec. IV-A, and verify the intriguing properties of our method in
Sec. IV-B. Then we report the results of the proposed erosion
attack method under a single model or ensemble setting in
Sec. IV-C and Sec. IV-D. Finally, we provide a rich collection
of ablation studies for our proposed data & network erosion
methods in Sec. IV-E and Sec. IV-F.

A. Experimental Setting

1) Models and Defenses: Following [11] and [27], we
attack white-box normally trained models to generate adver-
sarial examples, and evaluate the success rates of fool-
ing the black-box models. The normally trained models
include InceptionV3 (I3), InceptionV4 (I4) [42], Inception-
ResNetV2 (IR2) [43], ResNet50 (R50) [44]. We also include
DenseNet161 (D161) [45] as a black-box model. We report
the results of I3 and IR2 in the main paper and others in
supplemental material.

We consider thirteen robust models:
• Robustified InceptionV3ens3 (I3ens3), InceptionV3ens4

(I3ens4), and InceptionResNetV2ens (IR2ens) [12], [22].
• High-level Representation Guided Denoiser (HGD) [15].
• Input transformation with bit depth reduction (BDR) [46].
• The combinations of pixel deflection and wavelet denois-

ing or total variance minimization (PDW and PDT) [16].
• Randomly resizing and padding (R&P) [31].
• Compression and reconstruction models (COM) [32].
• Randomized smoothing (RS) [29].
• Selective feature regeneration for defense (SFR) [33].
• Neural representation purifier (NRP) [14].
• NAS searched Robust Architectures (ROB) [47].

For those of test-time “plug-in” defenses, we choose adversar-
ial I3ens3 as underlying model to form a more robust defense.

2) Dataset: Following [9], we randomly selected
1000 images from ImageNet validation. We note that
these images also be collected in the 2nd SACP2019 dataset
(Tianchi Security AI Challenger Program Competition).
Almost all images can be correctly classified by normally
trained models.

3) Baselines: We include three art transferable attacks DIM,
TIM, and SIM [5], [8], [9]. In our experiments, we select
the strongest combination versions reported in literature [5],
[8], [9] as default methods unless explicitly stated, denoted
as DIM∗, TIM∗, SIM∗, respectively (e.g., TI-DIM for TIM∗,
SI-NI-TI-DIM for SIM∗, etc). To demonstrate the efficacy of
our method, we can integrate the proposed erosion attack (EA)

with above methods as EA-DIM∗, EA-TIM∗, and EA-SIM∗,
respectively. In addition, ResNet specific SGM [10], the cur-
rent best combination attack VT [11], and two state-of-the-art
feature-level attacks LAF [26] and FIA [27] are considered in
the experiments. Since SGM only serves ResNets structures,
we compare with it on R50 and report the results in the
supplemental material.

4) Parameter Setup: We set the maximum perturbation ϵ =

0.05 in normalized pixel [0, 1], total iterations T = 10 with
the step size α = 0.005. For baselines, we follow [8] and [27]
to set momentum decay µ = 1.0, transformation probability
p = 0.7 for DIM, Gaussian kernel size 11 × 11 for TIM,
the number of scaled images m = 4 for SIM, skip decay
γ = 0.2 for SGM, variance tuned β = 1.5 and N = 20 for
VT. For LAFEAT, we use its proposed DLR loss combined
with penultimate trained logits layers. For FIA, we choose
the optimal layers, i.e., Mixed_5b, Mixed_6 f , Conv_4a,
and block2_unit6 for I3, I4, IR2, and R50, respectively. The
parameters of our method are discussed in Sec. IV-E and
Sec. IV-F.

B. Analysis of Erosion Attack

1) Data Erosion Method: To verify the qualification of
erosion images as good samples for transferable attacks, we
use IR2 as a surrogate model to visualize the loss surface of the
black-box defense I3ens3 in Fig. 4. The results are computed
over 1000 images selected from ImageNet validation.
For the proposed data erosion method, we observe that the
incremental losses along with the gradient calculated by all
of the data erosion strategies (w/ erosion augmentations)
greatly exceed those along with the clean image (w/o ero-
sion augmentations), which validates our generated erosion
data can be used as good samples to facilitate transferable
attacks.

We further plot the average cosine similarity of gradient
between normal and robust models to discuss the different
behaviors of several types of augmentation techniques, where
the images generated by using our method are denoted as
space, color, and luminance, respectively (see Fig. 5 (a)). Com-
pared with clean images and existing techniques (i.e., DIM,
TIM, and SIM), the gradients of erosion images computed at
the normally trained model are much more similar to their
gradients at the robust model (i.e., they have higher cosine
values). It is largely because prior methods adopt conventional
transformations like resizing or scaling to maintain the image
details, but data erosion strategies severely distort the pixels,
guiding normally trained models to concentrate on the general
structure information and object-related features. Moreover,
the gradient similarities decrease with the attack iteration
increased for clean images and prior methods, while they
keep relatively stable across optimization iterations for erosion
images. It confirms that artificial corrupted data can guide the
vanilla model in calculating more transferable perturbations
against robust defenses. We also produce two sets of adversar-
ial examples, i.e., one is augmented with erosion images, and
another one is merely relying on the clean images. We report
the cosine similarity between these two sets in the supple-
mental material. It illustrates that the correlation of gradients
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Fig. 4. The loss surface of robustified I3ens3 over 1000 images. We plot
the loss surface on points x ′

= x + ϵ1 · g1 + ϵ2 · g2, where g1 is the signed
gradient of IR2 on clean image x (w/o erosion augmentations) calculated
by Eq. (1); and g2 is the signed gradient computed by erosion strategies
(w/ erosion images as augmentations) in Eq. (5).

Fig. 5. Analysis of data erosion method. We select 1000 images to
measure the metrics, including: (a) the gradient similarity of different types of
augmentation images between the robustified I3ens3 and the normally trained
IR2 across attack iterations; (b) the average cross entropy values of different
types of augmentation images on four normally trained models.

Fig. 6. Average pairwise JSD (×10−2) values. The JSD are calculated
between normally trained models and corrupted models over whole ImageNet
validation dataset. The higher value, the larger diversity.

between two sets is decreasing dramatically, which provides
evidence that introducing erosion data as augmentations can
effectively alleviate the data-dependency effect.

In addition, we record the average losses and the prediction
accuracy between erosion images and prior augmentations in
Fig. 5 (b) and supplemental material. The losses of erosion
images are largely increased across all models, which some-
times flips the label and decreases the prediction accuracy.
By contrast, those existing methods almost keep the same
accuracy and losses as clean images. This observation is con-
sistent with the tendency in Fig. 5 (a) that drastic corruptions
of the input image lead to higher gradient similarities and loss
values. It provides evidence that our method does not belong
to those loss (label)-preserving transformations, and thereby
we can combine it with existing augmentation naturally to
enhance the transferability further, as validated in Sec. IV-E.

2) Network Erosion Method: We aim to build a diverse
corrupted network that has different decision boundaries com-
pared with the original model, i.e., both intermediate feature
classifier and stochastic layers can improve the model diver-
sity. Following [18], we adopt the Jensen-Shannon Divergence

Fig. 7. Visualized Adversarial examples. We attack R50 by using baselines
and the proposed EA. Though their visual imperceptibility are similar, EA can
lead to much higher transferable success rate than other attacks.

(JSD) to evaluate the diversity, and report the pairwise JSD of
the output probability distribution of networks in Fig. 6.

Without loss of generality, we consider eight networks,
including: (1) three normally trained models IR2, I3, R50; (2)
two intermediate feature classifiers fine-tuned by Block17 and
Mixed_7a layers of IR2, namely IFC-A, IFC-B, respectively;
(3) separately embedding stochastic layers (i.e., random scal-
ing, feature smoothing, and cascade group) into IR2 structure,
denoted as IR2-RS, IR2-FS, IR2-SC, respectively.

The implications of Fig. 6 are three-fold: (1) the diversity
between the original model IR2 and its corrupted versions
is large and even comparable with other vanilla models (i.e.,
I3, R50); (2) intermediate feature classifiers and the network
embedded with stochastic layers also exhibit significant diver-
sity among each other; (3) cascade group layer can bring
larger diversity to models than random scaling and feature
smoothing in most cases, which may affect the performance of
transferability (see Sec. IV-F). These results suggest corrupted
network is qualified to enhance the adversarial examples.

C. Single-Model Attack Experiment

We evaluate the performance of the proposed erosion attack
(EA). Concretely, we adopt space-erosion to generate erosion
data and choose the most diverse feature classifier embedded
with cascade group layers to build a corrupted network. The
EA-based versions for DIM∗, TIM∗, and SIM∗ are denoted as
EA-DIM∗, EA-TIM∗, and EA-SIM∗, respectively (Sec. III-D).
We also include the FIA-based attacks [27] and the current
strongest combination VT∗ [11] in the comparisons.

1) Standalone Experiment: To demonstrate the efficacy of
EA, we show the standalone performance (not the combina-
tion versions) of baselines and EA under following setups
(see Tab. I): (1) three black-box normally trained mod-
els (3 ∼ 5 columns); and (2) five robustified defenses
(6 ∼ 10 columns).

Among standalone baselines, FIA and DIM are the best
attackers to mislead black-box normally trained models, while
TIM and SIM perform better than the others under most
defense scenarios. It is reasonable that LAF gains low trans-
ferability due to it is designed for white-box scenarios. Notice,
the proposed EA outperforms all baselines by a large margin
against both normally trained models and robust defenses (e.g.,
adversarial examples crafted on IR2: average improvements
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TABLE I
STANDALONE PERFORMANCE EXPERIMENTS

Fig. 8. Transferability of attacks on different budgets. We attack I3 and
IR2 under various perturbation magnitudes to generate adversarial examples
and report their transferability against the I3ens3 defense.

are 16.5% and 19.7% compared with DIM and TIM, etc.),
thereby establish state-of-the-art for transferable adversarial
attacks. Some generated results are shown in Fig. (7) and
supplemental material.

In addition, we generate adversarial examples under various
perturbation budgets (i.e., 0.01 ∼ 0.07 with step size 0.01) and
report the transferable success rates against I3ens3 defense in
Fig. 8. An interesting phenomenon is that attacks may exhibit
different trends, e.g., DIM is strong when the budget is small,
but it becomes weaker than other baselines with the adver-
sarial magnitude increased. Among them, the proposed EA
consistently achieves the best performance, further suggesting
the generalizability of the proposed method.

2) Cross-Network Experiment: We report the combina-
tion versions of attacks against six undefended models

TABLE II
COMBINATION PERFORMANCE OF CROSS-NETWORK EXPERIMENTS

(e.g., I3, IR2, I4, R50, R152, and D161) in Tab. II, qualifying
the efficiency of EA framework. We compare EA with SGM
on R50 in supplementary. The results of LAF are not listed
because it mainly focuses on breaking white-box defenses, and
shows degraded transferability against black-box models.

We observe that our erosion attack improves the success
rates under the white-box scenarios (labeled as “*”). For
more concerning black-box settings, we notice erosion attack
based methods consistently outperform their baseline ver-
sions by a large margin (e.g., the average increments are
22.8%/20.5%/16.8% on I3 by using EA-based methods, etc.).
It is noteworthy to mention that EA-DIM∗ is the strongest
transferable attack against the normally trained models, and it
may be caused by the dual data augmentation effect from both
DIM and EA. The quantitative results suggest the superiority
of our proposed EA for fooling different undefended networks
under both white-box and black-box scenarios.

3) Defenses Experiment: The success rates of combination
attacks against eleven defenses are recorded in Tab. III. We can
see the performances of proposed methods largely outperform
the baselines across all the defenses regardless of the attacked
surrogate models or defense mechanisms. For instance, the
average success rates of TIM∗ crafted on I3/IR2 are improved
by 28.1%/25.9% when integrating it into the proposed EA
framework. In particular, we find that EA-SIM∗ achieves the
best performance against defenses by attacking the IR2 model
(i.e., average success rate of 74.5%). The results under various
defenses and undefended models (see supplementary) qualify
the efficacy of EA to trick current black-box models.

D. Ensemble-Model Attack Experiment

Following [8] and [27], we further provide the results
of baselines and proposed EA under ensemble-model set-
tings, i.e., simultaneously attacking multiple vanilla networks.
Specifically, four normally trained models are considered
in ensemble paradigms, including I3, IR2, I4, and R50.
The comparisons are conducted under the following settings:
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TABLE III
THE SUCCESS RATES (%) OF COMBINATION ATTACKS USING BASELINES AND PROPOSED EROSION ATTACK UNDER ϵ = 0.05

Fig. 9. Ablation studies of space-erosion on I3 and IR2. The adversarial examples are crafted by DIM∗, TIM∗ and SIM∗ augmented with a space-erosion
image on I3 and IR2. We can observe that the transferability is obviously boosted even a small portion of pixels to be damaged. Better viewed with zoom-in.

TABLE IV
THE SUCCESS RATES (%) OF ENSEMBLE-MODEL ATTACKS USING BASELINES AND PROPOSED EROSION ATTACK UNDER ϵ = 0.05

(1) the adversarial images are crafted on the ensemble of all
of the four surrogate models, denoted as 4-models; and (2)
only the ensemble of I3 and IR2 to be attacked, denoted as
2-models. We choose the same parameters as Sec. IV-C. Note
that ROB is the current strongest defense, therefore we trick
it in the ensemble setup.

From Tab. IV, we observe that the proposed EA significantly
improves the transferability of adversarial examples under
ensemble settings. Our strongest attack EA-SIM∗ achieves a
high average performance of 80.9% under the 4-models setup,
which surpasses the most challenging baseline VT∗ by a large
margin of 8.7%. Moreover, we notice that EA-based methods
are better than 4-models strongest baselines even though they
only use two surrogate models in the ensemble optimization

(i.e., 2-models setting), which demonstrates the superiority of
the proposed EA. Another non-trivial phenomenon is that the
improvements of EA-based methods between 2-models and
4-models setups are relatively small (i.e., 4.8% and 4.3% for
EA-TIM∗ and EA-SIM∗). This confirms that our method can
use a few existing networks with low fine-tuning costs to
improve the model diversity, rather than simply training the
new models with different architectures and applying them
into standard ensemble attacks to reach this goal.

E. Ablation Studies for Data Erosion Method

In this section, we provide ablation studies for data erosion
strategies. Particularly, we first introduce only one corrupted
image as an augmentation (i.e., n = 1 in Eq. (5)) to find
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Fig. 10. Ablation studies of augmentation number against five defenses. The attacks are crafted on I3 and IR2 model by (a) DIM∗, (b) TIM∗ and
(c) SIM∗. More augmentation images lead to better performance. Better viewed with zoom-in.

TABLE V
THE SUCCESS RATES (%) OF DIM∗ , TIM∗ AND SIM∗ ATTACKS WITH Only One AUGMENTATION AGAINST FIVE DEFENSE MODELS

the optimal hyper-parameter, and then explore the best aug-
mentation scheme for attacks. Lastly, we discuss the effect of
sampling numbers. The adversarial examples are crafted with
erosion image on I3 and IR2 by DIM∗, TIM∗ and SIM∗, and
test the transfer success rates against five defenses, including
I3ens3, IR2ens, HGD, TVM, and R&P. More experiments are
recorded in supplementary.

1) Space-Erosion: The parameter ξ defined in Eq. (6)
controls the erosion level of space continuity for a given image.
If we set ξ = 0, there are not any pixels to be damaged and
the erosion image restores to its clean version. We evaluate
the erosion parameter ξ ranged from 0.0 to 0.2 with step
0.02, and report the performance in Fig. 9 (a). We can see that
introducing space-erosion images as augmentations is effective
for all three baseline methods. Even with a small proportion of
corrupted pixels, it is surprising that the augmentation data can
facilitate transferable attacks (i.e., the improvements of DIM∗,
TIM∗ and SIM∗ across all defenses are nearly 3% ∼ 10%
when we set ξ = 0.02). With the erosion probability increased,
the success rates continued increasing until ξ = 0.1. There-
fore, we adopt the probability ξ = 0.1 in the following
experiments.

2) Luminance-Erosion: The standard deviation σe influ-
ences the brightness of an image (Eq. (8)). We test σe in
the range of [0.0, 0.2] with a granularity 0.02 to study its
impact, and report the results in supplemental material. The
standard deviation exhibits similar trends under all baseline
methods that the transfer success rates increase at first and then
drop rapidly, which indicates that dramatically adjusting the
luminance of images may degrade the transfer performance.
To this end, we set σe = 0.04/0.1/0.1 for DIM∗/TIM∗/SIM∗,
respectively.

3) Augmentation Schemes: In this section, we aim
to find the best augmentation scheme for transferable
attacks. We test the performance under the following five
setups:

(1) holding a single strategy to produce the corrupted data
during the whole attacking process, denoted as space, color ,
and luminance, respectively (1st

∼ 3rd rows);
(2) randomly rechoosing a strategy at each iteration to

generate augmentations, denoted as random (4th row);
(3) following the mixup operation [48], we utilize the linear

mechanism to mix three types of generated erosion images
with equal weights, denoted as mixup (5th row).
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We introduce an erosion image in DIM∗, TIM∗, and SIM∗

methods to attack I3 and IR2, and show the results in Tab. V.
By applying the augmentation data, we can observe that all
the schemes boost the transferability of generated adversarial
examples. Most surprisingly, space scheme (i.e., only adopting
space-erosion strategy) significantly improves the success rates
against all the defenses in most cases (i.e., I3 model: the
average improvements are 3.3%/11.8%/10.2% for baseline
DIM∗, TIM∗, and SIM∗). Besides, the average performance of
luminance is the worst one among all the schemes. Thanks to
considering different types of augmentations simultaneously,
random and mixup also show their efficacy to facilitate
transferable attacks. However, they do not exhibit better perfor-
mance over space in most cases. Therefore, we simply select
space scheme (i.e., space-erosion) in our method.

4) Augmentation Number: The above discussions are based
on a single augmentation image for baseline methods (i.e.,
n = 1). Here, we study the influence of augmentation number
n of the space-erosion strategy ranged from 0 to 6 (Eq. (5)).
Notice, the attack degrades to its baseline version when we
abandon any augmentations i.e., n = 0. From Fig. 10, it is
natural to observe that drawing more corrupted data leads
to better results (e.g., the improvements of TIM crafted on
I3 are over 15% across defenses when setting n = 6).
Nonetheless, the computational costs are growing linearly
with the augmentation number increased. To better balance
the performance/cost trade-off, we employ n = 3 in the
experiments.1

F. Ablation Studies for Network Erosion Method

In this section, we separately report the ablation experiments
of intermediate feature classifier (IFC) and stochastic layers.
First, we study the optimal layer scheme and the training epoch
setups for IFC. Second, we learn the appropriate proportion
and dependent performance for stochastic layers.

In practice, we reuse the feature extractors from the original
model and fine-tune IFCs on the ImageNet test dataset, i.e.,
a small dataset that contains 105 images. All the images are
excluded from the training set of normally trained models and
defenses, which meet our assumption mentioned in Sec. III-C.

1) Optimal Layer for Intermediate Feature Classifier: Since
the proposed Intermediate feature classifier (IFC) is designed
by connecting a specific layer with a fine-tuned classification
head (see Fig. 3), we aim to search the optimal layers in this
section. Without loss of generality, we choose 7 layers with
the same interval step across the deeper half architecture for a
given surrogate network. The notations of each IFC are relative
to the index of the layer. For instance, I3L1 is fine-tuned by
the features at the first selected layer (i.e., Mixed_6a). The
notations are detailed in the supplemental material.

Since we obtain the IFCs fine-tuned by different layers,
we can craft transferable adversarial examples on the ensemble
of a feature classifier and the original model. The transfer
success rates of each fine-tuned IFC are demonstrated in

1We observe that augmentation number n = 3 is enough for the strongest
combination SIM∗ to converge.

Fig. 11. Ablation study of the optimal layer for intermediate feature
classifiers (IFC). The adversarial examples are crafted on I3 and IR2 against
two adversarial models (i.e., I3ens3 and IR2ens). We plot the success rates of
baselines DIM∗, TIM∗ and SIM∗ as dashed lines, and plot the performance of
those optimized over an intermediate feature classifier as solid lines. We find
that the transferability is improved significantly by applying an IFC into
ensemble optimization (i.e., I3L5 and IR2L4). Moreover, the transferability
trends are similar for a given surrogate model under different attack methods.

Fig. 11. The implications are three-fold. First, the transfer-
ability is improved significantly by applying a specific feature
classifier into ensemble optimization, i.e., I3L5 and IR2L4
achieve the best performance (e.g., for attacks crafted on
I3 by SIM∗, the improvements are 13.0%/10.5% against
I3ens3/IR2ens defenses when applying IFC into optimization,
etc). The results validate the effectiveness of the proposed IFC
for adopting ensemble attacks rather than merely based on the
original model. Second, the transferability curves from a given
model exhibit highly similar trends across defenses regardless
of the methods. This observation is similar to the [19], which
inspires us to find the optimal layer to fine-tune a classification
block offline and facilitate strong attacks for any black-box
defenses. Third, the transferability increases continually at first
and then gradually drops at the last layers. This tendency is
partially in coincidence with the results in [26] and [49]. It may
indicate that the features in these deeper layers are richer than
in other layers, which is easy to be disrupted or used to train
the IFC with high diversity. And some valuable features will
be lost after following pooling operations, as we speculated in
Sec. III. To this end, we adopt the best intermediate feature
classifier, i.e., I3L5, IR2L4, I4L4 and R50L3 (I4 and R50 are
reported in supplemental material).

2) Training Epoch: We have studied the influence of fine-
tuned epochs on transferability. We train two IFCs (i.e., I3L5
and IR2L4) on different epochs, and report the performance
under defenses I3ens3 and IR2ens in supplementary. We find
that at most ten epochs are enough for success rates to
converge. Therefore, we set the maximum number of epochs
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TABLE VI
THE SUCCESS RATES (%) OF PROPOSED NETWORK EROSION. WE REPORT THE SUCCESS RATES OF THE ENSEMBLE WITH INTERMEDIATE FEATURE

CLASSIFIER (IFC) OR STOCHASTIC LAYERS, INCLUDING RANDOM SCALING (RS), FEATURE SMOOTHING (FS), AND CASCADE GROUP (CG)

N = 10. Moreover, our method has surpassed the baseline,
even trained with a few epochs (N = 2). This satisfies our
requirement that suffering much fewer fine-tuning resources
on a small dataset can boost the transferability significantly
(see Sec. III-C).

3) The Proportion of Stochastic Layers: We discuss the
effect of the embedding ratio of stochastic layers in the
network structure, i.e., whether adding more stochastic layers
leads to better results. We embed the proposed cascade group
(CG) into the original networks for adopting ensemble attacks.
The embedded layers are abandoned with probability 3 as:

zl∗1 = p · gs
l (xl), p ∼ Bernoulli(3) (15)

where p is sampled from Bernoulli distribution with param-
eter 3. If 3 = 1, all the cascade group layers are pre-
served. Conversely, all the stochastic layers are removed
when we set 3 = 0, i.e., merely attacking the original
model.

We test the parameter 3 ranged in [0.0, 1.0] with step size
0.1, and report the success rates under five defenses in Fig. 12.
It is noteworthy that the performance of all attacks is improved
significantly even by adding a small proportion of cascade
group layers (i.e., 3 = 0.1). For the DIM∗, the performance
continues to improve at first, and then keeps stable after the
proportion surpasses 0.6. On the other hand, we observe that
adding more stochastic layers leads to stronger transferability
for TIM∗ and SIM∗, and it achieves the best performance when
the stochastic layers are embedded throughout the network
(i.e., 3 = 1.0). This phenomenon is caused by the ensemble
optimization over a set of translated images proposed in

Fig. 12. The success rates (%) of the different proportion of cascade
group layers. We use DIM∗, TIM∗ and SIM∗ to attack the ensemble of
a normally trained models with its embedded version, including: (a) I3,
and (b) IR2. In general, more stochastic layers result in better performance
regardless of attack methods or attacked surrogate models.

TIM [8], which brings more randomness capacity to corrupted
networks. Therefore, we simply adopt adding all stochastic
layers, i.e., 3 = 1.0.
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TABLE VII
THE COMPARISON BETWEEN GHOSTNET [18] AND PROPOSED

CASCADE GROUP (CG) IN ENSEMBLE OPTIMIZATION

4) The Effect of Stochastic Layers: We study the impact of
stochastic layers under the following settings (see Tab. VI):

(1) baselines without ensemble optimization (1st row);
(2) applying the IFC into ensemble optimization (2nd row);
(3) embedding stochastic layers (i.e., random scaling, fea-

ture smoothing and cascade group) into the original model
to construct a corrupted network for ensemble paradigms,
denoted as RS, FS and CG, respectively (3rd

∼ 5th rows);
(4) using both of the original model and the corrupted

network (i.e., the IFC embedded with stochastic layers) for
ensemble optimization (6th

∼ 8th rows).
The performances are reported in Tab. VI. We observe that

merely adding stochastic layers into an existing network for
ensemble optimization also improves the success rates across
the defenses (3∼5 rows). Among them, the cascade group
(CG) often gets higher success rates than random scaling
(RS) and feature smoothing (FS), which might be caused by
its larger model diversity than the other two layers (Fig. 6).
It verifies our hypothesis that improving the robustness and
diversity of the surrogate model may enhance transferabil-
ity, as discussed in Sec. IV-B. Moreover, using a corrupted
network (i.e., densely embedding stochastic layers into the
IFC) for the ensemble paradigm largely improves the strength
further instead of only utilizing IFC or stochastic layers
(6∼8 rows). These results validate the high efficiency of the
proposed network erosion method. Empirically, we find that
IFC embedded with cascade group achieves the best results.

5) Compare With Other Model Augmentations: Based on
different network structures, GhostNet [18] applies feature
dropout or skip connection perturbation to achieve the aug-
mentation effect. We separately adopt the feature dropout and
skip connection perturbation for I3 and IR2 to construct the
GhostNet, and attack an ensemble of the original model and
GhostNet to generate adversarial examples. We choose the
same parameters reported in [18] in the comparisons.

From tab. VII, we observe that the cascade group (CG) is
superior to GhostNet in most cases for ensemble optimiza-
tion. Especially, our method surpasses GhostNet largely on
attacking I3 models (e.g., for I3, the improvements are 2.4%,

5.2%, 7.5% for DIM∗, TIM∗, and SIM∗, respectively, etc.).
The results verify the qualification of the cascade group layer
for transferable attacks. What’s more, we emphasize that the
proposed stochastic layers are much more general than [10],
[18] that they can apply to arbitrary network architectures.

V. CONCLUSION

This paper focuses on studying transferable attacks against
unseen defenses under black-box scenarios. To mitigate the
data-dependency effect, we propose a data erosion method that
introduces artificial erosion images as augmentations during
the attacks. Different from prior works, the proposed data
erosion method is a specific augmentation designed to narrow
the gap between the normally trained models and defenders.
We experiment with different types of erosion images and find
that the space-erosion data achieves the best performance to
boost transferability. To avoid the network-dependency effect,
the proposed network erosion method leverages an original
model to create a corrupted network with diverse decision
boundaries, which is applied to the ensemble optimization
with litter cost, exhibiting better generalizability and higher
efficiency compared with current attacks. The proposed data
& network erosion can be naturally integrated into a general
framework to further promote the threatening of adversarial
examples, referred to as erosion attack (EA). Extensive exper-
iments not only demonstrate the superiority of our proposed
method compared with existing transferable attacks but also
remind the security issues of the current defenses.
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A B S T R A C T

Adversarial examples pose a significant challenge to the security of deep neural networks (DNNs). In order to
defend against malicious attacks, adversarial training forces DNNs to learn more robust features by suppressing
generalizable but non-robust features, which boosts the robustness while suffering from significant accuracy
drops on clean images. Ensemble training, on the other hand, trains multiple sub-models to predict data
for improved robustness and still achieves desirable accuracy on clean data. Despite these efforts, previous
ensemble methods are still susceptible to attacks and fail to increase model diversity as the size of the
ensemble group increases. In this work, we revisit the model diversity from the perspective of data and
discover that high similarity between training batches decreases feature diversity and weakens ensemble
robustness. To this end, we propose Latent Feature Diversification (LAFED), which reconstructs training
sets with diverse features during the optimization, enhancing the overall robustness of an ensemble. For
each sub-model, LAFED treats the vulnerability extracted from other sub-models as raw data, which is then
combined with round-changed weights with a stochastic manner in the latent space. This results in the
formation of new features, remarkably reducing the similarity of learned representations between the sub-
models. Furthermore, LAFED enhances feature diversity within the ensemble model by utilizing hierarchical
smoothed labels. Extensive experiments illustrate that LAFED significantly improves diversity among sub-
models and enhances robustness against adversarial attacks compared to current methods. The code is publicly
available at https://github.com/zhuangwz/LAFED.

. Introduction To answer the question, several defense methods have been pro-

posed. One line is adversarial training [8], which involves minimizing
The discovery of adversarial examples poses a challenge to the
ecurity of DNNs. By applying imperceptible perturbation to clean
mages, adversarial attacks have caused great trouble to DNN-based
pplications in both the digital space [1] and the real world [2]. More
ignificantly, attacks often utilize white-box [3] models to generate
dversarial examples, which usually exhibit high transferability across
lack-box models with different architectures [4–6]. One plausible
xplanation for this phenomenon is that humans rely on abstract and
obust features to recognize objects in images, while DNNs attempt
o learn more generalizable but non-robust features [7]. As a result,
NNs have high accuracy on unseen images while also being vulnerable

o adversarial noise manipulated by attackers. Consequently, attack
ethods can leverage the vulnerability of non-robust features to craft
alicious input data and transfer its adversarial effect to fool remote

lack-box models. This leads one to wonder: how can DNNs enhance
obustness while balancing the trade-off between robust and non-robust
eatures?

∗ Corresponding author at: School of Computer Science and Engineering, Sun Yet-Sen University, Guangzhou, Guangdong, China.
E-mail address: liuning2@mail.sysu.edu.cn (N. Liu).

1 First author and second author contribute equally to this work.

the optimization loss on adversarial examples during each training step.
This process compels DNNs to learn robust features from adversarial
examples instead of non-robust features from clean data. As a result,
adversarially trained models become more robust but significantly de-
crease classification accuracy due to a lack of generalizability on unseen
clean data. [9]. Although some subsequent works have demonstrated a
better balance between accuracy and robustness, their performance on
clean images is still much lower than normally trained models [10,11].
Another popular way for boosting adversarial resistance is ensemble
training [12–15]. Intuitively, they adopt several sub-models for ensem-
ble predictions. Each sub-model in the ensemble captures sufficient
generalizable and non-robust features during optimization, thereby
exhibiting high accuracy on clean data. Moreover, sub-models are
deliberately trained with different latent representations or diverse de-
cision boundaries compared to each other. Therefore, ensemble models

ttps://doi.org/10.1016/j.patcog.2023.110225
vailable online 5 January 2024
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esults.
Generally, ensemble training methods are designed to boost diver-

ity among sub-models, including varying the output probabilities [12],
aximizing the gradient divergence [13], isolating the non-robust fea-

ures [14], and encouraging smooth model and diverse gradient [15],
tc. Although they have desirable resistance against adversarial attacks,
hey cannot effectively improve robustness against both black-box and
hite-box attacks simultaneously or enhance robustness as the number
f sub-models increases. Inspired by the hypothesis that deep learning
odels tend to capture similar non-robust features when training on

he same dataset [7], we revisit the model diversity from the per-
pective of data. We surprisingly find that a low degree of similarity
etween training sets of sub-models usually results in poor adversarial
ransferability within the ensemble models. This means the adversarial
xamples generated from one sub-model are difficult to fool other sub-
odels, indicating that the ensemble model has high diversity and

obustness against attacks. Following [16], we further utilize Pearson
orrelation Coefficient (PCC) values as an indicator to measure the
egree of data similarity. Specifically, we treat the network outputs as
he response to features in inputs and measure the correlation between
he features of data using PCC values. Prior methods have shown high
imilarity between training images among different sub-models, and
CC values continuously increase as the number of sub-models becomes
arge, accompanied by a rise in transferability among sub-models [14].
t may limit the robustness of ensemble models.

This intriguing property motivates us to decrease the similarity of
atent features in training data among sub-models to boost ensemble
obustness. To achieve this goal, two lines of work catch our attention.
he first is data augmentation, which is achieved by interpolation at
he pixel or intermediate layer space [17,18], which facilitates the
etwork in learning more generalizable representations. The second
ne is the label smoothing technique, which is widely used to prevent
he model from becoming over-confident, and to ensure the represen-
ations congregate in tight clusters [19]. Both of them are proposed
o improve the generalizability of the model on classifying unseen
lean images. Our investigation has inspired the development of Latent
eature Diversification (LAFED). It reconstructs customized training
ata for sub-models and boosts the diversity of features learned by en-
emble members, ultimately improving the adversarial robustness. The
ipeline of LAFED for training a single sub-model is illustrated in Fig. 1.
specially, LAFED follows [14] to treat non-robust features captured
y DNNs as a vulnerability of their corresponding data, and extracts
hese adversarial vulnerabilities from each sub-model to generate a
atch of non-robust data, viewing them as desirable initialized training
atasets after adding special noises. To further promote the diversity
f learned features among ensemble members, LAFED then stochasti-
ally combines these non-robust images with unbalanced weights to
econstruct a new batch of training data. This operation is extended
212
moothed labels instead of original one-hot vectors during the opti-
ization. This promotes the divergence of representation clusters with

arying degrees for different sub-models, further diversifying the latent
pace of ensemble members. LAFED performs these optimizations to all
he sub-models in a round-robin manner, significantly enhancing the
verall robustness of the ensemble against adversarial attacks.

In summary, the contributions of our work are three-fold:

• We revisit the model diversity from the perspective of data and
identify that the high correlation of features in training data is an
essential factor to affect the diversity and robustness within the
ensemble models.

• We propose a novel ensemble training method, referred to as La-
tent Feature Diversification (LAFED), which decreases the sim-
ilarity of training batches and enhances the diversity of learned
features among ensemble members.

• The empirical results not only demonstrate the superiority of
the proposed method over state-of-the-art ensemble models but
also suggest its generalizability that LAFED can effectively en-
hance the robustness of ensembles by simply including more
sub-models.

. Related work

.1. Adversarial attacks and adversarial training

DNNs have been widely used in many fields. Nonetheless, their
ulnerabilities have also been discovered, which brings security issues
o real-world systems [20–23]. By applying imperceptible noises to
lean images, these maliciously crafted data can easily mislead models
o output wrong predictions [24–26]. The model used to generate
dversarial examples is usually a common pre-trained model, and the
ttacker uses the gradient information of the model to generate the
dversarial examples. Specifically, the attacker aims to find a small
erturbation 𝛿 for the specific clean image 𝑥 to produce an adversarial
xample by 𝑥adv = 𝑥 + 𝛿 that fools DNNs under the norm constraint
𝛿 ⇑𝑝≤ 𝜖. The formulation can be defined as optimizing over 𝛿 to

aximize the objective loss L𝜃(⋅) for the classifier with its parameters
on the input-label pair (𝑥, 𝑦), i.e., maximizing L𝜃(𝑥 + 𝛿, 𝑦).

In general, most works select 𝑙∞ norm constraint to control the ad-
ersarial perturbation magnitude and measure the robustness of trained
odels [8,12,15]. Various adversarial attack methods have been inves-

igated to improve the fooling rates, such as projecting gradient descent
PGD) [8], diversity input transformation (DIM) [27], skip connections
orruption (SGM) [28], or using an ensemble of multi-attacks and
ulti-models [29–31]. They often achieve high performance under

oth white-box and black-box scenarios, which exhibit huge security
hreats to current DNNs.
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To resist adversarial attacks, many empirical defenses have been
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emarkable efficacy in boosting the robustness of adversarially trained
etworks [8]. Generally, it performs a min–max optimization at each
tep, where the inner maximization is implemented by strong attacks
nd the outer minimization is used to depress the adversarial effect
gainst itself, which is formulated as follows:

in
𝜃
E(𝑥,𝑦)∼𝐷[𝑚𝑎𝑥𝛿∈𝑆𝐿𝜃(𝑥 + 𝛿, 𝑦)]], (1)

here the input-label pair (𝑥, 𝑦) in training data is sampled from dis-
ribution 𝐷 and 𝑆 is the set of allowed perturbations under constraint.
ased on the basic AT, Zhang et al. propose TRADES to better trade-off
etween robustness and clean accuracy [10], which can be bounded
sing natural error and boundary error. Such decomposition is proved
o be effective in balancing accuracy and robustness as well as provid-
ng theoretical guarantees. Atzmon et al. adds a fixed linear layer to
he original network to build a sample network at each training epoch
nd incorporates it in a loss function as a proxy, significantly enhancing
he adversarial robustness against attacks [32]. However, this type of
raining paradigm forces the network to learn robust features rather
han capturing non-robust but generalizable representations. Thus, it
sually leads to a drop in accuracy for unseen clean data [9].

.2. Ensemble training for adversarial defense

Most traditional ensemble learning methods are proposed to en-
ance the generalizability of DNNs to the unknown testing data, such as
agging [33] and boosting [34]. Moreover, Kuncheva et al. have shown
hat improving the diversity within bayesian neural networks leads to
etter ensemble performance [35]. Following this line, the concept of
nsemble learning is introduced to improve the adversarial robustness
ithout dropping the clean accuracy.

Several ensemble training methods have been proposed to train
iverse sub-models, which aim to decrease the internal transferability
ithin ensemble models and improve the overall robustness. Pang et al.

egard the divergence among the non-maximal predictions of individual
ub-models as a part of the ensemble diversity in adversarial defense,
hus proposing adaptive diversity promoting (ADP) regularizer during
ptimization, which diversifies the classification predictions of mod-
ls [12]. Kariyappa et al. believe that the common adversarial subspace
ffects the model diversity and thereby propose gradient alignment loss
GAL) maximizes the dissimilarity within the ensembles and enhances
obustness [13]. TRS finds that the gradient orthogonality among sub-
odels and classification boundary smoothness facilitate the reduction

f transferability against adversarial examples [15]. DVERGE success-
ully isolates the vulnerabilities from each sub-model by distilling
on-robust features. It then adopts them to optimize each ensemble
ember separately, achieving high robustness against a variety of

lack-box attacks [14]. Although these methods substantially improve
he model diversity, unfortunately, they show poor generalizability in
hat the ensemble robustness is not enhanced reasonably as the group
ize becomes large. Moreover, they cannot effectively defend against
hite-box and black-box attacks simultaneously. This phenomenon is
rimarily attributed to the high correlation of training data provided
or each sub-model. As a result, they tend to capture similar features
n the latent space. To address this issue, we propose the LAFED
ethod, which diversifies both training data and learned representation

o optimize ensemble models.

.3. Mixup training and label smoothing

Mixup technique is utilized to create synthesized data by interpo-
ating two clean images sampled from a training batch in the input
pace [17]. Optimizing over those synthesized data is a plausible way
o improve the generalizability of trained networks. Verma et al. have
emonstrated that using manifold interpolation at the feature space is
213
ixup technique is also applied in adversarial defenses. For instance,
ee et al. propose Adversarial Vertex Mixup (Vertex) to mitigate the
dversarial feature overfitting effect, which mixes the vertex sample
ith the original data during the adversarial training [36]. Likewise,
ang et al. develop mixup inference (MI), which shrinks and transfers
dversarial perturbations to resist attacks [37]. Experimental results
llustrate that both Vertex and MI improve the adversarially robust
eneralization.

Label smoothing (LS) is an effective method to reduce overfitting
nd improve the generalizability of trained models. It generates a soft
abel 𝑦𝑠 by applying a uniform vector to the original hard label 𝑦,
.e., 𝑦𝑠 = 𝑦(1 − 𝜂) + 𝜂∕𝐾, where 𝐾 is the number of classes. As a
esult, implementing LS can noticeably improve the accuracy of image
lassifiers and language translators [38–40]. An explanation is that it
hrinks the feature norms and tightens the clusters of each class data,
hereby boosting the performance of models across different tasks [19].
owever, in practice, the model trained with LS is found to be more
ulnerable to black-box attacks [41]. To address this issue, instead of
pplying the LS technique directly, we propose a novel hierarchical
abel smoothing strategy to diversify the feature distribution of sub-
odels. It has been shown to significantly enhance the robustness

gainst white-box and black-box attacks.

. Method

.1. Data similarity and feature diversity

Most prior works mainly treat ensemble training as an optimization
roblem. Therefore, they propose different optimization objectives to
mprove the robustness, including ADP [12], GAL [13], and TRS [15].
n this work, we revisit the ensemble method from the perspective of
ata at first. Motivated by the assumption that identical training data
ay force different networks to learn similar features [14], we begin

y studying the relationship between the data similarity and feature
iversity through a toy example. Concretely, we train two models
ndividually using half of the CIFAR-10 dataset, but with overlapping
raining data by 0%, 20%, 40%, 60%, 80%, and 100%. Then we follow
he setups in [14] to craft adversarial examples by using 50-step PGD
o attack each model, and then record their pairwise transferability as a
roper indicator to measure the feature diversity between models. The
esults are presented in Fig. 2.

It is evident that the pairwise transferability exhibits similar trends
cross different attack strength (e.g., 𝜖 = 0.01∕0.02∕0.03). As the overlap
atio increases, the transferability of adversarial examples between two
odels noticeably improves. The highest transferability can be reached

y completely using the same dataset to train two classifiers, indicating
hat adversarial examples generated from one model can easily fool
nother one. This phenomenon implies higher similarity of training
ata can lower the diversity of learned features for networks, resulting
n worse robustness of the ensemble of these two classifiers against
ransferable attacks.

.2. Latent Feature Diversification method

Inspired by the analysis above, we propose Latent Feature Di-
ersification (LAFED) method, which is designed to reconstruct new
raining batches with diverse features for each sub-model. By doing
o, it enables every sub-model to learn diversified representations.
dditionally, we recognize the important role that ground-truth labels
lay in guiding networks during optimization. Intuitively, LAFED simul-
aneously enhances the diversity of representations and labels, thereby
chieving greater robustness for ensemble models.

As shown in Fig. 1, LAFED consists of 4 steps for training each
ub-model within an ensemble model:
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• Step 1. Initializing raw training data by distilling the vulnerability the ensemble members to learn distinctive features from one another,
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from other sub-models and treating them as non-robust data. which is formulated as:
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• Step 2. Generating diversified representations by interpolating
raw data with round-changed weights at the latent feature space
using an unbalanced feature combination strategy.

• Step 3. Allocating customized labels for the generated represen-
tations based on the hierarchical label smoothing strategy.

• Step 4. Forward passing the mixed representations through the
network to calculate objective loss, and updating the parameters
of the sub-model based on back-propagation.

These four steps are implemented in a round-robin manner until the
raining epoch reaches the maximum.

aw data initialization. Since most methods merely depend on the
dentical clean dataset to train networks, we treat the vulnerable data
ith diverse features distilled from other sub-models as a proper ini-

ialization of the raw data. For the ensemble model 𝐹 composed of
sub-models, we denote each sub-model as 𝑓𝑖, where 𝑖 ∈ 1, 2,… , 𝑁 .

hen an image 𝑥 is propagating through the network 𝑓𝑖, the output
efore the activation module at the 𝑙th layer is formulated as 𝑓 𝑙

𝑖 (𝑥).
To initialize the raw dataset for each sub-model 𝑓𝑖, we follow [7]

o sample a target input-label pair (𝑥, 𝑦) and another randomly-chosen
ource pair (𝑥𝑠, 𝑦𝑠) from the clean data distribution 𝐷. The distillation
f the vulnerability at 𝑙th layer for the target image 𝑥 corresponding to
he source image 𝑥𝑠 can be formulated as:

𝑖,𝑙 = arg min
𝑧

‖

‖

‖

𝑓 𝑙
𝑖 (𝑧) − 𝑓 𝑙

𝑖 (𝑥)
‖

‖

‖

2

2
, (𝑥, 𝑦), (𝑥𝑠, 𝑦𝑠) ∼ 𝐷,

s.t. ‖
‖

𝑧 − 𝑥𝑠‖‖∞ ≤ 𝜖,
(2)

here 𝑧𝑖,𝑙 denotes the generated non-robust data. Intuitively, the dis-
illation process aims to find a sample 𝑧𝑖,𝑙, which is visually similar to
he source data 𝑥𝑠 at the pixel space, but its latent features are close to
he target data 𝑥 at the intermediate space, i.e., 𝑧𝑖,𝑙 ≈ 𝑥𝑠, 𝑓 𝑙

𝑖 (𝑧𝑖,𝑙) ≈ 𝑓 𝑙
𝑖 (𝑥)

see Fig. 3(a)). In other words, the non-robust data 𝑧𝑖,𝑙 represents the
ulnerability of the sub-model 𝑓𝑖 on classifying a clean image 𝑥𝑠. During
he optimization, LAFED performs the distillation procedure iteratively
o initialize the raw dataset for every sub-model.

nbalanced feature combination. Although DVERGE attempt to diver-
ify the training data by generating the vulnerable data, the provided
ataset for each sub-model consists of non-robust data extracted from
ther sub-models [14]. It leads to a high similarity among captured
eatures and thus degrades the diversity within the ensemble, as we
iscussed above. To this end, we propose to train each sub-model based
n the composition of those raw data by different proportions, which
ffectively decreases the similarity of training data among sub-models.
oncretely, we use interpolation to achieve augmentation for their
espective dataset. Instead of merely blending the raw data at the input
pace, we extend this operation throughout the network to encourage
214
𝑡
𝑖 = 𝜆 ⋅ 𝑓 𝑡

𝑖 (𝑧𝑗,𝑙) +
∑

𝑘≠𝑖,𝑘≠𝑗
𝛾 ⋅ 𝑓 𝑡

𝑖 (𝑧𝑘,𝑙), (3)

here F 𝑡
𝑖 denotes the interpolated latent feature at the 𝑡th layer of

he sub-model 𝑓𝑖, and 𝑡 is a randomly-chosen intermediate layer. 𝑧𝑗,𝑙
enotes the raw data distilled at the 𝑙th layer of another sub-model
𝑗 , where the 𝑗 is a randomly selected sub-model index except for the
urrently trained model 𝑓𝑖, i.e., 𝑗 ∈ 1, 2, 3,… , 𝑁, 𝑗 ≠ 𝑖. We note that
oth 𝑡 and 𝑗 are rechoosed layer indexes at each optimization step.
ollowing [17], we sample the major interpolation coefficient 𝜆 from
he Beta distribution with hyper-parameter 𝛼, and the secondary weight
is assigned for other raw data 𝑧𝑘,𝑙 as:

= (1 − 𝜆)
/

(𝑁 − 2). 𝜆 ∼ Beta(𝛼, 𝛼) (4)

Intuitively, LAFED creates a reconstructed feature (F 𝑡
𝑖 ) based on vul-

erability learned from multiple raw data. In particular, LAFED adopts
he feature of 𝑧𝑗,𝑙 as the majority component, and other features as the
inority part to construct F 𝑡

𝑖 . Due to the unbalanced manner of the
ampling weights process, LAFED combines the vulnerable data to gen-
rate diverse intermediate features during every optimization, which
onsiderably reduces the similarity among sub-models, enhancing the
verall robustness.

ierarchical label smoothing. Label Smoothing can improve the perfor-
ance of DNNs across a variety of tasks by grouping learned features

n tight clusters for a total of 𝐾 classes [19]. However, prior works
how that the network optimized with smoothed labels may degrade
ts resistance against black-box adversarial examples [41]. To address
his problem, we do not directly utilize label smoothing to train the
nsemble, as it can result in relatively weak robustness. Instead, we
se it to increase the diversity of ensemble members by designing a
ierarchical Label Smoothing strategy, which encourages the feature
lusters scattered in varying degrees for different sub-models. Rather
han adopting standard one-hot labels or default uniform smoothing
olicy, LAFED allocates customized smoothed labels for different en-
emble members. The data-label pair (𝑥𝑠, 𝑦𝑙𝑠𝑠,𝑖) applied for training
ub-model 𝑓𝑖 is defined as:

𝑙𝑠
𝑠,𝑖 = 𝑦𝑠(1 − 𝜂𝑖) +

𝜂𝑖
𝐾

(5)

here 𝑦𝑠 is the original one-hot label vector of data 𝑥𝑠, 𝜂𝑖 is varied for
ach sub-model, i.e., 𝜂𝑖 = 𝑝 ⋅ (𝑖 − 1), and 𝑝 is a pre-defined parameter.
ote that 𝑦𝑙𝑠𝑠,𝑖 degenerates to the original one-hot label if the model is

he first sub-model, i.e., 𝑖 = 1 and 𝜂𝑖 = 0. Moreover, hierarchical label
moothing degrades to the standard label smoothing technique if we
elect the unchanged weight 𝜂 for all sub-models, i.e., 𝜂𝑖 = 𝜂, where
= 1, 2, 3,… , 𝑁 . Intuitively, by using hierarchical strategy during the
ptimization, the clusters of latent representations become tighter with
he index of sub-model increased, as discussed in Section 4.2.
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Algorithm 1 LAFED Training Algorithm.
Input: the number of sub-models 𝑁 , the number of training batch
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1: for 𝑖 = 1 to 𝑁 do
2: Initialize and pretrain sub-model 𝑓𝑖
3: end for
4: /* Diversifying learned features at the latent space */
5: for 𝑖 = 1 to 𝑁 do
6: Randomly choose layer 𝑙 for distillation
7: Randomly choose layer 𝑡 for feature mixup
8: for 𝑏 = 1 to 𝐵 do
9: Sample the source and target data pairs
0: Initializing the raw training batch with Eq. (2)
1: Uniformly randomly choose 𝑗 where 𝑗 ≠ 𝑖
2: Diversifying latent features with Eq. (3)
3: Multi-level label smoothing with Eq. (5)
4: Calculate loss with Eq. (8)
5: Update sub-model 𝑓𝑖 by using SGD optimizer
6: end for
7: end for

nsemble optimization. The objective of each sub-model is to capture di-
erse features by leveraging the unbalanced combination of non-robust
ata extracted from other sub-models. Therefore, LAFED randomly
amples clean data-label pairs (𝑥, 𝑦) and (𝑥𝑠, 𝑦𝑠) to construct the com-

bined intermediate input F 𝑡
𝑖 (see Eq. (3)), and then calculates the

bjective function for updating the parameters 𝜃𝑖 of sub-model 𝑓𝑖 in
single step as:

in
𝜃𝑖

[

L
(

𝑓𝑖(F 𝑡
𝑖 ), 𝑦

𝑙𝑠
𝑠,𝑖
)

]

, (𝑥, 𝑦), (𝑥𝑠, 𝑦𝑠) ∼ 𝐷, (6)

here L(⋅) denotes the cross-entropy loss, and 𝑦𝑙𝑠𝑠,𝑖 denotes the cus-
omized label of source image 𝑥𝑠 for 𝑓𝑖 (see Eq. (5)). By minimizing
he loss L𝑡

𝑖 , the current trained 𝑓𝑖 has learned the diverse adversarial
eatures from others on predicting 𝑥𝑠. In summary, the overall objective
f LAFED for sub-model 𝑓𝑖 can be formulated as:

in
𝜃𝑖

E(𝑥,𝑦),(𝑥𝑠 ,𝑦𝑠),𝑡

[

L
(

𝑓𝑖(F 𝑡
𝑖 ), 𝑦

𝑙𝑠
𝑠,𝑖
)

]

. (7)

Algori 1 demonstrates the pseudo-code for training an ensemble
ith 𝑁 members. Note that the proposed LAFED is similar to manifold
ixup [18], which combines the data at intermediate layers. However,

here are three key differences. Firstly, manifold mixup combines two
ifferent clean data at intermediate feature layers, while our method
lends multiple vulnerabilities distilled from other sub-models with
ound-changed weights. Secondly, manifold mixup interpolates the
ne-hot labels of the sampled minibatch, while our method creates
ustomized smoothed labels based on the source image and sub-model
ndexes. Thirdly, manifold mixup is used to improve the generaliz-
bility of the network, while our method aims to lower the feature
imilarity as well as increase the diversity within ensembles.

. Experiment

In this section, we present the empirical results to illustrate the
fficacy of the proposed method in defending against adversarial at-
acks. We first specify the detailed experimental setups in Section 4.1.
hen we provide the qualitative analysis of the proposed LAFED in
ection 4.2. Afterward, we evaluate the robustness of our methods
gainst various attacks on different datasets and settings in Sections 4.3,
.4, and 4.5. Lastly, we provide a rich collection of ablation studies for
he proposed LAFED in Section 4.6.
215
enchmark. We follow [14] to use ResNet-20 [42] as sub-models and
valuate experiments on the CIFAR-10 dataset. Moreover, we further
xtend experiments on the CIFAR-100 dataset and VggNet-19 (in the
upplemental material) to verify the generality of our method. We
ompare LAFED with six counterparts, including: (1) baseline, which
rains an ensemble in a standard way; (2) four prior robust ensemble
raining methods ADP [12], GAL [13], DVERGE [14], and TRS [15],
nd (3) Art adversarially trained TRADES [10]. All ensemble methods
re trained by Pytorch framework on a single GeForce RTX 2080 Ti
PU.

raining details. For a fair comparison, all the settings are the same
s the work [14]. For ensemble methods, the pre-trained models of
aseline, ADP, GAL, and DVERGE are downloaded from the released
ublic repository in [14]. Since TRS does not release the public pre-
rained models, we re-train TRS ensemble models by implementing the
ode with the recommended hyper-parameters reported in the paper.
oncretely, the baseline and DVERGE ensembles are trained 200 epochs
y using SGD optimizer with momentum 0.9 and weight decay 0.0001.
esides, the ensemble models of ADP, GAL and TRS are trained by using
dam optimizer with an initial learning rate of 0.001.

We following [14] to choose the same settings for the proposed
AFED. Concretely, we train the LAFED ensemble for 200 epochs by
sing SGD with momentum 0.9 and weight decay 0.0001. The initial
earning rate is 0.1 and decayed by 10× at the 100-th and 150-th
pochs for baseline, DVERGE, and the proposed LAFED. For DVERGE
nd LAFED, we distill non-robust dataset by momentum PGD [8] with
0 steps and set the step size equal to 𝜖∕10. The choice of 𝜖 is 0.07, 0.05,
.05, 0.05 and 0.05 for 3, 5, 8, 10, and 15 sub-models to train DVERGE
nsemble. As for the proposed LAFED, we select 𝜖 = 0.07 for ensembles
ith different number of sub-models, which is discussed in Section 4.6.
he eligible layers of unbalanced mixing operation for LAFED include:
he input layer, the convolution before the first block, and the final
utput of all blocks. Moreover, DVERGE, TRS and LAFED use the pre-
rained baseline models to retrain the ensemble. GAL replaces the ReLU
unction with leaky ReLU function to prevent gradient vanishing. All
ther settings are the same for different methods. For fair comparisons,
e select the same settings are the same for both CIFAR-10 and
IFAR-100 datasets to reflect the generality of various methods.

ttack models. We use both clean images and adversarial examples as
nput data to test the clean accuracy and adversarial robustness of the
nsemble models. Specially, we consider both black-box transferable
ttacks and white-box attacks in the experiments, and the perturbation
trength is ranged from 0.01 to 0.07, covering the effective perturbation
f most current attack methods.

We utilize hold-out ResNet-20 ensembles trained with 3∕5∕8 sub-
odels as the surrogate models to generate transferable adversarial

xamples. The black-box attacks include: (1) momentum PGD with
hree random starts [8]; (2) M-DI2-FGSM with transformation proba-
ility 0.5 [27]; and (3) skip gradient method (SGM) [28]. The iteration
umber is set to 100 and step size defaults as 𝜖∕5 for all attacks.
he input transformation probability for M-DI2-FGSM is set to 0.5,
nd the 𝛾 for SGM is selected as 0.2. To generate strong and di-
erse adversarial examples, we apply both cross-entropy loss and C&W
oss [1] to incorporate with the attacks. In summary, a total of 30
ransferable adversarial examples are generated for each clean image to
est black-box robustness. For white-box attacks, we mainly consider
wo art methods: (1) 50-steps PGD with the step size of 𝜖∕5 with five
andom starts; and (2) Auto-Attack (AA) [30], which is one of the most
ffectively white-box attacks.
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Fig. 4. PCC values of optimized data between 3∕5∕8∕10∕15 sub-models.

.2. Data similarity and model diversity which implies the data features are assembled in similar clusters. We
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ata similarity. Prior method DVERGE [14] also performs the opti-
ization based on the vulnerability distilled from other members, while

he features in these data provided for different sub-models are quite
imilar. To verify our speculation, we follow [16] to utilize Person
orrelation Coefficient (PCC) value as an indicator to measure the
imilarity of features in different data batches. Concretely, we ran-
omly select two sub-models to reconstruct the training batch by using
VERGE and our method, and observe their pairwise PCC values of
utputs on an individually trained model. We sample 1000 images from
IFAR-10 dataset, and report the PCC values of DVERGE (top) and the
roposed LAFED (bottom) in Fig. 4.

We find that the average PCC values of DVERGE are relatively high
nd consistently increase as the group size becomes large, i.e., the PCC
s 0.94 for 3 sub-models and 1.0 for 10 sub-models. It implies the
igh correlation between their distilled training data as well as limits
he improvement of robustness when adding new ensemble members.
y contrast, LAFED noticeably reduces the correlation between recon-
tructed training batches, and it can continuously decrease PCC values
y appending new members to the ensemble, which provides evidence
hat LAFED is qualified for ensemble training to effectively diversify
he training batches.

epresentation diversity. Another perspective to evaluate the model
iversity is the statistics of learned representations. Specially, we select
even intermediate layers with the same interval to summarize the
ariance of representations. As illustrated in Fig. 5, we use different
olors to present the statistic of each sub-model.

For Baseline, ADP, and DVERGE, it is clear that the feature variance
f each ensemble member is quite close across the intermediate layers,
216
heir feature distribution from shallow to deep blocks. However, the
ivergences between sub-models are not uniform and the variance
f learned representations exhibits a polarizing phenomenon, i.e., the
ariances of some members are relative high (or low) but get close
o each other at the last several layers, as demonstrated in Fig. 5(e).
t indicates these models may form similar feature distribution at the
ntermediate space, thus weakening the ensemble diversity.

As for the proposed LAFED, we find that the variance shows pro-
ressive varied trends across sub-models by using hierarchical label
moothing strategy to allocate data labels. With the index of sub-
odel increased, the variance of representations is continuously re-
uced, which implies the feature clusters become tighter. It verifies that
AFED enforces the learned features to group with different divergence,
.e., smoother labels lead to tighter clusters and smaller variance (see
q. (5)), thus the diversity of learned representations becomes large
ithin the ensembles.

ransferability within ensemble. As discussed in [14], the transferability
ithin sub-models is a proper measurement to evaluate the diversity
nd robustness of the ensemble. We report the pairwise transferability
f an ensemble with 5 sub-models tested under the attacking strength
= 0.05 in Fig. 6. The number located in the 𝑖th row and 𝑗th column

epresents the transfer success rate of the adversarial examples gener-
ted from the 𝑖th member to fool the 𝑗th sub-model. The white-box
esults are recorded in the diagonal locations.

As shown in Fig. 6, the transferability within the ensemble of
DP and GAL is relatively high, which indicates their inefficacy to

mprove the model diversity. We find that TRS introduces bias within
he ensemble that the transferability in some cells is significantly
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Fig. 5. Statistics of feature variance of 5 ensemble members.
Fig. 6. Transferability among 5 sub-models for different ensemble methods under perturbation 𝜖 = 0.05.

igher than in others, which reflects its unbalanced diversification with the observation we discussed in Fig. 6. As for DVERGE and the
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roperty. Though DVERGE has lower transferability compared with proposed LAFED, we find ensemble models are more difficult to be
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ther baselines by isolating vulnerability from sub-models, its aver-
ge transfer rate is still close to 0.3. By applying unbalanced feature
ombination and hierarchical label smoothing, the proposed LAFED
urther diversifies the training batch and tightens the feature clusters.
herefore, it achieves the lowest average adversarial transferability and
otentially enhances the adversarial resistance. The evaluation results
emonstrate that LAFED can be used as an available method to boost
odel diversification and ensemble robustness.

ecision region. We illustrate the decision region of all ensemble meth-
ds with 3 sub-models in Fig. 7. The first row shows the drawing
esult of the ensemble prediction, and the last three rows illustrate the
lassifying region of each member, where the same color represents
he same model prediction. The vertical axis indicates the gradient
irection and the horizontal axis is randomly chosen direction.

As shown in Fig. 7, the sub-models of Baseline, ADP, and GAL
re easily fooled by the adversarial examples generated along gradient
irection, which leads to weak white-box robustness. TRS exhibits an
nbalance property among ensembles that some sub-models are easily
ricked by gradient-based attacks while others are not. It is consistent
217
lipped the label along the gradient direction as well as other random
irections, which indicates their superior robustness compared with
ther methods.

.3. Evaluation on CIFAR-10 dataset

We evaluate the robustness under three black-box transfer attacks
i.e., momentum PGD, M-DI2-FGSM, and SGM) and two white-box
ttacks (i.e., PGD-50 and AA). We report the averaged classification
uccess rate of ensembles with different group sizes in Fig. 8. Since
he results of AA show similar trends with PGD-50, we report AA
n supplementary. We note that the black-box testing is challenged
ecause of the ‘‘all-or-nothing’’ rule: the result of one data is correctly
redicted only if all of 30 transferable adversarial examples fail to fool
he ensemble model. The detailed attack settings and more numerical
esults are shown in the supplemental material.

In this section, we train the ensemble models on ResNet-20 network
nd record the results under 3∕5∕8∕10∕15 members in Fig. 8. We
bserve that TRS and DVERGE are the best white-box and black-box
efenders among the baselines when the ensemble is the group with 3
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Fig. 7. The decision boundary of different methods with 3 sub-models on CIFAR-10 dataset.
ig. 8. Robustness of different methods with 3∕5∕8∕10∕15 sub-models (ResNet-20) on Cifar-10. (1) Accuracy against black-box transferable attacks; (2) Accuracy against white-box
GD-50 attacks.

ub-models. However, we notice an interesting phenomenon that the with perturbations 𝜖 = 0.07. By contrast, LAFED successfully im-
8

obustness of TRS is degraded if more members are included in the proves the robustness of 30.1%, which surpasses current state-of-the-art
D
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nsemble, which may imply its poor generalizability for optimizing a
arge ensemble models (see Fig. 8 (2)). Moreover, we observe abnormal
ehaviors in ADP when the ensemble includes 10 or 15 sub-models.
pecifically, its clean accuracy experiences a significant drop to 64.9%
nd 43.3%, respectively. This is primarily because its regularization is
ependent on the number of classes and the group size of the ensem-
les. When the group size equals or exceeds the number of classes, we
an see the training procedure may collapse.

By comparing with baselines, the proposed LAFED (red line) sep-
rately achieves comparable robust accuracy compared with the best
hite-box defender TRS and the strongest black-box defender DVERGE
hen group size is small (i.e., 3 sub-models), and LAFED substan-

ially outperforms all baselines when adding more members in the
nsemble regardless of the perturbation magnitude (i.e., 5∕8∕10∕15
ub-models). Moreover, current ensemble methods demonstrate weak
esistance under big adversarial perturbations. For instance, the accu-
acy of 8 members DVERGE is merely 9.5% under black-box attacks
218
VERGE by a large margin of 20.6% without dropping the clean
ccuracy, as shown in Fig. 8 (1). The findings indicate that FASTEN is
ighly generalizable, and it has the ability to boost the resilience of en-
embles by incorporating more sub-models, e.g., the improvements are
0.8%∕28.4%∕29.8% between 3-sub and 5-sub models under black-box
ttacks (𝜖 = 0.03∕0.04∕0.05) and 13.0%∕9.5%∕4.8%∕ against white-box
ttacks (𝜖 = 0.02∕0.03∕0.04). We also report the experiment results on
ggNet-19 in the supplemental material, and LAFED still achieves the
ighest robustness compared with baselines. These quantitative results
emonstrate the high efficacy of the proposed LAFED against both
hite-box and black-box attacks.

.4. Evaluation on CIFAR-100 dataset

We follow the settings in Section 4.3 to test the robustness of differ-
nt methods on CIFAR-100 dataset, and report the comparison results
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ig. 9. Robustness of different methods with 3∕5∕8 sub-models on Cifar-100. (1) Accuracy against black-box transferable attacks; (2) Accuracy against white-box PGD-50 attacks.

in Fig. 9. It is no surprise to observe the same trends as the results model with adversarial training, including: (1) clean images without
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recorded in CIFAR-10 experiments. More surprisingly, the proposed modifying pixels; (2) black-box transfer examples with perturbation
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LAFED not only performs better than other models in large ensembles
(i.e., 5/8 members), but also has the strongest resistance under small
group (i.e., 3 sub-models), which further verifies its effectiveness to
diversify latent features, which noticeable boost its defensive ability
against both black-box and white-box attacks.

In summary, we emphasize several crucial conclusions:

• LAFED is strong that it has the best robustness against a variety
of attacks without sacrificing clean accuracy compared with the
current ensemble methods.

• LAFED is generalizable that it performs well on both small datasets
(i.e., CIFAR-10) and more complex datasets (i.e., CIFAR-100), but
also can be easily extended to a variety of network architectures
(i.e., ResNet-20 and Vgg-19).

• LAFED is universal for ensemble training optimization so that it
can effectively take the advantage of ensemble settings to achieve
a great promotion if we include more members for classification
inferences.

4.5. LAFED with adversarial training

Since LAFED has achieved the highest accuracy against various
attacks by diversifying latent features among sub-models, it still cannot
achieve desirable accuracy against strong white-box attacks under 𝜖 =
.06∕0.07. To this end, we explore whether integrating adversarial
raining into the proposed LAFED framework can further improve
he robustness against white-box attacks with big perturbations. Con-
retely, we apply adversarial training (AT) loss with LAFED training
o optimize the stronger ensembles (LAFED+AT), and compare both
ts white-box and black-box robustness with state-of-the-art adversar-
al training TRADES ensembles. In short, the objective function of
AFED+AT is formulated as:

in
𝑓𝑖

E(𝑥,𝑦),(𝑥𝑠 ,𝑦𝑠),𝑡

[

𝜇 ⋅ L
(

𝑓𝑖(F 𝑡
𝑖 ), 𝑦

𝑙𝑠
𝑠,𝑖
)

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
𝐿𝑎𝑓𝑒𝑑𝑙𝑜𝑠𝑠

+L
(

𝑥′𝑠, 𝑦𝑠
)

⏟⏞⏞⏟⏞⏞⏟
𝐴𝑇 𝑙𝑜𝑠𝑠

]

, (8)

where 𝜇 is a hyper-parameter for balancing two losses, i.e., the ensem-
ble training loss (LAFED loss) and the adversarial training loss (AT loss),
and 𝑥′𝑠 is the adversarial example generated by using PGD to attack the
source image 𝑥𝑠 under the white-box scenario.

We first explore the performance of LAFED ensembles with adver-
sarial training under different coefficients 𝜇. Three types of data are
considered to evaluate the accuracy and robustness for the ensemble
219
trength 𝜖 = 0.07; and (3) white-box attack examples with perturbation
trength 𝜖 = 0.05.

As shown in Table 1, a smaller 𝜇 degenerates the impact of LAFED
bjective, leading to higher white-box robustness but lower the clean
ccuracy. In addition, we can obtain that the best black-box robustness
ppears when 𝜇 = 1.0. Meanwhile, training with 𝜇 = 1.0 can balance
he effect from both LAFED loss and AT loss, achieving both robustness
mprovement and considerable clean accuracy. Due to the effect of
AFED loss keeping the same when the number of sub-models changes,
e do not need to re-select the 𝜇 under 5 and 8 sub-models.

To make a fair comparison, we adopt adversarial training frame-
ork to optimize different ensemble models with the recommended
yper-parameters reported in the paper, and report the robustness
nder white-box attacks in Table 2. Moreover, the performance of
arious methods under black-box scenarios are recorded in the supple-
ental material. Since TRADES is treated as one of the most effective

dversarial training methods to balance the clean accuracy and robust-
ess, it has slightly higher accuracy in small ensembles for clean data
i.e., 3 members). However, its adversarial robustness is weaker than
AFED+AT under most of the attacking scenarios (i.e., 𝜖 ≥ 0.02). More
ignificantly, LAFED+AT ensemble consistently outperforms TRADES
nsemble when we add extra members regardless of the strength of
ttacks (i.e., 0.01 ≤ 𝜖 ≤ 0.07). As for DVERGE and TRS, we observe
hat their white-box robustness decrease as the number of sub-models
ncreases, which is caused by the imbalance between adversarial loss
nd ensemble loss as the ensemble size changes. On the contrary,
AFED+AT has well generalizability by combining with adversarial
raining that successfully promotes the white-box robustness as the
umber of sub-models increases. It is largely attributed to the proposed
nbalanced feature combination strategy that it does not change the
agnitude of LAFED loss even if we consider more members included

n the ensembles. In summary, compared with TRADES and other
nsemble methods with adversarial training, LAFED+AT can simulta-
eously promote the overall robustness and keeps comparable clean
ccuracy, which validates the efficacy of the proposed LAFED.

.6. Ablation experiment

nalysis of layer selection strategy. The training phase (Algorithm 1)
ncludes two random steps, namely non-robust features distillation
ayer 𝑙 and feature combination layer 𝑡. The sensitivity of layer index
or distillation has been discussed in [14], and it shows that random
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Table 1
Robustness of LAFED ensembles trained with different 𝜇. Each number in the table block represents (clean accuracy)/(black-box
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transfer accuracy under 𝜖 = 0.07)/(white-box accuracy under 𝜖 = 0.05).
Settings 𝜇 = 0.5 𝜇 = 1.0 𝜇 = 1.5

3 sub-models 78.4%/62.3%/24.5% 79.4%/62.8%/23.6% 81.8%/60.5%/20.5%

Table 2

White-box robustness of different ensemble methods combined with adversarial training under 3/5/8 sub-models (%).

𝜖 clean 0.01 0.02 0.03 0.04 0.05 0.06 0.07

TRADES/3 80.4 70.9 57.7 45.6 31.1 19.9 11.2 6.6
ADP+AT/3 81.2 70.5 57.2 42.0 27.7 18.0 8.9 5.1
GAL+AT/3 78.8 68.0 54.2 38.9 23.0 12.3 5.6 2.2
DVERGE+AT/3 83.0 72.9 59.8 44.4 29.0 19.0 10.0 4.8
TRS+AT/3 86.2 63.7 36.8 17.0 5.6 1.6 0.5 0.3
LAFED+AT/3 79.4 69.6 61.3 47.4 34.7 23.6 14.2 7.4

TRADES/5 80.4 70.9 59.0 46.0 33.5 23.0 13.4 7.0
ADP+AT/5 82.6 71.1 56.8 42.3 27.8 16.9 8.9 4.3
GAL+AT/5 80.9 70.5 56.6 42.9 29.6 16.8 8.9 4.2
DVERGE+AT/5 84.2 73.4 58.8 41.4 26.6 15.3 7.7 3.4
TRS+AT/5 86.6 69.3 45.6 23.2 9.6 2.3 1.3 0.5
LAFED+AT/5 80.3 71.7 61.6 49.7 36.1 25.5 15.8 8.4

TRADES/8 79.9 71.1 60.0 46.8 35.3 23.8 14.2 7.5
ADP+AT/8 84.5 72.5 58.6 43.8 29.5 17.8 8.9 4.1
GAL+AT/8 82.6 72.3 59.2 44.9 30.6 20.3 10.5 5.2
DVERGE+AT/8 85.4 73.3 58.3 40.6 25.0 14.1 5.7 2.3
TRS+AT/8 89.9 63.7 32.9 14.9 5.1 1.2 0.4 0.2
LAFED+AT/8 80.7 71.8 61.1 48.7 35.9 24.7 15.5 9.3
Fig. 10. Transferability results for different layer selection under the attacking perturbation 𝜖 = 0.01.

able 3 for diversifying sub-models. Second, mixing features at shallow layers
10

obustness of different layer selection under white-box attacks (𝜖 = 0.01) and black-box (i.e., the first convolution) improves the robustness of each member
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ttacks (𝜖 = 0.03).
Attacker Input Conv1 Block1 Block2 Block3 Random

White-box 36.1 37.9 35.4 32.0 31.0 40.2
Black-box 37.9 49.7 39.2 35.6 32.3 48.3

Average 37.0 43.8 37.3 33.8 31.2 44.3

election achieves higher performance. In this section, we further study
he effect to feature mixup operation with different layer selections.
oncretely, we shrink its range to fix cases, including: (1) the input

ayer, denoted as ‘‘Input’’; (2) the first convolution layer, denoted as
‘Conv1’’; (3) the outputs of Block 1∕2∕3 (i.e., the 7-th, 13-th and 19-
h layer of the ResNet20); and (4) randomly samples a layer from
andidate layers above, denoted as ‘‘Random’’. Fig. 10 reports the
ithin-ensemble transferability under 3 sub-models case, and Table 3

hows the results of white-box and black-box robustness.
Several findings catch our attention. First, all selections have a low

airwise transferability (Fig. 10), which verifies the efficacy of LAFED
220
gainst white-box attacks (e.g., the diagonal numbers in the ‘‘Input’’
nd ‘‘Conv1’’ is lower than others in Fig. 10), while combining features
t deep layers (i.e., the outputs of Block 2∕3) for mixup can lower the
ransferability among sub-models (see off-diagonal numbers in Fig. 10).
he main reason is that the robustness of each sub-model itself plays
more important role in the small size ensemble, thus shallow layer

election shows better performance than mixing deep features. As the
umber of sub-models increasing, the diversity among sub-models dom-
nates the importance of overall robustness [14]. Third, the randomly
ampling strategy learn the advantages of various layers synchronously,
hich improves the overall robustness and reduces the transferability
mong sub-models as well. As a result, it achieves the best white-
ox robustness than other choices, and has slightly worse black-box
ccuracy than ‘‘Block3’’ (see Fig. 10). This observation confirms that
pplying mixup at the feature space exhibit more effectiveness in
urther diversifying sub-models of the ensemble.

nalysis of distillation magnitude. The 𝜖 used for generating non-robust
ata is important to LAFED. We evaluate the impact of different 𝜖 on
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Table 4
Robustness of LAFED ensembles trained with different 𝜖. Each number in the table block represents (clean accuracy)/(black-box
transfer accuracy under perturbation strength 0.03)/(white-box accuracy under perturbation strength 0.01).
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Settings 𝜖 = 0.03 𝜖 = 0.05 𝜖 = 0.07

3 sub-models 93.4%/4.2%/22.0% 93.1%/23.2%/30.1% 91.3%/48.3% /40.2%
5 sub-models 93.9%/25.8%/41.0% 92.2%/55.1%/50.7% 91.4%/67.1%/51.3%
8 sub-models 92.7%/41.3%/51.7% 91.9%/64.3%/58.3% 91.0%/71.4%/56.5%

Table 5
Robustness of LAFED ensembles trained with different 𝑝. Each number in the table block represents (clean accuracy)/(black-box

transfer accuracy under 𝜖 = 0.04)/(white-box accuracy under 𝜖 = 0.02).

Settings 𝑝 = 0.025 𝑝 = 0.05 𝑝 = 0.075

3 sub-models 91.5%/21.2%/13.0% 92.4%/27.8%/18.2% 91.1%/27.5%/20.2%

Table 6

Robustness of each strategy with 5 sub-models under PGD-50 white-box attacks.
UFC HLS clean 0.01 0.02 0.03 0.04 0.05 0.06 0.07

LAFED

✓ × 91.4% 51.3% 23.4% 9.1% 2.7% 0.6% 0.2% 0%
× ✓ 90.6% 46.1% 18.5% 5.8% 1.1% 0.3% 0% 0%

✓ ⋆ 91.4% 43.2% 15.6% 5.6% 1.5% 0.4% 0.1% 0%
⋆ ✓ 91.9% 47.3% 20.4% 7.3% 3.0% 0.9% 0.3% 0.1%

✓ ✓ 91.0% 55.6% 27.7% 11.9% 4.7% 1.6% 0.3% 0.1%

dversarial robustness. We test the performance of LAFED ensembles Table 7
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rained with 𝜖 = 0.03∕0.05∕0.07 under 3, 5, and 8 sub-models sepa- Training time (hours) comparison between methods..
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ately. Table 4 reports the accuracy of LAFED ensembles trained with
ifferent 𝜖 and evaluated on (1) clean data; (2) black-box transfer exam-
les with perturbation strength 0.03; and (3) white-box attack examples
ith perturbation strength 0.01. Moreover, we test the transferability
mong sub-models of LAFED ensembles trained with different 𝜖, which
s another essential metric to measure the effect of the perturbation
agnitude (see supplemental material).

As shown in Table 4, we find that a larger 𝜖 encourages LAFED
nsembles to improve both white-box and black-box robustness. On
he contrary, a smaller 𝜖 leads to higher clean accuracy. However,
he improvement of robustness is much higher than the decrease of
lean accuracy under 𝜖 = 0.07 compared with the small perturbation
= 0.03. Meanwhile, the LAFED ensembles trained with 𝜖 = 0.07 is also
chieves the lowest transferability under 3,5, and 8 sub-models, which
mplies the strongest resistance against black-box adversarial examples
see supplementary). It is consistent with the quantitative results in
able 4. To this end, we choose 𝜖 = 0.07 as the optimal parameter for
he proposed LAFED method.

he interval of hierarchical label smoothing. Following [19], we select
niform distribution to allocate the weight of smoothed label (see
q. (5)). The smoothed degree of label vectors is controlled by 𝜂𝑖 =
⋅ (𝑖 − 1), where 𝑖 is the index of sub-models and 𝑝 implies the

nterval of hierarchical label smoothing. We set up 3 groups of ablation
xperiments to study the effect of 𝑝, corresponding to 0.025, 0.05 and
.075 under the ensemble of 3 members case. Table 5 represents the
erformance of LAFED ensembles under different settings, including
1) clean data; (2) black-box transferable adversarial examples with
erturbation magnitude 𝜖 = 0.04; and (3) white-box methods with
ttacking strength 𝜖 = 0.02. As shown in Table 5, LAFED achieves the
ighest clean accuracy and black-box robustness under 𝑝 = 0.05, but the
ighest white-box accuracy appears under 𝑝 = 0.075. To better balance
he clean accuracy and overall robustness of LAFED, we choose 𝑝 = 0.05
o implement Hierarchical Label Smoothing.

ffectiveness of unbalanced feature combination and hierarchical label
moothing. Unbalanced Feature Combination (UFC) and Hierarchical
abel Smoothing (HLS) are the essential strategies for diversifying
atent features. To highlight the efficacy of each strategy in the pro-
osed LAFED method, we conduct the ablation study to compare the
obustness if we removing (denoted as ‘‘×’’) or replacing one of them
y standard forms (denoted as ‘‘⋆’’).

Concretely, we consider two schemes for replacement scenarios:
221
Methods Baseline ADP GAL DVERGE TRS TRADES LAFED (ours)

Train time 1.3 2.0 6.5 12.5 28.0 14.5 11.5

• Instead of sampling unbalanced weights in the proposed UFC, we
use standard uniform weights for feature combination.

• Rather than adopting the proposed HLS, we select standard label
smoothing strategy with the same weight for training all the
ensemble members.

The comparisons under different settings are shown in Table 6.
n the one hand, we can see both UFC and HLS are important to
romote the overall robustness of the proposed LAFED, and each of
hem boosts the performance for classifying clean data and adversarial
xamples. On the other hand, by replacing the proposed strategies
ith the standard module, LAFED can be easily generalized to those

cenarios that require higher accuracy with relatively lower robustness.
hese results demonstrate that UFC and HLS are elaborately designed
or ensemble scenarios thereby applying them simultaneously can
ubstantially improve robustness against adversarial attacks.

.7. Training time

We also report the comparison of training time in Table 7. As
able 7 shows, training the LAFED ensemble is faster than DVERGE
nd TRS, which are state-of-the-art ensemble methods. Although both
AFED and DVERGE distill the non-robust data as training dataset,
VERGE has to back propagate several non-robust data independently,
hile LAFED merely optimizes a mixup feature based on back-
ropagation that costs less training resources. In addition, training
AFED ensembles is also faster than TRADES. Though ADP needs
he least time compared with LAFED, it cannot effectively promote
obustness as shown in Fig. 6 of the main paper. Due to the significant
obustness improvements of LAFED, we believe that it is worth to spent
xtra training time compared with GAL. In summary, LAFED not only
mproves the robustness but also shortens the training time compared
ith the state-of-the-art method.

. Conclusion

In this work, we focus on the problem of ensemble training methods.
e start by identifying the fact that a high correlation of training
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data can affect the diversity and transferability between individually
trained models. It motivates us to propose Latent Feature Diversifi-
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[15] Z. Yang, L. Li, X. Xu, S. Zuo, Q. Chen, P. Zhou, B.I. Rubinstein, C. Zhang, B.
Li, TRS: Transferability reduced ensemble via promoting gradient diversity and
ation (LAFED), aiming to diversify the latent feature among sub-
odels and boost the robustness of the overall model. Concretely,

AFED introduces unbalanced feature combination and hierarchical
abel smoothing to decrease the correlation of training batch as well
s increase the diversity of learned representations among sub-models.
xperiments demonstrate that training with LAFED objective can ef-
ectively decrease the transferability among sub-models and achieve
he best performance under both black-box and white-box attacks com-
ared to existing ensemble methods without sacrificing clean accuracy.
oreover, LAFED consistently improves robustness as the number of

nsemble members increases.
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a b s t r a c t

Adversarial attacks pose a security challenge for deep neural networks, motivating researchers to
build various defense methods. Consequently, the performance of black-box attacks turns down
under defense scenarios. A significant observation is that some feature-level attacks achieve an
excellent success rate to fool undefended models, while their transferability is severely degraded when
encountering defenses, which give a false sense of security. In this paper, we explain one possible
reason caused this phenomenon is the domain-overfitting effect, which degrades the capabilities of
feature perturbed images and makes them hardly fool adversarially trained defenses. To this end,
we study a novel feature-level method, referred to as Decoupled Feature Attack (DEFEAT). Unlike
the current attacks that use a round-robin procedure to estimate gradient estimation and update
perturbation, DEFEAT decouples adversarial example generation from the optimization process. In the
first stage, DEFEAT learns an distribution full of perturbations with high adversarial effects. And it
then iteratively samples the noises from learned distribution to assemble adversarial examples. On
top of that, we can apply transformations of existing methods into the DEFEAT framework to produce
more robust perturbations. We also provide insights into the relationship between transferability
and latent features that helps the community to understand the intrinsic mechanism of adversarial
attacks. Extensive experiments evaluated on a variety of black-box models suggest the superiority of
DEFEAT, i.e., our method fools defenses at an average success rate of 88.4%, remarkably outperforming
state-of-the-art transferable attacks by a large margin of 11.5%. The code is publicly available at
https://github.com/mesunhlf/DEFEAT.

© 2022 Elsevier Ltd. All rights reserved.
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o
a

a
e
t
(
s
t
Z
t
e
t
(
b
2
K
Y
d

Deep neural networks (DNNs) have provided state-of-the-art
esults for various computer vision tasks (Ito, Nakae, Hata, Okano,
Ishii, 2019; Li, Li, Liu, & Hong, 2021; Lin, Jia, Huang, & Gao, 2022;
zegedy, Vanhoucke, Ioffe, Shlens, & Wojna, 2016). Nevertheless,
heir security vulnerabilities have raised widespread concerns
ecently — artificially generated adversarial examples by adding
mperceptible perturbations to clean data will fool DNNs to out-
ut incorrect predictions. As a result, these maliciously crafted
ata not only present potential threats for digital systems (Vid-
erová & Neruda, 2020), but also cause real-world applications in
nexpected and dangerous behaviors (Huang et al., 2020).
The discovery of adversarial examples is a double-edged

word. On the one hand, the attackers can create malignant
ata for fooling remote DNNs and inducing security flaws (Li
t al., 2020). On the other hand, adversarial attacks also can be
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f the adversarial example has triggered an arms race between
dversaries and defenders.
Under black-box settings, the attackers exploit the transfer-

bility of adversarial examples for fooling unseen remote mod-
ls with the least cost, collectively as transferable attacks. In
his field, current works can be divided into two categories:
a) gradient-based attacks, which disturb the final classification
pace by using momentum (Dong et al., 2018), input transforma-
ion (Xie et al., 2019), or translation operation (Dong, Pang, Su, &
hu, 2019); and (b) feature-level attacks, which perturb the in-
ermediate feature space to enhance adversarial examples (Huang
t al., 2019; Naseer, Khan, Rahman, & Porikli, 2018). Both of
hem have high success rates for fooling undefended networks
i.e., normally trained models). For resisting attacks, researchers
uilt a variety of defenses (Guo, Rana, Cisse, & van der Maaten,
018; Madry, Makelov, Schmidt, Tsipras, & Vladu, 2018; Naseer,
han, Hayat, Khan, & Porikli, 2020; Xie, Wang, Zhang, Ren, &
uille, 2018). In consequence, these transferable attacks suffer
egraded performance under defenses scenarios. However, we
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observe a crucial phenomenon that some advanced feature-level
attacks are weaker than most gradient-based methods to cir-
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• Empirical results suggest that DEFEAT yields much superi-
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umvent defenders, i.e., their transferability becomes much lower
cross robustified models. Briefly, although most feature-level
ttacks illustrate a high performance against undefended models,
ome of them perform worse to fool robust defenses. This might
ead one to wonder: what reason cause the behavior difference
etween gradient-based methods and feature-level attacks?
Our goal is to provide the explanation for this phenomenon,

nd go a step further in boosting the power of feature-perturbed
dversarial examples for breaking defenses. We first analyze the
ain reason that caused their degenerated capacity of fooling
efenses is the domain-overfitting effect. This conception is in-
pired by the two-domain hypothesis that clean images and
dversarial images are drawn from different domains (Xie &
uille, 2019). Concretely, vanilla models have trained on clean
ata to learn representations from the benign domain, which
re distinguishable with those internal features learned by ro-
ustified networks from the adversarial domain (Dong et al.,
019). Therefore, feature-level attacks manipulate the interme-
iate representations in the benign domain so that they transfer
ell across normally trained models. Meanwhile, the perturbed
enign representations exhibit considerable differences to their
ounterparts in the adversarial domain, therefore lowering the
ransferability of feature-perturbed images for fooling adversar-
ally trained models. In contrast, gradient-based attacks merely
isrupt the final outputs to generate perturbations, so they are
ot sensitive to domain diversity. We note that the domain-
verfitting is similar to the network-overfitting (Dong et al., 2018)
or adversarial examples, while the main difference is that the
omain-overfitting effect exhibits more bias on different domains
bove (see Section 3.2).
To narrow the gap between these two types of methods,

e propose Decoupled Feature Attack (DEFEAT) for mitigating
he domain-overfitting effect. Current adversarial attacks often
stimate the gradient direction and update adversarial perturba-
ions in a round-robin manner, i.e., one-stage methods. It may
nduce the overfitting effect of generated adversarial examples.
o this end, we design DEFEAT as a two-stage method by de-
oupling perturbation generation from the optimization process. In
he first phase (i.e., learning stage), rather than searching the
ptimal but overfitted adversarial example, DEFEAT adopts the
esigned optimization strategies into the basic feature disrupting
rocess to learn a lower-dimensional adversarial distribution,
hich fills with plentiful perturbations regard to relatively high

oss. At the second phase (i.e., generation stage), DEFEAT it-
ratively samples the noises from the learned distribution to
onstruct adversarial perturbations. By performing this attack
aradigm, the gap between two domains of feature-perturbed
mages becomes smaller. Thereby DEFEAT has superior transfer-
bility against both benign and adversarial domains compared
ith state-of-the-art transferable attack methods. On this basis,
e further study the relationship between latent features and
ransferability, including the factors that may affect the adver-
arial strength and the variations of attention regions, which can
elps the community to improve the robustness of models.
In summary, the contributions of our work are four-fold:

• We discover that some feature-level attacks demonstrate
poor transferability across from benign domains to adver-
sarial domains and provide a detailed analysis and
plausible explanation for this phenomenon i.e., the domain-
overfitting effect.
• To mitigate the domain-overfitting effect and boost trans-

ferability across domains, we decouple the representation
distorting optimization and perturbation generation to form
a novel two-stage feature-level adversarial attack method,
namely Decoupled Feature Attack (DEFEAT).
225
domains. By integrating gradient-based methods into the
proposed framework, DEFEAT further improves transferabil-
ity and thereby establishes state-of-the-art for transferable
attacks under black-box settings.
• We study the correlation between transferability and deep

representations, which can help the community understand
the inner mechanism of adversarial attacks and provide
guidance to improve the robustness of networks.

. Related work

.1. Adversarial attacks

Recently, adversarial examples raised widespread attention
ince they cause the potential security issues (Bai, Yang, & Liu,
020; Maimon & Rokach, 2022). Even in the real world, mali-
iously generated objects can fool deep learning models (Huang
t al., 2020). Generally, two main types of adversarial attack
ave been developed based on the attacking setups, i.e., white-
ox and black-box methods. In this paper, we focus on studying
he untargeted black-box attacks for image classifiers within the
onstraint ℓ∞ norm-balls under black-box scenarios.
Black-box Attacks. The underlying information of the tar-

eted model is limited, i.e., attackers cannot obtain the gra-
ient information directly. One popular line of the method is
ransferable adversarial attacks, which exploit the transferabil-
ty of adversarial examples to fool unknown models, i.e., ma-
icious data is created from an off-the-shelf white-box model
nd used to mislead the targeted model. However, the adversar-
al examples generated by gradient-based attacks often suffers
rom the network-overfitting effect, which may degenerate the
ransferable strength. To overcome this drawback, Dong et al.
ntroduce the momentum strategy to escape from local opti-
al solutions (Dong et al., 2018). Xie et al. apply random input

ransformations in each attacking iteration (Xie et al., 2019).
ranslation-Invariant method (TIM) optimizes on a substantial
mount of translated images to obtain the synthesized gradi-
nt (Dong et al., 2019). Moreover, taking into account diverse
radients information from multiple networks also boost the
ransferable power (Huang, Wei, Gao, & Liu, 2022; Liu, Chen, Liu,
Song, 2017). Due to the insensitivity of domain differences,

hese gradient-based methods not only fool black-box vanilla
odels, but also partly break defense networks who trained on
dversarial data.
Apart from the above gradient-based attacks, recent studies

emonstrate that feature-level methods are efficient for fool-
ng black-box models (Wang et al., 2021). Instead of perturbing
he final classification distribution, prior works find that distort-
ng the intermediate representations for a specific network also
chieves a high performance to generate adversarial examples.
or instance, Mopuri et al. perturb feature activations at multiple
ayers to generate universal adversarial examples under white-
ox scenarios (Mopuri, Ganeshan, & Babu, 2018). By distorting
he neural representations and maximizing the perceptual dis-
ance, adversarial examples can improve transferable strength
nd exhibit generalizability across tasks, i.e., Neural Representa-
ion Distortion (NRD) (Naseer et al., 2018). Based on the linearity
f decision boundary, Huang et al. propose Intermediate Level
ttack (ILA) by controlling the direction/disturbance trade-off at
eature layers, which boost the power of basic methods (Huang
t al., 2019). Feature Importance-aware Attack (FIA) creates a
atch of masked images for aggregating the gradients as semanti-
ally object-aware attentions, and improves its transferability by
uppressing important features intensified with attention mech-
nisms (Wang et al., 2021). Though those feature-level attacks
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perform excellently as gradient-based methods on misleading
undefended networks, most of them exhibit lower performance
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or fooling robustified adversarial models, which is largely due
o the domain-overfitting effect. To improve the performance of
eature-distorted images against defenses, we apply optimization
trategies to the feature-perturbing process to propose a novel
wo-stage method, namely Decoupled Feature Attack (DEFEAT).

Beyond this, the query-based method is another popular line
o generate black-box adversarial examples. Logbarrier (Finlay,
ooladian, & Oberman, 2019) sample the vectors from the
ernoulli distribution to estimate the decision boundaries. Square
ttack (Andriushchenko, Croce, Flammarion, & Hein, 2020) and
ign-Opt (Cheng et al., 2020) generate the perturbations based
n the Uniform distribution. NES (Ilyas, Engstrom, Athalye, &
in, 2018) draws noises from standard normal distribution at
ach query to facilitate adversarial attacks. These methods ben-
fit from various distributions with fixed parameters. Among
hem, NAttack (Li, Li, Wang, Zhang, & Gong, 2019) approximates
he probability density distribution in a query-feedback manner,
hich is similar to our method. The major difference between
Attack (Li et al., 2019) and our method is three-fold. First,
Attack spends thousands of queries and feedbacks to fool tar-
eted models, while DEFEAT optimizes the distribution based
n white-box models for crafting transferable attacks, and its
ransferability is much higher than NAttack. Second, NAttack
s a one-stage method that approximates the distribution and
amples the perturbations simultaneously, while DEFEAT decou-
les the perturbation generation from the optimization process
o improve its transferability (i.e., two-stage). Third, NAttack
tilizes the final outputs to update the parameters, while DEFEAT
isturbs the intermediate features to approximate a generalizable
istribution across domains. In this paper, we focus on searching
ormal distributions with high adversarial transferability to bene-
it the first stage, and leave other plausible choices (e.g., Bernoulli
r Poisson distributions) as future work.

.2. Defense methods

Motivated by the threat of adversarial attacks, many paral-
el algorithms have been proposed to improve the robustness
f DNNs, which can be roughly divided into two categories:
a) adversarial training, which utilizes malicious examples as aug-
ented data to train the models (Goodfellow, Shlens, & Szegedy,
014; Zhang, Huang, Zhu, & Liu, 2021); (b) gradient obfusca-
ion, which mitigates the adversarial strength by masking the
radient (Xie et al., 2018). For adversarial training, malicious
ata is regenerated at each iteration to maximize the adversarial
ffect and they are used to enhance the resistance for trained
etworks (Borkar, Heide, & Karam, 2020; Kurakin, Goodfellow,
Bengio, 2017; Madry et al., 2018). For instance, Tramr et al.

ncreases the diversity of perturbations during training by lever-
ging the adversarial examples transferred from other white-box
odels into an ensemble paradigm (Tramèr et al., 2018). Cohen
t al. certify the robustness through random smoothing oper-
tion (Cohen, Rosenfeld, & Kolter, 2019). To date, adversarial
raining is still one of the most effective defenses. Besides, gradi-
nt obfuscation is an alternative way to resist adversarial attacks.
or example, image modifications (Xie et al., 2018), data com-
ression and reconstruction (Guo et al., 2018; Jia, Wei, Cao, &
oroosh, 2019), guided denoising process (Liao et al., 2018), self-
upervised trained neural representation purifier (Naseer et al.,
020) are used to mitigate attack strength. Most of them can be
pplied as ‘‘plug-in’’ methods combined with adversarial training
o form stronger defenders. The defenses above have shown
trong resistance against transferable adversarial attacks. To this
nd, we design a novel feature-level attack to break black-box
efenses successfully.
226
In this section, we start by analyzing the reason for the
oor transferability of some existing feature-level attacks across
rom benign to adversarial domains. To this end, we rethink the
otential strategies which can boost the transferability in feature-
erturbed optimizations. This inspires us to propose a novel two-
tage transferable method for mitigating the domain-overfitting
ffect, referred to as Decoupled Feature Attack (DEFEAT).

.1. Motivation

Feature-level transferable methods perform excellently to fool
ndefended black-box networks (i.e., normally trained models),
ut some of them gain worse results against robustified mod-
ls (Huang et al., 2019; Naseer et al., 2018). Based on the two-
omain hypothesis (Xie & Yuille, 2019), feature-perturbed images
re generated by disturbing the deep representations of nor-
ally trained models. Therefore they exhibit effectiveness across

he benign domains and transfer well to other networks. On
he other hand, adversarially trained models have learned fea-
ures from adversarial domains so that those feature-level attacks
an hardly generalize to fool robustified models. This so-called
omain-overfitting effect may lead to their low transferability
cross robust defenses. We note that the domain-overfitting is
ifferent from the network-overfitting that it shows strong bias on
omain differences (see Section 3.2). To push for further advances
n this study, we propose to learn a novel and robust feature-
evel method for mitigating the domain-overfitting effect, namely
ecoupled Feature Attack (DEFEAT). Unlike existing methods that
roduce adversarial examples in a one-stage paradigm, DEFEAT
ecouples the optimization process and perturbation generation.
t applies optimization strategies to search the adversarial space
n the first stage and then repeatedly samples unit noises to
onstruct perturbations in the second stage. Consequently, the
eature-perturbed images become less sensitive to domain di-
ersity, thereby achieving higher transferability across benign
omains to adversarial domains.

.2. The domain-overfitting effect

We aim to find the reason that caused the poor performance
f some feature-level attacks upon defense models. One plausible
xplanation is the two-domain hypothesis (Xie & Yuille, 2019),
.e., clean images and adversarial examples are drawn from two
ifferent domains. We relate this hypothesis to the weakness of
ome feature-level attacks: feature-perturbed images crafted on
ormally trained models overfit benign domains, thus they can
ardly fool those robustified models that learn representations
rom the adversarial domain.

To verify our speculation, we observe the variations of inter-
al representations as the transferable adversarial examples are
ropagated through the black-box networks. In the evaluations,
e consider three powerful gradient-based attacks (i.e., BIM Ku-
akin et al., 2017, DIM Xie et al., 2019 and TIM Dong et al., 2019)
nd two state-of-the-art feature-level methods, (i.e., NRD Naseer
t al., 2018 and ILA Huang et al., 2019).
We randomly choose 1000 images x from ImageNet dataset

nd craft their adversarial counterparts x′ by attacking three nor-
ally trained white-box models, including DenseNet161 (D161),

nceptionResNetV2 (IR2) and ResNet152 (R152). Two black-box
etworks are selected as targeted models, i.e., normally trained
nceptionV3 (I3) and adversarially trained InceptionV3ens3 (I3ens3).
hese two black-box models share the same architecture but sep-
rately learn representations from clean images (benign domain)
nd adversarial examples (adversarial domain). When an image x
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ummary, we can measure the pairwise variation degree of the
atent representations between a clean image and its adversarial
ounterpart under black-box model f (·) as:

=

 f il (x
′)

f il (x)


1

, (1)

We report the statistics of variations v within the range of
0.1, 3.0] in Fig. 1. Intuitively, the farther shift distance of the
tatistic distribution away from r = 1, the more representations
f clean images x are perturbed to generate adversarial examples
′ for the black-box model f (·), meaning the stronger perturbation
nder the transferable scenarios.
According to Fig. 1 (1, 2), we find that feature-perturbed im-

ges generated by using ILA and NRD induce huge different trends
nder normally trained model I3 and adversarial model I3ens3 if
hey disturb the representations in benign domains (i.e., D161,
R2, and R152). More specifically, ILA and NRD are evidently
owerful to disturb the representations across benign domains
ut also show their inefficacy to generalize to the adversarial
omains: the statistic distribution of variations upon I3 is much
arther away from r = 1 (solid lines), while the statistic dis-
ribution for I3ens3 is nearly centered around r = 1 (dotted
ines), which implies their poor capacity to affect the adversarial
epresentations extracted by robustified model I3ens3. In contrast,
radient-based methods BIM, DIM, and TIM are not sensitive to
omain diversity, so that the gaps between two categories of
tatistic distribution are relatively small, as illustrated in Fig. 1
3, 4, 5). Among them, the statistic distributions of DIM and TIM
hift farther than others when transferring to I3ens3. Therefore,
hey perform better to fool robustified models than BIM, ILA, and
RD.
This observation reveals that feature-perturbed images crafted

n normally trained models usually exhibit overfitting to the
enign domain. Besides, we also report the detailed transfer
uccess rates of these methods in Section 4.2. Both qualitative
nd quantitative results confirm the phenomenon of domain-
verfitting effect, which may degrade the transferability of some
eature-level methods across from vanilla networks to robustified
odels.

.3. Rethinking optimization strategy for transferability

To improve the transferability of BIM, gradient-based methods
IM and TIM introduce diversity input (Xie et al., 2019) and
ranslation operation (Dong et al., 2019) to optimize adversarial
xamples. Consequently, DIM and TIM induce more considerable
227
or fooling black-box models, as shown in Fig. 1. Following this
ine, we briefly consider three plausible optimization strategies
o substantially mitigate the domain-overfitting effect.

erturbation Augmentation. Input augmentation is widely used
or training networks to prevent from overfitting effect. Simi-
arly, it can be utilized in the adversarial learning field, such as
erivative-free optimizations in query-based attacks (Ilyas et al.,
018; Li et al., 2019) or adversarially training the robust de-
enses (Cohen et al., 2019). Rather than input augmentation, we
esign perturbation augmentation for optimizations to improve
ransferability. In other words, simultaneously optimizing mul-
iple adversarial perturbations over a single input data facilitates
o search for diverse updated directions, mitigating the domain-
verfitting effect. Intuitively, we can view this optimization as
inding an adversarial space assembled the perturbations with
igh transferability.

oise Smoothing. Query-based attacks show that estimating gra-
ient at low dimensional space can improve their efficacy (Chen,
hang, Sharma, Yi, & Hsieh, 2017; Ilyas, Engstrom, & Madry,
019; Li et al., 2019). Meanwhile, prior works (Dong et al., 2019;
hou et al., 2018) indicates that some defenses are sensitive to
igh-frequency noise, including image resizing (Xie et al., 2018)
nd wavelet denoising (Prakash, Moran, Garber, DiLillo, & Storer,
018). It motivates us to generate the perturbation at a lower-
imensional space RL rather than the original space RH (L≪ H)
or smoothing the constructed perturbations.

eighbor Interpolation. The transferability of adversarial exam-
les is similar to the generalization performance of models. It in-
pires us to enhance adversarial examples by the concept used for
mproving the generalizability of networks (i.e., mixup) (Zhang,
isse, Dauphin, & Lopez-Paz, 2018). Besides, Pang, Xu, and Zhu
2019) have shown that adversarial examples can be correctly
lassified if they interpolate with clean images. Similarly, we
ropose neighbor interpolation to diversify the optimized per-
urbations, i.e., optimizing over surrogate data by interpolating
clean image and its neighbors from the identical distribution in
ttacks can be regarded as searching the directions that simulta-
eously push multiple data towards the decision boundary. It is
imilar to the universal attack (Moosavi-Dezfooli, Fawzi, Fawzi, &
rossard, 2017) that generates a single global perturbation to fool
ifferent data with high transferability.

.4. Decoupled feature attack

verview. Unlike current one-stage methods that alternately cal-
ulate the gradients and update perturbations, DEFEAT decouples



L. Huang, C. Gao and N. Liu Neural Networks 156 (2022) 13–28

F
o
n
l
r

p
a
s
a

s

t
p

m
f
s
t
S
L
f
•

o
D
g
p
i
F
a
d
m
i
d

a

ig. 2. The pipeline of the proposed DEFEAT framework. DEFEAT decouples the optimization and perturbation generation. (a) Learning Stage. To mitigate domain-
verfitting effect, we explore three optimization strategies in the basic feature distortion process to learn a low dimensional adversarial distribution, including:
eighbor interpolation (yellow area), noise smoothing (blue area), and perturbation augmentation (purple area). (b) Generation Stage. DEFEAT samples the noise from
earned distribution in an iterative manner to generate perturbations (green area). (For interpretation of the references to color in this figure legend, the reader is
eferred to the web version of this article.)
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pecific adversarial distribution in the first stage, and craft its
dversarial counterpart at the second stage.
As illustrated in Fig. 2(a), DEFEAT performs 3 steps for adver-

arial optimizations in the first phase (i.e., Learning Stage):

• Step 1. Producing the surrogate data by interpolating the
input data with a resampled clean image (yellow area).
• Step 2. A set of adversarial examples are generated by

adding the surrogate data with a bunch of smoothed per-
turbations, which are drawn from a low-dimensional distri-
bution (blue area).
• Step 3. For maximizing the divergence between original im-

ages and adversarial images, DEFEAT optimizes over a group
of adversarial examples to learn an adversarial distribution
(purple area).

In the second phase (i.e., Generation Stage), DEFEAT samples
he unit noise in an iterative manner to generate adversarial
erturbations (green area), as shown in Fig. 2(b).
According to Fig. 1 (6), the statistics gaps between two do-

ains become minimal, demonstrating the efficacy of DEFEAT
or mitigating the domain-overfitting effect. Note that both two-
tage paradigm and proposed optimization strategies are impor-
ant in the DEFEAT framework, which are separately discussed in
ection 4.2.
earning Stage. We apply the optimization strategies for the
eature distortion process.
Perturbation Augmentation. Instead of directly searching for the
ptimal feature-perturbed image with the highest loss value,
EFEAT optimizes a bunch of sub-optimal perturbations to miti-
ate the domain-overfitting effect. Therefore, we can apply these
erturbations to the clean image to form an adversarial space,
.e., the adversarial example cluster with relatively high loss.
ollowing this idea, we design perturbation augmentation to find
n adversarial space within a vicinity region over a probability
ensity distribution F , such that every sampled perturbation can
ake the feature divergence between the original image and

ts corresponding adversarial image large. The objective loss is
efined as:

rgmax
θ

J̃(θ ) = E
[
J(x, x′)

]
= E

[
J
(
x, φ(x, u)

)]
, u ∼ F(θ )

≈
1
m

m∑
i=1

J
(
x, φ(x, ui)

)
, ui ∼ F(θ )

(2)
228
he unit noise of perturbation drawn from the distribution F(θ )
hose parameter θ is to be optimized. For better optimization, we
an increase the size m to reduce the randomness. By maximizing
q (2), the loss J̃(·) over the distribution F(θ ) will become large
n expectation. Intuitively, the larger the value of J̃(·), the higher
hance an adversarial perturbation will be generated by the unit
oise ui sampled from F(θ ).
Noise Smoothing. We consider two aspects of sampling unit
oise from the adversarial distribution F(θ ). First, the low-frequen
erturbations benefit the transferability of adversarial examples,
otivating us to parameterize the distribution F(θ ) in a lower-
imensional space RL rather than the original space RH. Second,
n appropriate distribution makes the objective function J̃(·) to be
mooth that we can easily optimize the parameter θ . Based on the
nalysis, we sample the unit noise ui from F(θ ) by transformation
s:

i =
2
π
· atan

(
S(zi, β)

)
, zi ∼ N (µ, σ 2), (3)

here ui is transformed from a seed zi, which is drawn from a
ow-dimensional distributionN (µ, σ 2) with mean µ and variance
2. Following Li et al. (2019), we compute zi by a transformation
i = µ + z0σ , where z0 is sampled from the standard normal
istribution, i.e., z0 ∼ N (0, 1), z0 ∈ RL. Here we use atan function
o control the unit noise ui within ℓ∞ norm constraint [−1, 1]. S(·)
enotes the upsampling operation to keep the consistency with
he dimensions of the input data, and we set the factor as β = l/h,
here the lower dimensional space and the original space are
efined as L = l × l × c and H = h × h × c with c channels,
espectively.
Neighbor Interpolation. To learn a more generalizable distribu-

ion, we integrate neighbor interpolation process into the attack-
ng procedure φ(·) to generate adversarial example x′:

(x, ui) =
(
(1− λ) · x+ λ · x̂

)
+ ϵ · ui, x̂ ∼ D(y) (4)

here λ denotes the ratio to control the linearity of interpolated
ata; x̂ is a clean image resampled from the identical distribution
f original data x, i.e., D(y), the unit noise ui is calculated by
q. (3), and ϵ is used to control the perturbation magnitude under
∞ norm [−ϵ, ϵ]. Note that if λ = 0 this optimization is equal
o φ(x, g) = x + ϵ · ui, which is similar to the gradient-based
ttack FGSM (Goodfellow et al., 2014), while we remove its sign(·)
peration for better optimization.
Notice, we do not follow data augmentation (e.g., mixup Zhang

t al., 2018) to sample the coefficient λ from the Beta distribution.
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his behavior. First, we aim to construct transferable perturbation
or a specific image x that we select smaller λ for preserving the
ajority features of it. Second, we empirically find that the trans-

erability of adversarial examples generated by sampling from
eta distribution is slightly worse than their counterparts based
n the fixed coefficient, even if the expectation and variance of
eta distribution are small (see supplemental material).
Overall Objective. Instead of Euclidean Distance defined in
aseer et al. (2018), we select an another basic loss J(·) (i.e., Co-
ine similarity) to maximize the diversity at layer l between clean
mages and feature-perturbed images in Eq. (2) as:

(x, x′) = −cosine
(
N(fl(x)),N(fl(x′))

)
, (5)

here N(·) is the normalization function, which used to make the
ctivation at layer l contribute equally. We have verified these
wo objectives and the experimental results demonstrate that
osine Similarity is better to achieve a higher performance (see
upplemental material).
According to the discussion above, the objective function J̃ in

q. (2) is reformulated as:

rgmax
µ,σ

J̃ =
1
n

n∑
i=1

J
(
x, φ

(
x,

2
π
· atan(S(zi, β))

))
, zi ∼ N (µ, σ 2)

(6)

here we aim to learn the parameters of an adversarial dis-
ribution (mean µ and variance σ 2) for a specific input image
.
eneration Stage. After learning the parameters, the noise drawn
rom the distribution N (µ, σ 2) have an adversarial effect in ex-
ectation. We freeze the approximated distribution and sample
he unit noises in an iterative manner to assemble transferable
dversarial examples as:

′

t+1 = x′t + α · sign
( 2

π
· atan

(
S(zt , β)

))
, zt ∼ N (µ, σ 2), (7)

here α denotes the step size, µ and σ are freezed parame-
ers, and zt denotes a seed sampled at iteration t . The detailed
ramework of DEFEAT is illustrated in Algorithm 1.

ombination Variants. DEFEAT is a generalizable framework that
e can naturally combine existing transferable methods with
EFEAT to build its improved variants. For example, we denote
he integration of diversity input transformations (Xie et al., 2019)
nd the objective function Eq. (2) as DI-DEFEAT:

rgmax
θ

J̃(θ ) = E
[
J
(
R(x, p), R(x′, p)

)]
, (8)

here R(·) is random transformation operations, and p is trans-
ormation probability in DIM (Xie et al., 2019).

Similar, we can combine translation invariance (Dong et al.,
019) with the unit noise transformation Eq. (3) as TI-DEFEAT:

i =
2
π
· atan

(
W ∗ S(zi, β)

)
, zi ∼ N (µ, σ 2), (9)

here W denotes the guassian kernel matrix in TIM (Dong et al.,
019).

. Experiment

In this section, we provide experimental results to demon-
trate the efficacy of our proposed DEFEAT framework. We start
y providing experimental setups in Section 4.1. Then we con-
uct extensive evaluations about our proposed DEFEAT in Sec-
ion 4.2. Based on the discussion above, we further compare the
229
Input: Input images x; true label y; feature-based loss function J(·);
maximum magnitude of perturbation ϵ, learning and generation
iterations T1, T2; perturbation augmentation size m; upsampling
factor β; interpolation ratio λ;

Output: Adversarial Example x′T2
1: Initialize µ, σ , t ← 0
2: for t = 0 to T1 do # Learning Stage
3: J̃ ← 0,
4: x̃ = (1− λ) · x′ + λ · x̂, x̂ ∼ D(y)
5: for i = 0 to m do
6: ui = 2/π · atan(S(zi, β)), zi ∼ N (µ, σ 2), 0 < β < 1
7: x′i ← x̃+ ϵ · ui

8: J̃ ← J̃ + 1
m J(x, x′i)

9: end for
0: Optimize µ and σ by maximizing the objective J̃
1: end for
2: t ← 0, α← ϵ/T2, x′0 ← x
3: for t = 0 to T2 do # Generation Stage
4: Freeze parameters µ and σ

5: ût = 2/π · atan(S(zt , β)), zt ∼ N (µ, σ 2), 0 < β < 1
6: x′t+1 = x′t + α · sign(ût )
7: end for

roposed method and baselines under combination scenarios in
ections 4.3–4.5. Finally, we provide insights into the relationship
etween transferability and internal representations in Section 5.

.1. Experimental setup

odels and Defenders. Following Dong et al. (2019), Huang
t al. (2019) and Wang et al. (2021), we select four normally
rained models, include DenseNet161 (D161) (Huang, Liu, Van
er Maaten, & Weinberger, 2017), InceptionV3 (I3) (Szegedy
t al., 2016), InceptionResNetV2 (IR2) (Szegedy, Ioffe, Vanhoucke,
Alemi, 2017), ResNet152 (R152) (He, Zhang, Ren, & Sun, 2016).
hese four vanilla models are used as white-box models to
enerate transferable adversarial examples.
For defenders, we consider a variety of adversarial robustified

odels:

• InceptionV3ens3 (I3ens3), InceptionV3ens4 (I3ens4), Adversar-
ial InceptionV3 (AdvI3), and InceptionResNetV2ens (IR2ens)
(Tramèr et al., 2018).
• High-level Representation Guided Denoiser (HGD)

(Liao et al., 2018).
• Input transformation defense by bit depth reduction opera-

tions (BDR) (Guo et al., 2018).
• The combination of pixel deflection and total variance min-

imization (PDT) (Prakash et al., 2018).
• Image transformations including random resizing and

padding (R&P) (Xie et al., 2018).
• Comdefend: denoising by compression and reconstruction

models (COM) (Jia et al., 2019).
• A classifier trained by randomized smoothing with tight

robustness guarantee (RS) (Cohen et al., 2019).
• Pre-trained selective feature regeneration defense

(SFR) (Borkar et al., 2020).
• Self-supervised trained neural representation purifier

(NRP) (Naseer et al., 2020).

For test-time ‘‘plug-in’’ defenses (e.g., BDR, R&P, etc.), we use
dversarial I3ens3 as underlying model to form a more robust
efense.
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ortion (NRD) (Naseer et al., 2018), Intermediate Level Attack
ILA) (Huang et al., 2019), and Feature Importance-aware Attack
FIA) (Wang et al., 2021). Beyond feature-level attacks, we also
onsider two gradient-based baselines, including DIM (Xie et al.,
019) and TIM (Dong et al., 2019). In our experiments, we select
he strongest combination versions of gradient-based attacks re-
orted in the literature as default setups (e.g., MI-DIM for DIM,
I-MI-DIM for TIM, etc.).
ataset. We randomly select 1000 images from ImageNet vali-
ation dataset. All images can be correctly classified by vanilla
odels, and thereby treated as the standard benchmark to be
ollected in the SACP2019 competition (Tianchi Security AI Chal-
enger Program Competition).
arameters Setup. For the proposed DEFEAT, we utilize Adam
ptimizor (Kingma & Ba, 2014) and learning rate 0.2 to search
he distribution parameters. Following Wang et al. (2021) and Xie
t al. (2019), we set the maximum magnitude of perturbation ϵ =
6 (i.e., equivalent to the magnitude 0.062 within the normalized
ange [0, 1]). We choose the size of perturbation augmentation
= 3, scale factor β = 0.5, and upsamling ratio λ = 0.1. We

ollow the suggestion in Zhao, Liu, and Larson (2021) to make
he comparisons under convergence scenarios, e.g., the learning
teration T1 = 30 and the generation iteration T2 = 10. Those
yper-parameters are detailed discussed in the supplemental ma-
erial. As for the improved variants DI-DEFEAT and TI-DEFEAT, we
et the probability p = 0.7 and kernel size 11 × 11.
To conduct fair comparisons, we set total iteration number
= 40 for all baselines, which equals to the sum of learning and
ttacking steps in DEFEAT. Similarly, we adopt the transformation
robability p = 0.7 for DIM (Xie et al., 2019), and select the
ernel size 11 × 11 for TIM (Dong et al., 2019). As for feature-
evel attacks NRD (Naseer et al., 2018), ILA (Huang et al., 2019)
nd FIA (Wang et al., 2021), we report their optimal layers in
upplementary, and set the same parameters as DEFEAT.
ayer Notations. As mentioned in Section 3.4, feature-level meth-
ds disturb the latent representations of specific layer l for
onstructing adversarial examples (see Eq. (5)). Without loss of
enerality, we choose 10 layers with the same interval step across
he whole depth to study the transferability for each white-box
odel. The notations of the internals are denoted with their
orresponding layer depth. For example, the first noted layer of
odel I3 (I3L1) is near the input layer (i.e., Conv_1a), and the last

ayer (I3L10) is closer to the output layer (i.e., Logits). We follow
230
aterial.

.2. Experiments under standalone scenarios

In this section, we evaluate the capability of DEFEAT against
ifferent black-box models under standalone settings (w/o com-
ining with existing methods). We first empirically analyze the
ffect of layer depth. Then we compare the performance of DE-
EAT with three feature-level baselines. Finally, we provide ex-
ensive quantitative ablation studies about DEFEAT.

he Effect of Layer Depth. The adversarial examples are crafted
n a total of 10 layers for each white-box model to transfer attack
gainst black-box models. We report the results in Fig. 3, where
he performance of DEFEAT against excluded normally trained
odels (i.e., D161, I3, IR2, and R152) and six defenses (i.e., I3ens3,

3ens4, HGD, BDR, PDT, and R&P) are plotted in the top and bottom
ow, separately. The primary axes are attack success rates and
ayer depth, respectively. The dots with different colors represent
he results of adversarial examples generated by attacking various
ayers against corresponding models.

According to Fig. 3, the implications are three-fold. First, the
ransferability is white-box model dependent. In other words, the
urves of success rates from a given model against both benign
nd adversarial domains exhibit highly resembled trends. It is
imilar to the conclusion in Inkawhich, Wen, Li, and Chen (2019),
hile they only includes the black-box normally trained models

n studies (e.g., VGG19 Simonyan & Zisserman, 2015, R50 He
t al., 2016, etc.). We further provide evidence that this phe-
omenon has extended into robustified models. Second, we find
hat the transferability of DEFEAT method is layer dependent.
enerally, the strength of adversarial examples generated by
ttacking deeper layers is much stronger than those crafted on
hallower features. The success rates under all black-box scenar-
os increase continually until layer depth exceeds 8 (or 9), and
hen drop dramatically at the last layer. We relate it to the obser-
ations in Zeiler and Fergus (2014), i.e., the shallow layers extract
ow-level features and deeper internals learn high-level seman-
ic representations. It implies that corrupting high-level features
ay generate stronger adversarial examples. Third, transferability

endencies are attacker dependent. By comparing between Fig. 3,
ig. 14, and Fig. 15 (see supplemental material), we can see the
rend gaps between different feature-level methods are huge.
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Table 1
The success rates (%) of standalone feature-level attacks against four black-box normally trained models.
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(a) Performances of attacking benign model D161 (%)

Model Attacker D161 I3 IR2 R152 Avg

D161

NRD (Naseer et al., 2018) 98.9∗ 68.4 57.9 61.8 71.8
ILA (Huang et al., 2019) 99.1∗ 69.7 62.6 67.9 74.8
FIA (Wang et al., 2021) 98.9∗ 73.4 65.9 64.4 75.7

DEFEAT 99.8∗ 75.8 66.8 66.6 77.3

(b) Performances of attacking benign model I3 (%)

Model Attacker D161 I3 IR2 R152 Avg

I3

NRD (Naseer et al., 2018) 43.8 99.6∗ 62.4 47.7 63.4
ILA (Huang et al., 2019) 31.8 98.9∗ 45.9 40.5 54.3
FIA (Wang et al., 2021) 54.8 99.6∗ 67.3 56.7 69.6

DEFEAT 75.2 100.0∗ 78.0 56.2 77.4

(c) Performances of attacking benign model IR2 (%)

Model Attacker D161 I3 IR2 R152 Avg

IR2

NRD (Naseer et al., 2018) 50.6 79.9 96.8∗ 60.2 71.9
ILA (Huang et al., 2019) 42.6 68.4 98.0∗ 52.3 65.3
FIA (Wang et al., 2021) 54.6 79.3 90.8∗ 68.2 73.2

DEFEAT 85.0 91.6 100.0∗ 70.4 86.8

(d) Performances of attacking benign model R152 (%)

Model Attacker D161 I3 IR2 R152 Avg

R152

NRD (Naseer et al., 2018) 59.4 69.0 59.3 98.4∗ 71.5
ILA (Huang et al., 2019) 52.0 63.4 54.2 99.0∗ 67.2
FIA (Wang et al., 2021) 67.4 72.0 64.3 99.4∗ 75.8

DEFEAT 85.0 72.0 65.6 83.6∗ 76.6

hat is to say, transferability also has shown its sensitivity to R152 compared with NRD, respectively). It is interesting that the

he attacking mechanism. Therefore, it is difficult to search for a lower performance for white-box models does not necessarily
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niversal optimal layer depth to be attacked for all feature-level
ttacks.
In summary, these intriguing properties suggest we find the

ptimal layer based on pairwise white-box models and then
enerate adversarial examples to fool remote black-box DNNs
egardless of their architecture or parameters. Accordingly, we
dopt the layers which achieve the best performance in the fol-
owing comparisons, i.e., D161L9, I3L8, IR2L8, R152L8. The optimal
ayers for feature-level baselines are discussed in the supplemen-
al material.
omparison with Feature-level Baselines. This section reports
he performance of the proposed DEFEAT and three state-of-
he-art feature-level baselines, i.e., NRD (Naseer et al., 2018),
LA (Huang et al., 2019), and FIA (Wang et al., 2021). Concretely,
he comparisons include two parts: (a) the transfer success rates
nder four normally trained models; and (b) the performance
f attacks against eleven adversarial defenses. In addition, some
dversarial examples are visualized in the supplementary.
(1) The Result Under Benign Domains. We use the crafted ad-

versarial examples to attack normally trained models (i.e., D161,
I3, IR2, and R152, respectively), and compare the success rates
between baseline attacks and DEFEAT in the Table 1, where the
symbol ‘‘∗’’ indicates white-box attacks, and others results are
conducted under black-box scenarios.

From Table 1, we observe that DEFEAT can achieve better
results than baselines under white-box scenarios except for R152.
The main reason is that attack methods exhibit different rela-
tions between model complexity and transferability. Form this
perspective, DEFEAT has to approximate the adversarial distribu-
tion thereby it may perform worse to find global optimum from
deeper models with large search space (i.e., R152), as discussed
in Wang et al. (2021). Moreover, we pay more attention to the
black-box experiments that our proposed DEFEAT consistently
outperform the baselines by 5%∼20% for all normally trained
odels under black-box settings (e.g., the average improvements
f DEFEAT are 5.5%, 14.0%, 14.9% and 5.1% for D161, I3, IR2 and
231
ean worse transferability for cheating black-box models, as
xemplified in R152. In summary, the experiment results con-
irm the advancement of DEFEAT for benign domains under both
hite-box and black-box setups.
(2) The Result Under Adversarial Domains. The generated ad-

ersarial examples are used to attacks against a total of eleven
lack-box defenses. The performances of various feature-level
ttacks are reported in the Table 2, which manifest some essential
roperties of feature-level attacks. On the one side, we observe
hat two arts feature-level attacks (i.e., NRD and ILA) can achieve
igh success rates for fooling normally trained models, as illus-
rated in Table 1. On the other side, NRD and ILA also demonstrate
heir ineffectiveness to circumvent adversarially trained models
hat their transferability significantly degrade under defense sce-
arios (e.g., For NRD: the decreased performance are 47.8%, 53.3%,
5.8%, and 54.4% for D161, I3, IR2, and R152, respectively). These
uantitative results confirm the domain-overfitting dilemma of
rior feature-level attacks, as discussed in Section 3.2.
The proposed DEFEAT yields much superior performance than

urrent feature-level baselines under all black-box defense sce-
arios by mitigating the domain-overfitting effect. For example,
EFEAT achieves an average success rate of 47.8% by attacking
R2, outperforming baselines NRD, ILA, and FIA by a large margin
f 31.7%, 30.2% and 14.5%, respectively. More significantly, we
bserve that standalone DEFEAT also performs better transferabil-
ty across defenders than state-of-the-art gradient-based attacks
IM and TIM even they are selected as combination versions
see Table 5). Therefore, we establish state-of-the-art for feature-
evel method against normally trained models and robust defense
echanisms.

he Influence of Two-Stage Paradigm. Recall that DEFEAT is de-
igned as a two-stage framework, which is different from most of
he current adversarial attacks. For example, both of feature-level
RD, ILA, FIA, and gradient-based DIM and TIM are one-stage
ethods that perform optimization and update perturbations
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Table 2
The success rates (%) of standalone feature-level attacks against eleven black-box defense models.
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Model Attacker I3ens3 I3ens4 IR2ens HGD BDR PDT R&P COM RS SFR NRP Avg

D161

NRD (Naseer et al., 2018) 26.8 24.6 10.7 27.6 16.8 33.5 30.2 37.2 12.2 35.2 7.8 23.9
ILA (Huang et al., 2019) 36.0 35.5 24.0 37.0 18.8 30.1 39.5 34.5 9.3 39.1 9.9 28.5
FIA (Wang et al., 2021) 42.1 40.9 29.5 39.7 26.1 45.7 40.9 48.5 18.5 47.1 15.2 35.8

DEFEAT 55.0 53.0 36.6 56.4 45.0 59.8 56.2 62.4 39.2 62.3 22.2 49.8

I3

NRD (Naseer et al., 2018) 6.3 10.0 1.3 5.4 13.2 19.6 7.9 18.3 4.9 17.7 6.4 10.1
ILA (Huang et al., 2019) 9.2 10.5 2.5 9.4 12.2 16.6 10.1 13.2 2.9 19.1 6.7 10.2
FIA (Wang et al., 2021) 29.8 30.5 14.4 27.9 23.7 35.1 28.4 39.8 15.4 36.4 14.8 26.9

DEFEAT 37.8 36.4 18.8 38.0 33.8 39.9 37.0 44.2 15.8 43.1 13.6 32.6

IR2

NRD (Naseer et al., 2018) 19.5 14.7 4.6 17.5 14.5 21.6 20.1 24.7 4.6 30.3 5.5 16.1
ILA (Huang et al., 2019) 20.2 20.3 11.7 20.3 16.3 24.0 22.1 19.8 4.2 28.3 6.7 17.6
FIA (Wang et al., 2021) 36.8 31.9 29.3 38.2 30.1 39.5 38.5 41.9 19.5 46.3 14.8 33.3

DEFEAT 55.0 51.0 38.2 56.2 41.1 62.3 48.0 68.2 23.6 63.6 19.0 47.8

R152

NRD (Naseer et al., 2018) 16.8 16.8 5.0 19.1 14.6 26.8 19.8 25.1 6.3 30.9 6.5 17.1
ILA (Huang et al., 2019) 19.5 19.0 10.7 19.9 15.9 21.8 21.3 16.6 4.3 26.6 7.3 16.6
FIA (Wang et al., 2021) 33.4 33.3 22.0 36.8 29.3 43.8 36.1 42.8 21.9 40.3 15.5 32.3

DEFEAT 50.6 48.0 35.4 52.2 44.0 56.1 47.8 59.7 44.8 57.4 22.8 47.2
Fig. 4. The performance of different stage strategies. We find that two-stage policy can largely reduce the overfitting effect, thus achieves better results.

n a round-robin manner. However, we speculate this type of i.e., merely distorting the representations of the given model
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ransferability. To overcome this shortcoming, we decouple the
dversarial optimization and generation process: DEFEAT aims
o search the parameters of adversarial distribution at the first
tage and then generates transferable adversarial examples at the
econd stage.
To verify the efficacy of the two-stage paradigm, we follow

rior one-stage methods (Huang et al., 2019; Naseer et al., 2018)
o choose the best adversarial example in the first stage as the
inal solution, i.e., the optimal x′ at the 40-steps learning stage
orresponding to the maximum loss in Eq. (2), namely one-
tage DEFEAT. By comparison, we select the adversarial results
roduced at the generation stage as two-stage DEFEAT. A total
f eight black-box models are tested in the evaluations, includ-
ng normally trained D161, I3, IR2, R152 (benign domains), and
our defense models I3ens3, IR2ens, HGD, and R&P (adversarial
omains).
As can be seen from Fig. 4, one-stage DEFEAT presents similar

rends under all white-box models. Particularly, it achieves com-
arable performance with two-stage DEFEAT under white-box
cenarios. However, its transferability is noticeably inferior to the
wo-stage DEFEAT when fooling other black-box models, includ-
ng normally trained networks and defenses. This phenomenon
rovides evidence that one-stage DEFEAT usually suffers from
he overfitting, and using the two-stage paradigm can largely
itigate this negative effect.

he Effect of Optimization Strategies. We provide quantita-
ive studies about each optimization strategy adopted in the
EFEAT framework, including perturbation augmentation (PA),
oise smoothing (NS), and neighbor interpolation (NI). Specifi-
ally, we consider nine black-box models in the evaluations, in-
luding four normally trained models and five defenses (i.e., I3ens3,
R2ens, HGD, and R&P). The attacks are crafted on I3 and IR2
y following settings (see Table 3): (1) Basic feature distortion,
232
he basic feature distortion with each strategy. Notice, introduc-
ng PA means to learn the distribution instead of generating a
ingle optimal perturbation (2nd row); applying NS or NI indi-
ates that calculating the gradient at lower dimensional spaces or
nterpolating the input with other clean images in optimizations
3rd ∼ 4th rows); (3) Double Strategies, i.e., removing a sin-
le optimization strategy from the proposed DEFEAT framework
5th ∼ 7th rows); (4) Full version of DEFEAT framework (8th
ow).

Table 3 reveals several intriguing conclusions. First, we ob-
erve that each optimization strategy improves the transferabil-
ty upon the basic feature distortion process against black-box
odels. Generally, the more adopted strategies, the higher perfor-
ances. In particular, the domain-overfitting effect is remarkably

educed when a total of three strategies are applied in attacks,
.e., the average improvements of success rates are 28.8%, 34.2%,
8.8%, and 22.5% for D161, I3, IR2, and R152 compared with
he basic attack manner. Second, these optimization strategies
xhibit domain biases. As illustrated in Single Strategy setups, PA
acilitates feature-level attacks for both benign and adversarial
omains (2nd rows). By contrast, NS shows its efficacy to enhance
he attacking ability across adversarial domains, while it slightly
egrades the transferability in few benign domains (e.g., see 3rd
ows in IR2). Moreover, NI substantially boosts the transferabil-
ty within benign domains regardless of the attacked white-box
odels (4th rows). It is mainly because NI samples various clean
ata from identical distribution for interpolation and produces
erturbations with a large diversity. Third, simultaneously using
A and NS remarkably boosts the strength for transferring to
dversarial domains, even outperforms the sum improvements
f single PA and NS (see 5th row). It confirms that there indeed
xists an adversarial space in the lower dimensional space for every
nput image, which fills with the adversarial examples with high
ransferability across from benign to adversarial domains.
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Table 3
Experiments For Each Transferable Transform, including perturbation augmentation (PA), Noise Smoothing (NS), and neighbor

4

m
t
i
F
t

T
s

interpolation (NI).
Model PA NS NI D161 I3 IR2 R152 I3ens3 IR2ens HGD BDR R&P Avg

I3

30.0 99.8 35.0 20.0 6.0 1.6 3.2 15.4 6.0 24.1
✓ 37.0 100.0 51.2 30.6 6.8 2.0 4.4 16.0 6.8 28.3

✓ 49.4 99.0 36.2 26.8 9.2 2.4 4.4 17.0 10.6 28.3
✓ 45.0 99.8 62.0 34.8 6.2 1.6 3.4 16.2 6.4 30.6

✓ ✓ 68.2 100.0 65.2 49.0 33.2 15.4 32.2 25.4 31.2 46.6
✓ ✓ 50.0 100.0 70.0 46.0 7.5 2.4 4.6 14.8 6.6 33.5

✓ ✓ 61.4 99.8 53.8 37.0 10.6 4.4 6.0 16.8 13.0 33.6
✓ ✓ ✓ 75.2 100.0 78.0 56.2 37.8 18.8 38.0 33.8 37.0 52.8

IR2

45.0 73.6 99.6 39.2 5.2 1.2 1.6 14.8 7.2 31.9
✓ 57.2 84.4 99.6 55.0 8.4 2.8 4.8 16.2 8.2 37.4

✓ 64.8 71.8 99.6 43.0 15.2 5.0 5.6 21.8 16.4 38.1
✓ 64.2 91.2 100.0 60.0 6.4 1.4 2.6 16.4 8.4 39.0

✓ ✓ 78.6 88.4 99.4 64.8 49.2 32.1 49.4 34.4 42.2 59.8
✓ ✓ 70.4 90.6 99.8 68.4 12.2 6.2 10.7 17.0 11.2 42.9

✓ ✓ 76.2 82.6 99.8 55.2 18.0 9.2 11.4 25.0 19.1 44.1
✓ ✓ ✓ 85.0 91.6 100.0 70.4 55.0 38.2 56.2 41.1 48.0 65.1
Fig. 5. The success rates (%) vs. layer depth of combination DI-DEFEAT against four normally trained models (top row) and six defenses (bottom row).
Fig. 6. The success rates (%) vs. layer depth of combination TI-DEFEAT against four normally trained models (top row) and six defenses (bottom row).

.3. Experiments under combination scenarios generate adversarial examples by using combination versions DI-

DEFEAT and TI-DEFEAT. We report their performance in Figs. 5
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As mentioned in Section 3.2, we can combine gradient-based
ethods into the DEFEAT framework to form stronger variants. In

his paper, we consider two variant attacks: (1) DI-DEFEAT, which
ntroduces diversity transformations (Xie et al., 2019) into DE-
EAT; and (2) TI-DEFEAT, which integrates DEFEAT with diversity
ransformations and translation invariance (Dong et al., 2019).

he Transferability of Combination Variants. Following the
ame settings in Section 4.2, we perturb a total of 10 layers to
233
nd 6, separately. Similarly, the targeted black-box models in-
lude four normally trained networks (top row) and six robust
odels (bottom row). Two interesting behaviors that catch our
ttention.
The first one is that the transferability tendencies exhibit the

ransformation-agnostic property. We can see that the trends of
uccess rates are surprisingly similar across the DEFEAT frame-
ork and its combination methods DI-DEFEAT and TI-DEFEAT. It

ndicates that two additional combined methods do not change
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Table 4
The success rates (%) of combination attacks against black-box normally trained models.
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(a) Performances for undefended models (%)

Model Attacker D161 I3 IR2 R152 Avg

D161 DIM (Xie et al., 2019) 98.8 72.3 66.4 69.0 76.6
DI-NRD (Naseer et al., 2018) 96.9 74.3 66.8 69.7 76.9
DI-ILA (Huang et al., 2019) 99.5 80.5 75.6 78.4 83.5
DI-FIA (Wang et al., 2021) 98.9 85.7 72.5 70.8 82.0

DI-DEFEAT 99.7 85.0 78.2 77.3 85.1
TIM (Dong et al., 2019) 98.5 67.3 59.1 59.0 71.0
TI-NRD (Naseer et al., 2018) 92.2 54.7 40.5 47.6 58.8
TI-ILA (Huang et al., 2019) 99.3 75.5 70.7 73.1 79.7
TI-FIA (Wang et al., 2021) 98.4 71.4 64.5 64.1 74.6

TI-DEFEAT 99.9 75.2 63.5 64.8 75.9

(b) Performances for undefended models (%)

Model Attacker D161 I3 IR2 R152 Avg

I3 DIM (Xie et al., 2019) 45.1 98.7 54.9 41.6 60.1
DI-NRD (Naseer et al., 2018) 71.3 99.2 77.7 68.4 79.2
DI-ILA (Huang et al., 2019) 45.8 98.7 59.4 52.3 64.1
DI-FIA (Wang et al., 2021) 63.9 99.8 78.0 62.4 76.0

DI-DEFEAT 90.7 99.5 91.0 77.5 89.7
TIM (Dong et al., 2019) 51.5 98.7 45.8 37.1 58.3
TI-NRD (Naseer et al., 2018) 65.6 95.5 55.2 45.5 65.5
TI-ILA (Huang et al., 2019) 46.8 97.6 48.6 39.4 58.1
TI-FIA (Wang et al., 2021) 56.5 99.6 65.3 58.7 70.0

TI-DEFEAT 88.0 100.0 81.8 69.2 84.8

(c) Performances for undefended models (%)

Model Attacker D161 I3 IR2 R152 Avg

IR2 DIM (Xie et al., 2019) 55.8 72.2 98.5 53.4 70.0
DI-NRD (Naseer et al., 2018) 58.0 78.3 88.1 60.2 71.2
DI-ILA (Huang et al., 2019) 59.5 79.7 96.8 64.3 75.1
DI-FIA (Wang et al., 2021) 60.1 87.2 91.9 74.2 78.3

DI-DEFEAT 94.8 96.1 99.5 85.1 94.0
TIM (Dong et al., 2019) 62.1 63.9 96.4 50.5 68.2
TI-NRD (Naseer et al., 2018) 56.6 59.6 64.1 42.2 55.6
TI-ILA (Huang et al., 2019) 56.9 70.5 94.2 54.4 69.0
TI-FIA (Wang et al., 2021) 60.4 76.3 89.8 69.1 74.2

TI-DEFEAT 92.0 91.5 99.8 78.4 90.4

(d) Performances for undefended models (%)

Model Attacker D161 I3 IR2 R152 Avg

R152 DIM (Xie et al., 2019) 73.0 77.7 73.1 79.4 75.8
DI-NRD (Naseer et al., 2018) 82.0 85.0 77.8 97.0 85.5
DI-ILA (Huang et al., 2019) 71.9 79.3 74.4 99.3 81.2
DI-FIA (Wang et al., 2021) 75.1 79.2 70.7 99.5 81.1

DI-DEFEAT 89.8 80.7 74.4 87.1 83.0

TIM (Dong et al., 2019) 75.2 65.3 62.9 98.5 75.5
TI-NRD (Naseer et al., 2018) 72.5 64.0 50.7 87.1 68.6
TI-ILA (Huang et al., 2019) 67.9 74.2 69.3 99.2 77.7
TI-FIA (Wang et al., 2021) 64.4 71.6 64.5 99.1 74.9

TI-DEFEAT 85.6 73.6 62.3 81.3 75.7

he transferability tendency of the basic DEFEAT. It is a favorable noticeably improves the strength of DEFEAT across adversarial

haracter that we can easily extend the transferability trends domains, especially when attacking I3 and IR2 to craft adversarial
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rom DEFEAT to its improved versions once the optimal layer
epth of any white-box model is discovered. To this end, we
dopt the same layers for DI-DEFEAT and TI-DEFEAT in the fol-
owing testing, i.e., D161L9, I3L8, IR2L8, R152L8, respectively.

Moreover, though both diversity transformations (Xie et al.,
019) and translation invariance (Dong et al., 2019) boost the
ransferability under all black-box models, they also show their
ifferent domain bias properties, similar to the proposed noise
moothing and neighbor interpolation (see Table 3). Specifically,
iverse input transformations demonstrate more power to en-
ance adversarial examples across benign domains, i.e., the per-
ormance of DI-DEFEAT is better than TI-DEFEAT to fool normally
rained models (see top row). Conversely, translation invariance
234
xamples against black-box defenses, as shown in Fig. 6 (2) & (3).

omparison with Combination Baselines. To fairly compare the
ransferability between gradient-based and feature-level meth-
ds, we similarly introduce DIM and TIM into NRD, ILA and FIA,
enoted as DI-NRD, TI-NRD, DI-ILA, TI-ILA, DI-FIA, and TI-FIA,
espectively. Total of ten attacks are included in the tests (see
ables 4 & 5):
(1) Gradient-based method DIM, and four combined feature-

evel attacks who applied diversity transformations, i.e., DI-NRD,
I-ILA, DI-FIA and the proposed DI-DEFEAT.
(2) Gradient-based method TIM, and feature-level variants

ho adopt translation invariance, i.e., TI-NRD, TI-ILA, TI-FIA and
he proposed TI-DEFEAT.
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Table 5
The success rates (%) of combination attacks against black-box defense models.

a
g
s
t
l
a
N
1
(
t
(
r
g
s
p
l
c
c
r
y
s
t
m

Model Attacker I3ens3 I3ens4 IR2ens HGD BDR PDT R&P COM RS SFR NRP Avg

D161 DIM (Xie et al., 2019) 41.6 39.6 23.5 44.1 27.6 41.5 48.7 49.1 23.6 47.3 11.3 36.2
DI-NRD (Naseer et al., 2018) 44.0 43.7 26.2 44.9 26.4 45.4 47.4 52.0 23.6 53.3 10.8 38.0
DI-ILA (Huang et al., 2019) 52.1 49.7 36.2 52.7 25.0 37.4 53.4 47.3 13.2 54.3 9.9 39.2
DI-FIA (Wang et al., 2021) 48.9 47.6 34.4 46.2 30.6 53.3 47.6 56.3 30.2 58.4 22.9 43.3

DI-DEFEAT 71.5 69.7 52.5 72.2 60.5 86.3 73.0 87.0 63.4 80.6 28.3 67.7

TIM (Dong et al., 2019) 53.2 54.9 44.5 53.1 36.5 51.4 56.5 55.8 44.1 55.2 23.6 48.1
TI-NRD (Naseer et al., 2018) 45.8 50.6 39.6 45.9 39.6 50.7 48.1 54.2 50.7 49.7 23.5 45.3
TI-ILA (Huang et al., 2019) 51.9 49.2 34.8 52.2 25.9 39.1 53.5 50.2 18.7 55.7 11.4 40.2
TI-FIA (Wang et al., 2021) 56.6 55.1 41.9 53.6 46.6 64.1 54.1 63.6 34.1 62.5 31.1 51.2

TI-DEFEAT 72.6 74.1 60.0 71.9 65.3 87.8 71.8 82.8 71.1 82.3 47.3 71.5

I3 DIM (Xie et al., 2019) 15.7 17.4 6.4 15.8 16.2 25.2 18.0 22.1 7.7 21.9 9.9 16.0
DI-NRD (Naseer et al., 2018) 21.0 18.9 3.4 17.9 14.9 28.9 26.0 42.4 6.5 38.7 6.5 20.5
DI-ILA (Huang et al., 2019) 12.3 14.9 3.9 12.0 14.1 19.1 15.2 16.2 3.0 16.9 6.6 12.2
DI-FIA (Wang et al., 2021) 33.1 34.1 22.8 30.9 28.5 39.1 31.7 44.8 23.9 44.2 23.0 32.4

DI-DEFEAT 54.7 49.5 26.6 44.3 42.1 71.4 58.9 79.8 35.9 70.4 16.1 50.0

TIM (Dong et al., 2019) 36.7 39.7 26.4 37.2 26.2 40.3 37.1 39.2 24.9 39.4 16.8 33.1
TI-NRD (Naseer et al., 2018) 45.3 43.7 28.7 45.6 27.7 50.2 46.2 52.7 22.6 51.4 11.8 38.7
TI-ILA (Huang et al., 2019) 12.1 16.4 5.4 12.3 14.4 23.8 17.2 20.8 6.8 20.1 7.3 14.2
TI-FIA (Wang et al., 2021) 45.0 47.8 37.7 45.6 41.8 53.6 43.3 51.5 32.7 52.4 27.7 43.6

TI-DEFEAT 70.8 70.2 52.8 70.4 57.5 81.1 71.9 80.1 56.1 80.3 31.7 65.7

IR2 DIM (Xie et al., 2019) 29.3 26.9 16.2 31.0 20.5 31.5 34.1 30.5 11.5 34.0 14.8 25.5
DI-NRD (Naseer et al., 2018) 30.8 25.4 11.2 28.9 17.8 27.0 34.1 37.6 5.6 44.4 6.4 24.5
DI-ILA (Huang et al., 2019) 28.4 24.7 18.9 29.2 16.4 23.6 31.1 23.6 4.5 35.6 7.1 22.1
DI-FIA (Wang et al., 2021) 36.1 30.6 27.5 37.9 30.8 39.6 38.4 42.2 23.5 50.7 22.8 34.6

DI-DEFEAT 69.6 63.8 48.8 62.1 55.7 79.6 71.1 88.3 43.5 81.4 20.9 62.3

TIM (Dong et al., 2019) 47.3 45.4 44.4 47.4 31.7 44.5 47.3 47.4 27.9 50.1 18.9 41.1
TI-NRD (Naseer et al., 2018) 38.0 35.8 25.1 37.3 29.6 46.1 39.3 45.5 25.8 46.5 11.3 34.6
TI-ILA (Huang et al., 2019) 31.0 28.5 21.1 32.9 19.8 30.1 33.3 31.9 9.8 38.3 8.1 25.9
TI-FIA (Wang et al., 2021) 45.5 44.4 40.1 44.2 36.6 53.8 44.6 52.8 34.6 52.1 28.4 43.4

TI-DEFEAT 79.7 76.4 73.5 79.5 67.3 86.3 80.2 87.5 61.8 86.4 44.1 74.8

R152 DIM (Xie et al., 2019) 37.7 35.3 20.0 39.5 25.2 36.9 43.3 37.4 14.9 45.1 14.7 31.8
DI-NRD (Naseer et al., 2018) 39.5 32.7 16.7 40.2 21.0 39.2 43.9 46.0 9.9 50.6 7.3 31.5
DI-ILA (Huang et al., 2019) 32.9 30.5 21.0 34.4 17.9 25.9 36.8 22.6 5.7 34.3 8.6 24.6
DI-FIA (Wang et al., 2021) 40.0 40.1 26.9 44.0 37.7 44.2 43.4 51.1 33.3 50.8 24.1 39.6

DI-DEFEAT 64.5 62.9 49.0 61.9 57.8 80.9 64.1 84.0 55.0 79.4 24.7 62.2

TIM (Dong et al., 2019) 56.0 55.0 48.0 56.7 37.7 55.8 57.8 56.1 37.7 59.2 26.5 49.7
TI-NRD (Naseer et al., 2018) 50.0 48.7 38.7 50.1 38.9 58.3 50.6 60.3 37.0 59.9 22.6 46.8
TI-ILA (Huang et al., 2019) 33.9 33.7 22.3 35.4 20.4 27.9 38.0 28.6 7.8 38.6 10.1 27.0
TI-FIA (Wang et al., 2021) 56.0 54.8 44.8 57.3 50.3 61.1 56.3 64.7 42.1 61.6 31.1 52.7

TI-DEFEAT 67.9 69.4 59.1 67.4 64.2 84.9 66.7 81.3 65.8 76.7 45.3 68.1

To better illustrate, we separately report the DI-combined 4.4. Ensemble-model experiments

ttacks and TI-combined methods in the top and bottom of each
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iven white-box model in Tables 4 & 5. It is no surprise to ob-
erve that integrating two gradient-based methods (i.e., diversity
ransformations and translation invariance) into current feature-
evel attacks can also promote their transferability across benign
nd adversarial domains. For example, compared with the basic
RD, the average improvements of DI-NRD against defenses are
4.1%, 10.4%, 8.4%, 14.4% for D161, I3, IR2, and R152, respectively
see Tables 1 & 4). Moreover, these two strategies also impose
heir domain bias to feature attacks. For undefended models
i.e., benign domains), DI-based methods achieve higher fooling
ates than the basic versions, while TI-based attacks slightly de-
rade their capabilities. Under adversarial domains (i.e., defense
ettings), all TI-combined versions demonstrate more substantial
ower than their counterparts. However, these improved feature-
evel attacks are still worse than gradient-based baselines in some
ases, indicating their unstable generalizability. By making the
omparisons with them, DI-DEFEAT and TI-DEFEAT further nar-
ow down the performance gaps between two domains, thereby
ielding a distinct improvement under benign and achieving the
trongest performance under adversarial domains. These quanti-
ative results validate the superior transferability of the proposed
ethod.
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We provide the performance of ensemble attacks. The ensem-
le of four vanilla models (i.e., D161, I3, IR2, and R152) is attacked
y different methods, including six basic attacks (i.e., NRD Naseer
t al., 2018, ILA Huang et al., 2019, FIA Wang et al., 2021, DIM Xie
t al., 2019, TIM (Dong et al., 2019), and DEFEAT) and eight com-
ination variants. Specifically, gradient-based attacks perturb the
usion of logits activations (Dong et al., 2018), and feature-level
ethods disturb the optimal layers of multiple models simulta-
eously. We summarize the success rates of fourteen ensemble
ttacks in Table 6.
Among the basic versions, we find the feature-level NRD and

LA can improve the transferability by introducing ensemble pol-
cy, while they only consider the single-model setups in the
iterature (Huang et al., 2019; Inkawhich et al., 2019). However,
hese two feature-level attacks continue to perform worse than
radient-based DIM and TIM under ensemble-model scenarios
ue to the domain-overfitting effect. On the other hand, the
asic DEFEAT consistently demonstrates much stronger trans-
erability than baseline methods. It achieves an average success
ate of 73.1% against defenses, outperforming the current state-
f-the-art TIM and FIA by 2.8% and 11.9%. Therefore, DEFEAT
an synchronously reduce the domain-overfitting for multiple
odels.
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Table 6
The success rates (%) of ensemble attacks against defense models..

F
m

Model Method I3ens3 I3ens4 IR2ens HGD BDR PDT R&P COM RS SFR NRP Average

Basic versions

NRD (Naseer et al., 2018) 34.9 29.6 11.0 32.5 18.5 33.3 39.0 46.6 7.9 43.9 8.0 27.7
ILA (Huang et al., 2019) 55.9 53.8 42.8 56.1 23.9 36.7 56.9 45.9 13.2 58.4 12.3 41.4
FIA (Wang et al., 2021) 71.2 70.2 59.6 72.7 51.6 63.7 72.9 68.1 44.5 70.4 28.4 61.2
DIM (Xie et al., 2019) 67.0 62.0 42.8 67.8 35.3 56.7 71.3 68.0 24.6 69.2 17.9 53.0
TIM (Dong et al., 2019) 81.2 79.2 76.6 79.9 56.0 72.7 80.9 78.6 51.5 79.1 37.1 70.3

DEFEAT 81.5 81.2 70.2 83.3 67.8 84.2 81.0 84.1 49.9 83.7 37.7 73.1

Combination
versions

DI-NRD (Naseer et al., 2018) 56.2 50.1 26.1 56.7 30.3 48.9 60.1 61.7 12.7 66.9 9.0 43.5
TI-NRD (Naseer et al., 2018) 60.8 57.7 46.4 60.2 46.4 63.9 59.6 66.3 43.3 68.4 25.0 54.4
DI-ILA (Huang et al., 2019) 70.2 68.8 59.9 71.3 33.4 47.3 73.4 63.3 17.2 72.1 14.4 53.8
TI-ILA (Huang et al., 2019) 72.3 68.6 59.4 72.3 36.8 49.6 73.1 64.1 22.4 73.4 18.0 55.5
DI-FIA (Wang et al., 2021) 80.5 82.1 72.4 79.4 55.8 71.4 80.1 76.7 52.4 81.3 32.7 69.5
TI-FIA (Wang et al., 2021) 87.0 86.1 78.4 86.4 68.2 80.3 87.1 84.0 59.8 85.7 42.6 76.9

DI-DEFEAT 90.9 88.3 79.3 88.6 78.4 93.7 90.6 94.7 67.7 91.4 45.2 82.6
TI-DEFEAT 92.4 91.3 87.0 92.4 83.7 95.6 93.0 95.1 80.0 92.2 69.7 88.4
ig. 7. The performance of adversarially trained models using DEFEAT. The adversarial examples are generated by using different methods to attack D161 and IR2
odels, and we record the transferable success rates against pre-trained models (e.g., I3ens3 , I3ens4 , etc.) as well as fine-tuned defenses (e.g., I3ens3+, I3ens4+, etc.).

The lower transferability indicates more adversarial examples can be classified correctly, implying higher robustness of trained models.

As for combination variants, it is natural to summarize the Compared with the performance of pre-trained adversarial mod-

higher fooling rates compared with their basic versions. For ex- els (dashed bar), the transferability of each attacker against our
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ample, DI-NRD and TI-NRD have average success rates of 43.5%
and 54.4%, which exceed the basic NRD by 15.8% and 26.7%,
respectively. On average, our proposed two combinations provide
superior capabilities to all baselines, among which TI-DEFEAT
achieves the highest average result of 88.4% and surpasses the
strongest baseline TI-FIA by a large margin of 11.5%, which not
only verifies the effectiveness and generalizability of our pro-
posed DEFEAT, but also remind the security issues of the current
defenses.

4.5. Adversarial training experiment

To validate the efficacy of DEFEAT for training the robust
defenses, we use DEFEAT to generate adversarial examples and
augment the training data during the model optimization. Since
it requires high computational costs to train from scratch, we in-
troduce the adversarial fine-tuning strategy to optimize the pre-
trained robustified models (e.g., I3ens3, I3ens4, and AdvI3) (Tramèr
et al., 2018). Concretely, we attack the images from ImageNet
test dataset to generate their corresponding adversarial examples
by using the proposed DEFEAT and DI-DEFEAT on the vanilla I3
model. Then the produced images are treated as additional data
to fine-tune the weights for 10 epochs, and the new obtained
models are denoted as I3ens3+, I3ens4+, and AdvI3+, respec-
tively. Without loss of generality, we select six strong attackers
to generate malicious images for testing the robustness of fine-
tuned models. The experimental setup is the same as Section 4.3
and we illustrate the comparison results in Fig. 7, where the
primary axes are attack methods (e.g., DEFEAT, TIM, etc.) and
their transferable success rates (the lower the better). We can
observe that the robustness of newly trained models is largely
boosted by optimizing over data generated from DEFEAT method.
236
ine-tuned models becomes lower (solid bar). For instance, the
ooling rates of TI-DEFEAT degenerate from 72.6%/74.1%/66.9% to
9.9%/33.0%/26.6% on I3ens3+, I3ens4+, and AdvI3+, respectively
Fig. 7 (1)). Moreover, it is surprising that the models trained with
EFEAT generation also demonstrate higher robustness against
ther attacks, including TIM, TI-NRD, TI-ILA, etc. These results ver-
fy the effectiveness and generalizability of the proposed DEFEAT
n the adversarial training paradigm.

. Further analysis of transferability

eature Similarity. One line to study transferability is analyzing
he variation of representations between the input image and its
dversarial example. Concretely, we explore the correlation as
n indication to learn their intrinsic properties. For evaluating
he feature similarity, we randomly choose 1000 images from
mageNet validation dataset, and average the cosine of features
rom layer 1 to 10 (column-wise) based on clean images and
heir adversarial counterparts generated at different depths (row-
ise). The similarity matrixM of four source models are recorded

n Fig. 8, where Mij indicates the average cosine between jth
eatures extracted from original x and its adversarial x′Li generated
y perturbing layer i.
As row-wise observed from the similarity matrices (Fig. 8),

e can roughly classify four white-box networks as two types:
1) Mutational models, which keep the adjacent cosine val-
es in stable at shallow layers and decrease sharply at specific
eep layers, like I3 and IR2; (2) Gradational models, which
rogressively decrease the pairwise cosines from shallow to deep
epresentations, including D161 and R152.

These matrices provide some hints about the trendlines of
ransferability. For mutational models (i.e., I3 and IR2), the ad-
ersarial examples constructed from shallow layers (x′L1 ∼ x′L5)



L. Huang, C. Gao and N. Liu Neural Networks 156 (2022) 13–28

F
l

F
(

e
i

i
f
a
l
t
f

(
t

ig. 8. The correlation matrices of features between adversarial examples and clean images. The darker the color, the less similarity. Each entry shows the cosine of
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ig. 9. Visualization of the highlighted discriminative regions on I3 (top) and R152 (bottom). The adversarial images constructed by perturbing the shallow features
L1, L3, L5) as well as the deep features (L6, L8, L10).

xhibit highly-correlated with their input data, while the deeper We notice that the variation of attention maps also hints at the

nstances (x′L6 ∼ x′L9) demonstrate huge variant with the clean transferability trends (Fig. 3) and the correlation matrices (Fig. 8).
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images (see bottom right corners). This observation obviously
can be related to the curve shapes of I3 and IR2 in Fig. 3 that
the transferability is lower before layer L5 and then dramatically
ncreases from layer L6 to L9, like the inverse of correlation. As
or gradational models D161 and R152, we find the similarities
t the first two layers are high and continue to decrease at deep
ayers with a slow and steady rate. This tendency is also converse
o the curve shape in Fig. 3 that the transfer rates increase shapely
rom L1 to L3, and then grow slowly until the layer depth exceeds
L9. In short, lower correlation indicates the greater dissimilarity
between clean data and adversarial ones, thus induces higher
transferability.
Attention Mechanism. We provide more qualitative investiga-
tions about transferability and attention maps. Given a clean
image and a series of adversarial examples generated by attacking
different latent layers, we use vanilla model I3 (top row) and
R152 (bottom row) as an example to visualize the discrimina-
tive regions by using grad-CAM (Selvaraju et al., 2017) in Fig. 9
(more examples are demonstrated in supplemental material).
Concretely, the visualization includes the adversarial images gen-
erated by disrupting shallow features (L1, L3, L5) and deep layers
L6, L8, L10). The clean image and its heatmaps are illustrated on
he left side to reflect the changes of attentions.
237
or I3, it can be seen that the original image shares a similar at-
ention area with shallow adversarial examples (i.e., x′L1, x

′

L3, x
′

L5),
hile a distinct different heatmap occurs after disrupting the

eatures at layer 6. This observation further confirms the property
f the mutational model that layer 6 is an inflection point that
urns the high correlation to little similarity, thus improving
he transferability at deeper layers. Similarly, the discriminative
egion of gradational model R152 progressively moves from the
ain content area to the background area if the perturbed fea-

ures is located after 3 layer. Similar behaviors are observed in
oth transfer trendlines (Fig. 3) and correlation matrices (Fig. 8).
onsequently, the variation of heatmaps not only implies the dif-
erences between mutational models and gradational models, but
lso provides a complementary explanation about transferability.

. Conclusion

In this paper, we focus on the problem of black-box adversarial
ttacks. Especially, we find that the domain-overfitting effect may
ower the transferability of feature-level adversarial examples.
o improve their capabilities against both benign to adversarial
omains, we propose a novel feature-level framework, referred
o as Decoupled Feature Attack (DEFEAT). Concretely, DEFEAT
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decouples the classical one-stage procedure into two phases: it
adopts explored optimization strategies to learn an adversarial
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istribution with relatively high losses in the first stage, and then
amples the noises from learned space to construct adversarial
erturbations in the second stage. Extensive experiments demon-
trate that DEFEAT largely mitigates the domain-overfitting ef-
ect, thus achieving better transferability than both feature-level
nd gradient-based methods. It also indicates that the current
efenses are not real security. Finally, we further provide in-
ights into the relationship between transferability and internal
epresentations, which may help the community enhance the
obustness of deep learning models.

ata availability

Data will be made available on request.

cknowledgments

This work was supported by National Natural Science Founda-
ion of China (61972433) and Guangdong Basic and Applied Basic
esearch Foundation (2021A1515012242).

eclaration of competing interest

The authors declare that they have no known competing finan-
ial interests or personal relationships that could have appeared
o influence the work reported in this paper.

ppendix A. Supplementary data

Supplementary material related to this article can be found
nline at https://doi.org/10.1016/j.neunet.2022.09.009.

eferences

ndriushchenko, M., Croce, F., Flammarion, N., & Hein, M. (2020). Square attack:
A query-efficient black-box adversarial attack via random search. In European
conference on computer vision (pp. 484–501). Springer.

ai, X., Yang, M., & Liu, Z. (2020). On the robustness of skeleton detection against
adversarial attacks. Neural Networks, 132, 416–427.

orkar, T., Heide, F., & Karam, L. (2020). Defending against universal at-
tacks through selective feature regeneration. In Proceedings of the IEEE/CVF
conference on computer vision and pattern recognition (pp. 709–719).

arlini, N., & Wagner, D. (2017). Towards evaluating the robustness of neural
networks. In 2017 IEEE symposium on security and privacy (pp. 39–57).

Chen, P. -Y., Zhang, H., Sharma, Y., Yi, J., & Hsieh, C. -J. (2017). Zoo: Zeroth
order optimization based black-box attacks to deep neural networks without
training substitute models. In Proceedings of the 10th ACM workshop on
artificial intelligence and security (pp. 15–26).

Cheng, M., Singh, S., Chen, P., Chen, P. -Y., Liu, S., & Hsieh, C. -J. (2020). Sign-opt:
A query-efficient hard-label adversarial attack. In International conference on
learning representation.

Cohen, J., Rosenfeld, E., & Kolter, Z. (2019). Certified adversarial robustness
via randomized smoothing. In International conference on machine learning
(pp. 1310–1320).

Dong, Y., Liao, F., Pang, T., Su, H., Zhu, J., Hu, X., et al. (2018). Boosting adversarial
attacks with momentum. In Proceedings of the IEEE conference on computer
vision and pattern recognition (pp. 9185–9193).

Dong, Y., Pang, T., Su, H., & Zhu, J. (2019). Evading defenses to transferable
adversarial examples by translation-invariant attacks. In Proceedings of the
IEEE conference on computer vision and pattern recognition (pp. 4312–4321).

Finlay, C., Pooladian, A. -A., & Oberman, A. (2019). The logbarrier adversarial
attack: Making effective use of decision boundary information. In Proceedings
of the IEEE/CVF international conference on computer vision (pp. 4862–4870).

Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014). Explaining and harnessing
adversarial examples. arXiv preprint arXiv:1412.6572.

Guo, C., Rana, M., Cisse, M., & van der Maaten, L. (2018). Countering adversarial
images using input transformations. In International conference on learning
representations.

He, K., Zhang, X., Ren, S., & Sun, J. (2016). Deep residual learning for image
recognition. In Proceedings of the IEEE conference on computer vision and
pattern recognition (pp. 770–778).
238
ings of the IEEE/CVF conference on computer vision and pattern recognition
(pp. 720–729).

uang, Q., Katsman, I., He, H., Gu, Z., Belongie, S., & Lim, S. -N. (2019). Enhanc-
ing adversarial example transferability with an intermediate level attack.
In Proceedings of the IEEE/CVF international conference on computer vision
(pp. 4733–4742).

uang, G., Liu, Z., Van Der Maaten, L., & Weinberger, K. Q. (2017). Densely
connected convolutional networks. In Proceedings of the IEEE conference on
computer vision and pattern recognition (pp. 4700–4708).

uang, L., Wei, S., Gao, C., & Liu, N. (2022). Cyclical adversarial attack pierces
black-box deep neural networks. Pattern Recognition, Article 108831.

lyas, A., Engstrom, L., Athalye, A., & Lin, J. (2018). Black-box adversarial attacks
with limited queries and information. In International conference on machine
learning (pp. 2137–2146). PMLR.

lyas, A., Engstrom, L., & Madry, A. (2019). Prior convictions: Black-box adver-
sarial attacks with bandits and priors. In International conference on learning
representations.

nkawhich, N., Wen, W., Li, H. H., & Chen, Y. (2019). Feature space perturbations
yield more transferable adversarial examples. In Proceedings of the IEEE
conference on computer vision and pattern recognition (pp. 7066–7074).

to, R., Nakae, K., Hata, J., Okano, H., & Ishii, S. (2019). Semi-supervised deep
learning of brain tissue segmentation. Neural Networks, 116, 25–34.

ia, X., Wei, X., Cao, X., & Foroosh, H. (2019). Comdefend: An efficient image
compression model to defend adversarial examples. In Proceedings of the
IEEE conference on computer vision and pattern recognition (pp. 6084–6092).

ingma, D. P., & Ba, J. (2014). Adam: A method for stochastic optimization. arXiv
preprint arXiv:1412.6980.

urakin, A., Goodfellow, I., & Bengio, S. (2017). Adversarial machine learning at
scale. In International conference on learning representations.

i, Y., Bai, S., Zhou, Y., Xie, C., Zhang, Z., & Yuille, A. L. (2020).
Learning transferable adversarial examples via ghost networks. In AAAI
(pp. 11458–11465).

i, L., Li, Z., Liu, Y., & Hong, Q. (2021). Deep joint learning for language
recognition. Neural Networks, 141, 72–86.

i, Y., Li, L., Wang, L., Zhang, T., & Gong, B. (2019). Nattack: Learning the
distributions of adversarial examples for an improved black-box attack
on deep neural networks. In International conference on machine learning
(pp. 3866–3876).

iao, F., Liang, M., Dong, Y., Pang, T., Hu, X., & Zhu, J. (2018). Defense against
adversarial attacks using high-level representation guided denoiser. In Pro-
ceedings of the IEEE conference on computer vision and pattern recognition
(pp. 1778–1787).

in, Z., Jia, J., Huang, F., & Gao, W. (2022). Feature correlation-steered capsule
network for object detection. Neural Networks, 147, 25–41.

iu, Y., Chen, X., Liu, C., & Song, D. (2017). Delving into transferable adversarial
examples and black-box attacks. In International conference on learning
representations.

adry, A., Makelov, A., Schmidt, L., Tsipras, D., & Vladu, A. (2018). Towards deep
learning models resistant to adversarial attacks. In International conference on
learning representations.

aimon, G., & Rokach, L. (2022). A universal adversarial policy for text classifiers.
Neural Networks, 153, 282–291.

oosavi-Dezfooli, S. -M., Fawzi, A., Fawzi, O., & Frossard, P. (2017). Universal
adversarial perturbations. In Proceedings of the IEEE conference on computer
vision and pattern recognition (pp. 1765–1773).

opuri, K. R., Ganeshan, A., & Babu, R. V. (2018). Generalizable data-free
objective for crafting universal adversarial perturbations. IEEE Transactions
on Pattern Analysis and Machine Intelligence, 41(10), 2452–2465.

aseer, M., Khan, S., Hayat, M., Khan, F. S., & Porikli, F. (2020). A self-supervised
approach for adversarial robustness. In Proceedings of the IEEE/CVF conference
on computer vision and pattern recognition (pp. 262–271).

aseer, M., Khan, S. H., Rahman, S., & Porikli, F. (2018). Task-generalizable
adversarial attack based on perceptual metric. arXiv preprint arXiv:1811.
09020.

ang, T., Xu, K., & Zhu, J. (2019). Mixup inference: Better exploiting mixup
to defend adversarial attacks. In International conference on learning
representations.

rakash, A., Moran, N., Garber, S., DiLillo, A., & Storer, J. (2018). Deflecting
adversarial attacks with pixel deflection. In Proceedings of the IEEE conference
on computer vision and pattern recognition (pp. 8571–8580).

elvaraju, R. R., Cogswell, M., Das, A., Vedantam, R., Parikh, D., & Batra, D.
(2017). Grad-cam: Visual explanations from deep networks via gradient-
based localization. In Proceedings of the IEEE international conference on
computer vision (pp. 618–626).

imonyan, K., & Zisserman, A. (2015). Very deep convolutional networks
for large-scale image recognition. In International conference on learning
representations.



L. Huang, C. Gao and N. Liu Neural Networks 156 (2022) 13–28

Szegedy, C., Ioffe, S., Vanhoucke, V., & Alemi, A. A. (2017). Inception-v4,
inception-resnet and the impact of residual connections on learning. In

S

T

V

W

X

Xie, C., & Yuille, A. (2019). Intriguing properties of adversarial training at scale.
In International conference on learning representations.

X

Z

Z

Z

Z

Z

28
Thirty-first AAAI conference on artificial intelligence (pp. 4278–4284).
zegedy, C., Vanhoucke, V., Ioffe, S., Shlens, J., & Wojna, Z. (2016). Rethinking

the inception architecture for computer vision. In Proceedings of the IEEE
conference on computer vision and pattern recognition (pp. 2818–2826).

ramèr, F., Kurakin, A., Papernot, N., Goodfellow, I., Boneh, D., & McDaniel, P.
(2018). Ensemble adversarial training: Attacks and defenses. In International
conference on learning representations.

idnerová, P., & Neruda, R. (2020). Vulnerability of classifiers to evolutionary
generated adversarial examples. Neural Networks, 127, 168–181.

ang, Z., Guo, H., Zhang, Z., Liu, W., Qin, Z., & Ren, K. (2021). Feature
importance-aware transferable adversarial attacks. In Proceedings of the
IEEE/CVF international conference on computer vision (pp. 7639–7648).

ie, C., Wang, J., Zhang, Z., Ren, Z., & Yuille, A. (2018). Mitigating adversar-
ial effects through randomization. In International conference on learning
representations.
239
ie, C., Zhang, Z., Zhou, Y., Bai, S., Wang, J., Ren, Z., et al. (2019). Improving trans-
ferability of adversarial examples with input diversity. In Proceedings of the
IEEE conference on computer vision and pattern recognition (pp. 2730–2739).

eiler, M. D., & Fergus, R. (2014). Visualizing and understanding convolutional
networks. In European conference on computer vision (pp. 818–833).

hang, H., Cisse, M., Dauphin, Y. N., & Lopez-Paz, D. (2018). Mixup: Be-
yond empirical risk minimization. In International conference on learning
representations.

hang, S., Huang, K., Zhu, J., & Liu, Y. (2021). Manifold adversarial training for
supervised and semi-supervised learning. Neural Networks, 140, 282–293.

hao, Z., Liu, Z., & Larson, M. (2021). On success and simplicity: A second look
at transferable targeted attacks. Advances in Neural Information Processing
Systems, 34.

hou, W., Hou, X., Chen, Y., Tang, M., Huang, X., Gan, X., et al. (2018). Transfer-
able adversarial perturbations. In Proceedings of the european conference on
computer vision (pp. 452–467).



AUTE: Peer-Alignment and Self-Unlearning Boost Adversarial Robustness for
Training Ensemble Models

Lifeng Huang1, Tian Su2, Chengying Gao2, Ning Liu2, Qiong Huang1 ∗

1College of Mathematics and Informatics, South China Agricultural University
2School of Computer Science and Engineering, Sun Yat-sen University
{huanglf6, qhuang}@scau.edu.cn, {mcsgcy, liuning2}@mail.sysu.edu.cn

Abstract

Adversarial attacks poses a significant threat to the security
of AI-based systems. To counteract these attacks, adversar-
ial training (AT) and ensemble learning (EL) have emerged
as widely adopted methods for enhancing model robust-
ness. However, a counter-intuitive phenomenon arises where
the simple combination of these approaches may potential-
ly compromising adversarial robustness of ensemble models.
In this paper, we propose a novel method called Alignment
and Unlearning for Training Ensembles (AUTE), aiming to
effectively integrate AT and EL to maximize their benefits.
Specifically, AUTE incorporates two key components. First-
ly, AUTE divides the ensemble into a big peer model and a
single member in a loop manner, aligning their outputs for
boosting robustness of each member. Secondly, AUTE intro-
duces the concept of unlearning, actively forgetting specif-
ic data with over-confident properties to preserve model ca-
pacity to learn more robust features. Extensive experiments
across various datasets and networks illustrate that AUTE
achieves superior performance compared to baselines. For in-
stance, a 5-member AUTE with ResNet-20 networks outper-
forms state-of-the-art method by 2.1% and 3.2% in classify-
ing clean and adversarial data. Additionally, AUTE can easily
extend to non-adversarial training paradigm, surpassing cur-
rent standard ensemble learning methods by a large margin.

Code — https://github.com/mesunhlf/AUTE

Introduction
Deep neural networks (DNNs) have been widely employed
in essential systems, including classification (He et al. 2016),
recognition (Qiao et al. 2021) and translation (Ouyang et al.
2022). Despite their excellent performance, DNNs are not
robust to adversarial examples: adding human-imperceptible
perturbations to the clean data can deceive DNNs into out-
putting unexpected predictions (Wu et al. 2020; Huang et al.
2020; Doan et al. 2022).

There has emerged a number of research on defenses. For
example, adversarial training (AT) and ensemble learning
(EL) are two promising methods to enhance adversarial ro-
bustness. Specially, AT trains DNNs on generated adversar-
ial examples, while most of AT methods merely focus on

∗Corresponding author.
Copyright c© 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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Figure 1: The comparison results between different ensem-
ble models. The primary axes represent clean accuracy and
adversarial robustness against the AA attack. The size of
each circle (ensemble method) indicates the robustness level
of ensemble models with 3, 5, and 8 members, ranging from
small to large. Our proposed AUTE ensembles exhibit sig-
nificantly better performance compared to existing methods.

the defensive capabilities of individual models (Zhang et al.
2019; Wang et al. 2019; Rade and Moosavi-Dezfooli 2021b;
Qizhang Li 2023). In contrast, EL methods optimize mul-
tiple models on the clean data and then combine them to-
gether for joint predictions (Pang et al. 2019; Yang et al.
2020; Deng and Mu 2024; Zhuang et al. 2024; Huang et al.
2023b). In general, EL approaches exhibit desirable robust-
ness against black-box attacks. Given the observations that
EL is benefit to constitute stronger standard trained model-
s, a natural question arises: Can AT and EL be integrated
compatibly to further boost accuracy and robustness?

Empirically, we observe a counter-intuitive phenomenon
where the simple combination of AT and EL approach-
es sometimes offers marginal robustness improvements,
while at other times, it inadvertently introduces side effects
that can compromise the adversarial robustness. This phe-
nomenon suggests that this simple combination may strug-
gle to learn balanced features from both clean and adversar-
ial data, which aligns the findings in related works (Xie and
Yuille 2019). In light of these results, our forthcoming ob-
jective is to answer the question: How can we maximize the
benefits from EL for further boosting AT ensembles?
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In this paper, we present a novel method aimed at estab-
lishing robust ensemble models, referred to as Alignment
and Unlearning for Training Ensembles (AUTE). AUTE
consists of two crucial components: the Peer-Alignment
scheme and the Self-Unlearning optimization, respectively.

• Peer-Alignment: Given that an ensemble of multiple AT
models often demonstrates an improved defensive capac-
ity than a single model, we partition the ensemble into
two parts—a larger peer model characterized by higher
robustness and a single member with weaker resistance.
By aligning the robust features of the member with those
of the peer model, its robustness is enhanced, and it is
then integrated into the peer model to create a more ro-
bust ensemble. Since the alignment process between sin-
gle member and its peer is carried out in a loop manner,
the robustness of each ensemble member is gradually en-
hanced, leading to improved overall defensive capability
from an ensemble learning perspective.

• Self-Unlearning: Most AT methods usually require net-
work to capture robust features from all adversarial ex-
amples. However, it is challenging for models to entire-
ly learn all adversarial data, which arises from the need
for the consumption of a significant portion of the mod-
el capacity (Zhang et al. 2020). Particularly, we identi-
fy that certain adversarial examples are predicted with
high confidence, resulting in over-confident predictions.
This behavior can inadvertently have a negative impact
on model performance (Müller, Kornblith, and Hinton
2019). Therefore, this category of data is designated for
forgetting to free up model capacity and subsequently re-
learned by the AT model. As training progresses, the AT
model can correctly classify more adversarial data, while
simultaneously mitigating the over-confidence dilemma.

We conduct extensive experiments on various datasets and
networks under a range of attack scenarios. The empirical
results suggest that the proposed AUTE method perform
signicantly higher clean accuracy as well as adversarial ro-
bustness compared to SOTA methods (see Fig. 1). Further-
more, AUTE exhibits well scalability, allowing it to further
boost the performance as the ensemble size increases. For in-
stance, training ResNet-20 networks on CIFAR-10 dataset,
when AUTE trains an ensemble with 3 members, it improves
average robustness from the SOTA 51.6% to 54.6%, and af-
ter increasing the group size to 8 members, AUTE boosts
robustness from the SOTA 53.0% to 56.8%. In summary,
the contributions of our work are three-fold:

• We introduce Peer-Alignment training scheme, a novel
strategy designed to enhance the robustness of ensemble
models. It guides each individual model within the en-
semble to iteratively align with stronger peers, ultimately
strengthening the overall robustness of the ensemble.

• We propose the Self-Unlearning optimization, which
force ensembles to learn more robust features. Unlike
most methods that continuously perform the learning
process, we forces ensemble members to intentionally
forget certain adversarial examples with high confidence
and then attempt to relearn this type of data.

• Extensive experiments across various datasets and net-
works demonstrate that AUTE not only achieves the
highest performance, but also showcases strong scalabili-
ty and generalizability to the standard training paradigm.

Related Work
Adversarial Attacks. Given the susceptibility of DNNs to
adversarial examples, there has been a significant surge in
interest surrounding the development of attack techniques.
Specially, an adversarial example is created by adding an
imperceptible perturbation to the clean data, which can mis-
lead the model to flip its label to a wrong prediction. A va-
riety of attack methods has been developed recently, includ-
ing Momentum-based Iterative Method (MIM) (Dong et al.
2018), Projecting Gradient Descent (PGD) (Madry et al.
2017), Parameters-freed Auto-Attack (AA) (Croce and Hein
2020), etc. These attacks have demonstrated their capabili-
ty to achieve a high success rate in misleading DNNs, even
when subjected to defensive mechanisms (Prakash et al.
2018; Athalye, Carlini, and Wagner 2018). They also exhibit
ability to generalize adversarial effect across different net-
works and datasets under black-box scenarios (Huang, Gao,
and Liu 2023; Huang et al. 2022). This poses a significant
threat to the security of AI-controlled systems.
Adversarial Defenses. Adversarial Training (AT) treats ad-
versarial examples as a form of augmentation data to train
models (Madry et al. 2017). For example, TRADES (Zhang
et al. 2019) is engineered to achieve better balance between
clean accuracy and adversarial robustness. MART (Wang
et al. 2019) distinguishes between misclassified and cor-
rectly classified data during optimization, aiming to im-
prove overall model performance. HAT (Rade and Moosavi-
Dezfooli 2021b) introduces helper examples to confine the
excessive margin of decision boundaries. STAT (Qizhang Li
2023) creates collaborative examples (instead of adversarial
examples) during training, fortifying its defensive capacity.
AROW (Yang, Kong, and Kim 2023) pays more attention
to less robust data, going a step further in boosting resis-
tance. Although these methods perform well in single-model
scenarios, effectively combining multiple AT models to en-
hance robustness presents an ongoing challenge.

Ensemble Learning (EL) was initially conceived to en-
hance overall performance in the context of classifying out-
of-distribution data (Schapire 2013) or uncertainty estima-
tion (Lakshminarayanan, Pritzel, and Blundell 2017). Re-
cent studies show that EL methods can improve adversar-
ial robustness, particularly in the settings of defending a-
gainst black-box attacks (Pang et al. 2019; Yang et al.
2020). Several methods focus on training ensembles from
an optimization standpoint, such as ADP (Pang et al. 2019)
and GAL (Kariyappa and Qureshi 2019). Another way to
strengthen the ensemble is employing augmentation and s-
moothing techniques, including DVERGE (Yang et al. 2020)
and TRS (Yang et al. 2021b). However, their robustness is
significantly degenerated under white-box attacks. Beyond
standard EL methods, some advanced approaches, such as
MCE (Zhang et al. 2022) and DRT (Yang et al. 2021a), in-
corporate both AT and EL concepts to build robust ensemble
models, though their improvements are limited.
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Methodology
Simple Combinations of AT and EL
We aim to answer two questions in the field: (1) Can ad-
versarial training (AT) and ensemble learning (EL) be com-
bined to improve adversarial robustness; and (2) If such a
harmonious integration is feasible, how can we maximize
the benefits derived from both EL and AT to further enhance
clean accuracy and robustness?

To answer the first question, we start by building two sim-
ple combinations of AT and EL approaches. The first one
directly incorporates the principles of AT into EL method-
s (AT2EL), which utilize adversarial examples for training
ensemble models. The second approach involves the imple-
mentation of EL concepts into AT methods (EL2AT) that
multiple AT models are optimized and subsequently consol-
idated into a large ensemble group. We test the robustness of
these two combinations by using six methods, and detailed
experimental results are shown in the Appendix. A.

We draw two key insights from the empirical results: (1)
combining multiple AT models together to form an ensem-
ble indeed exhibit higher adversarial robustness compared
to a single AT model; and (2) Diversification regularization
(Pang et al. 2019; Yang et al. 2020) sometimes unintention-
ally degrade the adversarial robustness of ensemble models.
Building on these findings, we introduce a novel method to
further enhance ensemble performance, termed Alignment
and Unlearning for Training Ensembles (AUTE), addressing
the second question. This method notably improves perfor-
mance from both ensemble learning and adversarial training
perspectives: Peer-Alignment and Self-Unlearning (Fig. 2).

Peer-Alignment Training Scheme
We introduce the Peer-Alignment (PA) scheme from the per-
spective of ensemble learning. Two crucial discoveries serve
as the basis for it: (1) The experimental results above sub-
stantiate the conclusion that simply adding AT models in the
ensemble can strengthen them to become a stronger defend-
er. This finding is rooted in the intuition that stacking multi-
ple members together to create a larger network provides in-
creased capacity for learning more robust features from ad-
versarial examples; and (2) Recent works (Zhao et al. 2022;
Zhou et al. 2021; Huang et al. 2023a) have demonstrated that
distillation is a valuable technique for training smaller ro-
bust networks by transferring defensive knowledge from an
existing adversarially trained model. Thus, we can instruct
each ensemble member to align features from its partner-
s with higher robustness. These two observations motivate
us to include three key steps in Peer-Alignment: separation,
alignment, and reallocation. The intuitive mechanism of PA
is illustrated in Fig. 2.

Separation, which creates adversarial examples and di-
vides the entire ensemble into two groups. Specifically, giv-
en an ensemble model F comprising a total of n mem-
bers F = {f1, f2, ..., fn}, it is partitioned into two non-
overlapping parts: one is a single member, denoted as fi,
which is presently the subject of optimization; another part
is a freezed subset ensemble, namely the peer model of Pi,
which consists of the rest of n− 1 members.

f1
f2 f3

f4

Alignment

f2
f4f3 Adv

Ensemble Model

Peer
Model

Optimized
Member

Prediction Prediction

f1

Training  f1

f1
f2 f3

f4

Alignment

f1
f4f3 Adv

Peer
Model

Optimized
Member

Prediction Prediction
Training  f2

Freezed 
Peer Model

Unlearning 
Optimized Member 

f2

Separation Reallocation

Ensemble Model

Figure 2: The pipeline of the proposed AUTE. At each itera-
tion, the entire ensemble is divided into a large freezed peer
model and an small optimized member. The member un-
dergoes self-unlearning optimization (blue area) as well as
aligns with the robust peer model. Afterward, the optimized
member is reassigned within the peer model in preparation
for alignment in the next iteration. These steps are executed
in a round-robin manner.

Alignment, which instructs a optimized member to align
with its peer model. Specifically, we use the Kullback-
Leibler (KL) divergence to measure and minimize the dif-
ferences between the two networks, guiding the alignment
process, which is defined as:

Li,DIS = KL(fi(xadv), Pi(x
adv)), (1)

where xadv is the adversarial example. It is evident that the
capacity of the peer model become larger than this of the
optimized member when the ensemble size n ≥ 3.

Due to the increased model capacity, the peer model can
effectively achieve higher robustness during training. How-
ever, we speculate that this does not necessarily make the
peer model a suitable anchor for all adversarial examples.
To test our hypothesis, we trained several ensembles using
different AT methods and evaluated the robustness of indi-
vidual members and their peer model (see Appendix. B).
Surprisingly, we found that some clean data and adversarial
examples were correctly classified by the smaller member
but misclassified by the larger peer model, suggesting that
the member may have acquired comprehensive knowledge
than its peer on these specific data. This finding aligns with
recent studies (Zhu et al. 2021). Thus, we employ a selective
manner to instruct the member in alignment process. The
optimization objective is reformulated Eq. (1) as:

Li,PA = (1− fi(xadv)) · KL(fi(xadv), Pi(x
adv)), (2)

where the term 1− fi(xadv) is treated as an learning weight
for encouraging the member to selectively align with the
peer model based on the predicted confidence for the data.

Reallocation, which involves incorporating the optimized
member into the peer model for making it stronger, while si-
multaneously excluding another member from the peer mod-
el. The excluded member then prepares for optimizing in the
next iteration.

3673

242



These steps are performed in a round-robin manner to
progressively enhance the robustness of the ensemble. In-
tuitively, the peer model dynamically gains strength as each
robustified member re-engages with the group, leading to
improved accuracy on adversarial examples.

Self-Unlearning Optimization
While most methods typically treat all data equally during
the optimization, recent studies emphasize the potential ben-
efits of introducing instance-weighting to enhance robust-
ness (Yang, Kong, and Kim 2023). Nevertheless, to the best
of our knowledge, existing AT methods still force the model
to continuously capture features from the dataset, including
both adversarial and clean data. However, we discover this
training paradigm may induce larger margin distance, which
may harm the robustness of ensembles. To this end, we in-
troduce the Self-Unlearning (SU) to optimize the model.

Rethink of Margin Distance. Most AT methods usually
aims to achieve the maximum margin distance D between
the groundtruth and others classes, which is defined as:

D
(
f(x), y

)
= f(x)y −max

k 6=y
f(x)k. (3)

Generally, D is employed to measure the gap between the
data point and the nearest decision boundary in the latent s-
pace: the larger D

(
f(x), y

)
, the farther away the data x is

from the boundary, and vice versus. This concept is wide-
ly adopted in training robust models (Ding et al. 2019) or
developing strong attacks (Carlini and Wagner 2017).

However, we observe a perplexing phenomenon where
models like MART and AROW, despite having smaller mar-
gins on both clean and adversarial data, unexpectedly exhibit
stronger defensive capacity compared to models with larg-
er margins, such as SAT and TRADES (see Appendix. B).
Two types of research shed light on explaining this behav-
ior. Firstly, large margin distance is often linked to the over-
confident property, potentially degrading the generalization
of models (Müller, Kornblith, and Hinton 2019). Secondly,
an excessive margin from the data to the decision bound-
ary may impose a burden on the model capacity (Rade and
Moosavi-Dezfooli 2021a). These observations inspire us to
consider minimizing the margin distance, thereby conserv-
ing model capacity and improving adversarial robustness.

Forgetting Fewer for Learning More. Recent advanced
studies have introduced regularization techniques in the
training of AT models, which implicitly penalize overcon-
fident data (Wang et al. 2019; Yang, Kong, and Kim 2023).
To further reduce the margin between adversarial examples
and the decision boundary, we incorporate the idea of ma-
chine unlearning (Sekhari et al. 2021) into the optimization
of robust models, referred to as Self-Unlearning (SU).

In contrast to existing machine unlearning techniques that
entirely eliminate the features of specific data, our approach
emphasizes encouraging models to retain a subset of fea-
tures from instances demonstrating overconfidence. Specifi-
cally, SU comprises two main components: firstly, the model
continuously learns features from adversarial examples un-
til they can be accurately classified, and secondly, the model
progressively forgets data locates in low-loss regions with

high confidence. Therefore, we reformulate standard Cross-
Entropy by introducing an unlearning weight as LUCE:

LUCE(f(x), y) = −wSU ·
C∑
k=1

yk · f(x)k (4)

wSU =

{
1−D

(
f(x), y

)
D
(
f(x), y

)
<M

−γ · D
(
f(x), y

)
Otherwise (5)

where M is the threshold of margin distance, γ is a small
constant. Intuitively, data with a greater margin has larger
weight during the unlearning process, experiencing a faster
displacement. As a consequence, both adversarial examples
and clean data tend to move away from the low-loss regions.

AUTE Optimization
The proposed AUTE performs the Peer-Alignment (PA) and
the Self-Unlearning (SU) for training the ensemble (Fig. 2).
Specifically, we follow (Yang et al. 2020; Pang et al. 2019)
to optimize members sequentially and then combing them to
form a robust ensemble. In this process, each member simul-
taneously align with their peer model (PA) and captures (or
forgets) the features from adversarial examples (SU). There-
fore, the overall objective for a single member fi is

min
θi

E
(x,y)∼D

[
Li,UCE(fi(x

adv), y) + β · Li,PA

]
, (6)

where β is the balance weight, Li,UCE and Li,PA are objec-
tives defined in SU and PA. Detailed pseudo-code for train-
ing an AUTE ensemble is shown in Appendix. C.

Experiments
Experimental Settings
Dataset. We mainly evaluate the ensemble models using
the CIFAR-10 dataset. To illustrate the generalizability of
the proposed method, we show that AUTE can consistent-
ly achieves superior performance across varying dataset
scales—specifically, on smaller datasets like MNIST as well
as complex datasets such as CIFAR-100 and Tiny-ImageNet.
Network. We align our ensemble setups with those of pre-
vious literature (Pang et al. 2019; Kariyappa and Qureshi
2019; Yang et al. 2020) during evaluations. Specifically, we
utilize the light-weighting ResNet-20 architecture to develop
robust ensemble models. Furthermore, we extend the exper-
iments to include deeper and wider DNNs, such as VggNet-
16, ResNet-18 and WideResNet-34. To demonstrate the s-
calability of AUTE, we build ensemble models with 3, 5,
and 8 members together, respectively.
Baselines. We consider several ensemble versions of AT
methods in comparisons: TRADES (Zhang et al. 2019),
which aims to minimize the empirical risk and the ro-
bustness regularization. MART (Wang et al. 2019), which
assigns larger weight to adversarial examples where the
corresponding clean counterparts are wrongly predicted.
HAT (Rade and Moosavi-Dezfooli 2021a) introduces a stan-
dard neural network as the helper to handle the overly per-
turbed adversarial images. STAT (Qizhang Li 2023) creates
collaborative examples during the training of robust mod-
els. AROW (Yang, Kong, and Kim 2023) applies increased
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Method
3 members 5 members 8 members

Clean MIM PGD-10 PGD-100 AA Avg Clean MIM PGD-10 PGD-100 AA Avg Clean MIM PGD-10 PGD-100 AA Avg

TRADES 76.6 49.2 49.7 48.7 48.7 49.1 76.7 50.4 50.9 50.0 49.9 50.3 78.0 51.3 51.7 50.7 50.7 51.1
MART 74.7 51.1 51.4 50.6 50.4 50.9 75.0 51.6 52.0 51.2 51.0 51.5 75.0 52.6 52.8 52.1 51.9 52.4
HAT 77.2 50.0 50.6 49.3 49.2 49.8 77.9 50.5 51.3 49.9 49.8 50.4 79.2 51.2 51.7 51.0 50.7 51.2
STAT 76.3 50.6 50.9 50.3 50.3 50.5 76.8 51.2 51.5 51.0 50.9 51.2 77.0 51.7 51.9 51.4 51.3 51.6
MCE 76.3 51.1 51.5 51.0 50.6 51.1 76.7 51.9 52.2 51.8 51.5 51.9 77.1 52.5 52.9 52.5 52.3 52.6

AROW 76.2 51.7 52.0 51.3 51.3 51.6 76.3 52.4 52.7 52.1 52.0 52.3 77.4 53.1 53.5 52.8 52.7 53.0
AUTE 78.0 54.8 56.1 54.1 53.5 54.6 78.4 55.7 57.0 54.4 55.0 55.5 80.1 57.1 58.1 55.6 56.4 56.8

Table 1: The robust accuracy (%) of adversarially trained ensembles on CIFAR-10 dataset with ResNet-20 networks.

Method
VggNet-16 Resnet-18 WideResNet-34-10

Clean MIM PGD-10 PGD-100 AA Avg Clean MIM PGD-10 PGD-100 AA Avg Clean MIM PGD-10 PGD-100 AA Avg

TRADES 82.9 52.9 54.0 52.3 52.1 52.8 81.6 55.7 56.4 55.5 55.2 55.7 84.4 56.7 56.3 56.2 56.0 56.3
MART 82.5 51.5 53.1 50.6 50.1 51.3 81.9 56.6 57.8 56.2 55.8 56.6 86.2 60.9 58.6 58.4 58.2 59.0
HAT 83.7 51.0 52.8 49.8 49.4 50.8 84.8 53.7 55.0 53.1 52.6 53.6 86.3 58.5 60.3 59.1 57.3 58.8
STAT 82.7 54.1 55.0 53.5 53.4 54.0 83.1 56.8 57.7 56.5 56.2 56.8 86.2 59.8 60.7 59.4 59.1 59.8
MCE 83.1 55.2 55.0 54.1 53.5 54.5 82.2 56.5 57.6 56.1 56.0 56.6 85.3 60.1 61.0 59.4 59.0 59.9

AROW 82.8 54.9 55.7 54.5 54.5 54.9 82.4 57.9 58.3 57.6 57.5 57.8 85.8 59.7 60.5 59.5 59.2 59.7
AUTE 84.8 59.5 61.6 58.2 55.8 58.8 82.1 64.2 65.0 63.9 61.3 63.6 85.1 64.6 66.1 63.9 62.6 64.3

Table 2: The robust accuracy (%) of adversarially trained ensembles on CIFAR-10 dataset with different structures.

regularization to data susceptible to adversarial attacks. M-
CE (Zhang et al. 2022), which is an advanced method for
learning an ensemble with maximum margin.
Attack Models and Metrics. We test the robustness of en-
sembles under different attack scenarios. Particularly, we in-
clude four white-box attacks: 1) 50-step Momentum-based
Iterative attack Method (MIM) (Dong et al. 2018) with
step size ε/5; 2) 10-step and 100-step PGD (Madry et al.
2017), denoted as PGD-10 and PGD-100, respectively; and
3) Auto-Attack (AA) (Croce and Hein 2020), which is an
ensemble of parameter-free attacks to fool classifiers. We e-
valuate the accuracy of ensembles on clean data (clean accu-
racy) and robustness against adversarial examples generated
with a perturbation magnitude of ε = 8/255. More experi-
mental results of ensemble voting, smaller and larger pertur-
bations are reported in Appendix.

Experimental Results of AUTE
We mainly assess the performance of ensemble models on
the light-weighting ResNet-20 structure using CIFAR-10
dataset. We also extend our experiments to different datasets
(i.e., MNIST, CIFAR-100, and Tiny-ImageNet). We also ex-
plore the combination of various network architectures (i.e.,
VggNet-16, ResNet-18, and WideResNet-34).

(1) Performance on CIFAR-10 Dataset. We demon-
strate the clean accuracy and adversarial robustness under
different white-box attacks in Tab. 1. In particular, we in-
clude the adversarially trained ensembles with various group
size (i.e., 3, 5, and 8 members) in the evaluations.

Referring to Table 1, it is consistent with our observations
in Section that most ensembles exhibit similar trends. As the
number of members in the ensemble models increases, their
performance gradually improves. Among baselines, HAT
consistently demonstrates superior performance in classify-

ing clean data among the baselines. Conversely, MART e-
merges as a robust defender against adversarial examples,
albeit at the cost of recording the lowest accuracy on clean
data, thereby limiting its practical applicability. Similarly,
methods like TRADES and STAT also exhibit varying de-
grees of bias towards either clean accuracy or robustness.
The experimental results illustrate the challenge of balanc-
ing these two metrics simultaneously.

In comparison to baseline methods, AUTE demonstrates
significantly enhanced performance in classifying both clean
and adversarial examples. Notably, a 3-member AUTE ac-
curately identifies 54.6% of adversarial examples on aver-
age, surpassesing the runner-up AROW ensemble by 3.5%.
Moreover, the scalability of AUTE is remarkable, as ev-
idenced by its favorable outcomes with larger ensemble
groups. By training with more members, AUTE consistently
enhances its performance. Particularly, an 8-member AUTE
surpasses the nearest competitors AROW by a considerable
margin of 3.9% in robustness against PGD-100 attacks. This
improvement can be attributed to the fact that AUTE com-
bines the alignment process with an unlearning paradigm to
optimize ensemble members, thereby demonstrating better
trade-off between robustness and accuracy.

(2) Performance on Complicated Structures. Instead
of merely using the light-weighting ResNet-20 network to
form ensemble models, we consider following settings: 1)
ResNet family but with different network depths and widths,
i.e., ResNet-18 and WideResNet-34-10; and 2) the VggNet
network family, i.e., VggNet-16. The performance of these
variants on CIFAR-10 dataset is reported in Tab. 2.

According to Tab. 2, there are three implications. Firstly,
it is evident that incorporating deeper ResNets into ensemble
models results in significant enhancements across both clean
accuracy and adversarial robustness metrics. This observa-
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Method
MNIST CIFAR-100 Tiny-ImageNet

Clean MIM PGD-10 PGD-100 AA Avg Clean MIM PGD-10 PGD-100 AA Avg Clean MIM PGD-10 PGD-100 AA Avg

TRADES 98.2 93.7 93.7 93.3 93.1 93.4 58.0 30.9 31.7 30.6 30.2 30.9 51.5 25.1 25.3 24.8 24.8 25.0
MART 99.1 93.3 93.6 92.3 89.7 92.2 56.1 31.0 32.1 30.3 30.0 30.9 50.1 24.2 24.6 23.9 23.7 24.1
HAT 99.2 93.6 93.9 93.2 93.4 93.5 58.2 31.4 31.3 30.8 30.3 31.0 50.3 24.4 25.0 24.1 24.0 24.4
STAT 98.7 93.6 94.3 93.5 90.3 92.9 57.3 31.8 32.0 31.6 31.3 31.7 50.2 24.8 25.0 24.8 24.8 24.9
MCE 98.5 93.1 94.0 93.0 92.9 93.3 58.1 31.1 32.3 32.0 31.6 31.8 50.0 25.0 25.6 25.0 24.8 25.1

AROW 97.8 93.3 93.3 93.1 92.8 93.1 58.4 32.1 32.4 31.9 31.0 31.9 50.6 25.2 25.6 25.1 25.0 25.2
AUTE 98.9 94.9 94.9 94.3 94.2 94.6 59.3 32.6 33.2 32.3 32.0 32.5 52.5 25.9 26.3 25.4 25.3 25.7

Table 3: The robust accuracy (%) of adversarially trained ensembles on different datasets.
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Figure 3: Robustness of standard (non-adversarial) trained
ensembles on CIFAR-10 and CIFAR-100 datasets.

tion is consistent with prior studies that networks with more
parameters usually brings larger model capacity, which sup-
ports models in achieving higher performance against ad-
versarial attacks. Secondly, the choice of network family e-
merges as a crucial factor influencing learning preferences
during model optimization. Specifically, VggNet ensembles
significantly enhances clean data classification capabilities,
e.g., the improvements are 5.9% and 7.8% for TRADES and
MART, respectively. However, the improvements in robust-
ness are comparatively less pronounced. This fact reveals the
accuracy and robustness bias related to the network struc-
tures. Thirdly, the proposed AUTE still demonstrate superior
performance compared to current methods. Specially, lever-
aging both alignment and unlearning mechanisms, AUTE
achieves significant advantages from larger model capaci-
ties. The average enhancements of these three complicated
ensembles are 3.2%, 9.0% and 9.7% in adversarial robust-
ness, surpassing those of baseline methods. This observation
highlights the potential and effectiveness of AUTE.

(3) Performance on Different Datasets. We report the
experimental results of various ensemble models with 3-
member setup on MNIST, CIFAR-100 and Tiny-ImageNet
datasets in Tab. 3. Specially, MNIST has resolutions of
28 × 28, which is smaller than the dimension of CIFAR-10
dataset. CIFAR-100 consists of 100 classes, and Tiny Ima-
geNet comprises 200 classes with a resolution of 64 × 64.
We train ResNet-20 ensembles on MNIST and ResNet-18
ensembles on CIFAR-100 and Tiny-ImageNet, respectively.

In Table 3, a noteworthy deviations are observed in the be-
haviors of MART, STAT, and HAT compared to their perfor-
mances on the CIFAR-10 datasets. Specifically, the defen-
sive capabilities of MART and STAT diminish significant-
ly when confronted with different attacks. On the contrary,

Settings PA SU Clean MIM PGD-10 AA Avg

AT × × 76.7 (-) 49.5 49.9 48.9 49.4 (-)

w/o PA × X 78.4 (+1.7) 55.2 56.1 52.0 54.4 (+5.0)

w/o SU X × 79.0 (+2.3) 50.4 51.2 49.4 50.3 (+0.9)

w/o Weight ? X 78.5 (+1.8) 54.9 55.9 52.5 54.4 (+5.0)

w/ ADP ? X 71.3 (-5.4) 45.0 45.4 44.6 45.0 (-4.4)

AUTE-LS (0.1) X ? 79.2 (+2.5) 48.6 49.3 47.6 48.5 (-0.9)

AUTE-LS (0.3) X ? 79.1 (+2.4) 49.0 49.8 48.3 49.0 (-0.4)

AUTE-LS (0.5) X ? 78.6 (+1.9) 49.1 50.0 48.4 49.2 (-0.2)

AUTE (ours) X X 78.0 (+1.3) 54.8 56.1 53.5 54.8 (+5.4)

Table 4: The robust accuracy (%) of adversarially trained
ensembles trained by using different setups.

HAT exhibits an noticeable improvement in both clean accu-
racy and robustness on MNIST compared to its performance
on CIFAR-10 (see Table. 1). We hypothesize that this suc-
cess can largely be attributed to the fact that its helper mod-
el, trained using the standard paradigm, can achieve nearly
100% accuracy on these datasets. Moreover, it is clearly in-
dicates that AUTE maintains state-of-the-art performance in
defending against various attacks. Specifically, AUTE stands
out as the frontrunner, outperforming the strongest competi-
tor, AROW, by 0.9% in clean accuracy and 0.6% in average
robustness on the CIFAR-100 dataset. Similarly, on the Tiny
ImageNet dataset, AUTE achieves an average improvement
of 1.9% in clean accuracy and 0.5% in robustness. This out-
come provides compelling evidence to support the efficacy
of employing AUTE for training more complex datasets.

(4) Performance on Standard Training. We explore the
potential of AUTE by training ensembles exclusively on nat-
ural data, without incorporating any adversarial examples.
We consider five standard ensemble methods in evaluations:
Vanilla, ADP, GAL, DVERGE, and TRS. We note that these
methods aim to achieve dual objectives: maintaining high
clean accuracy while simultaneously enhancing adversarial
robustness. More details are introduced in the Appendix. E.

We plot the black-box robustness of different methods in
Fig. 3 and report detailed white-box robustness in Appendix.
E. We can see that the proposed Std-AUTE also exhibits
remarkable robustness against black-box attack with large
perturbation compared to baselines. A similar tendency is
observed under white-box attacks that AUTE surpasses the
second-place baseline by a substantial margin.
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The Effect of Alignment and Unlearning
We study the influence of Peer-Alignment (PA) and Self-
Unlearning (SU) in AUTE. Concretely, we investigate each
component in 3-member AUTE ensembles as following:

• Removing either PA or SU from the AUTE ensemble is
denoted as w/o PA or w/o SU, respectively.

• Alignment process without a sample-selective manner in
PA, where the weight in Eq. (2) is set equally for all ad-
versarial data, denoted as w/o Weight.

• Replace the PA with a diversification ADP (Pang et al.
2019) to regularize the ensemble, denoted as w/ ADP.

• Replacing the SU with the Label Smoothing (LS) with a
cofficient λ, denoted as AUTE-LS (λ).

• The full version of the proposed method, i.e., AUTE.

The comparison results for the aforementioned settings
are presented in Table 4. The symbol ? denotes the substitu-
tion of PA or SU with other mechanisms.

Observing the results in Table 4, both PA and SU con-
tribute significantly to enhancing the performance of ensem-
ble models (rows 2 and 3). Specifically, PA notably improves
clean accuracy by 2.3%, while AU demonstrates a greater
tendency to enhance adversarial robustness, with an aver-
age increase of 4.8%. Furthermore, removing the learning
weights of PA results in a slight boost in clean accuracy,
but at the expense of degraded robustness, particularly a-
gainst attackers with large perturbations (row 4). Besides,
the diversification regularizer may compromise the robust-
ness, aligning with our discussions in Methodology (row 5).
As for the label smoothing strategy, we observe that it in-
deed marginally improves clean accuracy. However, its de-
fensive capacity diminishes significantly. An interesting ob-
servation is that as the label smoothing increases (rows 6-8),
the model’s robustness improves while its clean accuracy de-
creases. This aligns with findings from a related study (Yang
et al. 2021b), suggesting that smoothing the model could be
a viable defense against attacks. Consequently, the combi-
nation of PA and SU achieves desirable clean accuracy and
the highest robustness compared to other setups (row 9).

Ablation Studies of AUTE
We train ensembles with 5-member on CIFAR-10 dataset,
where quantitative results are presented in the Appendix.
Group Size of Peer Models. We consider to selectively
combine fewer robust members to form the peer model. A
common trend is observed: both clean accuracy and robust-
ness gradually increase as the peer model becomes larger.
This supports the conclusion that a larger capacity helps the
model capture more robust features. Thus, we select all part-
ner members within the peer model.
Threshold of Margin Distance. The threshold M deter-
mines unlearning behaviors of ensembles (Eq. (5)). We e-
valuate thresholds ranging from 0.01 to 1.0, where a smaller
threshold indicates that adversarial data are positioned clos-
er to the decision boundary. We find that variations in the
threshold do not significantly affect clean accuracy, main-
taining a stable performance of 78.0±0.5%. However, there
is a decline in robustness with increasing thresholds.
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Figure 4: Statistic of margin distance on different ensembles.

Balance Weight. We train the AUTE with different weights
β (Eq. (6)). We can see that clean accuracy and robustness
initially improve and then decline after reaching the peaks.
This suggests that emphasizing the learning from the peer
model too much may lead to inverse consequences. There-
fore, we select a medium weight to strike a better balance
between these competing objectives.
Statistic of Margin Distance. We conducted a statistical
analysis on the margin distances of 10000 clean data and ad-
versarial examples (Fig. 4). We observe that MART and M-
CE ensembles tend to memorize all data, resulting in a phe-
nomenon where a portion of data are classified with abso-
lute confidence. Conversely, TRADES exhibited a relatively
more uniform distribution trend. In comparison to baselines,
AUTE showcased different statistical patterns that most of
data points are concentrated within a small region, which is
largely attributed to the unlearning process.

Conclusion
In this paper, we focused on enhancing the robustness of
ensemble models. We introduced a novel learning method,
termed AUTE, aimed at further improving ensemble ro-
bustness. AUTE comprises Peer-Alignment (PA) and Self-
Unlearning (SU), which enhance performance from the per-
spectives of ensemble learning and adversarial training, re-
spectively. Specifically, PA employing a selective alignment
process to fortify the ensemble member in a iterative man-
ner, and SU facilitates the ensemble in forgetting adversari-
al examples with overconfidence property. Extensive exper-
iments show that AUTE not only achieves higher accura-
cy and robustness across different scenarios, including large
datasets, complicated structures, and challenging attacks,
but also showcases scalability, enabling extension to larger
group and compatibility with standard training paradigms.
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Boosting Imperceptibility of Adversarial Attacks for
Environmental Sound Classification
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Abstract—As artificial intelligence (AI) continues to advance,
AI-based audio systems are becoming increasingly vulnerable
to adversarial attacks. However, most current studies overlook
the scenes of environmental sounds and the imperceptibility of
attack. In response to these, we propose a novel frequency-
weighted perturbation algorithm for environmental sounds called
the Frequency Psychological Attack Algorithm (FPAA). This
innovative algorithm incorporates auditory thresholds with psy-
choacoustic principles during the perturbation generation process
to create highly imperceptible adversarial examples. Extensive
experiments conducted on two public datasets using multiple
models demonstrate that our FPAA algorithm can produce
adversarial audio examples that are not only imperceptible to
the human ear but also maintain high offensive capability against
AI-based audio systems.

Index Terms—Audio adversarial attack, Environmental sound
classification, Imperceptibility, Psychoacoustic model

I. INTRODUCTION

The rapid advancement of deep learning has propelled arti-
ficial intelligence (AI)-centric systems to achieve remarkable
success in various intelligent applications. These achievements
are tethered to the utilization of large-scale datasets, with
the proficiency of the AI models being honed through the
analysis of vast amounts of data [1], [2]. This profound
dependence on data puts the credibility of AI models at risk.
For example, adversarial attacks on speech could result in
voice assistants performing erroneous commands [3], while
tampering with facial data might compromise user privacy [4].
In this context, understanding adversarial attacks is crucial
for bolstering the robustness of deep learning models and
safeguarding them against data vulnerabilities. It is necessary
to dive into the generation mechanics of adversarial examples
to enhance model robustness and ensure the reliability of AI
systems across various applications.

Research into adversarial attacks has seen commendable
progress across several critical domains, e.g., computer vi-
sion [5], [6], natural language processing [7], and speech

∗Corresponding author: Lifeng Huang (huanglf6@scau.edu.cn)
First Author and Second Author contribute equally to this work.
This work was supported by Guangdong Basic and Applied Basic Research

Foundation (2022A1515110564, 2023A1515110075), Guangzhou Basic and
Applied Basic Research Foundation (Grant No.2024A04J4382), and Special
Fund for the Rural Revitalization Strategy of Guangdong (2023TS-3, 2024TS-
3).

recognition [8]. However, exploring these attacks within Envi-
ronmental Sound Classification (ESC) is markedly scant. In
fact, the security of ESC tasks plays an important role in
practical artificial intelligence applications. For example, in
autonomous driving, tampering with the sound of surrounding
vehicle horns may cause the system to mistake them for non-
threatening. This misclassification poses serious risks to road
safety [9], [10]. Besides, a home security system that relies on
visual analysis may be less effective in low visibility condi-
tions, so the system will rely on sound signals for analysis. At
this point, the intruder may be able to manipulate environment
sound to avoid detection. These scenarios underscore the
urgent need for rigorous research in ESC adversarial attacks
to ensure the security of AI systems and prevent potentially
disastrous consequences.

Some existing adversarial attack algorithms [11]–[13] have
a high success rate in perturbing environmental sounds, but the
adversarial examples they generate are often poorly concealed.
This is because environmental sound data is different from
common adversarial attack targets. First, compared to speech
data, environmental sounds do not have semantic and gram-
matical features in linguistics. If only tampering with such
features, we cannot effectively attack the ESC system. Second,
compared to image data, environmental sounds pay more
attention to frequency information rather than visual content.
If the spectrogram converted from audio is processed in the
traditional image perturbation method, it is easily detected by
the human.

To address these limitations, we propose the FreqPsy Attack
Algorithm (FPAA), a novel approach that incorporates the
auditory threshold and psychoacoustic principles. We evaluate
FPAA’s effectiveness through comprehensive experiments on
two publicly available ESC datasets. The empirical results
demonstrably support our claims, showing that FPAA gen-
erates adversarial perturbations with superior imperceptibility
compared to existing baseline techniques.

The main contributions of this paper are as follows:

• We propose FPAA, a novel framework for crafting ad-
versarial examples in ESC tasks. This framework incor-
porates auditory threshold and psychoacoustic principles,
explicitly targeting the human auditory system’s vulner-
abilities.
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• We demonstrate how FPAA integrates with existing
gradient-based attack methods. This integration signifi-
cantly improves the imperceptibility of adversarial exam-
ples without sacrificing attack effectiveness.

• We conduct comprehensive experiments on publicly
available ESC datasets. The results demonstrably validate
the efficacy of FPAA in generating highly imperceptible
adversarial examples, representing a significant advance-
ment in ESC security.

The rest of this paper is organized as follows: Section II
presents related work. Section III presents the technical speci-
fications of our FPAA. Section IV and Section V respectively
elaborate on the experimental setup and results. Section VI
concludes this paper.

II. RELATED WORK

A. Environmental Sound Classification

Environmental sound classification is the task of identifying
and categorizing various non-standardized sounds that are
crucial for real-world applications, such as car horns for
autonomous vehicles and breaking glass for criminal investi-
gations. Due to recent advances in deep learning for image
processing [14], [15], the ESC task has been profoundly
impacted. Researchers have successfully adapted image clas-
sification techniques to audio data by leveraging parallels
between spectrogram features and visual features. This cross-
disciplinary approach has led to substantial improvements in
ESC accuracy [16], [17]. However, the heavy reliance of ESC
models on large datasets raises concerns about data reliability.
Consequently, there is an increasing need to investigate adver-
sarial attack techniques in ESC tasks to ensure the robustness
and reliability of these models.

B. Adversarial Attacks

Adversarial attacks exploit the vulnerabilities of machine
learning models by introducing small, carefully crafted per-
turbations to input data, causing the model to misclassify the
altered input. Consider a model with weights θ and an input
x that is correctly classified with the label y. By adding a
perturbation δ to x, resulting in a new input x′ = x + δ,
the model may be tricked into misclassifying it, yielding a
different predicted label ŷ. The whole process is described as
ŷ = f(x+ δ; θ).

In recent years, significant progress has been made in the
field of adversarial attacks, leading to the development of
various sophisticated methods that exploit the inherent vul-
nerabilities in neural network architectures [11], [18]. Notable
techniques include the Fast Gradient Sign Method (FGSM)
[18], the Projected Gradient Descent (PGD) [19], the Basic
Iterative Method (BIM) [20], Autoattack [21], and Lafeat [22].
These methods help researchers understand the sensitivity of
neural networks to carefully designed perturbations and pro-
mote research aimed at enhancing model robustness. However,
there is currently a lack of research on adversarial attacks on
environmental sounds, but this type of data has the potential
to be attacked, as shown in Fig. 1.

Clean audio: Air conditioner

Label: Air_conditioner

Label: Engine_idling

Tampered audio

Pe
rt
ur
bi
ng

Fig. 1. An example of an audio adversarial attack. The tampered audio
resembles its clean counterparts, but classification results from deep learning
models are different.

In this paper, we will focus on the unique properties of
environmental sounds. We will use the concepts of auditory
threshold and psychoacoustic principles to formulate this at-
tack algorithm.

III. FREQPSY ATTACK ALGORITHM

Fig. 2 illustrates the overall framework of our proposed
method. First, we extract features from the raw audio to
generate a spectrogram. Next, we calculate frequency weights
using the A-weighting curve from the auditory threshold
principle and multiply these weights by the gradient directions
obtained through backpropagation with the model, producing
initial perturbations. Finally, we further optimize these initial
perturbations using a psychoacoustic model to obtain the final
perturbations.

In the subsequent sections, we explain the concepts of au-
ditory threshold and psychoacoustics (as shown in the yellow
box in Fig. 2 and detailed in Sections III-A and III-B), as
well as their roles within the framework (see Sections III-C
and III-D).

A. Human Auditory Threshold Curve

The human auditory threshold curve depicts how our hear-
ing sensitivity changes across frequencies, as explained in [23],
different curves (A, B, and C) gauge sensitivity at various
loudness levels. The A-weighted curve, which best mimics
human perception, is crucial for noise standards and regula-
tions.

The A-weighted curve mirrors the human ear’s reduced
sensitivity to low and high frequencies while emphasizing
greater sensitivity in the mid-frequency range. Fig. 3 illus-
trates this sensitivity pattern. This characteristic makes the A-
weighted curve useful in urban noise studies. For example,
it helps assess the perceived intensity of urban traffic noise,
as highlighted by [24]. Their research underscores the curve’s
utility in evaluating urban noise’s impact on human percep-
tion. This provides a robust framework for urban planning
and environmental health studies. The A-weighted auditory
threshold curve is also crucial in designing audio technology
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Fig. 2. Framework of our FreqPsy Attack Algorithm (FPAA). It consists of two key components: an acoustics-based optimization module and a human
auditory psychology model, enabling the attack to achieve high success rates while maintaining superior imperceptibility.
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Fig. 3. A-weighted Curve. It reflects the human ear’s varying sensitivity across
frequencies and is used for noise standards and regulations in our method.

and sound equipment. Manufacturers and audio engineers use
this curve to test and evaluate audio devices like speakers,
headphones, and amplifiers, aiming to ensure that the audio
output matches the perceptual characteristics of human hear-
ing. By leveraging the A-weighted curve, they can optimize
audio devices to deliver pleasing and accurate sound. The A-
weighted auditory threshold curve is not merely a tool for
assessing human auditory sensitivity; it is a cornerstone in de-
signing and evaluating soundscapes and audio technologies. Its
applications range from urban noise assessment to optimizing
audio equipment, demonstrating its broad utility in aligning
our auditory environment with human hearing capabilities.

B. Psychoacoustic Model

As mentioned earlier, subtle alterations within the spectro-
gram can induce substantial changes in auditory perception.
Therefore, we introduce psychoacoustic principles to reduce
the components in the spectrogram that can be detected
by the human ear. In [25], this principle was first applied
to speech, and we extend its application to environmental
sounds. By exploiting the principle of frequency masking in

psychoacoustics, we generate adversarial samples that remain
imperceptible to human ears.

Frequency masking elucidates the phenomenon wherein a
louder sound, termed the ’masker,’ can obscure other sounds
at nearby frequencies, known as the ’maskees.’ In practi-
cal auditory perception, these maskees become effectively
undetectable. The masker sets a ’masking threshold’ in the
frequency domain, rendering any audio signals below this
threshold imperceptible.

First, we compute the log-magnitude Power Spectral Den-
sity (PSD) as follows:

px(k) = 10 log10 |
1

N
sx(k)|2 (1)

where sx(k) denotes the k-th bin of the specturm of frame x,
N represents the size of the analysis window. We adopted the
normalized PSD estimate p̄x(k) [26] to compute the masking
threshold, which can be expressed as:

p̄x(k) = 96−max
k

{px(k)}+ px(k) (2)

The initial step in determining the masking threshold for an
audio sample involves pinpointing the primary maskers. These
are characterized by their normalized Power Spectral Density
(PSD) estimate p̄x(k). To qualify as maskers, these spectral
peaks must fulfill a set of conditions: they should be the
most prominent peaks within their spectral neighborhood; their
intensity needs to surpass the baseline threshold of audibility;
and their dominance in amplitude is required within a 0.5 Bark
range, which is a frequency scale attuned to human auditory
perception.

A specialized function with a dual slope is utilized to
model the masking effect, tailored to mirror the auditory
masking phenomenon of each identified masker. The overar-
ching masking threshold, a composite metric, is then derived
by combining these individual thresholds with the baseline
quiet threshold. In [26], the complex process of computing
the masking threshold tx(k) is explained in detail. The de-
tectability of a perturbation δ in the audio input x is contingent
upon the normalized PSD estimate p̄δ(k). If this estimate
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stays below the original audio’s masking threshold θx(k), the
initial audio spectrogram effectively masks the perturbation,
rendering it imperceptible to human hearing. The method to
compute the normalized PSD estimate of the perturbation
p̄δ(k) is as follows:

p̄δ(k) = 96−max
k

{px(k)}+ pδ(k) (3)

where pδ(k) = 10 log10 | 1N sδ(k)|2 is the PSD estimate of
the perturbation noise and px(k) = 10 log10 | 1N sx(k)|2 is the
original spectrogram input of the audio data.

C. Gradient Attack Based on Auditory Threshold

In this section, we detail the process of computing the
initial perturbation by using auditory thresholds and gradient
directions in the first stage.

We use the Short-Time Fourier Transform (STFT) of the raw
audio as the model’s input. First, we employ backpropagation
to calculate the gradient direction, denoted as D. This process
can be described using the following mathematical expression:

D = sign (∇xLnn(x, y)) (4)

where x represents the original spectrogram data, and y
signifies the actual label. The function Lnn(x, y) is the com-
putational loss, and the application of the sign function is to
determine the orientation of the gradient.
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Fig. 4. Distribution of perturbation amplitude.

Then, we use the A-weighted formula of the human au-
ditory threshold to ascertain a set of weights that reflect
the human ear’s varying sensitivity across frequencies. These
weights are mapped to the perturbation range, expressed as
R = [ϵmin, ϵmax], to determine the corresponding magnitudes.
The formula below illustrates this process:

ϵ(k) = M (A(F [k]),R, d) , k = 0, 1, 2, . . . ,

⌊
N

2

⌋
(5)

where the A represents A-weighted function, F is the STFT, k
is the index within the spectrogram bin, M signifies the linear
mapping function, and d is a dispersion control factor. For
example, Fig. 4 illustrates a scenario with an average pertur-
bation size of 0.1 and a control factor of 0.2. In this illustration,

the maximum perturbation value indicates the frequency with
the least sensitivity, whereas the minimum value corresponds
to the most sensitive frequency. To compute the perturbation
step α(k) for each frequency in each iteration, we average the
perturbations over T iterations. We then perform an element-
wise multiplication of D with ϵ on each row, enabling the
calculation of the cumulative perturbation δ:

δ = {δk|δk = D(k)× ϵ(k)

T
, k = 0, 1, 2, ...,

⌊
N

2

⌋
} (6)

The final step is to add δ to the original spectrogram, as
shown in the equation below:

xt+1 = Πx+S (xt + δ) (7)

where t denotes the iteration number, and Πx+S is a projection
operation that ensures the adversarial example falls within the
range constraint of x+ S .

D. Optimization with Masking Threshold
In the second stage, we will further optimize the initial per-

turbations generated in the first stage, for which the following
equation is utilized:

Lθ(x, δ) =
1⌊

N
2

⌋
+ 1

⌊N
2 ⌋∑

k=0

max{p̄δ(k)− θx(k), 0} (8)

In this formula, p̄δ(k) is the normalized PSD estimate of the
perturbation. The loss function Lθ is designed to ensure that
p̄δ(k) remains below the frequency masking threshold θx(k)
of the original spectrogram.

The comprehensive loss function that guides our optimiza-
tion is composed of two distinct parts:

L(x, y, δ) = −Lnn(x+ δ, y) + α · Lθ(x+ δ, δ) (9)

where α is a parameter that balances the importance of
these two loss components, it reconciles the trade-off be-
tween the effectiveness of the adversarial perturbation and its
imperceptibility under psychoacoustic constraints. During the
perturbation optimization process, if the generated adversarial
samples are sufficient to classify the model incorrectly, the
weight α will increase. Conversely, if the attack fails, the value
will decrease. The optimization process iterates a total of I
times.

IV. EXPERIMENTAL SETTING

A. Datasets

The datasets UrbanSound8K [27] and ESC-50 [28] are
commonly used for environmental sound classification. Ur-
banSound8K contains 8,732 urban sound recordings, each
no longer than 4 seconds, organized into ten classes. Its
focus on short urban sounds makes it well-suited for machine
learning applications. On the other hand, ESC-50 offers a
broader range, featuring 2,000 5-second audio samples spread
across 50 diverse categories, including natural sounds, human
activities, and animal sounds. Our study utilized 50 samples
per class from UrbanSound8K and 10 samples per class from
ESC-50.
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TABLE I
COMPARATIVE ANALYSIS OF STOI AND SNR BETWEEN THE SEVERAL COMMON ADVERSARIAL ATTACK METHODS AND FPAA ACROSS FIVE MODELS

ON THE URBANSOUND8K. TO ENSURE FAIRNESS, THE ATTACK SUCCESS RATE OF THE ADVERSARIAL ATTACK ALGORITHM APPLIED TO EACH MODEL IS
LIMITED TO A CERTAIN RANGE.

Models Scope of ASR
FGSM PGD LAFEAT AutoAttack FPAA

STOI SNR(dB) STOI SNR(dB) STOI SNR(dB) STOI SNR(dB) STOI SNR(dB)

VGG13 81.60%-83.00% 0.750 6.01 0.945 30.47 0.826 22.27 0.830 22.35 0.963 44.22

VGG16 84.60%-85.80% 0.751 6.08 0.972 30.71 0.825 19.12 0.832 20.04 0.964 44.59

GoogLeNet 98.00%-100.00% 0.953 32.04 0.958 32.07 0.796 3.77 0.819 14.28 0.967 38.40

DenseNet 90.00%-91.90% 0.950 30.10 0.956 32.76 0.814 13.30 0.818 13.11 0.956 34.07

SBCNN 56.80%-58.00% 0.923 25.45 0.949 32.05 0.852 51.06 0.855 50.23 0.959 51.69

TABLE II
COMPARATIVE ANALYSIS OF STOI AND SNR BETWEEN THE SEVERAL COMMON ADVERSARIAL ATTACK METHODS AND FPAA ACROSS FIVE MODELS

ON THE ESC-50. TO ENSURE FAIRNESS, THE ATTACK SUCCESS RATE OF THE ADVERSARIAL ATTACK ALGORITHM APPLIED TO EACH MODEL IS LIMITED
TO A CERTAIN RANGE.

Models Scope of ASR
FGSM PGD LAFEAT AutoAttack FPAA

STOI SNR(dB) STOI SNR(dB) STOI SNR(dB) STOI SNR(dB) STOI SNR(dB)

VGG13 78.20%-79.40% 0.768 9.40 0.905 23.88 0.838 26.17 0.838 26.18 0.947 33.52

VGG16 91.40%-92.80% 0.743 4.31 0.907 23.64 0.788 11.06 0.810 11.99 0.929 27.49

GoogLeNet 91.40%-92.60% 0.966 34.49 0.980 41.32 0.824 10.39 0.827 11.77 0.980 42.68

DenseNet 83.60%-84.60% 0.956 33.62 0.985 47.24 0.837 22.41 0.837 20.51 0.972 37.90

SBCNN 70.20%-71.20% 0.772 7.95 0.882 21.68 0.843 35.03 0.850 35.10 0.942 37.71

B. Baseline

To demonstrate the effectiveness of our approach, we se-
lected several advanced gradient-based attack algorithms, as
well as several adversarial attack algorithms in the speech
domain.

In the comparative experiments with the gradient-based
adversarial attack algorithms, we have chosen three generic
attack algorithms, FGSM and PGD, as foundational elements
of our study. Complementing these, we introduce two innova-
tive attack algorithms from the image processing domain: Au-
toattack [21] and Lafeat [22]. In the comparative experiments
with adversarial attack algorithms in the speech domain, we
have chosen two classic speech adversarial attack algorithms:
Fakebob [29] and Sirenattack [30]. Our experiments focus on
two key metrics: signal-to-noise ratio (SNR) and Short-Term
Objective Intelligibility (STOI). These metrics are commonly
used in current research to gauge both the efficacy and the
imperceptibility of adversarial examples [31], [32].

C. Models

In the comparative experiments with gradient-based adver-
sarial attack algorithms, we selected several widely recognized

convolutional neural networks: VGG13 [33], VGG16 [33],
GoogLeNet [34], DenseNet [35], and SBCNN [17]. The test
accuracies of these five target models on the UrbanSound8K
dataset are 92.50%, 88.90%, 92.96%, 90.44%, and 90.84%,
respectively, while on the ESC-50 dataset, the test accuracies
are 92.25%, 90.00%, 63.75%, 60.00%, and 35.25%. For the
comparative experiments with adversarial attack algorithms in
the speech domain, we selected a one-dimensional CNN [36]
to match these attack algorithms.

D. Experimental parameter settings

In our methodology, we carefully select unique initial per-
turbation values for each model to establish a clear contrast
with alternative methods that achieve similar success rates
and demonstrate the superiority of FPAA. Specifically, we
set the iteration count to 40, adjust the discretization factor
d to 0.2, and carry out a Fourier transform process involving
2048 samples (N ) to generate the initial perturbation. In the
perturbation optimization phase, we start with the initial value
of α set to 0.09 and perform 1000 iterations.
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V. EXPERIMENTAL RESULTS

A. Comparison with gradient-based adversarial attack algo-
rithms

On the UrbanSound8K dataset, FPAA’s performance is
exemplary across multiple models. For instance, in the VGG16
model, FPAA achieves a remarkable SNR of 44.59 and an
STOI of 0.964. This is a significant improvement over other
methods, such as FGSM and PGD, which report lower SNR
and STOI values, highlighting that FPAA not only ensures
the success of adversarial attacks but also does so with
minimal degradation to the audio quality. The consistently
high SNR and STOI values across all models tested with
the UrbanSound8K dataset illustrate FPAA’s robustness and
effectiveness in preserving the auditory essence of the original
signal.

On the ESC-50 dataset, FPAA significantly surpasses other
techniques in preserving audio quality. Using the GoogLeNet
model, FPAA achieves an SNR of 42.68 dB, outperforming
the PGD method’s 41.32 dB, and maintains competitive STOI
values, showcasing its superior ability to minimize audio
distortion. With the DenseNet model, FPAA does not surpass
PGD’s SNR of 47.24 dB and STOI of 0.985 but still outper-
forms other adversarial methods like FGSM, LAFEAT, and
AutoAttack with an SNR of 37.90 dB and an STOI of 0.972.
This demonstrates FPAA’s robust capability in preserving high
intelligibility under complex auditory conditions, confirming
its effectiveness in various attack scenarios where maintaining
high audio quality is crucial.

The variation in the performance of FPAA across the Urban-
Sound8K and ESC-50 datasets on various models can largely
be attributed to the intrinsic characteristics of the datasets.
UrbanSound8K, with its complex urban noise environments,
provides a rich backdrop that may amplify the strengths
of FPAA in handling diverse and dynamic sound elements.
Conversely, ESC-50’s more defined and possibly less com-
plex environmental sounds present a different scenario. This
reflects a fundamental aspect of adversarial audio research:
the effectiveness of a method is heavily dependent on the
dataset’s acoustic properties and the specific challenges it
poses, necessitating adaptability in approach and execution
across different audio contexts.

B. Comparison with speech adversarial attacks

Table. III presents the comparison results between FPAA
and speech adversarial attack methods on UrbanSound8K and
ESC-50 datasets. We set unified attack success rate ranges of
97.00% to 98.00% and 92.00% to 93.00%.

TABLE III
COMPARISON WITH THE ALGORITHMS OF SPEECH ADVERSARIAL ATTACK

Methods
UrbanSound8K ESC-50

STOI SNR(dB) STOI SNR(dB)

FakeBob 0.852 18.36 0.893 23.65
Sirenattack 0.543 5.97 0.881 22.71

FPAA 0.967 38.43 0.980 42.68

For the UrbanSound8K dataset, FPAA achieves an STOI
of 0.967 and an SNR of 38.43 dB, outperforming FakeBob,
which has an STOI of 0.852 and an SNR of 18.36 dB,
and Siren attack, which achieves an STOI of 0.543 and an
SNR of 5.97 dB. Similarly, on the ESC-50 dataset, FPAA
records an STOI of 0.980 and an SNR of 42.68 dB, surpassing
FakeBob with an STOI of 0.893 and an SNR of 23.65 dB
and Sirenattack with an STOI of 0.881 and an SNR of 22.71
dB. These results indicate that the adversarial attack methods
commonly used in the speech domain do not perform well on
environmental sound data.

C. The effect of Freq and Psy Modules

TABLE IV
ABLATION EXPERIMENTS ON THE URBANSOUND8K

Models
FPAA w/o Freq w/o Psy w/o Freq&Psy

STOI SNR STOI SNR STOI SNR STOI SNR

VGG13 0.963 44.22 0.942 40.75 0.946 30.73 0.945 30.47

VGG16 0.964 44.59 0.942 37.79 0.946 30.81 0.972 30.71

GoogLeNet 0.965 38.40 0.964 37.85 0.956 32.44 0.958 32.02

DenseNet 0.956 34.07 0.962 36.90 0.952 31.23 0.956 32.76

SBCNN 0.959 51.69 0.956 46.89 0.956 32.30 0.949 32.05

As shown in Table. IV, we conducted ablation experi-
ments on the UrbanSound8K dataset to evaluate the impact
of different modules. We compare various models under
different conditions: with FPAA, without Freq, without Psy,
and without both Freq and Psy. Models like VGG13 and
GoogLeNet achieved the highest STOI scores of 0.963 and
0.965, respectively, when using FPAA, demonstrating superior
audio signal reconstruction capabilities. However, removing
Freq or Psy led to notable performance drops, especially
in SNR metrics, where many models dropped below 30 dB
without these modules. These results indicate the pivotal role
of FPAA in enhancing audio processing tasks, particularly
when leveraging frequency and psychoacoustic characteristics
to improve adversarial audio quality and clarity.

D. The impact of interaction number

The experiment shows the impact of iterative testing on
SNR and STOI for five models using the FPAA method on
the UrbanSound8K dataset. Each model was tested from 20 to
200 iterations, capturing results at 20-iteration intervals. The
comparison of SNR and STOI is shown in Fig. 5.

For SNR, the results on SBCNN show a clear upward
trend, with the audio signal quality improving as the number
of iterations increases. The results on DenseNet show the
slightest changes, indicating early saturation or robustness.
The results on VGG and GoogLeNet show moderate SNR
improvements.

Regarding STOI, all models maintain stability, suggesting
that intelligibility is preserved early in the iteration process,
regardless of SNR changes. This is crucial for applications
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Fig. 5. The impact of optimization iteration times on adversarial examples.

where speech understanding is essential, even under adversar-
ial conditions.

Despite varying SNR trends, the stable STOI values across
models suggest that these models effectively preserve intelli-
gibility against iterative adversarial attacks. Enhancing model
robustness may require focusing on both maintaining SNR and
ensuring intelligibility.

E. The impact of balance weight

In this analysis, we examine the impact of employing
dynamically adjusted versus weight α on the SNR (Eq.(9)).
As shown in Fig. 6, the results with dynamic adjustment of α
show a progressive increase in SNR. It starts at 49.41 dB and
ascends to 51.69 dB as the number of iterations increases from
100 to 1000. This suggests that adapting the α to the evolving
characteristics of the adversarial sample or the target model’s
response enhances the stealth and quality of the adversarial
examples.
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Fig. 6. The impact of dynamically adjusted α on optimization performance.
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Fig. 7. Performance under different ϵ.

In contrast, using a constant α showed an initial downward
trend after 200 iterations, indicating that the quality and clarity
of the audio gradually diminished over time. These findings
underscore the benefits of a dynamic adjustment strategy in the
adversarial process to maintain and enhance the effectiveness
and imperceptibility of attacks over extended iterations.

F. The impact of perturbation magnitude

As shown in Fig. 7, for all models, the SNR decreases
as ϵ increases from 0.02 to 0.16, indicating that the audio
contains more noise as the perturbation level increases. Al-
though the STOI score also decreases, the decline is small,
within 0.025. Among all models, GoogLeNet demonstrates
the smallest decrease in SNR, suggesting it has the highest
robustness against noise. In contrast, SBCNN exhibits the
largest decrease in SNR, indicating it is the most susceptible to
noise. These results highlight the varying degrees of robustness
different models have against adversarial perturbations. The
ability of FPAA to maintain audio clarity despite increasing
adversarial noise is particularly noteworthy, which is critical
to improving the effectiveness of audio adversarial attacks in
various complex scenarios.
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VI. CONCLUSION

This work proposes the Frequency Psychological Attack Al-
gorithm (FPAA), which combines human auditory thresholds
and psychoacoustic modeling with data perturbation to cre-
ate robust adversarial examples against environmental sound
classification models. By integrating these auditory principles,
FPAA ensures that perturbations are highly imperceptible to
human listeners while remaining effective against AI-based
audio systems. We validated FPAA’s effectiveness through
extensive experiments on public datasets and various neural
network architectures, demonstrating the algorithm’s capabil-
ity to generate adversarial examples that are both difficult for
humans to detect and potent in deceiving models.

The FPAA algorithm and its code are publicly available on
GitHub at https://github.com/RyunosukeYuu/FPAA.
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