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Abstract:

Multimodal perception models in intelligent driving systems face severe threats from
adversarial noise attacks, which can lead to critical safety risks such as erroneous
environmental assessments. In real-world adversarial scenarios, both attackers and
defenders have no knowledge of each other, forming black—box scenarios. Traditional
defense mechanisms often fail due to low—quality learning data, biased robust models, and
challenges in black—box evaluation, exposing significant vulnerabilities. To overcome the
bottlenecks in black-box defense for intelligent driving, this project explores three key
aspects. (1) Data Level: Investigating generalizable point cloud adversarial learning
data generation for black—box transfer. By modeling adversarial vulnerability, the
project aims to decouple and optimize adversarial noise, enabling the construction of
high—quality point cloud adversarial data to support multimodal adversarial training. (2)
Model Level: Developing debiasing robust model optimization based on attribution
analysis. This involves leveraging multimodal adversarial data to interpret robust model
preferences, reducing adversarial bias and eliminating potential security risks. (3)
Evaluation Level: Establishing a security—driven model selection framework for complex
adversarial environments. By simulating diverse cross—modal attacks, the project seeks to
build a black-box security benchmark, enabling dynamic model selection under resource
constraints and improving system stability. The project outcomes will contribute to a
secure and trustworthy black—box defense mechanism for perception models, ensuring stable
and reliable environmental perception in intelligent driving systems.

Ketia (5090« BAL 4, SPipif; STHReA, xhpimg s, ol

Keywords (FH4r54FF) : model security; adversarial defense; adversarial
example; adversarial noise; black—-box scenarios
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Collaboration Agreement

BIEMmIN

This Collaboration Agreement (the “Agreement’) is entered into by and between South China
Agricultural University, a P.R.C. registered university (“UNIVERSITY"), and Google Information
Technology (China) Co., Ltd. (“Google”). This Agreement will be effective as of the date signed by

Google below (the "Effective Date”).

ASVEMY (Y7 B TFIAEIT « ERRAS » —FREREARSMEEMAE ("KF")
 MRATEERA (FE) ARAS (‘BT - AIMUEMARETESESNABEFAER (£
WA -

=)

Background

The history of the UNIVERSITY can be traced back to the Guangdong Provincial Agricultural
Experimental Field and Affiliated Agricultural Training Center, which was founded in 1909. In
1952, during the restructuring of colleges and universities across the country, South China
Agricultural College was established by merging parts of the College of Agriculture of Sun Yat-sen
University, the College of Agriculture of Lingnan University, and the Department of Animal
Husbandry and Veterinary Medicine and the Department of Pest and Diseases of the College of
Agriculture of Guangxi University, under the supervision of the Ministry of Agriculture, in 1984, it
was renamed South China Agricultural University.

REEH LB EREITF1909FEMN REBRFAIIFBE MHL R FH AT - 19525 » TEEH
B A FRE » BPILARRER  RBEARRFEFRN TAZRERENSERARKRERN
—ERDBHMILERRER » RERWEEE ; 1984%F » ERNEFRIAKE

Google's mission is to organize the world's information and make it universally accessible and
useful. Google seeks to support the development of computer science education in universities.
AR EH2EAZTIROER - HEXLEE BB ARFMLEFAER - SRBO TS EH R
ITHNBSPHENRRE -

Collaborating with IT companies (like Google) will be beneficial for the UNIVERSITY's computer
science seducation. Callaboration with [T companies brings the latest technology into
UNIVERSITY's curriculum and helps UNIVERSITY develop the skills that meet industry demand.
51T A8 (HOER) SEFEHNTFAENHENRERE « FPREHCLEANAIREZRE -
FHE YA ZIE TR R 1T T RIEAIRAE -

With the appropriate coordination efforts, Google wants to work with the UNIVERSITY to
implement the project: Lightweight and low-cost robust pest and disease detection technology
and Android application development.

[PPEFELFEBLNEE - SAEFRIE : BRRAEARNS &R RECNEARS Android i
RHFE -

Details of the project objectives and contents are in Attachment B: Project Proposal.

BXRMBHNBREARRNE - B2 MK - TIEBES -
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Agreement
I;Zﬁ,g‘

1. Google Commitments

AN
o]

a.

OVEIES

Subject to the terms of this Agreement, Google agrees to provide UNIVERSITY an
amount not to exceed RMB20,000. Such funds will be disbursed in accordance with
the provisions of Attachment A and upon UNIVERSITY's demonstrating, to Google's
reasonable satisfaction, that it has achieved each of the stipulated milestones
(“Milestones”).
ESAMNARMNEIRT » 8REEQARREHAEBE ARM20,0007T958 - 50
IR A HE » AEAPIERESSRESHREM AT AANENETERM
(‘B 5o SZNZERE -

Google does not commit to any expenditure, technical assistance or branding beyond
what is laid out in this Agreement.

BRFFRFLRRRIMAE ZSMIEETHE « RAEPDAREER -

2. UNIVERSITY Commitments

ELvy

a.

o

{

Upon the Effective Date, UNIVERSITY will appoint a full-time faculty member whose
sole responsibility will be to coordinate the project. UNIVERSITY agrees to maintain
such a role during the Term of the Agreement.

AAYERBE » AFHER—E2RBMIRARETARFNBNMNELIF - K%
EREMXHARAREE X —ERSS

UNIVERSITY will execute the project based on the plan in Attachment A.
REAIFIRIBHIE A PRI BHATIEINE -

UNIVERSITY will report to Google about the funding usage status on a half year
basis.

REFELFOBICIR—RNESERFLR

UNIVERSITY will provide Google with project status as per Google's request,
especially the mid-year and year-end execution report.

AEIHRIEATIRENERBTREMEIAT » AERERSERNMTRE -

3. Confidentiality

R

“Confidential Information” is information disclosed by one party to the other party
under this Agreement that is marked as confidential or would normally under the
circumstances be considered confidential information of the disclosing party.
Confidential Information does not include information that the recipient already knew,
that becomes public through no fault of the recipient, that was independently
developed by the recipient, or that was rightfully given to the recipient by another
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party.

“REERRIE—AREAMNINE S —HKEN  SMCHREZESHERNIFR TER
SRAMFEBL REEREES - REEEASEERELEMOESR © FEKS5IR
MAFFRIESR ~ ZIRA BRI RNESR » EMHBESEERIRHAIREAE

o
ICN

b. The recipient will not disclose the Confidential Information, except to affiliates,
employees, and agents who need to know it and who have agreed in writing to keep
it confidential. The recipient, its affiliates, employees, and agents may use
Confidential Information only to exercise rights and fulfill obligations under this
Agreement, while using reasonable care to protect it. The recipient may also disclose
Confidential Information when required by law after giving reasonable notice to
discloser.

ﬁ?m%ﬂ RZ(E R EEPHBSEXZEERREBNXEAS - ATHARE  #ZHA
FRHEMAKERBEER - BRAREXEAE) » R TNERGEH FRIBEANINGT
ﬁﬂﬂﬂ@ﬁX%%EMﬁ@%ﬁ nu’HﬁﬁmWAEMEEMF%ﬁﬁK%F

2 BEIWHFEAEEREERNIRBREER > BHSOKRELRESIENEL -

Publicity.  Neither party may make any public statement regarding the relationship

contemplated by this Agreement without the other’s prior written approval, except when

required by law after giving reasonable notice to the other.

AT o HI—FBIEREERE S —HEAPERTRIER FTRADINATR FHIXRLRREAR
FER > RIEERALER > AHERS—HRMHE T SEBA -

Warranties and Indemnities.

RIS TR -

a. Warranties. Each party represents and warrants that it has full power and authority to
enter into and perform its obligations under this agreement.

FRIE - FHFEPHARIEEA D BIRAFRERZT AN BGHBITEER XSS -

b. Indemnities. To the fullest extent permitted by law, each party will indemnify and
defend the other and their directors, officers, employees, and agents from third party
claims arising from or related to a breach of such party’s representations and
warranties.

IBE - MEEAFNREAXTEER - WFEA—AEREFRSRIEMS S 28X
F=ZRERE > EATNE—AREES » 58 - RINERHTRE  HRIFESEZ

ME e

DISCLAIMERS
%0

UNIVERSITY EXPRESSLY UNDERSTANDS AND AGREES THAT:
AFRAEEARR

EXCEPT FOR THE EXPRESS WARRANTIES MADE BY THE PARTIES IN SECTION 5,
GOOGLE EXPRESSLY DISCLAIMS ALL WARRANTIES OF ANY KIND, WHETHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO THE IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NON-INFRINGEMENT.
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BRIXFTESE 5 SRATFRIBARIRIESS » B MARTBIELEMRENIFAAAREARRIE > BEER
FRFIEHMY « RS ERERNEREMIEEENRRRILE -

REMEDIES. AND LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, EACH PARTY’S EXCLUSIVE REMEDY FOR BREACHES OF THIS AGREEMENT
WILL BE MONETARY DAMAGES. EXCEPT FOR THE INDEMNITIES UNDER SECTION 5
AND BREACHES OF A PARTY'S INTELLECTUAL PROPERTY RIGHTS (INCLUDING
LICENSE BREACHES), (A) NEITHER PARTY WILL BE LIABLE FOR LOST REVENUES OR
INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY OR PUNITIVE
DAMAGES, AND (B) NEITHER PARTY'S AGGREGATE LIABILITY FOR ANY CLAIM
ARISING OUT OF OR RELATED TO THIS AGREEMENT WILL EXCEED $10,000.

MRS TERS] - EERAVFRIRARENR » S5 HNANINNBRATRSHE—RUT 2%
IE1= ° BR%B8 5 FMEMNEESRIE—HANRFX (BIEFrIAERELS) AERS - (A) E
— AR ARKNE [Ei% 57k ~ B ~ 4k  IEAEETIERE R ; MK (B) £
— AXREANINME NS Z BXRAER RGBTSR ESAEBE 10,000 55T ©

Entry Into Force, Duration and Termination, Miscellaneous Provisions

£ HARAALE » BT

a. Term: The effective date of this Agreement will be the date of Google’s signature and
the Agreement will be valid for a period of one year (the “Term”).

HABR : AMXBVERBRIABRERRNBE - AMXBEREN 1 F (HARY) -

b. Termination
3

(i) Either party may terminate this Agreement immediately upon written notice to
the other party if the other party is in material breach of this Agreement and
has failed to cure such breach within 30 days after receiving notice from the
first party identifying the breach.

FETINERT » RE—AEREPEBENS —HEIEIZ RN : RS —
HERMER T AN HEWREIERAIEBLON—HRERER 30 XA
RSB A HITINK -

(i) Either party may terminate this Agreement immediately upon written notice to
the other party if the other party is unable to meet its obligations under this
Agreement for more than 30 days due to force majeure.

FETIERT » R —AEREPEBNS — A BIEIZ LAY : RS —
AR AMITERITAMXAE X SSHIBT a8 30 X -

(iii) Google may terminate this Agreement immediately upon written notice to
UNIVERSITY if UNIVERSITY breaches Section 5 (Representations and
Warranties) or Section Section 8d (Compliance with Anti-Bribery Laws).
QD%K%E&%S (FERSRIE) =isEsskEdiR (BT RWBKERE) T
s BABIAIATE :HE BHIAZ BN IE AN -

(iv) Survival. The following provisions will survive any termination or expiration of
this Agreement: Sections 3 through 8.
PEFY - LNFEREARNDINZ SRS RBRERAN - 553 KEHE8 %K -
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Notices. All notices of termination or breach must be in writing and addressed to the
other party’s Legal Department. The email address for notices being sent to Google’s
Legal Department is legal-notices@google.com. Notice will be treated as given on
receipt, as verified by written or automated receipt or by electronic log (as applicable).
All other notices must be in English, in writing and addressed to the other party’s
primary contact.

A - ARMINEULSFANMBEMILTRNPELR - HREES—HIES
B8 - BPESEBERWCGERIAE FHFER © legal-notices@google.com » HHEELH
MEHREEZEFICEFUEIAZE » SUEBERMEXR - EfthrE WA IUERENSE
XHEFNFAREES—HNEERKRA

Compliance with Anti-Bribery Laws. UNIVERSITY will comply with all applicable
campaign finance and gift laws and anti-bribery laws, including the U.S. Foreign
Corrupt Practices Act of 1977 and the UK Bribery Act of 2010, which prohibit corrupt
direct or indirect offers of anything of value to anyone (including government officials),
to obtain or keep business or to secure any other improper commercial advantage.
UNIVERSITY will not (i) make any facilitation payments to induce government
officials to perform otherwise required functions or (ii) directly or indirectly pay, offer,
or agree to give any campaign contributions or gifts to government officials in
connection with the program to implement. “Government officials” include any
government employee; candidate for public office; and employee of
government-owned or government-controlled companies, public international
organizations, and political parties.

BT REEERE - KB - KFEFETRAEERANZEZENLmERRIBIEERE
BIF1977TEERE (RBIMNEWIEY M2010FEE (RBEE) - ZFEERILEED
B) 4% AW IS 3 Ex [a) BB UG B R EA R ARMERIA M) » DEREXEREE W/ 5551
BSEQEAARESELITF - EALF) AT ARERIFEBRNE BT
it 1A R FEATAYEREE 5 3 (if) W ASREEARNIIE MEENEERBAAE AR » X
NEAELE FEARERENILY - BRNER BFEBFER - AHRAMBREA - BUF
HASZEFINA S ER A RBLRNE R -

Assignment. UNIVERSITY may not assign any part of this Agreement without the
prior written consent of Google.

il - REFFERZERBLFEEEER FELAMYBEDTERD -

Force Majeure. Neither party will be liable for failure or delay in performance to the
extent caused by circumstances beyond its reasonable control.

ARH1A - FA—AIEXENEEBEHSEEHSEENIE RSB REEBLYSIER
BLITRRAR -

No Waiver. Neither party will be treated as having waived any rights by not exercising
(or delaying the exercise of) any rights under this Agreement.

EFEWN - ARE—HRTE (IERITE) AHINAAHERNEEARMFEREER
FXLEARAF) -

No Agency. This Agreement does not create any agency, partnership or joint venture
between the parties.

IEEX R - APIUAERD ZEERERARE - SIFRNEEXR °

No Third Party Beneficiaries. This Agreement does not confer any benefits on any
third party unless it expressly states that it does.
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LE=ZmA - FRIFRIAIRE > SNAMYAaEUE= AR FETF S -

Counterparts. The parties may execute this Agreement in counterparts, including
facsimile, PDF, and other electronic copies, which taken together will constitute one
instrument.

B o AN —XEMD - BIFEEY - PDF IRAMEM B FHRA » ZSFSCARHERMAS
— R -

Amendments. Any amendment must be in writing and expressly state that it is
amending this Agreement.

EITAR o HAMESELFNBEAZ L > HBBREIRBER T RN ZAS -

Entire Agreement. This Agreement sets out all terms agreed between the parties and
supersedes all previous or contemporaneous agreements between the parties
relating to its subject matter.

ZERAN - AHIEBR T A EEMNMA SRR - HRFRAS AMXIRAE EHEXAIR
73 Z [BIAYERA SR SL E HA TN ©

Severability. If any term (or part of a term) of this Agreement is invalid, illegal or
unenforceable, the rest of the Agreement will continue in force unaffected.

Al D EM - NRAHINAIEFRER (BEEZRN—ED) TR~ REEHTERIT
BABRHINNEREE D AZRM - FREFW -

Governing Law.
EREE

(i) Governing law. THIS AGREEMENT WILL BE GOVERNED BY THE
LAWS OF THE PEOPLE'S REPUBLIC OF CHINA ("PRC’) |,
EXCLUDING ITS CONFLICTS OF LAWS RULES.

BEREE - ACFBEFEARKNE ('PRC) ERERE  BRHREA
AERIH

(ii) Arbitration.
3y o

(1) Definitions. “Dispute” means any contractual or non-contractual
dispute regarding this Agreement, including its formation, validity,
subject matter, interpretation, performance, or termination.

EX e "FHERT RPN A ESAMSIFEAMLSEIN > BFFH
HpE ~ B - £ - BBR - ATHAL -

(2) Settlement. The parties will try in good faith to settle any Dispute
within 30 days after a party receives the first notice regarding the
Dispute in accordance with Section 8.c (Notices). If the parties
are unable to resolve the Dispute within this 30-day period, either
party may refer the Dispute to arbitration in accordance with
Section 8n(ii)(3) (Arbitration) below.

MEE - WHREWEIRES 8.c & (@) RKEMNBXFINNE

—HBEAEN 30 RARAEASHFRRAETFIN - WERNAT

EEUEBORABREIN - EEAI—HIEAMRIETXE  8n(ii)(3) %
(fh#) MEFF VIR °
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Arbitration. The parties will refer all Disputes to final, binding
arbitration administered by the China International Economic and
Trade Arbitration Commission (“CIETAC”) in accordance with the
CIETAC’s Arbitration Rules in force as of this Agreement’s
Effective Date (“Rules”). The arbitration will be conducted in
English by three arbitrators who will be appointed as follows:
each party will appoint an arbitrator, and the party-appointed
arbitrators will nominate a chairperson within 30 days after the
confirmation of the last party-appointed arbitrator. If the
party-appointed arbitrators fail to nominate a chairperson within
30 days after the confirmation of the last party-appointed
arbitrator, CIETAC will nominate a chairperson. The chairperson
may be appointed from outside CIETAC'’s panel of arbitrators in
accordance with the Rules. The arbitration will be conducted in
Beijing, PRC, which will be the seat of arbitration.

i - WAFMAFURRPEEMFREFRASMHRERS (
CIETAC) #RIFEAEARMINAER Z BAEAIPEAN (fhiki
mp) #7fhsE - BRORRBLRF/MY » WWAEEARY © ek
RRIEU TR E RN = fPH R AZEIEHT - MXE L BIEE
—fPH G - ERBIEERMERBIAGE30ERA - NG EEIH
R R EIHIE B =P R IBEMPEEER - EXSIRENF
FARAEEIZ30 H BB NI EMPHEESE - = EFREAPEER
ZFARZMBBRATIRE  RIBPBAMVAIE - 5ERNZER
fJﬁEEEEPBﬁééiﬁ‘-‘;"i%{EP%E%%E’—:—?MJ%EE/J\éHL‘MI*E’\JAi}E

F o

Confidentiality. The arbitration is Confidential Information
(including the arbitration’s existence and any oral or written
information related to it). However, the parties may disclose to a
competent court information necessary to execute any arbitral
decision, but only if the confidentiality of those materials is
maintained in those judicial proceedings.

(RE - FATRUPH (EIERPRAFEMNS A XAEE O KL
PEER) HENBER - A » WAREAPITIREEIARE
HIBREA - BERESNERR PR XEM RN ZERTET -
WA ERNUERKEEXNEREESR

Non-Monetary Relief. The arbitrator(s) may only issue its award
based on law, not in equity.

FEZHMOF (A FTREURIE AR MIFE FTAMERIR -

Fees and Expenses. Each party will bear its own lawyers’ and
experts’ fees and expenses, regardless of the arbitrator’s final
decision regarding the Dispute.

BRASXH - AHINEHFEIEBZENENBNERE > TiLMhHE
HEWE LA RLHIR -
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The parties have executed this Agreement by persons duly authorized as of the Effective Date.

R BTERBBEEERRARE

BRESRER (EFEI) HRAE]

EARMPIN -
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Attachment A
MitE A
Milestones
Bz
Milestones Milestone Due Payment Amount
BEEm Date and Payment Date
ERBIAMBY | AxeHmEL4HEH
18t Milestone: May 31, 2024 N/A
FANERE: 202445 31H 1 iE A
e Execution of Collaboration
Agreement
G e (N
2" Milestone: Jun 1, 2024 N/A
%2 N2 20244618 T A
e Kickoff the project development
work.
SLHUB 53U R AE S
3" Milestone: Jun 30, 2024 RMB20,000, subject
% 3NEAEM 202446 A 30H to UNIVERSITY
e Funding: After UNIVERSITY demonstrating to
appoints a full-time faculty member Google’s
as the project coordinator, and reasonable
submits invoice to Google, Google satisfaction, that it
will pay the funding to UNIVERSITY. has achieved the
KBz ERFHE—4L2BHBA applicable
RAE K BUE Wl R A AR K F Milestones
ZJE, ALK FE A B A K 120,000 7T,
HREARFIEALLD
AR E L L
T ANy B AR
4" Milestone: Oct. 31, 2025 N/A
4 NEAREH 2025410 H31H | F#& A
e Project checkpoint;
T Bl
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Abstract:

Wireless magnetic sensor networks, with their advantages of low power consumption, low
cost and miniaturization, have been widely used in intelligent transportation information
collection systems. “Weak magnetic signals” detected by magnetic sensors are susceptible
to interference from multiple sources. Existing signal—-to—noise separation methods are
unable to extract high-fidelity vehicle magnetic signals, leading to a sharp decrease in
traffic detection accuracy. How to achieve high-fidelity extraction of vehicle magnetic
signals under multi-source interference is a key issue that urgently needs to be
addressed. This project will focus on this key issue and carry out the following research
work: Firstly, this project conducts separate mathematical modeling for magnhetic
interference signals and traffic vehicle magnetic signals, enabling the generation of
magnetic signals in complex environments; Subsequently, we analyze the characteristic
patterns of magnetic signal time series, propose methods for signal-to—noise
identification, and distinguish vehicle magnetic signals affected by noise interference;
Then, we introduce a generative adversarial network framework to investigate deep
learning denoising methods under low signal-to—noise ratio conditions, achieving
high-fidelity extraction of vehicle magnetic signals; Finally, a deep learning denoising
model compression and segmentation deployment method is proposed, and an
anti—-interference traffic information collection system is established to verify the
effectiveness of the above theoretical research. This project will effectively enhance
the detection accuracy of wireless magnetic sensor networks in interference environments,
providing both a theoretical foundation and technical support for the large—scale
application of low—cost, real-time traffic information collection.

REEHE (A S2TF) . LIRS ML RS WK, BT AW, WERHAL

Keywords (FH4r54FF) : Sensor network systems; Internet of Things; Magnetic
interference; Traffic detection; Magnetic sensor
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FASTEN: Fast Ensemble Learning for
Improved Adversarial Robustness

Lifeng Huang™, Qiong Huang~, Peichao Qiu™, Shuxin Wei™, and Chengying Gao

Abstract— Recent works show that adversarial attacks threaten
the security of deep neural networks (DNNs). To tackle this
issue, ensemble learning methods have been proposed to train
multiple sub-models and improve adversarial resistance without
compromising accuracy. However, these methods often come with
high computational costs, including multi-step optimization to
generate high-quality augmentation data and additional network
passes to optimize complicated regularization. In this paper,
we present the FAST ENsemble learning method (FASTEN)
to significantly reduce training costs in terms of data and
optimization. Firstly, FASTEN employs a single-step technique
to initialize poor augmentation data and recycles optimization
knowledge to enhance data quality, which considerably reduces
the data generation budget. Secondly, FASTEN introduces a
low-cost regularizer to increase intra-model similarity and inter-
model diversity, with most of the regularization components
computed without network passes, further decreasing training
costs. Empirical results on various datasets and networks demon-
strate that FASTEN achieves higher robustness while requiring
significantly fewer resources than current methods. For example,
a S5-member FASTEN speeds up the optimization process by
7x and 28x compared to state-of-the-art DVERGE and TRS,
respectively. Moreover, FASTEN outperforms the stronger of
the two methods by 26.3% and 6.1% under black-box and
white-box attacks, respectively. FASTEN is also compatible
with existing fast adversarial training techniques, making it an
advantageous choice for enhancing robustness without incur-
ring excessive costs. The source code is publicly available at
https://github.com/mesunhlf/FASTEN.

Index Terms— Adversarial attack, adversarial defense, ensem-
ble learning, robustness.

I. INTRODUCTION

EEP neural networks (DNNs) have demonstrated excel-
lent performance in various tasks and are widely adopted
in many advanced Al-controlled systems [1], [2]. Nonetheless,
they often show potential vulnerabilities to adversarial attacks,
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which artificially modify the clean data to create adversarial
example can fool DNNs into making incorrect predictions in
digital software [3], [4] and real-world applications [5], [6].

The threat of adversarial attacks has prompted researchers
to develop a variety of defense mechanisms. In general, input
transformation methods have several competitive advantages
such as well accuracy and plug-and-play [7], [8], but their
robustness is often overestimated [9], [10]. Adversarial train-
ing, on the other hand, is currently the most effective defense
method, but at the expense of computational resources and
clean accuracy [11], [12]. As a result, these two approaches
are often unsuitable for practical scenarios. To address this
problem, an alternative line of algorithms has been proposed
in the literature — ensemble learning [13], [14], [15], [16],
[17]. The solutions, based on the existing training paradigms
and network structures, are conceptually simple: they optimize
multiple diverse DNNs for joint predictions. The aggregated
ensemble becomes naturally robust and difficult to break since
attackers must fool most members to produce the same wrong
results.

The predominant direction in ensemble learning continues
to center on constructing the committee that achieves the
highest accuracy on clean data, which involves the formulation
of metrics or training protocols to enhance the diversity within
the ensemble models [20], [21], [22]. Nevertheless, recent
developments also highlight the efficacy of ensemble learning
methods in defending adversarial attacks [13], [14], [15], [16].
Specially, some ensemble defenses aim to boost robustness
by enhancing the member diversity from the perspective of
optimization, such as differing the output distribution [15]
or maximizing gradient divergence [16]. Nonetheless, these
defense approaches have not yield satisfactory improve-
ments [10]. To further improve the adversarial robustness, the
concept of augmentation data has been introduced in ensemble
defenses recently. DVERGE adopts feature distillation [23] to
generate a batch of non-robust augmentations for each clean
image [17]. TRS uses PGD attacker [11] to produce adversarial
augmentations and leverages their gradient information to
smooth the ensembles [19]. However, the benefits brought
by augmentation techniques do not come for free: they incur
much more computational resources to create high-quality data
(i.e., ~ 10x training time). In contrast, generating low-quality
data with fewer costs during training significantly reduces
robustness, making these methods less practical. Therefore,
one might naturally wonder: is it possible to develop a robust
ensemble model with reduced training complexity in practice?

In this paper, we propose FASTEN, a fast ensemble learning
method that achieves higher robustness while implementing
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TABLE I

THE SUMMARIZED COMPARISONS BETWEEN DIFFERENT ENSEMBLE
LEARNING METHODS, INCLUDING TRAINING COST, WHITE-BOX
ROBUSTNESS, AND BLACK-BOX ROBUSTNESS. THE SYMBOL1/|
INDICATE THE HIGHER/LOWER THE BETTER

Method | Training Cost | | White-box 7 | Black-box 1
Vanilla [18] | * | * | *
ADP [15] * * % *
GAL [16] * % *x * %
DVERGE [17] * kK *ok ok * kK
TRS [19] ok ko *kk *x
FASTEN (ours) | * | kkk | hokkk

the method with reduced cost. Particularly, we find that the
most costly process in previous works [16], [17], [19] are
(1) the generation of high-quality augmentation data, which
requires multiple forward and backward propagations, and
(2) the complicated regularizer optimization, which increases
the cost for calculating additional information (e.g., gradient
similarity, efc.). To this end, FASTEN builds robust ensemble
models by reconstructing the pipeline as follows:

o Data Perspective: While deploying augmentation data
is essential to diversify ensemble members [17], [19],
we argue that multi-step optimization is not indispensable
for generating the high-quality augmentations. Instead,
Wwe propose recurrent augmentation strategy to accelerate
the data generation process in FASTEN. It utilizes a
single-step distillation technique to initialize poor aug-
mentation data and then refines its quality by combining
the prior knowledge recycled from the training history.
This adjustment helps to improve the adversarial effect
of augmentations and lower down the training overhead.
Although we reduce the number of optimization steps,
we empirically find that this strategy sufficiently increase
ensemble robustness compared to current methods that
use multi-stage optimization in the augmentation process.

o Optimization Perspective: Current methods require mul-
tiple network propagations to calculate gradient similarity
or learn from augmentations, thereby inducing significant
computational overhead. To address it, we propose the
contrastive ensemble regularizer to avoid extreme com-
putational cost. The intuition behind the regularizer is
simple: since an ensemble is composed of several mem-
bers, it is natural to guide the features of the original data
and its augmentation to be similar within a member, but
also distinguishing them from their counterparts captured
by other members. This is comparable to the concept
of supervised contrastive learning [2]. Additionally, most
the components in the regularizer are extracted passingly
from the preceded pipeline, providing a low-cost bonus to
encourage ensemble diversity and strengthen the defense
against adversarial attacks.

Our empirical results demonstrate that FASTEN exhibits
high robustness and scalability, allowing it to be applied in
larger ensemble groups, trained on a variety of dataset, and
adapted to different network structures. Furthermore, FAS-
TEN speeds up ensemble training by an average of 26x,
while achieving higher robustness than state-of-the-art meth-
ods under different settings [17], [19], [24]. A summarized
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comparison of training costs and robustness between current
methods and FASTEN is presented in Table I. In summary,
the contributions of our work are three-fold:

« We have developed a new technique for generating data
more efficiently in the ensemble framework, namely
recurrent augmentation. It is able to generate high-quality
data at a lower cost, which reduces the training time
without sacrificing the benefits of data augmentation.

« We propose a contrastive ensemble regularizer to improve
the robustness at nearly free cost. Unlike existing meth-
ods that mainly focus on maximizing the inter-model
diversity, the proposed regularizer additionally attempts
to minimize the intra-model similarity for boosting
robustness.

« We conduct extensive experiments to validate the perfor-
mance of FASTEN under different attacks, datasets, and
networks, which demonstrate its superiority compared to
baselines. Moreover, FASTEN is compatible with fast
adversarial training, enhancing its robustness further.

II. RELATED WORK
A. Adversarial Attacks

The security issue of Al-controlled systems, particularly
the vulnerabilities of DNNs, is relating to the researches of
adversarial attacks, which have received significant attention
recently [25], [26]. Specially, adversary applies an impercepti-
ble perturbation § to a clean data x to generate an adversarial
example x“?? = x 48, which can fool the deep learning model
f to flip its groudtruth label y to a wrong prediction, i.e.,
f(x®Vy £ y_ Generally, the optimization of searching the
adversarial perturbation § can be formulated as:

argmax Lo(x +36,y), st [8l, <, (1)
§

where L is the objective function of model f with parameters
0, € is the perturbation magnitude under L, norm-balls.
We follow the popular evaluation procedures to choose cross
entropy function as £ and set p = oo in this paper
[15], [16], [17].

In white-box scenarios, adversaries have full knowledge
about victim models, and often leverage propagation mech-
anism to produce adversarial examples, such as Projecting
Gradient Descent (PGD) [11], Auto-Attack (AA) [9], etc. For
black-box settings, adversaries attack substitute models to gen-
erate adversarial examples and exploit their transferability to
break unseen models, including Momentum Iterative Method
(MIM) [27], Diversity Input Method (DIM) [28], Skip Gradi-
ent Method (SGM) [29], efc. These attacks illustrate excellent
fooling rate against DNNs regardless of the architectures or
the training dataset, posing a huge threat to DNNs.

B. Adversarial Defenses

The threat of adversarial attacks has motivated the devel-
opment of various empirical defense mechanisms. Input
transformation is a promising technique due to its high
efficiency [7], [8]. However, recent studies have raised ques-
tions about its robustness, as some attacks have successfully
bypassed these defenses [9], [30], [31].
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1) Adversarial Training: Utilizing adversarial examples to
optimize the network is a reliable way for defending against
attacks, and still achieves the highest performance to date [11],
[32], [33]. It incorporate adversarial examples as augmentation
data and performs min-max optimization to update the model
parameters at each step, which is defined as:

rrbinE(x,y)~D{m§X£9(x +8.n} )

where the inner part is maximized by searching the perturba-
tion within a magnitude € (see Eq. (1)), and the outer part is
minimized to depress the adversarial effect for itself.

2) Fast Adversarial Training: The inner maximization
process is typically the most computationally expensive com-
ponent, as it is conducted by white-box attack methods
such as PGD. This process generates perturbations through
a large number of iterations, resulting in significant compu-
tational costs. To reduce the generation overhead, some fast
training techniques are introduced in the field. For instance,
Shafahi et al. alternatively recycle the gradient informa-
tion and update model parameters to accelerate the training
procedure [34]. Goodfellow et al. combine FGSM [35] with
random initialization in adversarial training to avoid the catas-
trophic overfitting [24]. Although fast training methods indeed
reduce the optimization complexity, the poor generalization of
different adversarially trained models is also often highlighted
in the literature — the accuracy on clean data is significantly
degraded to be deployed in the real-world applications [36].

C. Ensemble Learning Defenses

Ensemble trained defenses have demonstrated a better
trade-off between accuracy and robustness, which can be
roughly divided into two categories: 1) optimization-based
ensembles, which diversify the members from the optimiza-
tion perspective, and 2) augmentation-based methods, which
generate customized augmentation data for members to boost
diversity. For optimization-based ensembles, ADP employs
a regularizer to maximizes the divergence of non-maximal
outputs between members [15]. GAL enlarges the cosine
distance of input gradients to reduce the common adversarial
subspace [16]. To construct the optimal ensemble from a
network pool, several studies explore disagreement diversity
metrics and incorporate data verification techniques, enhancing
the robustness to safeguard DNNs [13], [14]. However, they
are still vulnerable to advanced attacks in some scenarios [10].
To further boost the adversarial robustness, Strauss et al. [37]
demonstrate the efficacy of adopting Gaussian augmenta-
tion data in ensemble defenses. DVERGE [17] isolates the
non-robust augmentations by using the feature distillation
technique [23] and optimizes the ensemble parameters in
a cross-model manner. Similarly, TRS [19] leverages PGD
method [11] to generate adversarial augmentations and use
their gradient information to flat the model boundary. Although
they gains obvious improvements over previous works, exces-
sive training overheads for data generation and regularization
limit their practicability. To this end, we propose FASTEN,
which consists of a fast augmentation technique and a nearly
free regularizer, to perform the stronger defense against adver-
sarial examples.

2567

III. METHOD
A. Background

The general routine of ensemble learning methods is to
train multiple well-performed DNNs and then aggregate them
together to make the joint predictions. For clarity, given an
ensemble model F composed of n sub-models, we denote each
member as f;, where i € 1,2,3, ..., n. The inference output
of the ensemble model F for a data x can be expressed as

Fx)=E(fix)).i€1,2,3,...,n 3)

To establish a robust ensemble model, it is more natural
to improve the model diversity than making each individ-
ual member robust since the latter choice induces degraded
clean accuracy by learning more robust but non-generalizable
features [11], [23]. The objective of optimization-based algo-
rithms (i.e., GAL [16], ADP [15]) can be formulated as

n}ginﬁg(x,y)—ﬁ'R(F,x), (x,y)~D (€]

where L is the cross entropy, 6 refers to the weights of F,
and the data-label pair (x, y) is sampled from the original
dataset D. R is the regularization term that measures the
diversity within the ensemble F on classifying x, and B
is a balancing parameter. By minimizing Eq. (4), the clean
accuracy and the robustness are improved simultaneously.

Some ensembles additionally leverage the idea of data aug-
mentation to achieve a higher performance, i.e., DVERGE [17]
and TRS [19]. Those augmentation-based methods generate
the augmentation data during the optimization as

meinﬁe(x, Y =B -R(F.x), (x,y)~AF.D) (5

where A is an augmentation method that depend on F and D.
In particular, DVERGE and TRS chooses the 10-step feature
distillation [23] or 6-step PGD [11] to produce the high-quality
augmentations, respectively. However, the excessive genera-
tion step significantly increases the training cost (Tab. II).

In this paper, we develop a fast and robust ensemble learning
method by proposing a novel augmentation method A with
reduced training complexity, as well as a low-cost regularizer
‘R to enhance the model diversity. A and R will be detailed
in the Sec. III-C and Sec. III-D, respectively.

B. The Influence of the Augmentation Quality and Quantity

Empirical results show that augmentation-based ensembles
perform better than their optimization-based counterparts.
We relate their success to the additional augmentation data,
and consider which one, quantity or quality, is the more critical
factor to affect the robustness. Specially, we consider different
setups for DVERGE [17] and TRS [19] as:

o The original DVERGE method, which trains each mem-
ber f; over the n-1 augmentation data from other
members f;(j # i) by using FD-10, denoted as
DVERGE;

+ The DVERGE method with weaker augmentations, which
generates the additional data by only 1 Step FD
(i.e., FD-1) from the rest of n-1 members, denoted as
DVERGE-1S;

Authorized licensed use limited to: SUN YAT-SEN UNIVERSITY. Downloaded on January 25,2024 at 09:47:28 UTC from IEEE Xplore. Restrictions apply.

183



2568

19 899 906 19 899 906

453 448

379 373

" Ll s 0 il s

clean 0.01 0.02 clean 0.01 0.02
CDVERGE  [IDVERGE-1S  [JDVERGE-1A CIDVERGE ~ [IDVERGE-1S  [JDVERGE-1A

Accuracy (%)
Accuracy (%)

(a) DVERGE and its variants

Fig. 1.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

403 394

40 4
20 18 2 15

o1 01 o 0
0 e e | 0 /|

clean 0.01 0.02 clean 0.01 0.02
OTRS CITRS-1S O TRS-0A OTRS CITRS-1S O TRS-0A

Accuracy (%)
Aceuracy (%)

(b) TRS and its variants

The influence of the augmentation quality and quantity. We separately evaluate the accuracy and robustness of (a) DVERGE [17] and (b) TRS [19],

trained with weaker or fewer augmentation data, denoted as DVERGE-1S, DVERGE-1A, TRS-1S, and TRS-0A, respectively (detailed in Sec. III-B). The results
is tested by using strong attacks PGD-50 [11] (left) and AA [9] (right) under two perturbation magnitudes (i.e., ¢ = 0.01/0.02). Our observations show
that the robustness of both DVERGE and TRS severely degraded when weaker augmentation methods are used to generate low-quality training data (see
DVERGE-1S and TRS-1S). By contrast, the quantity of augmentation data for ensemble learning plays a less essential role in boosting adversarial robustness
(see DVERGE-IA and TRS-1A). Furthermore, the effect of weaker or fewer augmentation methods on clean accuracy is minimal.

TABLE II

THE TRAINING TIME (MINUTES) OF THE 3-MEMBERS/5-MEMBERS
ENSEMBLE MODELS FOR CIFAR-10 DATASET ON RTX 3080 SINGLE
GPU DEVICE. | INDICATES THE LOWER THE BETTER

Method | Time (3 members) | | Time (5 members) |
Vanilla [18] ‘ s ‘ 115
ADP [15] 91 131
GAL [16] 231 370
DVERGE [17] 592 970
TRS [19] 2401 3898
FASTEN (ours) ‘ 97 139

« The DVERGE method with fewer augmentations, which
trains each member by randomly choosing 1 Augmenta-
tion produced by using FD-10, denoted as DVERGE-1A;

o The original TRS method, which produces the adversarial
augmentations by using PGD-6 attack method to extracts
the n gradients information, denoted as 7RS;

o The TRS method with weaker augmentation data, which
produces the adversarial augmentations by using 1 Step
PGD method (i.e., PGD-1), denoted as TRS-1S;

o The TRS without augmentations, which chooses the orig-
inal data instead of the augmented data in optimization
(i.e., 0 Augmentation), denoted as TRS-0A;

We note that both weaker and fewer setups (e.g., DVERGE-
1S, DVERGE-IA, etc.) directly affect the quality and quantity
of the training data. We train 3-members DVERGE and TRS
with different setups while other configurations are the same
in the literature. Two attacks (i.e., PGD-50 [11], and AA [9])
are included to test the robustness. The accuracy of ensemble
models for clean data and adversarial examples (i.e., € =
0.01/0.02) is reported in Fig. 1.

The implication is three-fold. Firstly, the robustness of
DVERGE and TRS strongly depends on the quality of the
augmentation data. Specifically, DVERGE significantly degen-
erates its performance when we use a weak augmentation
technique to generate poor-quality data, as shown in DVERGE-
1S. TRS exhibits similar trends when trained on poor-quality
data, performing even worse than its counterpart with no
augmentations at all (see TRS-1S and TRS-0A). Secondly, the

quantity of augmented data has less impact on the defense
capability, and fewer augmentations can help maintain high
robustness. Interestingly, the performance of DVERGE slightly
improves when we take only one augmentation data for
training each member (see DVERGE-IA). It suggests that
introducing too much augmentation data to each member
makes it difficult to capture valid features. Thirdly, either
weaker or fewer augmentation strategies have little impact on
clean accuracy that the ensemble model can still learn enough
generalizable features under these harsh conditions.

In summary, we draw two main conclusions from the
analysis above: 1) either excessive or low-quality augmentation
data have a negative effect on training, and 2) using fewer
but high-quality augmentation data is effective in optimizing
a robust ensemble model.

C. Recurrent Augmentation Strategy

The discussion in Sec. III-B inspires us to cut down the
training overhead by generating less but high quality augmen-
tation data. Given an image x sampled from the dataset D,
current methods usually generate an augmentation set X based
on the all members [17], [19], as illustrated in Fig. 2 (a). Since
excessive augmentation data is not a necessary condition to
boost robustness, we select a small portion of the ensemble to
produce the high-quality augmentation data as

X* = AM(F), x) = x*|x* = A(f,x)}, VfeF* (6)

where M is a mask function to control the propagation flow
by picking m members that forms a subset ensemble F*, i.e.,
|F*| = m, m < n. Similar to the observations in Sec. III-B,
we empirically find that producing only two augmentation
data is enough to achieve a high robustness in the FASTEN
framework (i.e., m = 2), which is validated in Sec. IV.

Although FASTEN reduces the budgets by n/2 fold com-
pared with state-of-the-art ensembles, it still requires multiple
network passes to generate high-quality augmentation x* for
each sampled data x. To address this, we design Recurrent
Augmentation strategy on accelerating the augmentation pro-
cess A through two steps performed in a round-robin manner:
1) Initialization, and 2) Refinement.

Initialization, which costs a single forward and backward
pass to produce a weak augmentation data. Specifically,
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(a) The Augmentation Strategy in Current Methods [16, 17]
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Fig. 2. The augmentation pipeline of current ensemble methods and FASTEN. (a) Current methods, such as DVERGE [17] and TRS [19], typically rely
on multi-steps augmentation techniques (e.g., FD-10 [23], PGD-6 [11], etc.) to generate an augmented dataset X, consisting of n high-quality augmentation
data. This paradigm leads to a significant increase in computational costs. (b) The proposed FASTEN uses a single-step optimization process to initialize two
augmentation data at first and then polishes their quality by combing the augmentation knowledge recycled from the training trajectory. Thus, the augmentation
set X* in FASTEN merely includes two training data by costing single network pass, thereby significantly reducing computational overhead.

we incorporate Neural Representation Distortion (NRD) [38]
to extract feature vulnerabilities as initialized augmentations.
The objective is to maximize the perceptual metrics 7 on the
picked sub-model f from F*, which can be formulated as

TS0 =11 (TW) = L@, (7

where f! is the extracted intermediate features of the /-th layer,
and 7 is an input transformation applied to the original data x.
We follow [24] to sample a uniform noise to corrupt the inputs,
ie.,, T(x) =x+4r, r ~U(—¢,¢€). To reduce the propagation
cost, we introduce NRD with one-step scheme for producing
the initialized augmentation data x! as

x! = clip, (T(x) + € - sign(V. T (f, 1)), ®)

where clip function constrains the visual similarity between
the input x and the initialized x! within L., norm-balls.
Intuitively, this process pushes the data towards the closest
decision boundaries in the latent space while maintaining it
visually similarity to the original input.

Two factors encourage us to choose NRD as augmentation
instead of FD [23] or PGD [11]. Firstly, NRD exhibits excel-
lent and generalizable performance in extracting vulnerable
feature-level non-robust data that can be utilized to improve the
robustness of ensembles. Secondly, the inference process and
feature distillation can be merged into the same forward and
backward pass (see Eq. (7)). This effectively helps FASTEN
to cut down the training budget since the proposed regular-
izer requires the inference output in the optimization (see
Sec. III-D).

Refinement, which enhances the quality of the augmen-
tation data without requiring additional propagation budget.
However, single-step optimization leads to degraded robust-
ness compared to multi-step augmentations (Sec. III-B).
To overcome this limitation, we reinforce the weak initializa-
tion by recycling the knowledge from the training trajectory.

We treat the prior augmentations as the teacher and extract
their non-robust features that correspond to the original input.
These features serve as proper knowledge to guide a new
student augmentation data. Thus, the refinement process is
defined as the combination of the original data, the initialized
augmentation, and its historical augmented data as

xtA:x+(x-g(xt1)+(1—a)~g(xl{1) )

where « is the balancing parameter and we set o ~ (0, 1),
t refers to the index of the augmentation data for a given
input in the training trajectory, and g(-) denotes the the
knowledge extraction procedure. Intuitively, g(x/) represents
the non-robust feature knowledge derived from the current
initialization, and g(x[/{ 1) denotes the accumulated augmen-
tation knowledge from the training history, where g is simply
designed as

t=1

t>1 (10)

glxy) = O,

X;—X
where g(-) is designed to calculate the residual pixels between
the augmentation data x; and the original data x, which contain
a plentiful of distilled non-robust features. The intuitions
behind the refinement are quite simple: 1) The knowledge
g(xtA_ 1) probably comes from a different member since the
mask M defined in Eq. (6) is randomly regenerated at each
iteration. The stochastic manner facilitates the augmentation
data in learning the vulnerabilities across the ensemble mem-
bers. 2) This process is performed in a looping manner to
progressively improve the quality of the augmentation data as
well as to accumulate the non-robust knowledge, thus it can
effectively boost the robustness with the training is proceeded.
By combining Eq. (9) with Eq. (10), we can polish the poor
initialized data by learning from the historical augmentations.

D. Contrastive Ensemble Regularizer

We follow [17] and [39] that only include the augmentation
data in the ensemble training. To avoid the overfitting effect,
we adopt sequential cross-model training paradigm to optimize
each member in turn [17], [18]. The objective in Eq. (4) can
be rewritten as the cross-entropy of each member f; learned
on the augmentation data x# and its label y:

Lo, (x,y) = Lo, (x*,y) = Lo, (A(fj2i,%),y), (11

where 6; denote to the parameters of f;, and f; refers to a
randomly sampled member in Eq. (6) that differs from the
currently optimized one, ie., f; ~ F* and j # i. By min-
imizing Eq. (11), the ensemble model increases its capacity
to capture the feature from the non-robust augmentation data,
which contains the vulnerabilities distilled across the members.

However, relying on Eq. (11) to train ensembles can lead
to the dilemma where all members tend to learn similar
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Fig. 3. The intuition mechanism of the Contrastive Ensemble regularizer.
By learning from the augmentation data (triangles), the member changes its
decision boundary since the augmented data contains rich non-robust features
and locates far way from the original data (squares). Moreover, the regularizer
pulls the original data and its augmentations closer for each ensemble member
while it pushes them away from the feature cluster learned by other members
simultaneously. The features captured by different members are colored as
green and blue, respectively.

non-robust representations from a small augmentation set X*.
It significantly reduces both the diversity and robustness,
as highlighted in [23]. To address this issue, we propose
a Contrastive Ensemble regularizer, which encourages the
learned features to be tightened within each member while
also being distinct between members. Two lines of studies
provide the inspiration for it. First, recent literature have
shown that pushing the original data and its augmentation
samples closer together is an effective training strategy [40],
[41]. Tt is beneficial to improve the uncertainty estimation
and classification accuracy under data shift scenarios. Second,
supervised contrastive learning has led to major advances in
various tasks by incorporating label information [2], [42]. Fol-
lowing the similar concept, the fundamental idea behind our
approach is to align features belonging to the same class while
pushing apart those from different classes, thereby maximizing
the distance between feature clusters. It comprises two main
components: 1) Intra-Model Similarity and 2) Inter-Model
Diversity. The intuition behind our regularizer is illustrated
in Figure .3.

Intra-Model Similarity, which aligns the input data and its
augmentations in the intermediate space. It effectively smooth
the model and reduces sensitivity to local noise. Specifically,
we follow [40], [43] to employ the Kullback-Leibler Diver-
gence (KL) as a metric to measure the similarity between the
feature distributions of a given member f; as

Ligim(fi, %) = %(KL(p,-nm,-) +KL(pM mp),  (12)
where p; and plf“ are the output probabilities of the member
fi on classifying the original data x and its augmentation
x4, m; simulates the center of the latent cluster, i.e., m; =
%(pi + piA). By minimizing Eq. (12), the representations of
these augmentation data are collected in tight clusters to be
located around the original input even they are produced in
different epochs.

Inter-Model Diversity, which pushes the feature cluster
of each member away from others. This is similar to the
intuition behind supervised contrastive learning, where the
representations captured by a member are labeled as positive
anchors, while the representations learned by other members
are treated as negative samples. Since the original samples
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and its augmentations would be grouped tightly within each
member by optimizing Eq. (12), we choose to maximize the
distance between the cluster centers of members as

n

> KL(m[m;).
J=1j#i

In summary, the regularizer R defined in Eq. (5) is reformu-
lated by combining the similarity with the diversity objectives
(i.e., Eq. (12) and Eq. (13)) for each member f; as follows

R(fi, x) = Lisim(fi, X) — Lidiv(fi> x). (14)

Unlike previous works [16], [19] that require additional
resource to calculate the gradient in the regularization, most of
the components in our regularizer have already been obtained
at preceded steps, e.g., p; and piA are derived from Eq. (7)
and Eq. (11), etc. To qualify the high efficiency of FASTEN,
we report the realistic training time (in minutes) for the
3/5-member ensemble models in Tab. II. It shows that FAS-
TEN not only significantly reduces time complexity compared
to current methods, but also can be implemented as cheaply as
the fastest optimization-based ensemble algorithm ADP, thus
enhancing adversarial robustness at a low cost.

1
Ligiv(fi, x) = ——

p— (13)

E. FASTEN Optimization

FASTEN performs data augmentation and weight optimiza-
tion in a round-robin fashion. Specifically, FASTEN randomly
samples the original data-label pair from the dataset and then
generates its corresponded augmentation data depending on
the selected members (see Sec. I1I-C). Subsequently, FASTEN
updates the parameters of each member by forcing them to
learn from the augmentations and diversify the latent feature
clusters within the ensemble model (see Sec. III-D). The
overall objective for a single member f; is

[ 2 (ACf 0.9) + B R(fin ) .

min [E

(15)
0 (x,y)~D,l

where A is the Recurrent Augmentation strategy, f; is the
selected member by masking the ensemble, [/ is a randomly
selected layer, and R is the Contrastive Ensemble regularizer.
More detailed pseudo-code for training an FASTEN ensemble
of n members is illustrated in Alg. 1.

Adversarial FASTEN Framework: As FASTEN trains a
robust ensemble model with low computational cost, it is
natural to explore the potential of using adversarial exam-
ples to further enhance robustness. To this end, we propose
the Adversarial FASTEN framework (AdvFASTEN), which
combines FASTEN and fast adversarial training [24] with
only a single propagation overhead. Specifically, AAvFASTEN
modifies the original FASTEN framework as follows:

« Augmentation Procedure. We treat adversarial examples
as another type of augmentation during ensemble training.
To save the optimization cost, we generate adversarial
examples by using Fast Adversarial Training (FAT) [24]
to attack each member with only a single propagation
overhead. In particular, we choose to perturb the aug-
mentation data rather than the original data since they
are already located near the decision boundaries.
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Algorithm 1 FASTEN Framework

Input: Number of members n, Original Dataset D, Batch
number b, Maximum training epoch e

Output: The ensemble model F

fori =1tondo
Initialize the member f; of the ensemble model F
end for
# Recurrent Augmentation & Contrastive Ensemble Reg-
ularizer
for k =1to e do
for j =1to b do
Sample the data-label pair (x, y) from dataset D
Produce a mask M to pick a subset ensemble F*
(Eq. (6))
9: Randomly choose a layer [ for distillation (Eq. (7))
10: Produce the initialized data x! with Eq. (8)
11: Generate the refined data x# from x! with Eq. 9)
12: for i =1 ton do
13: Calculate cross-model training loss with
Eq. (11)
14: Calculate Contrastive Ensemble loss with
Eq. (15)
15: Sum up the loss terms with Eq. (16)
16: Update parameters of f; by using SGD
optimizor
17: end for
18: end for
19: end for

LA

® W

« Objective Optimization. Two modifications are required.
First, both the augmentation data and adversarial exam-
ples are included to update the ensemble member:

Lo, (x,y) = Lo, (x, ) + Lo, (8, y).  (16)

where xf‘d” is the adversarial example which based on the
member f; and data x4, Second, adversarial examples are
also used for regularization, e.g., the center of the latent
cluster is updated by m; = (p; + p + pfd”)/3, where
pfd” is the output on classifying x{"“?, etc. Moreover, its
computation can be merged into Eq. (16), which makes
the new regularizer cost-effective.

Our empirical results show that AdvFASTEN further boosts
the robustness and achieves comparable and even better per-
formance compared to its competitors who uses expensive
adversarial training (i.e., PGD-10 optimization) [17], [19].

Why FASTEN Improves the Ensemble Robustness? Accord-
ing to the conclusions in [19], the adversarial transferability
among ensemble members is influenced by several factors,
including empirical risk, gradient similarity, model smooth-
ness, perturbation size, efc. Notably, the proposed FASTEN
can effectively reduces gradient similarity among ensemble
members and enhances model smoothness for each individual
member. Consequently, an adversarial example that can suc-
cessfully attack a member will be more challenging to transfer
against others. This mechanism thereby enhances the overall
robustness of the ensemble. For a more comprehensive theo-
retical analysis, please refer to the supplementary materials.

2571

IV. EXPERIMENTS

In this section, we present the empirical results to demon-
strate the effectiveness of the proposed method. Firstly,
we specify the detailed experimental setups in Sec. IV-A.
Then, we provide the qualitative analysis of FASTEN on
different datasets and network architectures in Sec. IV-B.
Afterward, we evaluate the robustness of AdvVFASTEN against
a wide range of attacks in Sec. IV-C. Lastly, we provide a rich
collection of ablation studies for our method in Sec. IV-D and
Sec. IV-E.

A. Experimental Settings

1) Network: We follow the setups of previous works [15],
[16], [17], [19] in the experiments. Particularly, we mainly
consider the ResNet-20 structure to constitute the ensem-
ble model. We also extend the evaluations to deeper and
wider architectures (i.e., ResNet-26, ResNet-32, and Vgg-19).
To demonstrate the scalability of our method, we establish
the ensembles by grouping 3, 5, and 8 members together,
respectively.

2) Dataset: We mainly evaluate the ensemble models
on CIFAR-10 dataset, which consists of 10 classes with
50000 training data and 10000 test data, respectively. To illus-
trate the generalizability of the proposed method, we show
that FASTEN can also achieve superior performance on
other four datasets (i.e., MNIST, CIFAR-100, Tiny ImageNet,
and Downsampled ImageNet) compared to state-of-the-art
methods.

3) Baselines:
algorithms:

We consider several ensemble learning

o Vanilla Method [18] trains each member individually by
removing all regularization and augmentation data.

« ADP [15] is an optimization-based method. It reduces the
adversarial transferability by maximizing the divergence
between non-maximal outputs across members.

o GAL [16] designs a novel regularization during the train-
ing process, which reduces the cosine similarity between
gradient vectors calculated on pairwise members.

« DVERGE [17] is a type of augmentation-based training
algorithm. It isolates the adversarial vulnerabilities from
each member as the augmentation data and use them to
optimize the ensemble model with a cross-model manner.

e« TRS [19] combines regularization and augmentation
techniques in optimization. It generates the adversarial
augmentation data and then utilizes their gradient infor-
mation to smooth the model boundaries.

Moreover, we include two fast adversarial training methods

(i.e., FAT [24] and GradAlign [44]) in our experiments.

4) Arttack Models: We test the robustness of different
ensemble models under both black-box and white-box attack
scenarios.

In general, the black-box adversaries can not access the
underlying knowledge of the victim model (e.g., structures,
parameters, etc.). They generate adversarial examples by
attacking the surrogate models and exploit the transferability
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Fig. 4. The black-box robustness of different methods with 3 members on CIFAR-10, MNIST, CIFAR-100, and Tiny ImageNet datasets. The results
is tested by generating 54 transferable adversarial examples for each clean data. The proposed FASTEN not only achieves the highest robustness compared
with current methods, but also illustrates well scalability that the robustness is enhanced with more members included in the ensemble (see supplement).

TABLE III
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS WITH DIFFERENT GROUP S1ZES ON CIFAR-10 DATASET. FOUR WHITE-BOX ATTACKS
ARE USED IN THE EVALUATIONS, INCLUDING MIM [27], PGD-10/50 [11], AND AA [9]

Settings Method € =001 € =002 e =003
MIM PGD-10 PGD-50 AA | Avg MIM PGD-10 PGD-50 AA | Avg MIM PGD-10 PGD-50 AA | Avg
Vanilla [18] 1.8 8.8 2.6 1.3 3.6 0.1 0.3 0.0 0.0 0.1 0.0 0.0 0.0 0.0 0.0
ADP [15] 19.0 30.0 9.7 5.7 16.1 1.5 9.6 0.1 0.1 2.8 0.1 29 0.0 0.0 0.8
3 GAL [16] 10.5 153 7.8 2.6 9.1 0.7 1.0 0.5 0.0 0.6 2.1 0.0 0.0 0.0 0.5
Members | DVERGE [17] 40.5 50.6 37.3 37.3 414 14.2 224 10.8 10.7 14.5 7.5 7.9 2.4 1.9 4.9
TRS [19] 414 49.4 40.2 39.4 42.6 17.4 28.6 17.8 15.0 19.7 5.9 15.7 6.9 5.5 8.5
FASTEN (ours) 62.7 65.7 61.5 61.4 62.8 30.2 37.8 27.7 26.5 30.6 12.1 19.6 9.0 8.8 124
Vanilla [18] 3.0 14.6 3.6 14 5.7 0.0 0.7 0.0 0.0 0.2 0.0 0.0 0.0 0.0 0.0
ADP [15] 19.8 28.5 10.0 6.5 16.2 34 10.3 0.8 0.2 3.7 0.8 43 0.4 0.0 1.4
5 GAL [16] 31.1 43.4 29.7 29.8 335 6.9 18.8 6.1 5.5 9.3 0.7 7.5 0.5 0.5 2.3
Members | DVERGE [17] 53.3 59.6 49.3 49.0 52.8 252 349 21.3 19.3 25.2 9.5 18.5 6.5 5.6 10.0
TRS [19] 424 554 42.7 41.9 45.6 20.5 353 20.3 20.9 243 10.5 234 9.3 10.5 134
FASTEN (ours) 66.4 69.0 66.1 65.9 66.9 36.5 474 33.6 35.6 38.3 17.6 279 14.8 14.8 18.8
Vanilla [18] 4.6 17.8 4.2 2.4 7.3 0.0 0.9 0.0 0.0 0.2 0.0 0.0 0.0 0.0 0.0
ADP [15] 18.2 233 12.8 9.7 16.0 9.5 11.6 5.8 3.0 7.5 5.9 6.6 2.7 1.7 42
8 GAL [16] 39.9 59.7 39.6 37.2 44.1 12.4 33.8 10.1 9.0 16.3 2.6 15.9 0.9 0.8 5.1
Members | DVERGE [17] 59.6 66.0 57.8 57.7 60.3 30.3 42.6 27.0 26.9 31.7 12.5 25.3 10.5 9.2 14.4
TRS [19] 422 49.7 40.8 40.7 43.4 10.5 21.5 9.6 10.2 13.0 1.7 6.2 1.3 1.3 2.6
FASTEN (ours) 69.5 70.6 69.1 69.0 69.6 41.9 48.3 39.5 394 42.3 21.0 30.6 17.7 17.2 21.6

to fool the target ensembles. By expanding the configuration in
DVERGE [17], five attacks are included: 1) Fast Gradient Sign
Method (FGSM) [35]; 2) Momentum-based Diversity Input
Method (M-DIM) [28]; 3) Skip Gradient Method (SGM) [29];
and 4) Momentum-based PGD with 10 and 100 steps for
3 random starts (M-PGD) [11], ie., M-PGD-10 and the
stronger M-PGD-100. We apply cross-entropy loss and C&W
loss [45] separately to generate adversarial examples. The
step size is set to €/5 and the optimization iteration is set
to 100 unless explicitly stated. We use Vanilla ensembles
with 3/5/8 members as the surrogate models. A total of 54
transferable adversarial example are created for each clean
data, with the attack specifics provided in the supplementary.
We follow [17] and [46] to choose the challenging “all or
nothing” rule in the evaluation. It indicates that an ensemble
model gets scores for a clean data if and only if total of its
54 adversarial versions can be correctly classified.

For white-box adversaries, we compare the robustness
of different ensembles by using four attacks: 1) 50-step
Momentum method (MIM) [27] with step size €/5; 2) 10-step
and 50-step PGD with 5 random starts and the step
size is €/5; and 3) Auto-Attack (AA) [9], which is an
ensemble of parameter-free attacks to fool classifiers. It con-
sists of FAB [47], Square Attack [48] and two variants
of PGD.

5) Training Details: We follow the parameter settings
in [17] and [19]. All ensemble models are trained for
200 epochs with different group sizes (e.g., 3/5/8 members).
For SGD optimizer, the momentum parameter is set to 0.9 and
the initial learning rate is 0.1, which is decayed by 10x at the
100-th and 150-th epochs. For the Adam optimizer, its learning
rate is 0.1 with a weigh decay of 0.0001. More detailed specific
parameters or modifications are reported in supplementary.

B. Experiments of FASTEN

In this section, we compare the performance of various
ensemble models (without adversarial training). We start by
evaluating the robustness of ResNet-20 ensembles on the
CIFAR-10 dataset, and show extension experiments on other
datasets (e.g., MNIST, CIFAR-100, efc.) and network struc-
tures (i.e., ResNet-26, ResNet-32, and Vgg-19). More detailed
quantitative results are shown in the supplementary.

1) Performance on CIFAR-10 Dataset: We report the
black-box and white-box robustness in Fig. 4 and Tab. III.
In particular, we mainly include the results of 3-member
ensembles in Fig. 4 (a) and the performance of other sizes
in the supplement.

a) Black-box robustness: From Fig. 4 (a), it is unsur-
prising that the Vanilla ensemble exhibits the best accuracy
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TABLE IV
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS ON MNIST AND CIFAR-100 DATASET. THREE WHITE-BOX ATTACKS ARE USED IN THE
EVALUATIONS, INCLUDING MIM [27], PGD-50 [11], AND AA [9]

2573

MNIST (¢ = 0.1/0.15/0.2)

CIFAR-100 (e = 0.01/0.02)

Settings Method

\ | MIM PGD-50 AA | MIM PGD-50 AA | MIM PGD-50 AA || MIM PGD-50 AA | MIM PGD-50 AA

Vanilla [18] 35 0.5 0.3 0.2 0.0 0.0 0.0 0.0 0.0 0.6 0.5 0.4 0.1 0.0 0.0

ADP [15] 9.6 4.3 23 | 04 0.0 0.0 | 00 0.0 0.0 0.6 0.6 05 | 0.0 0.0 0.0

3 GAL [16] 0.6 1.1 0.1 3.6 0.0 47 | 6.9 0.0 4.7 7.7 7.0 6.6 | 0.6 1.2 0.3

Members | DVERGE [17] 86.4 81.2 81.1 | 60.1 6.0 6.4 22.5 6.0 6.4 11.6 9.6 9.9 1.7 1.5 1.1

TRS [19] 87.7 87.4 858 | 732 374 37.1 | 49.6 374 37.1 4.8 4.3 4.3 14 1.3 1.1

FASTEN (ours) | 96.6 96.6  96.5 | 95.5 926 91.8 | 935 92.6 91.8 || 27.9 267 261 | 9.1 7.9 7.6

Vanilla [18] 39 0.6 39 0.1 0.0 0.0 0.0 0.0 0.0 1.0 1.1 1.1 0.2 0.1 0.2

ADP [15] 15.0 9.1 15.0 1.2 0.0 0.0 0.0 0.0 0.0 0.7 0.6 0.3 0.0 0.0 0.0

5 GAL [16] 2.1 0.1 2.1 4.8 0.0 59 | 59 0.0 5.9 11.7 12.9 105 | 23 1.6 1.3

Members | DVERGE [17] | 92.1 91.5 92.1 | 80.8 272 464 | 464 272 464 || 174 16.0 159 | 54 4.5 4.4

TRS [19] 92.5 924 92.5 | 78.8 453 547 | 54.7 453 54.7 10.7 9.6 9.7 2.9 2.5 2.5

FASTEN (ours) | 97.7 97.0 974 | 96.8 95.0 94.8 | 95.0 95.0 94.8 314 30.7 30.8 | 12.2 10.9 10.8

Vanilla [18] 3.1 0.2 00 | 02 0.0 00 | 0.0 0.0 0.0 1.7 1.4 13| 03 0.2 0.2

ADP [15] 12.8 3.7 1.9 1.5 0.0 0.0 0.1 0.0 0.0 2.0 1.3 0.9 0.2 0.0 0.0

8 GAL [16] 6.1 7.2 74 | 63 22 40 | 7.0 2.1 33 18.6 17.4 144 | 43 4.1 2.7

Members | DVERGE [17] | 95.4 95.1 95.1 | 89.8 87.1 855 | 74.8 66.7 62.6 || 263 24.6 237 | 95 7.6 7.1

TRS [19] 92.8 92.7 92.3 | 79.8 77.6 76.9 | 579 443 429 12.1 11.0 10.3 2.0 1.7 14

FASTEN (ours) | 97.7 97.7 978 | 973 97.3 97.1 | 96.1 96.7 95.9 364 359 357 | 134 12.5 119

TABLE V
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS WITH 3 MEMBER3 ON TINY-IMAGENET AND DOWNSAMPLED-IMAGENET DATASET. FOUR
WHITE-BOX ATTACKS ARE USED IN THE EVALUATIONS, INCLUDING FGSM [35], MIM [27], PGD-50 [11], AND AA [9]
Method ‘ Tiny-ImageNet (¢ = %/2%/%) H Downsampled-ImageNet (e = ﬁls/ﬁ)

| FGSM MIM PGD AA |FGSM MIM PGD AA |FGSM MIM PGD AA |[[FGSM MIM PGD AA |FGSM MIM PGD AA
Vanilla [18] 26.1 30.1 292 289 12.3 8.6 7.7 7.4 8.0 2.5 1.8 1.9 18.2 0.3 02 0.1 12.6 0.0 0.0 0.0
ADP [15] 436 181 180 179| 292 39 32 33| 195 03 03 02 6.2 01 02 01 34 00 00 00
GAL [16] 12.5 0.1 0.1 0.0 1.0 0.1 0.0 0.0 0.5 0.1 0.0 00 0.4 0.0 0.0 0.0 0.1 0.1 0.0 0.0
DVERGE [17] | 459 326 316 310| 380 152 138 138 347 7.1 66 6.1 265 131 119 11.8] 147 22 16 16
FASTEN (ours) | 51.5 484 482 482 | 43.6 36.6 362 36.1| 399 263 249 250 32.2 298 297 29.6 | 214 120 115 10.7

in classifying clean data. However, the results also indicate
its vulnerabilities when black-box adversarial examples are
injected, even if the attack strength is weak. Optimization-
based methods, including as ADP and GAL, improve their
robustness against weak attacks, while their accuracy is still
significantly reduced as the perturbation increases (e.g., ADP
and GAL are decreased from 91.6% and 88.1% to 0.0%
and 38.5% under € = 0.03, etc.). Thus, they offer limited
defense against strong black-box attacks, even though the
additional training overhead is acceptable. DVERGE shows
desirable defensive capability against most black-box settings.
However, it is important to note that extensive optimization
steps are required to produce augmentation data and the
member is trained with complex cross-model behavior, i.e., the
complexity is O(n?). Therefore, extending DVERGE to larger
group sizes is not practical due to the exponential growth of
training resources (Tab.II).

By comparing with baselines, the proposed FASTEN yields
much superior performance in all black-box attack scenarios.
For example, 5-member FASTEN can correctly predict 30.9%
of transferable adversarial examples even under the most strict
black-box setup (¢ = 0.07), surpassing DVERGE by a large
margin of 26.4%. It is primarily due to the fact that FASTEN
combines high-quality augmentation data with an effective
regularizer to optimize the ensemble members. Additionally,
FASTEN exhibits good scalability since its black-box robust-

ness is consistently improving as more members are added
into the ensemble model. This is a positive attribute since
evidence suggests that as the ensemble group grows larger,
FASTEN requires much less additional overhead during the
training process than existing methods (Tab. II).

b) White-box robustness: Similar to the trends in
Fig. 4 (a), optimization-based methods (i.e., ADP and
GAL) often show inferior white-box robustness compared
to augmentation-based baselines (i.e., DVERGE and TRS).
However, although TRS is the strongest defender for small
groups (i.e., 3 members), its robustness is slightly degraded
in turn when we expand the ensemble sizes. This interesting
phenomenon can also be observed in black-box scenarios
(Fig. 4), which may caused by the unbalanced weights between
its regularization terms (i.e., model smoothness and gradient
similarity). It indicates the poor scalability of TRS for training
a larger ensemble model.

In summary, FASTEN substantially outperforms all base-
lines and achieves the best performance regardless of the
perturbation magnitudes, attack methods, or ensemble sizes.
When defending against strong PGD-50 and AA, FASTEN
surpasses the runner-up TRS by 20.4% and 21.1% under
small ensembles, while it also exceeds the second-place
DVERGE by 11.4% and 11.3% for large groups. Particularly,
we notice that the robustness gap continues to grow under
both weaker attacks (i.e., PGD-10) and stronger adversaries
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(i.e., PGD-50 and AA), demonstrating the stability of our
method.

2) Performance on MNIST and CIFAR-100 Datasets:
We evaluate the robustness of different ensemble models on
MNIST and CIFAR-100 datasets, and record the white-box
and black-box robust accuracy in Tab. IV and Fig. 4 (b, c).

Two thought-provoking phenomenon catch our attention.
Firstly, it is noticeable that the ensembles trained on the
CIFAR-100 dataset are much more vulnerable to adversar-
ial attacks than their counterpart on the CIFAR-10 dataset,
e.g., DVERGE ensembles with 3/5/8 members show a large
decrease in robustness against small PGD-50 (¢ = 0.01)
by 27.7%, 33.3%, and 33.2%, respectively. It is largely due
to the fact that less data and augmentations are collected
for each fine-grained class, degenerating the performance
for classifying adversarial examples. Secondly, we observed
that TRS performed worse than GAL and DVERGE in both
black-box and white-box settings, contrary to its excellent
robustness on the CIFAR-10 dataset. Similarly, ADP achieved
lower resistance than Vanilla ensembles trained normally under
a wide range of white-box adversaries. These results partially
demonstrate their relatively low generalizability, making them
unsuitable for implementing transfer training on other datasets.

Unlike GAL and TRS, FASTEN generalizes well to dif-
ferent data distributions. Specifically, we observe the same
trends as in the CIFAR-10 experiments, where FASTEN
effectively enhances the robustness and largely outperforms
other approaches. For instance, the improvements of FASTEN
are 16.3%, 15.5%, 17.1%, and 16.2% under small MIM, PGD-
10/50, and AA, respectively. As the group sizes become larger,
FASTEN goes a step further to strengthen the adversarial
resistance, consistently outperforming all baseline ensembles.

3) Performance on Tiny ImageNet and Downsampled Ima-
geNet: We extend our experiments on two larger and more
intricate datasets: Tiny ImageNet and Downsampled ImageNet
datasets. Despite the identical resolutions of these two bench-
marks (64 x 64), there exist differences in the data size and
the number of classes between them. Tiny ImageNet consists
of 100,000 training images categorized into 200 classes,
whereas Downsampled ImageNet comprises 130,0000 images
distributed across 1000 classes, mirroring the class distribution
of the standard ImageNet dataset. We validate the effectiveness
of FASTEN using ResNet-18 ensembles with 3 members. The
robustness against a variety of white-box and black-box attacks
are provided in Tab. V and Fig. 4 (d), respectively. As TRS
struggles to effectively train ensembles on these two datasets,
we choose not to present its performance in experiments.

From data presented in Tab. V and Fig. 4, it is evident that
FASTEN emerges as the front runner in defending against
malicious attacks in both white-box and black-box scenarios.
Notably, it surpass the best baseline DVERGE by a significant
margin of 22.3% and 9.1% under challenging adversary AA.
This result stands as compelling evidence of the effectiveness
of utilizing FASTEN in the training of large datasets. Another
noticeable phenomenon is the consistency between the trends
of robustness observed in Tab. V and the conclusions drawn
from the CIFAR-100 experiments (Tab. IV). It suggests that
training robust ensembles on intricate fine-grained datasets
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poses a greater challenge due to the perceptual similarity
among many classes. Additionally, the results of ADP and
GAL show a bit counter-intuitive—their capacities are even
worse than Vanilla in certain cases. For instance, ADP exhibits
superior resistance against single-step attacks FGSM, while its
performance deteriorates relative to Vanilla when confronted
with multi-step attacks. While GAL outperforms Vanilla in
black-box setups, its robustness is severely degraded to nearly
0% against various white-box attacks. These findings indicate
simply employing diversity metrics in a regularizer is ineffec-
tive for generalizing on large datasets with expanded classes.

4) Performance on Complicated Structures: Although FAS-
TEN has achieved excellent robust accuracy on various
datasets, we aim to investigate its ability to generalize to
more complex networks. Specifically, we build ensembles
by using the following settings: 1) ResNet architecture with
multi-depths, i.e., ResNet-20, ResNet-26, and ResNet-32; and
2) other structures different from ResNet, i.e., VggNet-19
networks. The performance on CIFAR-10 dataset is reported
in Tab. VI. We attack ResNet-20 Vanilla ensembles to generate
transferable adversarial examples, which are used to evaluate
the cross-network robustness.

As shown in Tab. VI, almost all baselines show improve-
ments in the black-box robustness metric compared with
their ResNet-20 versions. Previous studies confirm that the
adversarial effect is significantly impeded when transferring to
a different network [27], [49]. We provide evidence that this
phenomenon extends to ensemble scenarios, including both
network depths and model structures. Particularly, FASTEN
not only holds the championship for defending against trans-
ferable attacks, but also significantly boosts its performance
by training on networks with larger capacity (i.e., VggNet-
19), surpassing the second-runner DVERGE by 52.2% under
black-box attacks (¢ = 0.07). Similar trends can also be
observed for resisting white-box adversaries. Since deeper
networks have a larger capacity to learn the non-robust features
from the augmentations, we can see that DVERGE and FAS-
TEN achieve higher robustness than other baselines on ResNet
structures. However, DVERGE degenerates the power of
VggNet version under large adversarial noises (i.e., € = 0.03)
and is overtaken by ADP, which may imply their unbalanced
robustness across attack strengths. In contrast, FASTEN retains
stability and superiority that enhances ensemble robustness
against white-box adversaries. FASTEN exhibits the potential
to extend to larger networks that its VggNet version illustrates
much better performance compared with the original ResNet
ensembles and other methods.

5) Conversion of Defenders and Attackers: Although
ensemble models are proposed as robust defense mechanisms,
we further explore another dimension of their functionality:
whether employing these ensembles (instead of Vanilla ensem-
bles) in attacks can generate more threatening adversarial
examples. On the one hand, if the adversarial examples exhibit
boosted transferability, it indicates that the attacked ensemble
model posses high diversity so that it can be considered as a
more potent attacker compared to Vanilla models [10]. On the
other hand, leveraging enhanced adversarial examples allows
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The robustness of different methods under more diverse surrogate attackers. The transferable adversarial examples are produced by attacking

four ensembles with 5 members (i.e., GAL, DVERGE, TRS, and FASTEN). FASTEN still achieves the highest robustness compared with current methods,
but also plays as a stronger attackers to generate adversarial examples with higher transferability. It confirms the high diversity across FASTEN members.

TABLE VI
THE ROBUST ACCURACY (%) OF ENSEMBLE MODELS WITH 3 DIFFERENT MEMBERS ON CIFAR-10 DATASET. TO BUILD THE ENSEMBLE
MODEL, WE CONSIDER TWO SETTINGS, INCLUDING: 1) RESNET-20, RESNET-26, AND RESNET-32; OR 2) THREE VGGNET-19 MODELS

Black-box (¢) Il

Settings ‘ Method ‘

White-box (e = 0.01/0.02/0.03)

\ | o.01 0.03 0.05 007 || MIM PGD-50 AA | MIM PGD-50 AA | MIM PGD-50 AA

Vanilla 18] 9.8 0.0 0.0 0.0 2.8 1.8 15 | 00 0.0 00 | 00 0.0 0.0

ADP [15] 17.4 0.0 0.0 0.0 214 9.2 69 | 28 05 02 | 06 0.0 0.0

ResNet GAL [16] 77.8 474 19.6 45 42 24 04 | 21 0.1 02 | 38 0.0 22
20+26+32 | DVERGE[17] | 83.9 54.7 20.4 22 452 419 426 | 190 144 139 | 104 3.6 3.0
TRS [19] 72.3 29.0 5.1 0.5 271 242 237 | 34 3.1 25 | 03 02 0.0

FASTEN (ours) | 84.6 69.2 44.6 18.8 613 600 598 | 308 266 265 | 112 8.7 9.0

Vanilla [18] 47.0 02 0.0 0.0 12.8 9.9 95 | 0.1 0.0 00 | 00 0.0 0.0

ADP [15] 46.9 0.0 0.0 0.0 422 296 214 | 197 6.1 44 | 104 23 2.0

VggNet-19 GAL [16] 82.1 38.8 8.7 0.8 392 362 348 | 166 116 90 | 62 2.8 1.7
x3 DVERGE [17] | 843 61.4 282 6.4 520 498 488 | 177 161 127 | 33 2.6 12
TRS [19] 76.1 29.6 5.7 0.6 355 310 315 | 158 119 120 | 74 5.4 63

FASTEN (ours) | 87.4 80.9 72.0 58.6 699 694 693 | 474 457 452 | 295 265 260

us to take a deeper into evaluating the robustness of different
ensembles under more challenging scenarios.

Specifically, we treat the ensembles (i.e., GAL, DVERGE,
TRS, and FASTEN) as attackers to generate adversarial exam-
ples and test the robustness of the remaining methods. The
performance is presented in Fig. 5, where the primary axes
are the perturbation sizes and the defenders, respectively.
Note that the numbers in the cells of the i-th row and j-th
column indicate the accuracy of the i-th defender under attacks
with j-th perturbation magnitudes. The higher the value, the
stronger the defender and the weaker the attacker.

It is natural to observe that the black-box robustness of
all methods is degenerated to some extent compared to the
results in Fig. 4. It validates that the high diversity of those
ensemble surrogates (e.g., GAL, DVERGE, efc.) indeed lead to
stronger attacks compared to the Vanilla ensembles. Moreover,
FASTEN is still the first-place winner in this track, as it
performs the best defensive ability to resist more threatening
ensemble-model attackers such as GAL and DVERGE (see
Fig. 5 (a)~(c)). It further confirms the efficacy of the pro-
posed method. Additionally, FASTEN can be considered as
an outstanding surrogate attacker on the other side, i.e., the
adversarial examples generated by attacking FASTEN ensem-
bles demonstrate higher transferability than their counterparts
based on other models (see Fig. 5 (d)). This phenomenon also
verifies the high diversity of FASTEN members.

6) Key Takeaways: Several important conclusions can be
drawn from the above evaluations: 1) FASTEN is strong,
exhibiting the highest adversarial robustness and desirable
clean accuracy to resist a wide range of attacks (e.g., DIM,

PGD, AA, etc.); 2) FASTEN is generalizable that it has
excellent performance on different datasets (i.e., MNIST,
CIFAR-10, and CIFAR-100) and various ensemble structures
(i.e., ResNet and VggNet); and 3) FASTEN is fast and
scalable, with a lower required training overhead than current
algorithms, enabling us to efficiently build large ensembles to
further improve its robustness in practical scenarios.

C. Experiments of AdvFASTEN

Since FASTEN shows remarkable training efficiency and
considerable robustness improvement, we try to develop its
potential by integrating FASTEN with adversarial training.
Specifically, we pursue the goal of fast training to combine
FASTEN with FAT [24], namely AdvFASTEN. Similarly,
we apply FAT to baselines and build their adversarially trained
ensembles, e.g., FAT-ADP, FAT-GAL, efc. Beyond the FAT
combined versions, we follow the literature to adopt the expen-
sive PGD-AT for augmentation-based methods (i.e., 10-step
PGD-AT for DVERGE and 6-step PGD-AT for TRS) as the
reference in the evaluations, denoted as PGD-DVERGE and
PGD-TRS. In addition, two advanced fast adversarial training
techniques are included in the comparisons (i.e., FAT [24]
and GradAlign [44]). The performance of different methods
trained on the CIFAR-10 dataset under two strong white-box
adversaries (i.e., PGD-50 and AA) is reported in Tab. VIIL
We separately mark the first rank and the second place in red
and blue on each column, w.r.t. the perturbation magnitude €.

It is evident that GAL and DVERGE cannot be paired
with FAT to create their fast adversarially trained versions.
Although they enhance white-box robustness slightly in
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TABLE VII
THE ROBUST ACCURACY (%) OF ADVERSARIALLY TRAINED ENSEMBLE MODELS ON CIFAR-10 DATASET. TWO WHITE-BOX ATTACKS ARE USED
IN THE EVALUATIONS, INCLUDING PGD-50 [11] AND AA [9]. THE FIRST RANK AND THE SECOND PLACE ARE MARKED
IN RED AND BLUE, RESPECTIVELY

Settings ‘ Method ‘ PGD-50 (o) ‘ AA (9)
‘ ‘ 0.01 0.02 0.03 0.04 0.05 0.06 0.07 ‘ 0.01 0.02 0.03 0.04 0.05 0.06 0.07
FAT [24] 70.6 55.7 39.0 254 15.1 6.8 29 71.0 56.3 38.6 25.5 13.8 6.3 3.0
GradAlign [44] 70.6 56.7 38.2 25.8 14.5 6.9 3.7 70.4 56.4 38.0 25.1 13.6 6.7 3.0
FAT-ADP [15] 69.2 54.8 40.9 279 18.0 10.2 4.8 69.2 54.4 40.6 27.0 17.0 8.7 4.2
3 FAT-GAL [16] 46.8 18.1 5.1 0.9 0.0 0.0 0.0 45.1 16.4 4.7 0.5 0.0 0.0 0.0
Members FAT-DVERGE [17] 56.8 30.9 13.1 4.9 1.0 0.1 0.1 56.6 30.3 12.8 4.6 1.1 0.4 0.1
AdvFASTEN (ours) 70.5 57.0 424 29.1 18.7 10.3 4.9 70.5 56.9 423 28.8 18.5 9.7 4.8
PGD-DVERGE [17] 72.9 59.8 44.3 29.1 18.6 9.8 4.7 72.9 59.8 44.1 28.7 18.3 9.2 4.7
PGD-TRS [19] 61.5 46.9 31.0 18.3 9.2 4.1 1.6 61.3 45.8 29.9 16.4 7.5 3.1 1.1
FAT [24] 71.1 56.6 39.9 26.3 154 6.7 35 71.3 56.4 40.5 26.1 15.1 6.6 31
GradAlign [44] 72.1 58.5 40.3 26.7 15.2 74 32 72.1 58.4 40.0 26.4 14.3 7.0 3.0
FAT-ADP [15] 69.5 52.0 334 20.2 8.8 33 1.2 69.4 50.8 324 18.6 6.6 2.6 1.1
5 FAT-GAL [16] 51.3 23.6 9.3 2.7 0.7 0.3 0.1 49.4 229 9.2 2.5 0.6 0.3 0.1
Members FAT-DVERGE [17] 63.1 382 16.8 5.7 1.6 0.4 0.0 62.6 37.7 16.7 5.8 14 0.2 0.1
AdvFASTEN (ours) 70.4 5717 44.3 30.6 20.8 11.8 6.8 70.4 57.8 44.3 30.6 20.6 11.7 6.6
PGD-DVERGE [17] 73.4 58.8 41.4 26.6 15.3 7.7 34 74.8 59.6 42.0 27.0 154 7.0 2.7
PGD-TRS [19] 62.3 434 28.6 14.3 5.1 14 0.6 60.8 41.5 25.0 10.4 4.4 1.3 0.4
FAT [24] 71.8 56.8 40.2 279 15.9 7.6 3.2 71.9 58.3 419 26.2 15.1 7.4 29
GradAlign [44] 72.3 56.6 40.9 27.3 159 7.7 29 72.1 56.4 40.3 26.8 15.5 7.0 2.6
FAT-ADP [15] 70.8 52.1 314 17.7 8.1 2.6 0.9 70.7 51.7 31.0 17.0 6.9 22 0.8
8 FAT-GAL [16] 48.8 23.7 11.6 4.5 1.5 0.7 0.1 47.7 225 94 33 0.7 0.2 0.0
Members FAT-DVERGE [17] 55.6 25.7 8.9 24 0.4 0.2 0.2 55.8 244 8.6 1.7 0.3 0.2 0.2
AdvFASTEN (ours) 71.4 58.9 45.0 314 21.0 13.1 7.0 71.3 58.8 44.8 314 21.1 12.7 6.9
PGD-DVERGE [17] 72.5 58.3 39.7 259 13.8 5.9 2.7 72.5 58.3 39.8 25.7 13.6 5.8 2.7
PGD-TRS [19] 59.3 419 27.3 15.2 7.2 2.7 1.2 58.0 40.5 25.1 13.0 5.5 1.3 0.6

TABLE VIII

THE EFFECT OF EACH COMPONENT IN 3 MEMBERS FASTEN, INCLUDING RECURRENT AUGMENTATION STRATEGY (RA) AND CONTRASTIVE
ENSEMBLE REGULARIZER (CE). THE SYMBOL % INDICATES THAT USING A SURROGATE DISTILLATION TECHNIQUE FOR THE INITIALIZATION

Setti | RA | CE | e=0.01 | €e=0.02 | e=10.03
ettings
| init  refine | Lim  Lav | MIM PGD-10 PGD-50 AA | MIM PGD-10 PGD-50 AA | MIM PGD-10 PGD-50 AA
only-init v X X X 432 533 412 410 152 2238 14 117 ] 53 8.5 23 21
w/o refine |V X v v | 463 554 436 447 | 167 260 134 136 | 67 11.1 31 39
w/o CE v v X X 569  61.8 559 552|225 319 190 196 | 73 13.6 44 42
w/o Laiy v v v X 61.8 643 608  60.1 | 295 370 273 257 | 120 196 85 84
Wo Lsm | v v X v | 562 617 555 552|233 332 201 205 | 8.1 14.6 55 53
FD-init * v v v | 625 660 617 603 | 294 365 273 2061 | 116 189 87 85
FASTEN | v v v v | 627 657 615 614 | 302 378 277 265 | 121 19.6 9.0 88

comparison to non-adversarial ensembles, they suffer from
the expense of additional training resources. In contrast,
the use of multi-step PGD-AT can effectively improve the
performance of DVERGE (1.e., PGD-DVERGE). However,
it requires dozens of times more computational overhead
to create optimal adversarial augmentations relative to the
affordable FAT-based ensembles. Additionally, we discovered
that even when integrated with PGD-AT, TRS is inferior to
DVERGE. This could be due to the conflict between AT and
the adversarial gradient in its regularization.

Another notable observation is that the behaviors of these
adversarial ensembles display distinct trends for different
group sizes. Specifically, by introducing the AT mechanism
into a small ensembles (i.e., 3 members), PGD-DVERGE and
AdvFASTEN alternately win the championship and runner-up
positions under small and large perturbations. However, as the
ensemble sizes increased (i.e., 5/8 members), PGD-DVERGE
gradually loses its robustness due to the unbalanced weight-
ing effect, resulting in a drop in its superior ranking, as

discussed in [17]. Surprisingly, FAT and GradAlign surpass
PGD-DVERGE on these tracks, even though they do not ben-
efit much from the larger group setups, i.e., their improvements
are minimal despite more members being added. It suggests
that simply applying AT techniques to ensemble scenarios is
not sufficient. In contrast, we find that AAvVFASTEN can take
full advantage of ensemble setups. Thanks to the high diversity
among members, AdVFASTEN continuously increases the
robustness and outperforms both FAT and FASTEN signifi-
cantly. It shows the superiority of AdvFASTEN in most cases,
especially when the perturbation € is large (i.e., € > 0.02),
demonstrating its better compatibility in comparison with
recent elaborate methods.

D. The Effect of Augmentation and Regularizer

In this section, we investigate the impact of the pro-
posed Recurrent Augmentation (RA) strategy and Contrastive
Ensemble (CE) regularizer. Concretely, we consider removing
or replacing each component as follows:
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Fig. 6. The ablation studies of FASTEN against black-box attacks.

« Using the initialized augmentation in RA to optimize the

ensembles, denoted as only-init.

« We remove the refinement stage of RA, i.e., w/o refine.

« We keep the RA strategy and eliminate the CE regularizer

to optimize the ensembles, i.e., w/o CE.

« We abandon either Intra-Model Similarity or Inter-Model

Diversity objective, denoted as w/o Ly and w/o Lygiy.

e We choose FD [23] instead of NRD [38] to initialize the

non-robust augmentation dataset, denoted as FD-init.

o The full version of the proposed method, i.e., FASTEN.

Without loss of generality, we trained FASTEN ensembles
with different settings above on the CIFAR-10 dataset, and
report the white-box and black-box robustness in Tab. VIII
and Fig. 6, respectively. It is evident that each component
is indispensable. Concretely, we can observe that only using
single-step initialized augmentation in the training procedure
results in the worst score against a variety of attacks. However,
its robustness is noticeably strengthened by introducing the
refinement process (see only-init and w/o CE). It confirms
the effectiveness of RA strategy and validates our speculation
that high-quality augmentation plays a more crucial role in
building a robust ensemble model. This observation is con-
sistent with current augmentation-based techniques DVERGE
and TRS, as discussed in Sec. III-B. Furthermore, it is natural
that regularizing with either intra-model similarity or inter-
model diversity facilitates ensemble diversification. Integrating
these two terms together can further mitigate the adversarial
effect, showing its efficacy and generality for clustering latent
features and benefiting member diversification.

Beyond the NRD initialization [38] described in Sec. III-C,
we explore whether using other feature distillation techniques,
such as FD [23], is able to improve the performance. By com-
paring FD-init with FASTEN, we find that the robustness gap
under different white-box attacks is minimal that FASTEN
is slightly stronger than FD-init in most cases. However,
when facing black-box adversaries, NRD initialization gives
FASTEN a distinct advantage over the FD algorithm (see
Fig. 6). Furthermore, NRD can merge the non-robust feature
distillation and the input inference into the same forward and
backward pass, thereby lowering down the propagation cost
for regularization. This property motivates us to choose NRD
as a suitable method for the initialization stage.

E. Ablation Studies

In this section, we discuss the number of augmentations
generated for each clean data and then search for the optimal
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TABLE IX
THE ABLATION STUDY OF AUGMENTATION NUMBER FOR FASTEN
ENSEMBLES. WE RECORD THE WHITE-BOX ROBUSTNESS AND
TRAINING COSTS (MINUTES) ON RTX 3080 SINGLE GPU DEVICE

Settings ‘ e=001 ‘ €=002 ‘ Training Time
| PGD-10  PGD-50 | PGD-10 PGD-50 |

m=1 65.0 60.8 39.9 285 120

m =2 69.2 67.2 47.1 36.0 139

m =3 70.5 68.2 47.6 37.4 177

m =4 71.1 69.8 48.5 383 215

m=5 69.9 68.9 48.8 38.2 257

Black-box Robustness

100

80

60 |

40

Robust Accuracy (%)
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Fig. 7. The black-box robustness of FASTEN with different augmenta-
tions. We find that more augmentation data indeed brings a tiny improvement
against large perturbations while its clean accuracy is continuously dropped.

layer to distill the non-robust data. Finally, we investigate the
balance weight of the proposed regularizer. We trained the
ensembles with 5 members on CIFAR-10, and select weak
PGD-10 and strong PGD-50 as attackers.

1) Augmentation Number for Ensembles: RA reduces the
training overhead via reducing the augmentation generation
by a factor of n/m (see Eq (6)), where n and m are the group
sizes of the ensemble model and its randomly masked subset,
respectively. We study the effect of augmentation number m
ranging from 1 to n, and report the white-box and black-box
robust accuracy in Tab. IX and Fig. 7. If we set hyper-
parameter m = n, RA would utilize all members to produce
initialized augmentations like DVERGE and TRS.

We find that selecting a single member in RA significantly
degenerates the robustness, particularly when the transfer-
able perturbations are large, i.e., ¢ < 0.04. On the other
hand, selecting multiple members to generate corresponding
augmentation data does indeed improve the performance.
However, increasing the number of augmentation data results
in a decreasing trend in clean accuracy (~ 2%), mainly due to
the overfull non-robust features distilled during training. It also
induces a side effect with increased computational resources
(see Tab. IX). Considering the performance/cost trade-off,
we set m = 2 to implement the fast RA in the FASTEN.

2) Layer Selection for Augmentation: The layers chosen for
the feature distillation affects the quality of the augmentation
data. Beyond the random scheme, we additionally test 6 fixed
layers throughout the network, including the shallow features
(i.e., index of 2/6/9) and the deep features (index of 12/15/18).
The detailed results are reported in supplementary.

We observe that all schemes can largely improve the
performance compared to the baselines, implying the effec-
tiveness of the feature distillation in diversifying the ensemble
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TRS FASTEN w/o refine w/o CE

The decision regions in L, norm-balls around a randomly sampled data learned by different ensemble methods. The vertical axis is the

gradient direction of the surrogate model and the horizontal axis is a randomly chosen orthogonal vector.

members. Both black-box and white-box experiments exhibit
the same trends, indicating that applying the feature distillation
process to shallower layers typically results in better clean
accuracy, but worse robustness. This finding aligns with the
conclusion that low-level features and high-level semantic
representations have different impacts on defense capabili-
ties [49]. While generating augmentation data at the deepest
layers offers the highest robustness, we have found that it
significantly reduces clean accuracy (~ 3%). In contrast, the
random scheme forces the augmentation data to learn benefits
across the whole network simultaneously, thus achieving a
desirable trade-off in training a robust and well-performing
ensemble.

3) Weight of Regularizer: The hyper-parameter 8 is used
to manage the balance between clean accuracy and robust-
ness, and we report its influence in supplementary material.
It shows completely different trends against black-box and
white-box attacks for small and large parameters. When
the weight of the regularizer is increased, we observe that
the clean accuracy and robustness against weak black-box
attacks gradually deteriorate, while the robustness against
strong black-box attacks gradually improves. Regarding white-
box settings, larger hyper-parameters are more effective that
B = 5.0 and B8 = 10.0 being the optimal choices for weak
and strong adversaries, respectively. In this work, we choose
the moderate parameter § = 3.0 to achieve the desired
accuracy in classifying the clean data and the adversarial
examples.

F. Visualization of Decision Region

To better analyze the intriguing property of different meth-
ods, we illustrate the decision regions of all ensemble models
in Fig. 8. The visualization results of a data in CIFAR-10
drawn by the ensemble and a member are shown at the top
and bottom, respectively. Each color in the plot indicates
the prediction of a specific label. The vertical axis is the
gradient direction of the surrogate model and the horizon-
tal axis is a random orthogonal vector. We also include
two additional setups of FASTEN, i.e., either the refinement
stage or the regularizer is removed from FASTEN, as the
same definition of “w/o refine” and “w/o CE” mentioned in
Sec. IV-D.

Vanilla and ADP exhibit weakness along the gradient due
to their decision boundaries being close to the data, allowing

for small adversarial perturbations to flip the predictions. The
decision region of GAL is relatively large, but it remains
fragile along perturbed directions. In contrast, DVERGE and
TRS have larger neighborhoods around input data, as they
learn vulnerabilities from augmentation data surrounding the
original input. Compared to DVERGE and TRS, FASTEN
has a longer adversarial distance and larger decision regions,
indicating stronger robustness against attacks and random
noise. Additionally, the effect of RA and CE can be summa-
rized based on the last two columns. The refinement stage
of RA improves the quality of the augmentation data so
that FASTEN becomes more robust in various directions.
Meanwhile, the CE regularizer smoothens decision boundaries,
reducing adversarial transferability efficiently, as demonstrated
in [19].

V. CONCLUSION

In this paper, we focus on adversarial robustness and
propose a fast ensemble training method, called FASTEN.
It consists of two essential components, i.e., the recurrent
augmentation strategy (RA) and the contrastive ensemble reg-
ularizer (CE), which reduce the computational overhead from
the data and optimization perspectives. Specifically, RA uses
single-step feature distillation to initialize the augmentation
and refines its quality by recycling knowledge from the train-
ing trajectory, thus greatly reducing the resource requirement
for generating high-quality data. CE enhances the robustness
by simultaneously increasing intra-model similarity and inter-
model diversity. Most of its elements are obtained in previous
steps, thereby it is cost-saving by avoiding additional network
passes. Extensive experiments show that FASTEN not only
speeds up the training procedure by 7x and 28 x compared to
state-of-the-art DVERGE and TRS, but also achieves desirable
clean accuracy and much higher robustness for defending
against black-box and white-box attacks in different scenarios,
including large datasets, complicated structures, and challeng-
ing adversarial training setups.
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Erosion Attack: Harnessing Corruption To
Improve Adversarial Examples

Lifeng Huang™, Chengying Gao, and Ning Liu

Abstract— Although adversarial examples pose a serious threat
to deep neural networks, most transferable adversarial attacks
are ineffective against black-box defense models. This may lead
to the mistaken belief that adversarial examples are not truly
threatening. In this paper, we propose a novel transferable attack
that can defeat a wide range of black-box defenses and highlight
their security limitations. We identify two intrinsic reasons why
current attacks may fail, namely data-dependency and network-
overfitting. They provide a different perspective on improving
the transferability of attacks. To mitigate the data-dependency
effect, we propose the Data Erosion method. It involves finding
special augmentation data that behave similarly in both vanilla
models and defenses, to help attackers fool robustified models
with higher chances. In addition, we introduce the Network
Erosion method to overcome the network-overfitting dilemma.
The idea is conceptually simple: it extends a single surrogate
model to an ensemble structure with high diversity, resulting in
more transferable adversarial examples. Two proposed methods
can be integrated to further enhance the transferability, referred
to as Erosion Attack (EA). We evaluate the proposed EA
under different defenses that empirical results demonstrate the
superiority of EA over existing transferable attacks and reveal
the underlying threat to current robust models. The source code
is publicly available at https://github.com/mesunhlf/EA.

Index Terms— Adversarial example, adversarial attacks, trans-
ferability, adversarial defend, robustness.

[. INTRODUCTION

ESPITE excellent results in a variety of vision tasks, deep
neural networks (DNNs) are troubled with adversarial
attacks that maliciously crafted adversarial examples can mis-
lead DNNs to predict incorrect outputs [1]. This pose a poten-
tial threat to digital applications and may cause real-world
systems in uncontrolled and dangerous behaviors [2], [3].
In white-box scenarios, adversaries have full knowledge
about victim models so that they can have a high success rate
in attacks [4]. Nonetheless, since the internal information of
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The gradient saliency maps [6] and attention regions [7] of the

D Input Image

Fig. 1.
normally trained model compared with robustified model. We demonstrate
the visualization results of a clean & erosion image on normally trained

InceptionV3 (colored in ) and adversarially trained InceptionV3g,¢3
(colored in red), which share the same architecture but include with different
weight parameters. For the clean image (top), the robustified model exhibits
huge different gradient saliency and attention maps compare with the normal
model. Conversely, the artificially crafted erosion images present more struc-
tured gradients and similar discriminative regions for both models (bottom).

real-world systems is protected and unpublished (i.e., black-
box scenarios), those white-box attacks can hardly achieve an
effective performance to fool the targeted models [5].

Exploiting off-the-shelf surrogate models to generate adver-
sarial examples for fooling remote black-box models is a
more threatening way, i.e., transferable adversarial attacks.
So far several methods have been proposed for boosting the
transferability of adversarial examples [5], [8], [9], [10], [11].
Though those transferable attacks can successfully invade most
of the normally trained models under black-box settings, recent
works show that adversarial examples often perform worse
transferability when attacking against defense mechanisms
(e.g., adversarial training [12], [13], [14], gradient obfusca-
tion [15], [16], etc.). This might give a false sense of security
that adversarial examples are no longer a threat. In this paper,
we propose the Erosion Attack, a novel and straightforward
adversarial attack framework for breaking defenses with higher
chances. It shows that a variety of defenses are still fragile to
stronger black-box adversarial examples and these defenses
are not actually secure enough to be deployed in real-world
scenarios.

We have discovered two significant reasons why current
transferable attack methods are less effective in defense sce-
narios. The first one is the data-dependency effect, where the
adversarial example is highly correlated with the input data.
However, defense models usually behave differently compared
with normally trained ones if the input data is a clean image,
as exemplified in Fig. 1 (a). It may indirectly impact the
transferability of adversarial examples since most of methods
merely consider clean images and optimize them on normally
trained models. This also provides a plausible explanation for

1941-0042 © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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why these adversarial examples can transfer well to other
vanilla models, but often fail to fool defenses. The second
issue is the network-overfitting effect that current attacks often
overfit the surrogate model with a specific decision boundary,
resulting in weakened transferability across unseen black-
box models. Both factors have varying degrees of impact on
existing methods, ultimately leading to decreased adversarial
transferability.

The observation of the data-dependency effect motivates us
to search for a special augmentation source that shares similar
characteristics in both vanilla models and defenses, such as
gradient or attention regions. This can provide attackers with
more effective guidance against robust models than using
only the clean image. By incorporating the augmentation data
above in the attack process, adversarial examples become
less reliant on the original data and thus yields heightened
transferability to fool black-box defenses, referred to as data
erosion method. Since it differs from the category of loss-
preserving augmentation techniques [5], [8], [9], we can easily
combine them together to make attacks more robust.

To tackle the problem of network-overfitting, reducing the
coupling between adversarial example and the surrogate model
is a natural choice. One promising way is ensemble attacks,
which adopt multiple networks during optimization to reduce
dependence on a single model. However, this method can
be computationally expensive or suffer from limited storage
capacity [17], [18]. Alternatively, feature-level attacks avoid
perturbing the final decision boundary of the given model,
but may lose valuable information due to specific network
components like pooling [19], [20]. To overcome these chal-
lenges, we propose a network erosion method that com-
bines the strengths of both approaches while discarding their
weaknesses. By leveraging intermediate features, it extends a
single surrogate model to a corrupted network and then achieve
ensemble attacks at low cost. Consequently, adversarial exam-
ples learn from diverse decision boundaries, which enhances
its transferability to fool defense models.

Intuitively, the data erosion method can be seen as a data
augmentation technique that generates good samples. On the
other hand, the network erosion method constructs a diverse
ensemble to achieve model augmentation. By integrating both
of these techniques, we can create a unified framework for
generating more effective and threatening adversarial exam-
ples, which we refer to as erosion attack (EA).

In summary, the contributions of our work are three-fold:

« We present a data erosion method to reduce the impact
of data-dependency. Unlike existing loss-preserving aug-
mentation techniques, our method artificially introduces
corruption into clean images by taking into account the
differences between normal and robust models, and then
serves these erosion images as augmentations.

« We design a network erosion method to mitigate the
network-overfitting effect. Instead of using multiple mod-
els like traditional methods, it creates a diverse corrupted
network relying on a single existing model and achieves
the ensemble attacks at little cost and high efficiency,
illustrating its practicability in the field.

o Two proposed methods can be combined into a general
framework for improving the strength further, namely

4829

erosion attack. Experiments demonstrate state-of-the-art
results under different black-box scenarios and show the
underlying insecurity of the current defenses.

II. RELATED WORK
A. Adversarial Examples

Deep neural networks have been demonstrated to be vulner-
able to adversarial attacks [21], [22]. In general, given a model
f, clean data x and its groundtruth y, the inference process
is defined as f(x) = y. The goal of an attack is to find an
adversarial example x’ under the constraint of p norm that
misleads f; to make the incorrect prediction, i.e., f;(x) # y.
This optimization problem can be formulated as

argmax J(x',y), s.tllx —x'l|, <e, (1)
"
where J () is the optimized function (i.e., cross entropy), and €
controls the magnitude of perturbations. Following prior attack
methods, we mainly focus on fooling a variety of models
under L, constraint in the main paper and report performance
of L attack in the supplemental material.

B. Black-Box Attack Methods

We assume the attacker has no knowledge of the underly-
ing model. One plausible line is query-based attacks, which
estimate the gradient direction of the black-box model based
on the feedback scores. These algorithms can achieve a high
success rate, while they often require thousands of queries to
generate a single adversarial example [23], [24], [25].

Another popular line is exploiting the transferability of
adversarial examples to fool unknown models, which collec-
tively referred to as transferable attacks. However, due to the
data-dependency and network-overfitting effects of adversarial
examples, the success rate is unsatisfactory. To address this,
several methods are proposed for improving transferability.

Diversity Input Method (DIM) [5] introduces random trans-
formation operations for the input image x to generate the
adversarial example x’, which is formalized as:

gi+1 = Vi J(R(x(, p), ), 2

where g,y is the gradient at iteration ¢ + 1, R(-) is random
transformation with the probability p.

Translation-Invariant Method (TIM) [8] calculates the gra-
dients over an ensemble of a set of translated images, which
is optimized by convolving a pre-defined kernel as:

8i+1 = W*Vx'](x[/s y)v (3)

where W is a kernel matrix with fixed kernel size k.

Scale-Invariant Method (SIM) [9] use the scale copies of
input image to compute the gradient for updating adversarial
examples, which is formulated as:

g1 =D Vil (Si(x]), ), @
i=0

where S;(-) is the scaling operator with a scaled factor 1,2/,
and m is the number of scaled images.
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These methods mainly consider some loss-preserving trans-
formations to save image details [9]. By contrast, data erosion
does not belong to them but gains a smaller attention difference
between the normally trained models and defenders, i.e.,
their pixels are drastically corrupted and labels are changed
sometimes. They are different types of augmentation so that
we can compatibly combine them to form stronger methods.

Beyond this, feature-level attacks also improve the strength
of adversarial examples. LAF is a strong white-box attack that
directly harnesses the weakest layers in defense models [26].
FDA harnesses multiple layers to train several binary models
for every attacked class [20]. FIA adopts feature-level attention
to boost transferability [27]. Most of them maximize the
representation distance between the clean and adversarial data,
while our method leverages the most diverse corrupted net-
work for ensemble optimization and perturbs their final outputs
simultaneously, more like a kind of gradient-based attack [28].
Moreover, we merely need to train a single corrupt network
for disrupting across all classes, which is more efficient and
cost-saving compared with [20].

C. Defense Methods

Motivated by the threat of adversarial attacks, many parallel
defense mechanisms have been proposed. In general, exist-
ing defenses can be divided into the following categories:
(1) adversarial training, which treats adversarial examples
as augmentation data into training processes to obtain a
robustified model [22]. Moreover, ensemble training manner
and randomized smoothing can further improve the robust-
ness [12], [29], [30]; (2) gradient obfuscation, which aims to
mitigate the adversarial effect by image modifications, includ-
ing random input transformation [31], data compression [32],
and selective feature regeneration [33], neural representation
purifier [14], etc. Although these defenses have demonstrated
efficacy in resisting some black-box adversarial examples, the
experiments show that our proposed attack can break them in
most cases.

III. METHOD
A. Motivation

We aim to design a robust and general transferable attack
framework to fool different defenses and reveal the underlying
insecurity of current models. Two issues may degrade the
power of existing methods. First, the data-dependency effect
may weaken transferability in that the adversarial perturbation
is highly correlated with the gradient and discriminative region
of its input data. However, defense models usually exhibit
different attention maps and gradient saliency compared with
normally trained ones when classifying a clean image [34],
[35]. In general, normal models focuses on local features
and presents a noisy saliency map, while the robust mod-
els concentrate on other discriminative regions and show a
structured gradient aligned with human perception (Fig. 1 (a)).
Therefore, current methods that rely solely on using a clean
image to attack the normally trained models will significantly
degrade their transferability against defenses. To avoid the
data-dependency effect, we propose the data erosion method.

IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. 32, 2023

Clean Image

Space

Color-Erosion Luminance-Erosion

Fig. 2. t-SNE visualization [37] of the final hidden features extracted
using InceptionResNetV2. For a clean image, we generate 100 samples
by using each erosion strategy, and add small magnitude Gaussian noise
(o = 0.005) to a clean image for better illustration. The plot shows that
the artificial corrupted images are drawn from distinguished distributions far
away from clean images.

This method is inspired by the observation that artificial cor-
rupted images not only exhibit different gradient saliency and
heatmaps from clean images but also show smaller differences
between the vanilla models and defenses. Therefore, we serve
these erosion images as good augmentation data into attacks to
update the perturbation, and the transferability of the generated
adversarial example is improved (Sec. III-B).

The Network-overfitting effect of adversarial attacks is
another factor in reducing the transferability, i.e., adversarial
examples perform highly overfit to the surrogate model with
a specific boundary decision, and thus fail to fool other black-
box models [5]. Although ensemble attacks can learn from
DNNs with different boundaries to mitigate the overfitting
effect, it is required to load as many models as possible
with limited storage, presenting its scalability challenges [17].
Moreover, most gradient-based attacks merely consider the
final prediction distribution to calculate the gradients but
ignore some lost valuable features caused by the forward
propagation operations [36]. To learn a variety of classified
boundaries as well as gather rich intermediate representation
information at little cost, we simply modify the structure of an
existing model to create a corrupted network and apply it to
achieve an ensemble optimization to avoid network-overfitting,
namely network erosion method (Sec. III-C).

B. Data Erosion Method

If augmentation data demonstrates diverse gradients and
attention maps, the adversarial example generated for an
ensemble composed of a clean image and its augmentations
will become less correlated with the original input, thus boost-
ing its transferability to fool black-box models. Concretely,
we corrupt the image to produce erosion augmentation data in
the optimization as a novel attack object function for Eq. (1):

argmax {J(x’, y) + Z J(x;i, y)} )]

i=1

where x;i is the erosion image, and it is produced by corrupt-
ing the current x’ at every step, n is the sampling number,
we follow prior works to control the perturbation under L
norm constraint [5], [25], i.e., ||x — x||co < €.
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In this work, we aim to study the property of different
types of erosion data and exploit a bunch of augmentation
schemes for transferable attacks (detailed in Secc. IV-B and
Sec. IV-E). We empirically find that the best-performed aug-
mentation data is generated by the space-erosion strategy that
randomly damages the pixel continuity of the input image.
Apart from the space-erosion strategy, we also explore other
types of augmentations, such as color-erosion and luminance-
erosion. Though the performance of these two strategies is
slightly lower than space-erosion, they may become promising
directions for future research in the field. The generated
augmentation examples are shown in Fig. 2.

1) Space-Erosion: We empirically observe an interesting
phenomenon that if the spatial continuity of the neighboring
pixels emerged in an image has been destroyed, the normally
trained models may change their discriminative region, and
pay more attention to structure and general features than local
details, which is analogous to the behaviors of robustified
models (Fig. 1 (b)). It inspires us to damage the space
continuity of the current image x’ to sample the erosion data
x, as:

/ /
X, =M -x,

M ~ Bernoulli(1 — &) (6)
where M is a binary mask randomly generated in each itera-
tion, and its elements are sampled from Bernoulli distribution,
& is a pre-defined probability to control the erosion level.
If & = 0, there is no pixel to be corrupted, and if & = 1,
all element values are damaged to O.

Note that the proposed space-erosion is similar to applying
dropout operation [38] for input data, while the remained
pixels are not scaled up by 1/(1 —&) in our strategy. We recall
that the intuitions behind dropout operation [38] and space-
erosion are quite similar: dropout provides an efficient way
to sample different network structures to prevent overfitting,
while space-erosion distorts image details and samples good
augmentations for mitigating the data-dependency effect.

2) Color-Erosion: We find that the color corrupted images
have a similar property to space-erosion data. This discov-
ery motivates our color-erosion strategy, which produces the
erosion images by randomly linear combining the basic color
images:

(N

! ! I /
Xp =01 " X +a2-x,g+a3-xrb,

where x/gb, x;g, x;b are denoted as the basic color images for
the adversarial example x” (e.g., x,;, is kept the elements of
G and B channels, and corrupt the values of R channel, etc),
@; is a positive weight drawn from the uniform distribution
U(0, 1), and the weight o; = @;/ Zj aj.

3) Luminance-Erosion: The brightness perturbed images
have the adversarial effect of fooling different models [39],
which suggests us to explore luminance-erosion augmentation.
In practice, we first transform the input image from RGB into
YUYV space, and then perturb the components in Y (luminance)
and V (saturation) channels randomly as:

X=yixytx +yaex,, i ~NU.ol)  (8)
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where x;, x),, x, are denoted as basic luminance images (e.g.,
x; preserves the components of Y channel from x’, etc). y; is a
scaling vector sampled from a normal distributions N (7, aez).
4) Difference Between Prior Augmentations and Ours:
Prior methods [5], [8], [9] also use augmentations in attacks.
The main differences are two-fold: (1) they adopt augmen-
tations to avoid the local maxima, while our augmentation
data is used to narrow the gaps between the normal models
and defenders; (2) they select loss-preserving transformations
to maintain the image details and achieve model augmenta-
tion [9], while data erosion does not belong to this type of
operation since it forces models to focus on general features
by corrupting the pixels, as discussed in Sec. IV-B. Therefore,
it is a special augmentation designed for breaking defenses,
and thus we can naturally combine them together to improve
the efficiency of attacks.

C. Network Erosion Method

Although standard ensemble attacks are available to mitigate
the network-overfitting effect, they require expensive compu-
tational and storage costs. To learn diverse decision boundaries
by leveraging intermediate features, we attack the ensemble of
an original network and its corrupted version to generate more
threatening adversarial examples at little cost (Fig. 3 (a)). The
objective function in Eq. (1) is reformed as:

argmax {J(x', y) 4+ J. (', y)] 9

X
where J, is the objective function of built corrupted network.

As illustrated in Fig. 3 (b), the main differences between
the original network and its corrupted one are: (1) we corrupt
the structure of the original model to build an intermediate
feature classifier with diverse boundaries by a few fine-
tuned overhead; (2) we add stochastic layers before convo-
Iutional blocks to further improve the model diversity and
robustness.

1) Intermediate Feature Classifier: It is reasonable to
assume that adversaries have a small set of images that can
be correctly labeled by the surrogate model, even if those
images are not belonging to both of the training sets of
surrogate and black-box networks. To this end, we aim to
extract the representations of these images for fine-tuning an
intermediate feature classifier (IFC) at little cost. Particularly,
for a given image x, we can get its predicted label y and
intermediate feature z; at /' layer from a surrogate model f,
ie., y = f(x),z7 = fi(x). Therefore, utilizing the standard
cross entropy loss (CE) to train the feature classification head
f7 on the small substitute dataset D’ can be expressed as:

E [ —yMlogfl()]
x~D'

E | = o ogf/(fim)]

x~D’

Jee(x,0') =

(10)

where f is the fine-tuned block of IFC, which shares the same
architecture with the classification head f. of the white-box
model f (see Fig. 3 (b)). Notice, we only need to spend a few
computational resources and training epochs on optimizing the
weights 6’ of the designed block f! (discussed in Sec. IV-F).
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(a) The Pipeline of Network Erosion
Fig. 3.
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__Full Connection

Classification Block Fine-tuned Block

(b) The Design of Corrupted Network

Stochastic Layers

The mechanism of network erosion method. (a) The adversarial examples are generated by attacking the ensemble of an original network (top)

and a corrupted network (bottom); (b) Two essential design for the corrupted network: intermediate feature classifier, which is designed as directly connecting
the feature maps f; with a fine-tuned block f; (top); and stochastic layers, which are densely embedded before the convolutional blocks (bottom).

Algorithm 1 Erosion Attack Framework

Input: A clean images z; true label y; deep learning model f(-);
loss function (i.e., cross entropy) J(-); maximum magnitude of
perturbation e and iteration number T'; decay factor p;

Input: erosion transformation E(-) and sampling number n (for Data
Erosion method); the loss function of the corrupted network Je (-)
(for Network Erosion method).

Output: Adversarial Example 2/

I a+€/T, go+ 0,2y <z, t 0
2: while ¢ <T do
3: g <— 0, Xy + @

4 X: — X Ux

5 for i =0 to n do

6: Te + E(x}) /I proposed Data Erosion

7: Xt XiUze

8: end for

9 J < J(Xt,y) + Je(X4,y) // proposed Network Erosion

10: g+ VJ

1: gepr < p-ge+9/(n-glly)
12: Tiyq < xp + sign(g)

13: t—t+1

14: end while

Intuitively, the structure of an IFC can be viewed as building
a skip connection between a specific intermediate layer and the
fine-tuned classification block, while the skipped layers have
been “corrupted” to be out of work.

2) Stochastic Layers: We aim make the corrupted network
become more diverse and robust without any additional train-
ing costs. Concretely, we embed the stochastic layers before
each convolutional block throughout the network during the
inference phase, which makes the features diverse when an
image passing through the layers (Fig. 3 (b)). It makes the
diversity of output probabilities becomes larger while keeping
the classification accuracies remains high, which is validated
in Sec. IV-B and supplementary. We design three different
stochastic layers:

e Random Scaling Layer. During the training stage, directly
adding Gaussian noise to the layers can improve the
robustness of the trained model [40]. However, it is
difficult to quantitatively measure the magnitude of fea-
tures across the layers to control the noise level. Instead,
we propose to scale the features within a small range as:

(In

v =g @) =s-2, s~NU, 0%

where gf (-) is random scaling operation at layer [, z;41 is
the feature map for next layer, s is a vector sampled from
the same dimensional space of x;, and we set o = 0.025.
o Feature Smoothing Layer. Generally, perturbations are
small at the pixel level and gradually increase at feature
space, i.e., the noises are activated as the image prop-
agates through the network [41]. Inspired by [41], we
introduce a Gaussian kernel to smooth the features and
improve the robustness of the model to be attacked:

a1 =gl @) =Waxz (12)

where glf (-) is denoted as feature smoothing operation,
W, is a normalized Gaussian filter with 3 x 3 kernel size
to implement convolution operation with feature map z;.

e Cascade Group Layer. For further improving the model
diversity at inference stage, we consider to integrate two
proposed layers into a single module as:

a1 =gl @) = gf ogl(z) (13)

where g° denoted as cascade group, g/ and glf are random
scaling (Eq. (11)) and feature smoothing (Eq. (12)),
respectively, symbol o is defined as composite function,
e g o8l (@) = gf (] @).

Note that the idea of random scaling and feature smoothing
are proposed for resisting adversarial attacks, while we first
explore their potential capability for enhancing transferability.
Moreover, their implemental details are different from existing
methods [40], [41] to avoid tremendous training costs (e.g.,
removing 1 x 1 convolution embeddings, only adopting at
the inference stage, etc.). We experiment with these layers
in Sec. III-C and supplemental material, and find that the best
one is the cascade group layer.

D. Erosion Attack Framework

In summary, data erosion introduces good augmentations
with different attention regions for mitigating the data-
dependency effect. Network erosion creates a corrupted net-
work with diverse decision boundaries to prevent the network-
overfitting effect. We combine them into a general framework
to boost the adversarial transferability of attacks further,
namely erosion attack (EA). The algorithm is described in
Alg. 1.

It is noteworthy that current transferable attacks can be nat-
urally integrated into the proposed erosion attack framework
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to generate stronger adversarial examples. For example, the
integration version of TIM [8] and EA (denoted as EA-TIM)
only need to update line 10 in Alg. 1 as:

g=W=xV,J (14)

Similarly, we can establish the combination versions for
DIM [5] and SIM [9], denoted as EA-DIM and EA-SIM,
respectively. More details are provided in supplementary.

IV. EXPERIMENTS

In this section, we start with the experimental setup in
Sec. IV-A, and verify the intriguing properties of our method in
Sec. IV-B. Then we report the results of the proposed erosion
attack method under a single model or ensemble setting in
Sec. IV-C and Sec. IV-D. Finally, we provide a rich collection
of ablation studies for our proposed data & network erosion
methods in Sec. IV-E and Sec. IV-F.

A. Experimental Setting

1) Models and Defenses: Following [11] and [27], we
attack white-box normally trained models to generate adver-
sarial examples, and evaluate the success rates of fool-
ing the black-box models. The normally trained models
include InceptionV3 (I3), InceptionV4 (I4) [42], Inception-
ResNetV2 (IR2) [43], ResNet50 (R50) [44]. We also include
DenseNet161 (D161) [45] as a black-box model. We report
the results of I3 and IR2 in the main paper and others in
supplemental material.

We consider thirteen robust models:

« Robustified InceptionV3ens3 (I3ens3), InceptionV3epgs
(I3ensa), and InceptionResNetV2qns (IR2ns) [12], [22].

« High-level Representation Guided Denoiser (HGD) [15].

« Input transformation with bit depth reduction (BDR) [46].

« The combinations of pixel deflection and wavelet denois-
ing or total variance minimization (PDW and PDT) [16].

« Randomly resizing and padding (R&P) [31].

o Compression and reconstruction models (COM) [32].

« Randomized smoothing (RS) [29].

« Selective feature regeneration for defense (SFR) [33].

o Neural representation purifier (NRP) [14].

o NAS searched Robust Architectures (ROB) [47].

For those of test-time “plug-in” defenses, we choose adversar-
ial 13¢ng3 as underlying model to form a more robust defense.

2) Dataset:  Following [9], we randomly selected
1000 images from ImageNet validation. We note that
these images also be collected in the 2" SACP2019 dataset
(Tianchi Security AI Challenger Program Competition).
Almost all images can be correctly classified by normally
trained models.

3) Baselines: We include three art transferable attacks DIM,
TIM, and SIM [5], [8], [9]. In our experiments, we select
the strongest combination versions reported in literature [5],
[8], [9] as default methods unless explicitly stated, denoted
as DIM*, TIM*, SIM*, respectively (e.g., TI-DIM for TIM*,
SI-NI-TI-DIM for SIM*, etc). To demonstrate the efficacy of
our method, we can integrate the proposed erosion attack (EA)
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with above methods as EA-DIM*, EA-TIM*, and EA-SIM*,
respectively. In addition, ResNet specific SGM [10], the cur-
rent best combination attack VT [11], and two state-of-the-art
feature-level attacks LAF [26] and FIA [27] are considered in
the experiments. Since SGM only serves ResNets structures,
we compare with it on R50 and report the results in the
supplemental material.

4) Parameter Setup: We set the maximum perturbation € =
0.05 in normalized pixel [0, 1], total iterations 7" = 10 with
the step size o = 0.005. For baselines, we follow [8] and [27]
to set momentum decay pu = 1.0, transformation probability
p = 0.7 for DIM, Gaussian kernel size 11 x 11 for TIM,
the number of scaled images m = 4 for SIM, skip decay
y = 0.2 for SGM, variance tuned § = 1.5 and N = 20 for
VT. For LAFEAT, we use its proposed DLR loss combined
with penultimate trained logits layers. For FIA, we choose
the optimal layers, i.e., Mixed_5b, Mixed_6f, Conv_4a,
and block2_unit6 for 13, 14, IR2, and R50, respectively. The
parameters of our method are discussed in Sec. IV-E and
Sec. IV-F.

B. Analysis of Erosion Attack

1) Data Erosion Method: To verify the qualification of
erosion images as good samples for transferable attacks, we
use IR2 as a surrogate model to visualize the loss surface of the
black-box defense 13¢ns3 in Fig. 4. The results are computed
over 1000 images selected from ImageNet validation.
For the proposed data erosion method, we observe that the
incremental losses along with the gradient calculated by all
of the data erosion strategies (w/ erosion augmentations)
greatly exceed those along with the clean image (w/o ero-
sion augmentations), which validates our generated erosion
data can be used as good samples to facilitate transferable
attacks.

We further plot the average cosine similarity of gradient
between normal and robust models to discuss the different
behaviors of several types of augmentation techniques, where
the images generated by using our method are denoted as
space, color, and luminance, respectively (see Fig. 5 (a)). Com-
pared with clean images and existing techniques (i.e., DIM,
TIM, and SIM), the gradients of erosion images computed at
the normally trained model are much more similar to their
gradients at the robust model (i.e., they have higher cosine
values). It is largely because prior methods adopt conventional
transformations like resizing or scaling to maintain the image
details, but data erosion strategies severely distort the pixels,
guiding normally trained models to concentrate on the general
structure information and object-related features. Moreover,
the gradient similarities decrease with the attack iteration
increased for clean images and prior methods, while they
keep relatively stable across optimization iterations for erosion
images. It confirms that artificial corrupted data can guide the
vanilla model in calculating more transferable perturbations
against robust defenses. We also produce two sets of adversar-
ial examples, i.e., one is augmented with erosion images, and
another one is merely relying on the clean images. We report
the cosine similarity between these two sets in the supple-
mental material. It illustrates that the correlation of gradients
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(¢) Luminance-Erosion

(a) Space-Erosion (b) Color-Erosion

Fig. 4. The loss surface of robustified 13,43 over 1000 images. We plot
the loss surface on points x’ = x + €1 - g1 + €3 - g2, where g is the signed
gradient of IR2 on clean image x (w/o erosion augmentations) calculated
by Eq. (1); and g, is the signed gradient computed by erosion strategies
(w/ erosion images as augmentations) in Eq. (5).
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(a) Similarity Between Normal & Robust Models (b) Loss Value of Different Augmentations
Fig. 5. Analysis of data erosion method. We select 1000 images to
measure the metrics, including: (a) the gradient similarity of different types of
augmentation images between the robustified 13¢,53 and the normally trained
IR2 across attack iterations; (b) the average cross entropy values of different
types of augmentation images on four normally trained models.

IR2 3 RS0 IFC-A IFC-B IR2RS IR2-FS IR2-SC 140

0.0

%)
between normally trained models and corrupted models over whole ImageNet
validation dataset. The higher value, the larger diversity.

Fig. 6. Average pairwise JSD (x107“) values. The JSD are calculated

between two sets is decreasing dramatically, which provides
evidence that introducing erosion data as augmentations can
effectively alleviate the data-dependency effect.

In addition, we record the average losses and the prediction
accuracy between erosion images and prior augmentations in
Fig. 5 (b) and supplemental material. The losses of erosion
images are largely increased across all models, which some-
times flips the label and decreases the prediction accuracy.
By contrast, those existing methods almost keep the same
accuracy and losses as clean images. This observation is con-
sistent with the tendency in Fig. 5 (a) that drastic corruptions
of the input image lead to higher gradient similarities and loss
values. It provides evidence that our method does not belong
to those loss (label)-preserving transformations, and thereby
we can combine it with existing augmentation naturally to
enhance the transferability further, as validated in Sec. IV-E.

2) Network Erosion Method: We aim to build a diverse
corrupted network that has different decision boundaries com-
pared with the original model, i.e., both intermediate feature
classifier and stochastic layers can improve the model diver-
sity. Following [18], we adopt the Jensen-Shannon Divergence
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TIM[8] SIM [9] VT [40]

DIM [5]
SGM [10] LAF [21] FIA [28] " EA (ours)

Fig. 7. Visualized Adversarial examples. We attack R50 by using baselines
and the proposed EA. Though their visual imperceptibility are similar, EA can
lead to much higher transferable success rate than other attacks.

(JSD) to evaluate the diversity, and report the pairwise JSD of
the output probability distribution of networks in Fig. 6.

Without loss of generality, we consider eight networks,
including: (1) three normally trained models IR2, I3, R50; (2)
two intermediate feature classifiers fine-tuned by Blockl7 and
Mixed_7a layers of IR2, namely IFC-A, IFC-B, respectively;
(3) separately embedding stochastic layers (i.e., random scal-
ing, feature smoothing, and cascade group) into IR2 structure,
denoted as IR2-RS, IR2-FS, IR2-SC, respectively.

The implications of Fig. 6 are three-fold: (1) the diversity
between the original model IR2 and its corrupted versions
is large and even comparable with other vanilla models (i.e.,
13, R50); (2) intermediate feature classifiers and the network
embedded with stochastic layers also exhibit significant diver-
sity among each other; (3) cascade group layer can bring
larger diversity to models than random scaling and feature
smoothing in most cases, which may affect the performance of
transferability (see Sec. IV-F). These results suggest corrupted
network is qualified to enhance the adversarial examples.

C. Single-Model Attack Experiment

We evaluate the performance of the proposed erosion attack
(EA). Concretely, we adopt space-erosion to generate erosion
data and choose the most diverse feature classifier embedded
with cascade group layers to build a corrupted network. The
EA-based versions for DIM*, TIM*, and SIM* are denoted as
EA-DIM*, EA-TIM*, and EA-SIM*, respectively (Sec. III-D).
We also include the FIA-based attacks [27] and the current
strongest combination VT* [11] in the comparisons.

1) Standalone Experiment: To demonstrate the efficacy of
EA, we show the standalone performance (not the combina-
tion versions) of baselines and EA under following setups
(see Tab. I): (1) three black-box normally trained mod-
els (3 ~ 5 columns); and (2) five robustified defenses
(6 ~ 10 columns).

Among standalone baselines, FIA and DIM are the best
attackers to mislead black-box normally trained models, while
TIM and SIM perform better than the others under most
defense scenarios. It is reasonable that LAF gains low trans-
ferability due to it is designed for white-box scenarios. Notice,
the proposed EA outperforms all baselines by a large margin
against both normally trained models and robust defenses (e.g.,
adversarial examples crafted on IR2: average improvements
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TABLE I TABLE 11
STANDALONE PERFORMANCE EXPERIMENTS COMBINATION PERFORMANCE OF CROSS-NETWORK EXPERIMENTS
Model | Method 14 RS50 DI61 |13 IR2.; HGD BDR R&P | Avg Model | Method 13 IR2 14 R50 RI152 DI61 | Avg
DIM [5] |56.9 453 463 | 13.5 4.1 144 141 158|263 DIM™ [5] 98.0" 504 569 453 392 463 | 56.0
TIM [8] [28.7 215 307 | 166 87 169 154 16.6|194 FIA-DIM™ [27] 96.7* 587 63.0 559 521 533 | 633
SIM [9] 427 364 372 | 160 49 164 149 155|230 EA-DIM™ (ours) | 98.8* 774 80.8 72.6 67.5 175.6 | 78.8
I3 | VT[] |51.7 385 413|157 55 162 142 159|249 TIM* [8] 96.8* 393 493 364 323 494 | 50.6

LAF [26] | 433 340 328 | 93 3.6 92 11.8 119|195
FIA [27] | 619 539 49.1 | 17.1 6.9 165 224 194 |31.0
EA (ours) | 70.7 57.8 59.1 | 214 93 225 215 225 |35.6
DIM [5] |64.6 568 514|272 152 28,0 173 292|362
TIM [8] 450 358 475|299 252 300 215 288|330
SIM [9] 569 50.0 52.1 | 278 172 287 21.1 265|350
IR2 | VT [11] 533 459 442|260 146 257 21.5 264|322
LAF [26] | 40.7 325 31.7 | 135 6.0 132 13.0 120|203
FIA [27] |525 506 459 | 270 17.1 265 260 268 |34.2
EA (ours) | 82.6 71.7 739 | 455 28.7 438 322 428 | 527

Method I3 IR2 DI61 |I3.,3 IR2,,; HGD BDR R&P | Avg
DIM [5] 68.4 56.0 51.1 | 15.1 6.6 152 157 17.6 | 263
TIM [8] 389 260 332 | 180 121 183 169 182|227
SIM [9] 56.6 489 454|209 96 218 172 203 |30.1
14 VT [11] 61.0 50.6 42.6 | 16.1 75 16.0 13.1 16.7 | 28.0
LAF [26] | 494 390 31.1 | 9.7 42 9.8 115 11.5]20.8
FIA [27] |573 465 406 | 186 133 17.8 199 184 |29.1
EA (ours) | 80.1 69.6 66.1 | 31.1 134 31.6 262 31.6 | 43.7
DIM [5] 56.7 49.2 572 | 19.3 8.3 169 17.1 209 | 30.7
TIM [8] 29.5 20.1 380 | 176 11.7 17.8 17.6 182|213

Model

SIM [9] |495 420 523 | 192 82 200 183 205|288

rso | VT 53.1 472 522|212 99 207 173 204|303
SGM [10] | 59.4 503 622 | 193 86 168 200 228|324
LAF [26] | 464 346 439 | 134 56 123 134 146 | 23.0
FIA [27] | 627 541 595 | 229 102 214 219 231|345
EA (ours) | 674 56.6 644 | 242 12.6 27.0 239 27.0 |37.9

40 60
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Fig. 8. Transferability of attacks on different budgets. We attack I3 and
IR2 under various perturbation magnitudes to generate adversarial examples
and report their transferability against the I13¢,53 defense.

are 16.5% and 19.7% compared with DIM and TIM, etc.),
thereby establish state-of-the-art for transferable adversarial
attacks. Some generated results are shown in Fig. (7) and
supplemental material.

In addition, we generate adversarial examples under various
perturbation budgets (i.e., 0.01 ~ 0.07 with step size 0.01) and
report the transferable success rates against [3¢,53 defense in
Fig. 8. An interesting phenomenon is that attacks may exhibit
different trends, e.g., DIM is strong when the budget is small,
but it becomes weaker than other baselines with the adver-
sarial magnitude increased. Among them, the proposed EA
consistently achieves the best performance, further suggesting
the generalizability of the proposed method.

2) Cross-Network Experiment: We report the combina-
tion versions of attacks against six undefended models

96.6" 442 523 444 394 545 | 552
989" 63.0 723 60.0 554 767 | 71.1
97.6° 504 59.0 462 441 628 | 60.0
97.7°  60.1 615 497 49.1 649 | 63.8
FIA-SIM™ [27] 97.0* 513 604 556 488 70.1 | 639
EA-SIM* (ours) | 983* 70.5 769 672 623 857 | 768
DIM™ [5] 699 97.1" 646 568 514 57.8 | 663
FIA-DIM™ [27] 658 93.0" 582 584 541 554 | 642
EA-DIM™ (ours) | 87.5 98.6° 850 80.6 779 83.7 | 856
TIM™ [8] 632 96.1" 61.8 509 48.0 618 | 63.6
IR2 | FIA-TIM™ [27] 51.0 927% 448 448 40.1 52,6 | 543

I3 | FIA-TIM* [27]
EA-TIM™ (ours)
SIM™ [9]

VT* [11]

EA-TIM* (ours) | 794 97.6° 76,5 702 678 829 | 79.1
SIM™ [9] 637 92.1F 614 558 519 686 | 656
VT* [11] 664 937" 642 579 564 709 | 683

FIA-SIM™ [27] 64.6
EA-SIM™ (ours) | 81.7

932" 588 608 568 639 | 66.3
97.7* 712 738 693 898 | 81.6

(e.g., I3, IR2, 14, R50, R152, and D161) in Tab. II, qualifying
the efficiency of EA framework. We compare EA with SGM
on R50 in supplementary. The results of LAF are not listed
because it mainly focuses on breaking white-box defenses, and
shows degraded transferability against black-box models.

We observe that our erosion attack improves the success
rates under the white-box scenarios (labeled as “*”). For
more concerning black-box settings, we notice erosion attack
based methods consistently outperform their baseline ver-
sions by a large margin (e.g., the average increments are
22.8%/20.5%/16.8% on I3 by using EA-based methods, etc.).
It is noteworthy to mention that EA-DIM* is the strongest
transferable attack against the normally trained models, and it
may be caused by the dual data augmentation effect from both
DIM and EA. The quantitative results suggest the superiority
of our proposed EA for fooling different undefended networks
under both white-box and black-box scenarios.

3) Defenses Experiment: The success rates of combination
attacks against eleven defenses are recorded in Tab. III. We can
see the performances of proposed methods largely outperform
the baselines across all the defenses regardless of the attacked
surrogate models or defense mechanisms. For instance, the
average success rates of TIM* crafted on I3/IR2 are improved
by 28.1%/25.9% when integrating it into the proposed EA
framework. In particular, we find that EA-SIM* achieves the
best performance against defenses by attacking the IR2 model
(i.e., average success rate of 74.5%). The results under various
defenses and undefended models (see supplementary) qualify
the efficacy of EA to trick current black-box models.

D. Ensemble-Model Attack Experiment

Following [8] and [27], we further provide the results
of baselines and proposed EA under ensemble-model set-
tings, i.e., simultaneously attacking multiple vanilla networks.
Specifically, four normally trained models are considered
in ensemble paradigms, including I3, IR2, 14, and R50.
The comparisons are conducted under the following settings:
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TABLE III
THE SUCCESS RATES (%) OF COMBINATION ATTACKS USING BASELINES AND PROPOSED EROSION ATTACK UNDER € = 0.05
Model Method Bens3 1Bensa IR2¢ps HGD BDR PDW PDT R&P COM RS SFR NRP Average
DIM* [5] 132 143 43 15.8 14.5 31.2 23.7 16.3 21.3 5.1 23.1 8.6 16.0
FIA-DIM™ [27] 20.9 24.1 7.8 20.9 242 30.5 28.4 245 35.7 9.7 29.2 9.9 222
EA-DIM™ (ours) 30.9 32.8 14.5 30.6 28.3 50.6 444 35.1 51.0 17.7 54.4 14.2 33.7
TIM™ [8] 29.1 323 17.7 29.0 20.2 343 342 322 31.5 16.9 29.7 11.7 26.6
FIA-TIM™ [27] 31.6 342 22.6 31.2 32.8 36.3 36.0 333 424 21.6 333 18.6 31.2
13 EA-TIM™ (ours) 60.4 59.5 43.1 60.3 45.8 65.4 62.2 58.6 62.6 40.0 64.2 34.0 54.7
SIM™ [9] 443 43.9 30.9 449 31.0 49.8 44.6 44.4 443 21.8 41.4 18.2 383
VT* [11] 52.6 52.2 38.0 532 423 59.7 60.7 53.9 53.8 30.7 55.1 29.3 48.5
FIA-SIM™ [27] 42.8 45.0 30.3 43.4 44.1 48.0 46.8 43.2 542 29.3 46.6 23.8 41.5
EA-SIM™ (ours) 70.4 70.2 54.3 70.5 60.7 76.1 754 68.7 75.7 51.5 71.0 44.2 65.7
DIM* [5] 253 243 13.3 28.7 17.1 415 30.1 28.8 31.4 8.2 38.8 9.6 24.8
FIA-DIM™ [27] 26.7 26.1 15.6 25.7 26.0 31.1 32.6 249 36.1 14.4 34.5 13.0 25.6
EA-DIM™ (ours) 54.3 49.8 36.0 55.6 37.7 61.4 53.8 54.8 64.3 23.5 62.8 20.4 47.9
TIM* [8] 44.6 43.1 423 45.4 29.9 50.3 43.6 45.5 45.6 21.6 47.0 17.0 39.7
FIA-TIM™ [27] 35.5 37.3 30.4 35.6 352 39.1 38.0 394 44.2 28.1 40.4 24.7 35.7
1IR2 EA-TIM™* (ours) 70.3 68.6 67.5 69.9 58.5 73.7 67.7 68.6 73.9 49.2 73.6 42.3 65.6
SIM™ [9] 54.1 53.1 53.6 54.1 43.1 58.1 544 533 55.8 30.1 529 29.5 49.3
VT* [11] 59.5 58.5 60.5 61.6 53.6 67.8 70.9 64.6 67.7 414 65.3 37.6 59.1
FIA-SIM™ [27] 48.4 514 42.8 48.1 52.0 54.2 532 59.9 57.6 433 51.7 29.3 49.3
EA-SIM™ (ours) 78.9 76.9 74.2 78.8 72.1 82.9 81.1 76.4 82.8 59.1 78.5 52.7 74.5
DIM* w/ Space-Erosion Augmentation TIM* w/ Space-Erosion Augmentation SIM* w/ Space-Erosion Augmentation
80 80 80
13 IR2 13 IR2 13 IR2
IS 60 = 60 = 60
E 40 5 40 § 40
20 20 20
’ 1B, IR2, HGD BDR R&P 13, IR2,, HGD BDR R&P ! 13,0 IR2,, HGD BDR R&P 13,s IR2,, HGD BDR R&P ! 13, IR2, HGD BDR R&P 13, IR2, HGD BDR R&P

0002 0.04 7 0.06 M 0.08 5 0.1 80,12 M 0.14 0,16 5 0.18 W 0.2

0002 0.04 7 0.06 M 0.08 5 0.1 M 0,12 M 0.14 0,16 0.18 W 0.2

00,02 5 0.04 % 0.06 M 0,08 5 0.1 M (.12 8 0.14 5 (.16 5 0.18 W 0.2

Fig. 9. Ablation studies of space-erosion on I3 and IR2. The adversarial examples are crafted by DIM*, TIM* and SIM* augmented with a space-erosion
image on I3 and IR2. We can observe that the transferability is obviously boosted even a small portion of pixels to be damaged. Better viewed with zoom-in.

TABLE IV
THE SUCCESS RATES (%) OF ENSEMBLE-MODEL ATTACKS USING BASELINES AND PROPOSED EROSION ATTACK UNDER € = 0.05

Setup | Method | Benss  Benss  IR2  HGD  BDR  PDW  PDT  R&P  COM RS SFR  NRP  ROB | Average
4-models DIM™ [5] 481 458 26.9 52.7 26.8 59.8 435 549 54.7 139 583 143 10.8 39.3
4-models FIA-DIM™ [27] 48.7 46.3 21.3 47.9 39.1 573 47.1 56.5 69.9 224 64.1 15.7 12.9 422
2-models EA-DIM* (ours) 62.2 60.0 39.8 63.1 453 74.5 633  64.6 72.6 283 724 240 14.4 527
4-models EA-DIM* (ours) 75.1 72.1 55.7 75.4 57.4 79.1 71.3 771 79.7 383 789 301 16.0 62.0
4-models TIM* [8] 68.8 68.4 60.6 69.0 433 68.4 599 693 66.1 343 658 287 14.8 55.2
4-models FIA-TIM* [27] 71.0 68.0 53.8 70.8 64.1 74.5 69.2 707 82.4 513 684 359 16.2 61.3
2-models EA-TIM* (ours) 79.1 78.0 69.7 78.9 63.4 79.6 76.6  71.1 78.3 56.0 809  51.0 19.0 68.3
4-models EA-TIM* (ours) 83.0 82.1 75.4 83.1 70.9 84.8 81.1 823 84.5 632 841 547 215 73.1
4-models SIM* [9] 76.7 75.9 70.7 76.9 60.5 78.0 71.1 76.7 75.3 46.1  78.8 437 16.6 65.2
4-models VT* [11] 83.0 81.1 75.2 84.4 71.9 82.9 78.3 82.5 84.6 554 833 559 203 722
4-models FIA-SIM™* [27] 70.4 68.2 54.1 70.3 64.5 71.8 684 707 81.7 50.1 676  39.7 16.9 61.1
2-models EA-SIM™ (ours) 85.0 85.6 71.7 84.4 78.1 86.0 85.1 84.5 87.3 674 841  65.1 25.3 76.6
4-models EA-SIM* (ours) 91.0 88.1 81.1 90.6 80.7 90.9 881  90.2 91.3 69.1 899 714 287 80.9

(1) the adversarial images are crafted on the ensemble of all
of the four surrogate models, denoted as 4-models; and (2)
only the ensemble of I3 and IR2 to be attacked, denoted as
2-models. We choose the same parameters as Sec. IV-C. Note
that ROB is the current strongest defense, therefore we trick
it in the ensemble setup.

From Tab. IV, we observe that the proposed EA significantly
improves the transferability of adversarial examples under
ensemble settings. Our strongest attack EA-SIM™* achieves a
high average performance of 80.9% under the 4-models setup,
which surpasses the most challenging baseline VT* by a large
margin of 8.7%. Moreover, we notice that EA-based methods
are better than 4-models strongest baselines even though they
only use two surrogate models in the ensemble optimization

(i.e., 2-models setting), which demonstrates the superiority of
the proposed EA. Another non-trivial phenomenon is that the
improvements of EA-based methods between 2-models and
4-models setups are relatively small (i.e., 4.8% and 4.3% for
EA-TIM* and EA-SIM*). This confirms that our method can
use a few existing networks with low fine-tuning costs to
improve the model diversity, rather than simply training the
new models with different architectures and applying them
into standard ensemble attacks to reach this goal.

E. Ablation Studies for Data Erosion Method

In this section, we provide ablation studies for data erosion
strategies. Particularly, we first introduce only one corrupted
image as an augmentation (i.e., n = 1 in Eq. (5)) to find
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Ablation studies of augmentation number against five defenses. The attacks are crafted on I3 and IR2 model by (a) DIM*, (b) TIM* and

(c) SIM*. More augmentation images lead to better performance. Better viewed with zoom-in.

TABLE V
THE SUCCESS RATES (%) OF DIM*, TIM* AND SIM* ATTACKS WITH Only One AUGMENTATION AGAINST FIVE DEFENSE MODELS

(a) Comparisons of different augmentation schemes for DIM™* by attacking white-box 13/IR2 model

Model | Augmentation 1Bens3 IR2:ns HGD BDR R&P  Average Model | Augmentation IBens3 IR2:,s HGD BDR R&P  Average
DIM™ [5] 13.2 4.3 158 145 163 128 DIM™ [5] 253 133 287 17.1 288 226
+ space (ours) 17.5 6.4 18.0 18.6 21.0 16.3 (+3.5) + space (ours) 31.1 17.1 329 224 343 27.6 (+5.0)
3 + color (ours) 17.7 6.5 191 162 21.1 16.1 (+3.3) IR2 + color (ours) 330 185 355 189 371 28.6 (+6.0)
+ luminance (ours) | 165 58 169 174 194 152 (+2.4) + luminance (ours) | 28.0 157 327 210 323 259 (+3.3)
+ random (ours) 167 61 167 182 188 153 (+2.5) + random (ours) 305 163 305 230 303 26.1 (+3.5)
+ mizup (ours) 171 66 171 178 20.1 157 (+2.9) + mizup (ours) 315 185 315 2101 347 27.5 (+4.9)
(b) Comparisons of different augmentation schemes for TIM* [8] by attacking white-box 13/IR2 model
Model | Augmentation Benss IR2.,s HGD BDR R&P  Average Model | Augmentation Bens3s IR2.,s HGD BDR R&P  Average
TIM™ [8] 29.1 177 290 202 322 256 TIM™ [8] 446 423 454 299 455 415
+ space (ours) 422 285 42.0 31.0 433 374 (+11.8) + space (ours) 544 512 546 394 528 50.5 (+9.0)
3 + color (ours) 40.7 262 40.6 28.0 42.8 357 (+10.1) ®2 | F color (ours) 547 51.1 550 36.1 539 502 (+8.7)
+ luminance (ours) | 388 260 382 28.0 40.7 343 (+8.7) + luminance (ours) | 51.6 485 50.8 37.8 49.8 47.7 (+6.2)
+ random (ours) 39.1 260 39.1 28.1 415 348 (+9.2) + random (ours) 533  50.1 533 379 532 49.6 (+8.1)
+ mizup (ours) 413 273 407 283 430 36.1 (+10.5) + mizup (ours) 53.6 504 512 380 53.1 49.7 (+8.2)
(c) Comparisons of different augmentation schemes for SIM™ [9] by attacking white-box I3/IR2 model
Model | Augmentation 1Benss IR2.;s HGD BDR R&P Average Model | Augmentation 1Benss IR2.;s HGD BDR R&P Average
SIM* [9] 443 309 449 31.0 444 39.1 SIM™ [9] 54.1 536 54.1 431 533 516
+ space (ours) 55.0 404 540 421 55.0 49.3 (+10.2) + space (ours) 620 606 61.6 514 61.0 59.3 (+7.7)
B3 + color (ours) 523 375 529 378 525 46.6 (+7.5) IR2 + color (ours) 60.5 588 60.7 510 604 583 (+6.7)
+ luminance (ours) | 52.6 373 53.0 38.1 524 46.7 (+7.6) + luminance (ours) | 60.0 59.0 59.9 50.0 588 57.5(+5.9)
+ random (ours) 541 379 519 41.0 537 477 (+8.6) + random (ours) 60.6 59.1 605 502 592 579 (+6.3)
+ mizup (ours) 522 377 547 37.1 538 47.1 (+8.0) + mizup (ours) 604 596 604 498 592 579 (+6.3)

the optimal hyper-parameter, and then explore the best aug-
mentation scheme for attacks. Lastly, we discuss the effect of
sampling numbers. The adversarial examples are crafted with
erosion image on I3 and IR2 by DIM*, TIM* and SIM*, and
test the transfer success rates against five defenses, including
Bens3, IR2¢ns, HGD, TVM, and R&P. More experiments are
recorded in supplementary.

1) Space-Erosion: The parameter £ defined in Eq. (6)
controls the erosion level of space continuity for a given image.
If we set & = 0, there are not any pixels to be damaged and
the erosion image restores to its clean version. We evaluate
the erosion parameter & ranged from 0.0 to 0.2 with step
0.02, and report the performance in Fig. 9 (a). We can see that
introducing space-erosion images as augmentations is effective
for all three baseline methods. Even with a small proportion of
corrupted pixels, it is surprising that the augmentation data can
facilitate transferable attacks (i.e., the improvements of DIM*,
TIM* and SIM* across all defenses are nearly 3% ~ 10%
when we set £ = (0.02). With the erosion probability increased,
the success rates continued increasing until & = 0.1. There-
fore, we adopt the probability & 0.1 in the following
experiments.

2) Luminance-Erosion: The standard deviation o, influ-
ences the brightness of an image (Eq. (8)). We test o, in
the range of [0.0,0.2] with a granularity 0.02 to study its
impact, and report the results in supplemental material. The
standard deviation exhibits similar trends under all baseline
methods that the transfer success rates increase at first and then
drop rapidly, which indicates that dramatically adjusting the
luminance of images may degrade the transfer performance.
To this end, we set o, = 0.04/0.1/0.1 for DIM*/TIM*/SIM*,
respectively.

3) Augmentation Schemes: In this section, we aim
to find the best augmentation scheme for transferable
attacks. We test the performance under the following five
setups:

(1) holding a single strategy to produce the corrupted data
during the whole attacking process, denoted as space, color,
and luminance, respectively (157 ~ 37 rows);

(2) randomly rechoosing a strategy at each iteration to
generate augmentations, denoted as random (4" row);

(3) following the mixup operation [48], we utilize the linear
mechanism to mix three types of generated erosion images
with equal weights, denoted as mixup (5™ row).
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We introduce an erosion image in DIM*, TIM*, and SIM*
methods to attack I3 and IR2, and show the results in Tab. V.
By applying the augmentation data, we can observe that all
the schemes boost the transferability of generated adversarial
examples. Most surprisingly, space scheme (i.e., only adopting
space-erosion strategy) significantly improves the success rates
against all the defenses in most cases (i.e., I3 model: the
average improvements are 3.3%/11.8%/10.2% for baseline
DIM*, TIM*, and SIM*). Besides, the average performance of
luminance is the worst one among all the schemes. Thanks to
considering different types of augmentations simultaneously,
random and mixup also show their efficacy to facilitate
transferable attacks. However, they do not exhibit better perfor-
mance over space in most cases. Therefore, we simply select
space scheme (i.e., space-erosion) in our method.

4) Augmentation Number: The above discussions are based
on a single augmentation image for baseline methods (i.e.,
n = 1). Here, we study the influence of augmentation number
n of the space-erosion strategy ranged from 0 to 6 (Eq. (5)).
Notice, the attack degrades to its baseline version when we
abandon any augmentations i.e., n = 0. From Fig. 10, it is
natural to observe that drawing more corrupted data leads
to better results (e.g., the improvements of TIM crafted on
I3 are over 15% across defenses when setting n = 0).
Nonetheless, the computational costs are growing linearly
with the augmentation number increased. To better balance
the performance/cost trade-off, we employ n = 3 in the
experiments. !

FE. Ablation Studies for Network Erosion Method

In this section, we separately report the ablation experiments
of intermediate feature classifier (IFC) and stochastic layers.
First, we study the optimal layer scheme and the training epoch
setups for IFC. Second, we learn the appropriate proportion
and dependent performance for stochastic layers.

In practice, we reuse the feature extractors from the original
model and fine-tune IFCs on the ImageNet test dataset, i.e.,
a small dataset that contains 10° images. All the images are
excluded from the training set of normally trained models and
defenses, which meet our assumption mentioned in Sec. III-C.

1) Optimal Layer for Intermediate Feature Classifier: Since
the proposed Intermediate feature classifier (IFC) is designed
by connecting a specific layer with a fine-tuned classification
head (see Fig. 3), we aim to search the optimal layers in this
section. Without loss of generality, we choose 7 layers with
the same interval step across the deeper half architecture for a
given surrogate network. The notations of each IFC are relative
to the index of the layer. For instance, I3 is fine-tuned by
the features at the first selected layer (i.e., Mixed_6a). The
notations are detailed in the supplemental material.

Since we obtain the IFCs fine-tuned by different layers,
we can craft transferable adversarial examples on the ensemble
of a feature classifier and the original model. The transfer
success rates of each fine-tuned IFC are demonstrated in

IWe observe that augmentation number n = 3 is enough for the strongest
combination SIM* to converge.
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Fig. 11. Ablation study of the optimal layer for intermediate feature
classifiers (IFC). The adversarial examples are crafted on I3 and IR2 against
two adversarial models (i.e., I3¢p53 and IR2¢ps). We plot the success rates of
baselines DIM*, TIM* and SIM* as dashed lines, and plot the performance of
those optimized over an intermediate feature classifier as solid lines. We find
that the transferability is improved significantly by applying an IFC into
ensemble optimization (i.e., 1375 and IR2;4). Moreover, the transferability
trends are similar for a given surrogate model under different attack methods.

Fig. 11. The implications are three-fold. First, the transfer-
ability is improved significantly by applying a specific feature
classifier into ensemble optimization, i.e., 1375 and IR274
achieve the best performance (e.g., for attacks crafted on
I3 by SIM*, the improvements are 13.0%/10.5% against
13ens3/IR2eps defenses when applying IFC into optimization,
etc). The results validate the effectiveness of the proposed IFC
for adopting ensemble attacks rather than merely based on the
original model. Second, the transferability curves from a given
model exhibit highly similar trends across defenses regardless
of the methods. This observation is similar to the [19], which
inspires us to find the optimal layer to fine-tune a classification
block offline and facilitate strong attacks for any black-box
defenses. Third, the transferability increases continually at first
and then gradually drops at the last layers. This tendency is
partially in coincidence with the results in [26] and [49]. It may
indicate that the features in these deeper layers are richer than
in other layers, which is easy to be disrupted or used to train
the IFC with high diversity. And some valuable features will
be lost after following pooling operations, as we speculated in
Sec. III. To this end, we adopt the best intermediate feature
classifier, i.e., 1315, IR274, 1474 and R50;3 (I4 and R50 are
reported in supplemental material).

2) Training Epoch: We have studied the influence of fine-
tuned epochs on transferability. We train two IFCs (i.e., 1315
and IR2;4) on different epochs, and report the performance
under defenses I3¢ps3 and IR2ng in supplementary. We find
that at most ten epochs are enough for success rates to
converge. Therefore, we set the maximum number of epochs
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TABLE VI
THE SUCCESS RATES (%) OF PROPOSED NETWORK EROSION. WE REPORT THE SUCCESS RATES OF THE ENSEMBLE WITH INTERMEDIATE FEATURE
CLASSIFIER (IFC) OR STOCHASTIC LAYERS, INCLUDING RANDOM SCALING (RS), FEATURE SMOOTHING (FS), AND CASCADE GROUP (CG)

(a) The ensemble of Intermediate Feature Classifier or Stochastic Layers by DIM* [5]

Model | IFC | RS FS CG | I3¢4s3 IR2.;s HGD BDR R&P Average Model | IFC | RS FS CG | I3¢h3 IR2;,s HGD BDR R&P Average
- - - - 13.2 43 158 145 163 128 - - - - 253 13.3 287 17.1 28.8 22.6
v - - - 16.6 6.5 19.0 165 213 16.0 (+3.2) v - - - 359 19.2 387 21.5 40.1 31.1 (+8.5)
- v - - 18.0 5.7 19.2 173 21.8 164 (+3.6) - v ooo- - 330 193 348 21.1 369 29.0 (+64)
B - - v - 20.4 7.3 223 174 244 184 (+5.6) IR2 - -V - 37.8  21.8 40.1 214 400 322 (+9.6)
- - - Vv 19.2 7.3 21.1 179 239 179 (+5.1) - - - v | 371 227 392 21.8 41.1 324 (+9.8)
v | voo- - 17.8 6.4 19.8 166 21.7 16.5 (+3.7) v | voo- - 33.1 194 356 214 36.8 293 (+6.7)
v - v - 204 7.3 223 174 244 184 (+5.6) - v - 41.7 214 439 237 432 348 (+12.2)
v - - v 19.5 8.9 224 17.1 245 18.5 (+5.7) v - - v | 40.7 234 434 243 441 352 (+12.6)
(b) The ensemble of Intermediate Feature Classifier or Stochastic Layers by TIM™* [8]
Model | IFC | RS FS CG | 13¢43 IR2,;s HGD BDR R&P Average Model | IFC | RS FS CG | 13¢43 IR2,;s HGD BDR R&P Average
- - - - 29.1 17.7 29.0 202 322 256 - - - - 44.6 423 454 299 455 415
v - - - 39.5 254 393 248 423 343 (+8.7) v - - - 56.6 51.8 56.5 36.1 56.8 51.6 (+10.1)
- v - - 37.1 243 372 235 387 322 (+6.6) - v - - 52.3 484 524 326 51.8 475 (+6.0)
B - - v - 394 261 388 248 414 341 (+8.5) IR2 - - v - 55.1 514 556 363 535 504 (+8.9)
- - - v | 408 272 405 263 425 355 (+9.9) - - - Vv | 554 532 548 36.7 549 51.0(+9.5)
v | voo- - 403 266 405 253 425 350 (+94) v | voo- - 572 523 569 375 57.0 522 (+10.7)
v -V - 418 27.1 423 274 433 364 (+10.8) v -V - 59.1 537 59.6 37.8 58.1 53.7 (+12.2)
v - Vv | 431 28,0 428 269 44.7 37.1 (+11.5) v - Vv | 601 545 60.2 383 59.0 544 (+12.9)
(c) The ensemble of Intermediate Feature Classifier or Stochastic Layers by SIM™ [9]
Model | IFC | RS FS CG | I3¢43 IR2,;s HGD BDR R&P Average Model | IFC | RS FS CG | I3¢43 IR2,;s HGD BDR R&P Average
- - - - 443 309 449 31.0 444 39.1 - - - - 54.1 536 541 43.1 533 51.6
v - - - 57.3 414 577 393 56.7 505 (+11.4) v - - - 71.7 68.1 713 574 709 679 (+16.3)
- v - - 49.8 35.5 498 362 51.0 445 (+54) - v - - 60.3 57.8 60.2 483 59.0 57.1 (+5.5)
3 - - v - 51.7 374 513 38.1 521 46.1(+7.0) IR2 - - v - 61.7 60.0 61.0 49.6 594 583 (+6.7)
- - - Vv | 519 370 525 392 529 46.7 (+7.6) - - - v | 633 618 63.1 508 619 60.2(+8.6)
VR VA - 58.8 424 587 425 58.6 522 (+13.1) v voo- - 727 683 729 599 71.6 69.1 (+17.5)
v -V - 59.5 419 60.7 441 59.2 53.1 (+14.0) v -V - 745 679 747 61.6 722 702 (+18.6)
v - - v | 60.6 433 603 451 58.7 53.6 (+14.5) v - - v | 745 685 745 624 72.1 704 (+18.8)
. DIM* SIM*
N = 10. Moreover, our method has surpassed the baseline, » ©

even trained with a few epochs (N = 2). This satisfies our
requirement that suffering much fewer fine-tuning resources
on a small dataset can boost the transferability significantly
(see Sec. III-C).

3) The Proportion of Stochastic Layers: We discuss the
effect of the embedding ratio of stochastic layers in the
network structure, i.e., whether adding more stochastic layers
leads to better results. We embed the proposed cascade group
(CG) into the original networks for adopting ensemble attacks.
The embedded layers are abandoned with probability A as:

21 = p-gf(x), p ~ Bernoulli(A) (15)

where p is sampled from Bernoulli distribution with param-
eter A. If A = 1, all the cascade group layers are pre-
served. Conversely, all the stochastic layers are removed
when we set A = 0, i.e., merely attacking the original
model.

We test the parameter A ranged in [0.0, 1.0] with step size
0.1, and report the success rates under five defenses in Fig. 12.
It is noteworthy that the performance of all attacks is improved
significantly even by adding a small proportion of cascade
group layers (i.e., A = 0.1). For the DIM*, the performance
continues to improve at first, and then keeps stable after the
proportion surpasses 0.6. On the other hand, we observe that
adding more stochastic layers leads to stronger transferability
for TIM* and SIM*, and it achieves the best performance when
the stochastic layers are embedded throughout the network
(i.e., A = 1.0). This phenomenon is caused by the ensemble
optimization over a set of translated images proposed in
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Fig. 12. The success rates (%) of the different proportion of cascade

group layers. We use DIM*, TIM* and SIM* to attack the ensemble of
a normally trained models with its embedded version, including: (a) 13,
and (b) IR2. In general, more stochastic layers result in better performance
regardless of attack methods or attacked surrogate models.

TIM [8], which brings more randomness capacity to corrupted
networks. Therefore, we simply adopt adding all stochastic
layers, i.e., A = 1.0.
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TABLE VII
THE COMPARISON BETWEEN GHOSTNET [18] AND PROPOSED
CASCADE GROUP (CG) IN ENSEMBLE OPTIMIZATION

(a) Comparisons between GhostNet and cascade group (CG) on I3

Attack | Ensemble Setup | I3¢n3 IR2.,s HGD BDR R&P | Average
DIM* w/ GhostNet [18] | 17.2 6.2 181 159 199 | 155

w/ CG (ours) 19.2 7.3 21.1 179 239 | 179 (+2.4)
TIM* w/ GhostNet [18] | 34.2  20.1 349 246 37.6 | 303

w/ CG (ours) 408 272 405 263 425 | 35.5 (+5.2)
SIM* w/ GhostNet [18] | 44.7  30.1 445 30.7 459 | 39.2

w/ CG (ours) 519 370 525 392 529 | 46.7 (+7.5)

(b) Comparisons between GhostNet and cascade group (CG) on IR2

Attack | Ensemble Setup | I3¢n3 IR2;s HGD BDR R&P | Average
DIM™ w/ GhostNet [18] | 30.2 188 339 19.8 355|276

w/ CG (ours) 371 227 392 21.8 41.1 | 324 (+4.8)
TIM* w/ GhostNet [18] | 51.7 47.1 51.6 31.6 51.1 | 466

w/ CG (ours) 554 532 548 367 549 | 51.0 (+4.4)
SIM* w/ GhostNet [18] | 62.8 60.6 63.2 502 62.7 | 59.9

w/ CG (ours) 633 61.8 631 508 619 | 60.2 (+0.3)

4) The Effect of Stochastic Layers: We study the impact of
stochastic layers under the following settings (see Tab. VI):

(1) baselines without ensemble optimization (15" row);

(2) applying the IFC into ensemble optimization (2"¢ row);

(3) embedding stochastic layers (i.e., random scaling, fea-
ture smoothing and cascade group) into the original model
to construct a corrupted network for ensemble paradigms,
denoted as RS, FS and CG, respectively (3" d . 5th rows);

(4) using both of the original model and the corrupted
network (i.e., the IFC embedded with stochastic layers) for
ensemble optimization (6" ~ 8" rows).

The performances are reported in Tab. VI. We observe that
merely adding stochastic layers into an existing network for
ensemble optimization also improves the success rates across
the defenses (3~5 rows). Among them, the cascade group
(CG) often gets higher success rates than random scaling
(RS) and feature smoothing (FS), which might be caused by
its larger model diversity than the other two layers (Fig. 6).
It verifies our hypothesis that improving the robustness and
diversity of the surrogate model may enhance transferabil-
ity, as discussed in Sec. IV-B. Moreover, using a corrupted
network (i.e., densely embedding stochastic layers into the
IFC) for the ensemble paradigm largely improves the strength
further instead of only utilizing IFC or stochastic layers
(6~8 rows). These results validate the high efficiency of the
proposed network erosion method. Empirically, we find that
IFC embedded with cascade group achieves the best results.

5) Compare With Other Model Augmentations: Based on
different network structures, GhostNet [18] applies feature
dropout or skip connection perturbation to achieve the aug-
mentation effect. We separately adopt the feature dropout and
skip connection perturbation for I3 and IR2 to construct the
GhostNet, and attack an ensemble of the original model and
GhostNet to generate adversarial examples. We choose the
same parameters reported in [18] in the comparisons.

From tab. VII, we observe that the cascade group (CG) is
superior to GhostNet in most cases for ensemble optimiza-
tion. Especially, our method surpasses GhostNet largely on
attacking I3 models (e.g., for I3, the improvements are 2.4%,

IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. 32, 2023

5.2%, 7.5% for DIM*, TIM*, and SIM*, respectively, etc.).
The results verify the qualification of the cascade group layer
for transferable attacks. What’s more, we emphasize that the
proposed stochastic layers are much more general than [10],
[18] that they can apply to arbitrary network architectures.

V. CONCLUSION

This paper focuses on studying transferable attacks against
unseen defenses under black-box scenarios. To mitigate the
data-dependency effect, we propose a data erosion method that
introduces artificial erosion images as augmentations during
the attacks. Different from prior works, the proposed data
erosion method is a specific augmentation designed to narrow
the gap between the normally trained models and defenders.
We experiment with different types of erosion images and find
that the space-erosion data achieves the best performance to
boost transferability. To avoid the network-dependency effect,
the proposed network erosion method leverages an original
model to create a corrupted network with diverse decision
boundaries, which is applied to the ensemble optimization
with litter cost, exhibiting better generalizability and higher
efficiency compared with current attacks. The proposed data
& network erosion can be naturally integrated into a general
framework to further promote the threatening of adversarial
examples, referred to as erosion attack (EA). Extensive exper-
iments not only demonstrate the superiority of our proposed
method compared with existing transferable attacks but also
remind the security issues of the current defenses.
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ARTICLE INFO ABSTRACT

Keywords: Adversarial examples pose a significant challenge to the security of deep neural networks (DNNs). In order to
Adversarial example defend against malicious attacks, adversarial training forces DNNs to learn more robust features by suppressing
Adversarial defense generalizable but non-robust features, which boosts the robustness while suffering from significant accuracy

Ensemble model

Robustn drops on clean images. Ensemble training, on the other hand, trains multiple sub-models to predict data
obustness

for improved robustness and still achieves desirable accuracy on clean data. Despite these efforts, previous
ensemble methods are still susceptible to attacks and fail to increase model diversity as the size of the
ensemble group increases. In this work, we revisit the model diversity from the perspective of data and
discover that high similarity between training batches decreases feature diversity and weakens ensemble
robustness. To this end, we propose Latent Feature Diversification (LAFED), which reconstructs training
sets with diverse features during the optimization, enhancing the overall robustness of an ensemble. For
each sub-model, LAFED treats the vulnerability extracted from other sub-models as raw data, which is then
combined with round-changed weights with a stochastic manner in the latent space. This results in the
formation of new features, remarkably reducing the similarity of learned representations between the sub-
models. Furthermore, LAFED enhances feature diversity within the ensemble model by utilizing hierarchical
smoothed labels. Extensive experiments illustrate that LAFED significantly improves diversity among sub-
models and enhances robustness against adversarial attacks compared to current methods. The code is publicly
available at https://github.com/zhuangwz/LAFED.

1. Introduction To answer the question, several defense methods have been pro-
posed. One line is adversarial training [8], which involves minimizing
The discovery of adversarial examples poses a challenge to the the optimization loss on adversarial examples during each training step.

security of DNNs. By applying imperceptible perturbation to clean This process compels DNNs to learn robust features from adversarial
images, adversarial attacks have caused great trouble to DNN-based

applications in both the digital space [1] and the real world [2]. More
significantly, attacks often utilize white-box [3] models to generate
adversarial examples, which usually exhibit high transferability across
black-box models with different architectures [4-6]. One plausible
explanation for this phenomenon is that humans rely on abstract and

examples instead of non-robust features from clean data. As a result,
adversarially trained models become more robust but significantly de-
crease classification accuracy due to a lack of generalizability on unseen
clean data. [9]. Although some subsequent works have demonstrated a
better balance between accuracy and robustness, their performance on

robust features to recognize objects in images, while DNNs attempt clean images is still much lower than normally trained models [10,11].
to learn more generalizable but non-robust features [7]. As a result, Another popular way for boosting adversarial resistance is ensemble
DNNs have high accuracy on unseen images while also being vulnerable training [12-15]. Intuitively, they adopt several sub-models for ensem-
to adversarial noise manipulated by attackers. Consequently, attack ble predictions. Each sub-model in the ensemble captures sufficient
methods can leverage the vulnerability of non-robust features to craft generalizable and non-robust features during optimization, thereby
malicious input data and transfer its adversarial effect to fool remote exhibiting high accuracy on clean data. Moreover, sub-models are
black-box models. This leads one to wonder: how can DNNs enhance deliberately trained with different latent representations or diverse de-
robustness while balancing the trade-off between robust and non-robust cision boundaries compared to each other. Therefore, ensemble models

features?
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Fig. 1. The intuitive pipeline of LAFED for training an ensemble member f;. Concretely, for each clean image, LAFED generates a batch of non-robust data as initialized training
data. To further diversify the sub-models, LAFED combines non-robust images with unbalanced weights (e.g., majority 4 and minority y) in a stochastic manner to reconstruct
training data in the latent feature space, forcing each sub-model to learn different representations. Moreover, LAFED adopts customized labels for sub-models and guides them to

form diverse latent spaces with different feature clusters.

are much more robust as attackers cannot successfully fool the model
by tricking a majority of the ensemble members to predict incorrect
results.

Generally, ensemble training methods are designed to boost diver-
sity among sub-models, including varying the output probabilities [12],
maximizing the gradient divergence [13], isolating the non-robust fea-
tures [14], and encouraging smooth model and diverse gradient [15],
etc. Although they have desirable resistance against adversarial attacks,
they cannot effectively improve robustness against both black-box and
white-box attacks simultaneously or enhance robustness as the number
of sub-models increases. Inspired by the hypothesis that deep learning
models tend to capture similar non-robust features when training on
the same dataset [7], we revisit the model diversity from the per-
spective of data. We surprisingly find that a low degree of similarity
between training sets of sub-models usually results in poor adversarial
transferability within the ensemble models. This means the adversarial
examples generated from one sub-model are difficult to fool other sub-
models, indicating that the ensemble model has high diversity and
robustness against attacks. Following [16], we further utilize Pearson
Correlation Coefficient (PCC) values as an indicator to measure the
degree of data similarity. Specifically, we treat the network outputs as
the response to features in inputs and measure the correlation between
the features of data using PCC values. Prior methods have shown high
similarity between training images among different sub-models, and
PCC values continuously increase as the number of sub-models becomes
large, accompanied by a rise in transferability among sub-models [14].
It may limit the robustness of ensemble models.

This intriguing property motivates us to decrease the similarity of
latent features in training data among sub-models to boost ensemble
robustness. To achieve this goal, two lines of work catch our attention.
The first is data augmentation, which is achieved by interpolation at
the pixel or intermediate layer space [17,18], which facilitates the
network in learning more generalizable representations. The second
one is the label smoothing technique, which is widely used to prevent
the model from becoming over-confident, and to ensure the represen-
tations congregate in tight clusters [19]. Both of them are proposed
to improve the generalizability of the model on classifying unseen
clean images. Our investigation has inspired the development of Latent
Feature Diversification (LAFED). It reconstructs customized training
data for sub-models and boosts the diversity of features learned by en-
semble members, ultimately improving the adversarial robustness. The
pipeline of LAFED for training a single sub-model is illustrated in Fig. 1.
Especially, LAFED follows [14] to treat non-robust features captured
by DNNs as a vulnerability of their corresponding data, and extracts
these adversarial vulnerabilities from each sub-model to generate a
batch of non-robust data, viewing them as desirable initialized training
datasets after adding special noises. To further promote the diversity
of learned features among ensemble members, LAFED then stochasti-
cally combines these non-robust images with unbalanced weights to
reconstruct a new batch of training data. This operation is extended
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throughout all eligible spaces to substantially intensify the diversity
of learned representations. Furthermore, LAFED adopts hierarchical
smoothed labels instead of original one-hot vectors during the opti-
mization. This promotes the divergence of representation clusters with
varying degrees for different sub-models, further diversifying the latent
space of ensemble members. LAFED performs these optimizations to all
the sub-models in a round-robin manner, significantly enhancing the
overall robustness of the ensemble against adversarial attacks.
In summary, the contributions of our work are three-fold:

» We revisit the model diversity from the perspective of data and
identify that the high correlation of features in training data is an
essential factor to affect the diversity and robustness within the
ensemble models.

We propose a novel ensemble training method, referred to as La-
tent Feature Diversification (LAFED), which decreases the sim-
ilarity of training batches and enhances the diversity of learned
features among ensemble members.

The empirical results not only demonstrate the superiority of
the proposed method over state-of-the-art ensemble models but
also suggest its generalizability that LAFED can effectively en-
hance the robustness of ensembles by simply including more
sub-models.

2. Related work
2.1. Adversarial attacks and adversarial training

DNNs have been widely used in many fields. Nonetheless, their
vulnerabilities have also been discovered, which brings security issues
to real-world systems [20-23]. By applying imperceptible noises to
clean images, these maliciously crafted data can easily mislead models
to output wrong predictions [24-26]. The model used to generate
adversarial examples is usually a common pre-trained model, and the
attacker uses the gradient information of the model to generate the
adversarial examples. Specifically, the attacker aims to find a small
perturbation 6 for the specific clean image x to produce an adversarial
example by x,4, = x + 6 that fools DNNs under the norm constraint
w 6 u,< e. The formulation can be defined as optimizing over § to
maximize the objective loss £,(-) for the classifier with its parameters
0 on the input-label pair (x, y), i.e., maximizing £,(x + 6, y).

In general, most works select /., norm constraint to control the ad-
versarial perturbation magnitude and measure the robustness of trained
models [8,12,15]. Various adversarial attack methods have been inves-
tigated to improve the fooling rates, such as projecting gradient descent
(PGD) [8], diversity input transformation (DIM) [27], skip connections
corruption (SGM) [28], or using an ensemble of multi-attacks and
multi-models [29-31]. They often achieve high performance under
both white-box and black-box scenarios, which exhibit huge security
threats to current DNNs.
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To resist adversarial attacks, many empirical defenses have been
established. A popular way is adversarial training (AT), which gains
remarkable efficacy in boosting the robustness of adversarially trained
networks [8]. Generally, it performs a min-max optimization at each
step, where the inner maximization is implemented by strong attacks
and the outer minimization is used to depress the adversarial effect
against itself, which is formulated as follows:

ngnE(x,y)ND[maxseSLg(x + 6, 11, (€D)]

where the input-label pair (x,y) in training data is sampled from dis-
tribution D and S is the set of allowed perturbations under constraint.
Based on the basic AT, Zhang et al. propose TRADES to better trade-off
between robustness and clean accuracy [10], which can be bounded
using natural error and boundary error. Such decomposition is proved
to be effective in balancing accuracy and robustness as well as provid-
ing theoretical guarantees. Atzmon et al. adds a fixed linear layer to
the original network to build a sample network at each training epoch
and incorporates it in a loss function as a proxy, significantly enhancing
the adversarial robustness against attacks [32]. However, this type of
training paradigm forces the network to learn robust features rather
than capturing non-robust but generalizable representations. Thus, it
usually leads to a drop in accuracy for unseen clean data [9].

2.2. Ensemble training for adversarial defense

Most traditional ensemble learning methods are proposed to en-
hance the generalizability of DNNs to the unknown testing data, such as
bagging [33] and boosting [34]. Moreover, Kuncheva et al. have shown
that improving the diversity within bayesian neural networks leads to
better ensemble performance [35]. Following this line, the concept of
ensemble learning is introduced to improve the adversarial robustness
without dropping the clean accuracy.

Several ensemble training methods have been proposed to train
diverse sub-models, which aim to decrease the internal transferability
within ensemble models and improve the overall robustness. Pang et al.
regard the divergence among the non-maximal predictions of individual
sub-models as a part of the ensemble diversity in adversarial defense,
thus proposing adaptive diversity promoting (ADP) regularizer during
optimization, which diversifies the classification predictions of mod-
els [12]. Kariyappa et al. believe that the common adversarial subspace
affects the model diversity and thereby propose gradient alignment loss
(GAL) maximizes the dissimilarity within the ensembles and enhances
robustness [13]. TRS finds that the gradient orthogonality among sub-
models and classification boundary smoothness facilitate the reduction
of transferability against adversarial examples [15]. DVERGE success-
fully isolates the vulnerabilities from each sub-model by distilling
non-robust features. It then adopts them to optimize each ensemble
member separately, achieving high robustness against a variety of
black-box attacks [14]. Although these methods substantially improve
the model diversity, unfortunately, they show poor generalizability in
that the ensemble robustness is not enhanced reasonably as the group
size becomes large. Moreover, they cannot effectively defend against
white-box and black-box attacks simultaneously. This phenomenon is
primarily attributed to the high correlation of training data provided
for each sub-model. As a result, they tend to capture similar features
in the latent space. To address this issue, we propose the LAFED
method, which diversifies both training data and learned representation
to optimize ensemble models.

2.3. Mixup training and label smoothing

Mixup technique is utilized to create synthesized data by interpo-
lating two clean images sampled from a training batch in the input
space [17]. Optimizing over those synthesized data is a plausible way
to improve the generalizability of trained networks. Verma et al. have
demonstrated that using manifold interpolation at the feature space is
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more effective than standard Mixup which achieves better performance
while consuming less computational resources [18]. Additionally, the
mixup technique is also applied in adversarial defenses. For instance,
Lee et al. propose Adversarial Vertex Mixup (Vertex) to mitigate the
adversarial feature overfitting effect, which mixes the vertex sample
with the original data during the adversarial training [36]. Likewise,
Pang et al. develop mixup inference (MI), which shrinks and transfers
adversarial perturbations to resist attacks [37]. Experimental results
illustrate that both Vertex and MI improve the adversarially robust
generalization.

Label smoothing (LS) is an effective method to reduce overfitting
and improve the generalizability of trained models. It generates a soft
label y* by applying a uniform vector to the original hard label y,
ie, y = y(1 —n) + n/K, where K is the number of classes. As a
result, implementing LS can noticeably improve the accuracy of image
classifiers and language translators [38—-40]. An explanation is that it
shrinks the feature norms and tightens the clusters of each class data,
thereby boosting the performance of models across different tasks [19].
However, in practice, the model trained with LS is found to be more
vulnerable to black-box attacks [41]. To address this issue, instead of
applying the LS technique directly, we propose a novel hierarchical
label smoothing strategy to diversify the feature distribution of sub-
models. It has been shown to significantly enhance the robustness
against white-box and black-box attacks.

3. Method
3.1. Data similarity and feature diversity

Most prior works mainly treat ensemble training as an optimization
problem. Therefore, they propose different optimization objectives to
improve the robustness, including ADP [12], GAL [13], and TRS [15].
In this work, we revisit the ensemble method from the perspective of
data at first. Motivated by the assumption that identical training data
may force different networks to learn similar features [14], we begin
by studying the relationship between the data similarity and feature
diversity through a toy example. Concretely, we train two models
individually using half of the CIFAR-10 dataset, but with overlapping
training data by 0%, 20%, 40%, 60%, 80%, and 100%. Then we follow
the setups in [14] to craft adversarial examples by using 50-step PGD
to attack each model, and then record their pairwise transferability as a
proper indicator to measure the feature diversity between models. The
results are presented in Fig. 2.

It is evident that the pairwise transferability exhibits similar trends
across different attack strength (e.g., € = 0.01/0.02/0.03). As the overlap
ratio increases, the transferability of adversarial examples between two
models noticeably improves. The highest transferability can be reached
by completely using the same dataset to train two classifiers, indicating
that adversarial examples generated from one model can easily fool
another one. This phenomenon implies higher similarity of training
data can lower the diversity of learned features for networks, resulting
in worse robustness of the ensemble of these two classifiers against
transferable attacks.

3.2. Latent Feature Diversification method

Inspired by the analysis above, we propose Latent Feature Di-
versification (LAFED) method, which is designed to reconstruct new
training batches with diverse features for each sub-model. By doing
so, it enables every sub-model to learn diversified representations.
Additionally, we recognize the important role that ground-truth labels
play in guiding networks during optimization. Intuitively, LAFED simul-
taneously enhances the diversity of representations and labels, thereby
achieving greater robustness for ensemble models.

As shown in Fig. 1, LAFED consists of 4 steps for training each
sub-model within an ensemble model:
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Fig. 2. The adversarial transferability between two models (Model-A and Model-B). We note that these two models share the same structure while they are trained with different
ratios of overlapped training data. The larger overlap ratio results in the higher transfer rate of adversarial examples generated from one model to another one, indicating a lower

diversity between these two models.

Step 1. Initializing raw training data by distilling the vulnerability
from other sub-models and treating them as non-robust data.
Step 2. Generating diversified representations by interpolating
raw data with round-changed weights at the latent feature space
using an unbalanced feature combination strategy.

Step 3. Allocating customized labels for the generated represen-
tations based on the hierarchical label smoothing strategy.

Step 4. Forward passing the mixed representations through the
network to calculate objective loss, and updating the parameters
of the sub-model based on back-propagation.

These four steps are implemented in a round-robin manner until the
training epoch reaches the maximum.

Raw data initialization. Since most methods merely depend on the
identical clean dataset to train networks, we treat the vulnerable data
with diverse features distilled from other sub-models as a proper ini-
tialization of the raw data. For the ensemble model F composed of
N sub-models, we denote each sub-model as f;, where i € 1,2,..., N.
When an image x is propagating through the network f;, the output
before the activation module at the /th layer is formulated as fi’ (x).

To initialize the raw dataset for each sub-model f;, we follow [7]
to sample a target input-label pair (x, y) and another randomly-chosen
source pair (x,, y,) from the clean data distribution D. The distillation
of the vulnerability at /th layer for the target image x corresponding to
the source image x, can be formulated as:

2
2 =argmin |71 = fl@[], - 0,70~ D, .

st ||z— x|l <€

where z;; denotes the generated non-robust data. Intuitively, the dis-
tillation process aims to find a sample z;;, which is visually similar to
the source data x, at the pixel space, but its latent features are close to
the target data x at the intermediate space, i.e., z;; ~ x,, f/(z;)) & f!(x)
(see Fig. 3(a)). In other words, the non-robust data z;, represents the
vulnerability of the sub-model f; on classifying a clean image x,. During
the optimization, LAFED performs the distillation procedure iteratively
to initialize the raw dataset for every sub-model.

Unbalanced feature combination. Although DVERGE attempt to diver-
sify the training data by generating the vulnerable data, the provided
dataset for each sub-model consists of non-robust data extracted from
other sub-models [14]. It leads to a high similarity among captured
features and thus degrades the diversity within the ensemble, as we
discussed above. To this end, we propose to train each sub-model based
on the composition of those raw data by different proportions, which
effectively decreases the similarity of training data among sub-models.
Concretely, we use interpolation to achieve augmentation for their
respective dataset. Instead of merely blending the raw data at the input
space, we extend this operation throughout the network to encourage
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the ensemble members to learn distinctive features from one another,
which is formulated as:

Fl=A-fl+ Y v fl), 3
ki k]

where 7' denotes the interpolated latent feature at the tth layer of
the sub-model f;, and ¢ is a randomly-chosen intermediate layer. z;,
denotes the raw data distilled at the /th layer of another sub-model
f;» where the j is a randomly selected sub-model index except for the
currently trained model f;, i.e., j € 1,2,3,...,N,j # i. We note that
both ¢ and j are rechoosed layer indexes at each optimization step.
Following [17], we sample the major interpolation coefficient A from
the Beta distribution with hyper-parameter «, and the secondary weight
y is assigned for other raw data z;; as:

y=U0=MD/(N-2). A~ Beta(a,a) (&)

Intuitively, LAFED creates a reconstructed feature ( 71'[ ) based on vul-
nerability learned from multiple raw data. In particular, LAFED adopts
the feature of z;, as the majority component, and other features as the
minority part to construct 7. Due to the unbalanced manner of the
sampling weights process, LAFED combines the vulnerable data to gen-
erate diverse intermediate features during every optimization, which
considerably reduces the similarity among sub-models, enhancing the
overall robustness.

Hierarchical label smoothing. Label Smoothing can improve the perfor-
mance of DNNs across a variety of tasks by grouping learned features
in tight clusters for a total of K classes [19]. However, prior works
show that the network optimized with smoothed labels may degrade
its resistance against black-box adversarial examples [41]. To address
this problem, we do not directly utilize label smoothing to train the
ensemble, as it can result in relatively weak robustness. Instead, we
use it to increase the diversity of ensemble members by designing a
Hierarchical Label Smoothing strategy, which encourages the feature
clusters scattered in varying degrees for different sub-models. Rather
than adopting standard one-hot labels or default uniform smoothing
policy, LAFED allocates customized smoothed labels for different en-
semble members. The data-label pair (x,, yé‘f{.) applied for training
sub-model f; is defined as:

}”.
W= n=m+ ®)

where y, is the original one-hot label vector of data x, #; is varied for
each sub-model, i.e., 7 = p- (i — 1), and p is a pre-defined parameter.
Note that yi;fl. degenerates to the original one-hot label if the model is
the first sub-model, i.e., i = 1 and #; = 0. Moreover, hierarchical label
smoothing degrades to the standard label smoothing technique if we
select the unchanged weight # for all sub-models, i.e., n; = #, where
i =1,2,3,..., N. Intuitively, by using hierarchical strategy during the
optimization, the clusters of latent representations become tighter with
the index of sub-model increased, as discussed in Section 4.2.
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Algorithm 1 LAFED Training Algorithm.
Input: the number of sub-models N, the number of training batch

B

1: fori=1to N do

2 Initialize and pretrain sub-model f;

3: end for

4: /* Diversifying learned features at the latent space */
5: fori=1to N do

6: Randomly choose layer / for distillation

7: Randomly choose layer ¢ for feature mixup

8: for b=1to B do

9: Sample the source and target data pairs
10: Initializing the raw training batch with Eq. (2)
11: Uniformly randomly choose j where j # i
12: Diversifying latent features with Eq. (3)
13: Multi-level label smoothing with Eq. (5)
14: Calculate loss with Eq. (8)
15: Update sub-model f; by using SGD optimizer

16: end for
17: end for

Ensemble optimization. The objective of each sub-model is to capture di-
verse features by leveraging the unbalanced combination of non-robust
data extracted from other sub-models. Therefore, LAFED randomly
samples clean data-label pairs (x,y) and (x,, y,) to construct the com-
bined intermediate input ‘},.’ (see Eq. (3)), and then calculates the
objective function for updating the parameters 6, of sub-model f; in
a single step as:

min (£, 35|, ()G ~ D, )

where £(-) denotes the cross-entropy loss, and yiffi denotes the cus-
tomized label of source image x, for f; (see Eq. (5)). By minimizing
the loss £/, the current trained f; has learned the diverse adversarial
features from others on predicting x,. In summary, the overall objective
of LAFED for sub-model f; can be formulated as:

n},inIE(x,y),(xs,yl )t [L(fi(?it)v y[ssl)] : Q)

Algori 1 demonstrates the pseudo-code for training an ensemble
with N members. Note that the proposed LAFED is similar to manifold
mixup [18], which combines the data at intermediate layers. However,
there are three key differences. Firstly, manifold mixup combines two
different clean data at intermediate feature layers, while our method
blends multiple vulnerabilities distilled from other sub-models with
round-changed weights. Secondly, manifold mixup interpolates the
one-hot labels of the sampled minibatch, while our method creates
customized smoothed labels based on the source image and sub-model
indexes. Thirdly, manifold mixup is used to improve the generaliz-
ability of the network, while our method aims to lower the feature
similarity as well as increase the diversity within ensembles.

4. Experiment

In this section, we present the empirical results to illustrate the
efficacy of the proposed method in defending against adversarial at-
tacks. We first specify the detailed experimental setups in Section 4.1.
Then we provide the qualitative analysis of the proposed LAFED in
Section 4.2. Afterward, we evaluate the robustness of our methods
against various attacks on different datasets and settings in Sections 4.3,
4.4, and 4.5. Lastly, we provide a rich collection of ablation studies for
the proposed LAFED in Section 4.6.
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4.1. Settings

Benchmark. We follow [14] to use ResNet-20 [42] as sub-models and
evaluate experiments on the CIFAR-10 dataset. Moreover, we further
extend experiments on the CIFAR-100 dataset and VggNet-19 (in the
supplemental material) to verify the generality of our method. We
compare LAFED with six counterparts, including: (1) baseline, which
trains an ensemble in a standard way; (2) four prior robust ensemble
training methods ADP [12], GAL [13], DVERGE [14], and TRS [15],
and (3) Art adversarially trained TRADES [10]. All ensemble methods
are trained by Pytorch framework on a single GeForce RTX 2080 Ti
GPU.

Training details. For a fair comparison, all the settings are the same
as the work [14]. For ensemble methods, the pre-trained models of
baseline, ADP, GAL, and DVERGE are downloaded from the released
public repository in [14]. Since TRS does not release the public pre-
trained models, we re-train TRS ensemble models by implementing the
code with the recommended hyper-parameters reported in the paper.
Concretely, the baseline and DVERGE ensembles are trained 200 epochs
by using SGD optimizer with momentum 0.9 and weight decay 0.0001.
Besides, the ensemble models of ADP, GAL and TRS are trained by using
Adam optimizer with an initial learning rate of 0.001.

We following [14] to choose the same settings for the proposed
LAFED. Concretely, we train the LAFED ensemble for 200 epochs by
using SGD with momentum 0.9 and weight decay 0.0001. The initial
learning rate is 0.1 and decayed by 10x at the 100-th and 150-th
epochs for baseline, DVERGE, and the proposed LAFED. For DVERGE
and LAFED, we distill non-robust dataset by momentum PGD [8] with
10 steps and set the step size equal to €/10. The choice of ¢ is 0.07, 0.05,
0.05, 0.05 and 0.05 for 3, 5, 8, 10, and 15 sub-models to train DVERGE
ensemble. As for the proposed LAFED, we select ¢ = 0.07 for ensembles
with different number of sub-models, which is discussed in Section 4.6.
The eligible layers of unbalanced mixing operation for LAFED include:
the input layer, the convolution before the first block, and the final
output of all blocks. Moreover, DVERGE, TRS and LAFED use the pre-
trained baseline models to retrain the ensemble. GAL replaces the ReLU
function with leaky ReLU function to prevent gradient vanishing. All
other settings are the same for different methods. For fair comparisons,
we select the same settings are the same for both CIFAR-10 and
CIFAR-100 datasets to reflect the generality of various methods.

Attack models. We use both clean images and adversarial examples as
input data to test the clean accuracy and adversarial robustness of the
ensemble models. Specially, we consider both black-box transferable
attacks and white-box attacks in the experiments, and the perturbation
strength is ranged from 0.01 to 0.07, covering the effective perturbation
of most current attack methods.

We utilize hold-out ResNet-20 ensembles trained with 3/5/8 sub-
models as the surrogate models to generate transferable adversarial
examples. The black-box attacks include: (1) momentum PGD with
three random starts [8]; (2) M-DI>-FGSM with transformation proba-
bility 0.5 [27]; and (3) skip gradient method (SGM) [28]. The iteration
number is set to 100 and step size defaults as ¢/5 for all attacks.
The input transformation probability for M-DI?>-FGSM is set to 0.5,
and the y for SGM is selected as 0.2. To generate strong and di-
verse adversarial examples, we apply both cross-entropy loss and C&W
loss [1] to incorporate with the attacks. In summary, a total of 30
transferable adversarial examples are generated for each clean image to
test black-box robustness. For white-box attacks, we mainly consider
two art methods: (1) 50-steps PGD with the step size of ¢/5 with five
random starts; and (2) Auto-Attack (AA) [30], which is one of the most
effectively white-box attacks.
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Fig. 3. Visualization results of data initialization and adversarial examples generated by using LAFED ensemble with 5 members (CIFAR-10). (a) We demonstrate source images,
target images, and the distilled data from each sub-model, with randomly applied resizing and padding operations. (b) We illustrate the predictions of transferable adversarial
examples (e = 0.07), where the true labels are displayed on the left, while the predicted labels and confidence scores are displayed on top. Notably, the correct and misclassified
results are differentiated by green and red colors, respectively. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this

article.)
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Fig. 4. PCC values of optimized data between 3/5/8/10/15 sub-models.

4.2. Data similarity and model diversity

Data similarity. Prior method DVERGE [14] also performs the opti-
mization based on the vulnerability distilled from other members, while
the features in these data provided for different sub-models are quite
similar. To verify our speculation, we follow [16] to utilize Person
Correlation Coefficient (PCC) value as an indicator to measure the
similarity of features in different data batches. Concretely, we ran-
domly select two sub-models to reconstruct the training batch by using
DVERGE and our method, and observe their pairwise PCC values of
outputs on an individually trained model. We sample 1000 images from
CIFAR-10 dataset, and report the PCC values of DVERGE (top) and the
proposed LAFED (bottom) in Fig. 4.

We find that the average PCC values of DVERGE are relatively high
and consistently increase as the group size becomes large, i.e., the PCC
is 0.94 for 3 sub-models and 1.0 for 10 sub-models. It implies the
high correlation between their distilled training data as well as limits
the improvement of robustness when adding new ensemble members.
By contrast, LAFED noticeably reduces the correlation between recon-
structed training batches, and it can continuously decrease PCC values
by appending new members to the ensemble, which provides evidence
that LAFED is qualified for ensemble training to effectively diversify
the training batches.

Representation diversity. Another perspective to evaluate the model
diversity is the statistics of learned representations. Specially, we select
seven intermediate layers with the same interval to summarize the
variance of representations. As illustrated in Fig. 5, we use different
colors to present the statistic of each sub-model.

For Baseline, ADP, and DVERGSE, it is clear that the feature variance
of each ensemble member is quite close across the intermediate layers,
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which implies the data features are assembled in similar clusters. We
also observe that the ensembles of GAL and TRS gradually diversified
their feature distribution from shallow to deep blocks. However, the
divergences between sub-models are not uniform and the variance
of learned representations exhibits a polarizing phenomenon, i.e., the
variances of some members are relative high (or low) but get close
to each other at the last several layers, as demonstrated in Fig. 5(e).
It indicates these models may form similar feature distribution at the
intermediate space, thus weakening the ensemble diversity.

As for the proposed LAFED, we find that the variance shows pro-
gressive varied trends across sub-models by using hierarchical label
smoothing strategy to allocate data labels. With the index of sub-
model increased, the variance of representations is continuously re-
duced, which implies the feature clusters become tighter. It verifies that
LAFED enforces the learned features to group with different divergence,
i.e., smoother labels lead to tighter clusters and smaller variance (see
Eq. (5)), thus the diversity of learned representations becomes large
within the ensembles.

Transferability within ensemble. As discussed in [14], the transferability
within sub-models is a proper measurement to evaluate the diversity
and robustness of the ensemble. We report the pairwise transferability
of an ensemble with 5 sub-models tested under the attacking strength
e = 0.05 in Fig. 6. The number located in the ith row and jth column
represents the transfer success rate of the adversarial examples gener-
ated from the ith member to fool the jth sub-model. The white-box
results are recorded in the diagonal locations.

As shown in Fig. 6, the transferability within the ensemble of
ADP and GAL is relatively high, which indicates their inefficacy to
improve the model diversity. We find that TRS introduces bias within
the ensemble that the transferability in some cells is significantly
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Fig. 6. Transferability among 5 sub-models for different ensemble methods under perturbation e = 0.05.

higher than in others, which reflects its unbalanced diversification
property. Though DVERGE has lower transferability compared with
other baselines by isolating vulnerability from sub-models, its aver-
age transfer rate is still close to 0.3. By applying unbalanced feature
combination and hierarchical label smoothing, the proposed LAFED
further diversifies the training batch and tightens the feature clusters.
Therefore, it achieves the lowest average adversarial transferability and
potentially enhances the adversarial resistance. The evaluation results
demonstrate that LAFED can be used as an available method to boost
model diversification and ensemble robustness.

Decision region. We illustrate the decision region of all ensemble meth-
ods with 3 sub-models in Fig. 7. The first row shows the drawing
result of the ensemble prediction, and the last three rows illustrate the
classifying region of each member, where the same color represents
the same model prediction. The vertical axis indicates the gradient
direction and the horizontal axis is randomly chosen direction.

As shown in Fig. 7, the sub-models of Baseline, ADP, and GAL
are easily fooled by the adversarial examples generated along gradient
direction, which leads to weak white-box robustness. TRS exhibits an
unbalance property among ensembles that some sub-models are easily
tricked by gradient-based attacks while others are not. It is consistent
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with the observation we discussed in Fig. 6. As for DVERGE and the
proposed LAFED, we find ensemble models are more difficult to be
flipped the label along the gradient direction as well as other random
directions, which indicates their superior robustness compared with
other methods.

4.3. Evaluation on CIFAR-10 dataset

We evaluate the robustness under three black-box transfer attacks
(i.e., momentum PGD, M-DI>-FGSM, and SGM) and two white-box
attacks (i.e., PGD-50 and AA). We report the averaged classification
success rate of ensembles with different group sizes in Fig. 8. Since
the results of AA show similar trends with PGD-50, we report AA
in supplementary. We note that the black-box testing is challenged
because of the “all-or-nothing” rule: the result of one data is correctly
predicted only if all of 30 transferable adversarial examples fail to fool
the ensemble model. The detailed attack settings and more numerical
results are shown in the supplemental material.

In this section, we train the ensemble models on ResNet-20 network
and record the results under 3/5/8/10/15 members in Fig. 8. We
observe that TRS and DVERGE are the best white-box and black-box
defenders among the baselines when the ensemble is the group with 3
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Fig. 8. Robustness of different methods with 3/5/8/10/15 sub-models (ResNet-20) on Cifar-10. (1) Accuracy against black-box transferable attacks; (2) Accuracy against white-box

PGD-50 attacks.

sub-models. However, we notice an interesting phenomenon that the
robustness of TRS is degraded if more members are included in the
ensemble, which may imply its poor generalizability for optimizing a
large ensemble models (see Fig. 8 (2)). Moreover, we observe abnormal
behaviors in ADP when the ensemble includes 10 or 15 sub-models.
Specifically, its clean accuracy experiences a significant drop to 64.9%
and 43.3%, respectively. This is primarily because its regularization is
dependent on the number of classes and the group size of the ensem-
bles. When the group size equals or exceeds the number of classes, we
can see the training procedure may collapse.

By comparing with baselines, the proposed LAFED (red line) sep-
arately achieves comparable robust accuracy compared with the best
white-box defender TRS and the strongest black-box defender DVERGE
when group size is small (i.e., 3 sub-models), and LAFED substan-
tially outperforms all baselines when adding more members in the
ensemble regardless of the perturbation magnitude (i.e., 5/8/10/15
sub-models). Moreover, current ensemble methods demonstrate weak
resistance under big adversarial perturbations. For instance, the accu-
racy of 8 members DVERGE is merely 9.5% under black-box attacks
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with perturbations e 0.07. By contrast, LAFED successfully im-
proves the robustness of 30.1%, which surpasses current state-of-the-art
DVERGE by a large margin of 20.6% without dropping the clean
accuracy, as shown in Fig. 8 (1). The findings indicate that FASTEN is
highly generalizable, and it has the ability to boost the resilience of en-
sembles by incorporating more sub-models, e.g., the improvements are
20.8%/28.4%/29.8% between 3-sub and 5-sub models under black-box
attacks (¢ = 0.03/0.04/0.05) and 13.0%/9.5%/4.8%/ against white-box
attacks (e = 0.02/0.03/0.04). We also report the experiment results on
VggNet-19 in the supplemental material, and LAFED still achieves the
highest robustness compared with baselines. These quantitative results
demonstrate the high efficacy of the proposed LAFED against both
white-box and black-box attacks.

4.4. Evaluation on CIFAR-100 dataset

We follow the settings in Section 4.3 to test the robustness of differ-
ent methods on CIFAR-100 dataset, and report the comparison results
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Fig. 9. Robustness of different methods with 3/5/8 sub-models on Cifar-100. (1) Accuracy against black-box transferable attacks; (2) Accuracy against white-box PGD-50 attacks.

in Fig. 9. It is no surprise to observe the same trends as the results
recorded in CIFAR-10 experiments. More surprisingly, the proposed
LAFED not only performs better than other models in large ensembles
(i.e., 5/8 members), but also has the strongest resistance under small
group (i.e., 3 sub-models), which further verifies its effectiveness to
diversify latent features, which noticeable boost its defensive ability
against both black-box and white-box attacks.
In summary, we emphasize several crucial conclusions:

» LAFED is strong that it has the best robustness against a variety
of attacks without sacrificing clean accuracy compared with the
current ensemble methods.

» LAFED is generalizable that it performs well on both small datasets
(i.e., CIFAR-10) and more complex datasets (i.e., CIFAR-100), but
also can be easily extended to a variety of network architectures
(i.e., ResNet-20 and Vgg-19).

» LAFED is universal for ensemble training optimization so that it
can effectively take the advantage of ensemble settings to achieve
a great promotion if we include more members for classification
inferences.

4.5. LAFED with adversarial training

Since LAFED has achieved the highest accuracy against various
attacks by diversifying latent features among sub-models, it still cannot
achieve desirable accuracy against strong white-box attacks under ¢ =
0.06/0.07. To this end, we explore whether integrating adversarial
training into the proposed LAFED framework can further improve
the robustness against white-box attacks with big perturbations. Con-
cretely, we apply adversarial training (AT) loss with LAFED training
to optimize the stronger ensembles (LAFED+AT), and compare both
its white-box and black-box robustness with state-of-the-art adversar-
ial training TRADES ensembles. In short, the objective function of
LAFED+AT is formulated as:

: !
n}lﬂnE(x,y).(xs»y:)A,t TENAVACHN ysfi)+L(x;,ys) ’ ®)
! Mmoo e e —
Lafedloss ATloss

where y is a hyper-parameter for balancing two losses, i.e., the ensem-
ble training loss (LAFED loss) and the adversarial training loss (AT loss),
and x/, is the adversarial example generated by using PGD to attack the
source image x, under the white-box scenario.

We first explore the performance of LAFED ensembles with adver-
sarial training under different coefficients u. Three types of data are
considered to evaluate the accuracy and robustness for the ensemble

model with adversarial training, including: (1) clean images without
modifying pixels; (2) black-box transfer examples with perturbation
strength ¢ = 0.07; and (3) white-box attack examples with perturbation
strength ¢ = 0.05.

As shown in Table 1, a smaller y degenerates the impact of LAFED
objective, leading to higher white-box robustness but lower the clean
accuracy. In addition, we can obtain that the best black-box robustness
appears when u = 1.0. Meanwhile, training with 4 = 1.0 can balance
the effect from both LAFED loss and AT loss, achieving both robustness
improvement and considerable clean accuracy. Due to the effect of
LAFED loss keeping the same when the number of sub-models changes,
we do not need to re-select the y under 5 and 8 sub-models.

To make a fair comparison, we adopt adversarial training frame-
work to optimize different ensemble models with the recommended
hyper-parameters reported in the paper, and report the robustness
under white-box attacks in Table 2. Moreover, the performance of
various methods under black-box scenarios are recorded in the supple-
mental material. Since TRADES is treated as one of the most effective
adversarial training methods to balance the clean accuracy and robust-
ness, it has slightly higher accuracy in small ensembles for clean data
(i.e., 3 members). However, its adversarial robustness is weaker than
LAFED+AT under most of the attacking scenarios (i.e., € > 0.02). More
significantly, LAFED+AT ensemble consistently outperforms TRADES
ensemble when we add extra members regardless of the strength of
attacks (i.e., 0.01 < e < 0.07). As for DVERGE and TRS, we observe
that their white-box robustness decrease as the number of sub-models
increases, which is caused by the imbalance between adversarial loss
and ensemble loss as the ensemble size changes. On the contrary,
LAFED+AT has well generalizability by combining with adversarial
training that successfully promotes the white-box robustness as the
number of sub-models increases. It is largely attributed to the proposed
unbalanced feature combination strategy that it does not change the
magnitude of LAFED loss even if we consider more members included
in the ensembles. In summary, compared with TRADES and other
ensemble methods with adversarial training, LAFED+AT can simulta-
neously promote the overall robustness and keeps comparable clean
accuracy, which validates the efficacy of the proposed LAFED.

4.6. Ablation experiment

Analysis of layer selection strategy. The training phase (Algorithm 1)
includes two random steps, namely non-robust features distillation
layer / and feature combination layer . The sensitivity of layer index
for distillation has been discussed in [14], and it shows that random
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Robustness of LAFED ensembles trained with different 4. Each number in the table block represents (clean accuracy)/(black-box
transfer accuracy under e = 0.07)/(white-box accuracy under e = 0.05).

Settings n=05

=10 u=15

3 sub-models 78.4%/62.3%/24.5%

79.4%/62.8%/23.6% 81.8%/60.5%/,/20.5%

Table 2
White-box robustness of different ensemble methods combined with adversarial training under 3/5/8 sub-models (%).
€ clean 0.01 0.02 0.03 0.04 0.05 0.06 0.07
TRADES/3 80.4 70.9 57.7 45.6 31.1 19.9 11.2 6.6
ADP+AT/3 81.2 70.5 57.2 42.0 27.7 18.0 8.9 5.1
GAL+AT/3 78.8 68.0 54.2 38.9 23.0 12.3 5.6 2.2
DVERGE+AT/3 83.0 72.9 59.8 44.4 29.0 19.0 10.0 4.8
TRS+AT/3 86.2 63.7 36.8 17.0 5.6 1.6 0.5 0.3
LAFED+AT/3 79.4 69.6 61.3 47.4 34.7 23.6 14.2 7.4
TRADES/5 80.4 70.9 59.0 46.0 33.5 23.0 13.4 7.0
ADP+AT/5 82.6 71.1 56.8 42.3 27.8 16.9 8.9 4.3
GAL+AT/5 80.9 70.5 56.6 42.9 29.6 16.8 8.9 4.2
DVERGE+AT/5 84.2 73.4 58.8 41.4 26.6 15.3 7.7 3.4
TRS+AT/5 86.6 69.3 45.6 23.2 9.6 2.3 1.3 0.5
LAFED+AT/5 80.3 71.7 61.6 49.7 36.1 25.5 15.8 8.4
TRADES/8 79.9 71.1 60.0 46.8 35.3 23.8 14.2 7.5
ADP+AT/8 84.5 72.5 58.6 43.8 29.5 17.8 8.9 4.1
GAL+AT/8 82.6 72.3 59.2 44.9 30.6 20.3 10.5 5.2
DVERGE+AT/8 85.4 73.3 58.3 40.6 25.0 14.1 5.7 2.3
TRS+AT/8 89.9 63.7 329 14.9 5.1 1.2 0.4 0.2
LAFED+AT/8 80.7 71.8 61.1 48.7 35.9 24.7 15.5 9.3
Input Convl Blockl
— 0.009 0.011 ~ VR 0.015 0.016 — 0.017 0.011

Block2

0.004 0.011 —

«~ - 0.023 0.018

m - 0.021 0.019

«~ - 0.013

0.83 m- 0012 0.014
\ '
2 3 1 2 3
Block3
0.008 0.007

Fig. 10. Transferability results for different layer selection under the attacking perturbation ¢ = 0.01.

Table 3
Robustness of different layer selection under white-box attacks (e = 0.01) and black-box
attacks (e = 0.03).

Attacker Input Convl Block1 Block2 Block3 Random
White-box 36.1 37.9 35.4 32.0 31.0 40.2
Black-box 37.9 49.7 39.2 35.6 32.3 48.3
Average 37.0 43.8 37.3 33.8 31.2 44.3

selection achieves higher performance. In this section, we further study
the effect to feature mixup operation with different layer selections.
Concretely, we shrink its range to fix cases, including: (1) the input
layer, denoted as “Input”; (2) the first convolution layer, denoted as
“Convl”; (3) the outputs of Block 1/2/3 (i.e., the 7-th, 13-th and 19-
th layer of the ResNet20); and (4) randomly samples a layer from
candidate layers above, denoted as “Random”. Fig. 10 reports the
within-ensemble transferability under 3 sub-models case, and Table 3
shows the results of white-box and black-box robustness.

Several findings catch our attention. First, all selections have a low
pairwise transferability (Fig. 10), which verifies the efficacy of LAFED

10

for diversifying sub-models. Second, mixing features at shallow layers
(i.e., the first convolution) improves the robustness of each member
against white-box attacks (e.g., the diagonal numbers in the “Input”
and “Convl” is lower than others in Fig. 10), while combining features
at deep layers (i.e., the outputs of Block 2/3) for mixup can lower the
transferability among sub-models (see off-diagonal numbers in Fig. 10).
The main reason is that the robustness of each sub-model itself plays
a more important role in the small size ensemble, thus shallow layer
selection shows better performance than mixing deep features. As the
number of sub-models increasing, the diversity among sub-models dom-
inates the importance of overall robustness [14]. Third, the randomly
sampling strategy learn the advantages of various layers synchronously,
which improves the overall robustness and reduces the transferability
among sub-models as well. As a result, it achieves the best white-
box robustness than other choices, and has slightly worse black-box
accuracy than “Block3” (see Fig. 10). This observation confirms that
applying mixup at the feature space exhibit more effectiveness in
further diversifying sub-models of the ensemble.

Analysis of distillation magnitude. The e used for generating non-robust
data is important to LAFED. We evaluate the impact of different ¢ on
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Robustness of LAFED ensembles trained with different e. Each number in the table block represents (clean accuracy)/(black-box
transfer accuracy under perturbation strength 0.03)/(white-box accuracy under perturbation strength 0.01).

Settings €=0.03

e =0.05

€ =0.07

93.4%/4.2%/22.0%
93.9%/25.8%/41.0%
92.7%/41.3%/51.7%

3 sub-models
5 sub-models
8 sub-models

93.1%/23.2%/30.1%
92.2%/55.1%/50.7%
91.9%/64.3%/58.3%

91.3%/48.3% /40.2%
91.4%/67.1%/51.3%
91.0%/71.4%/56.5%

Table 5

Robustness of LAFED ensembles trained with different p. Each number in the table block represents (clean accuracy)/(black-box
transfer accuracy under e = 0.04)/(white-box accuracy under ¢ = 0.02).

Settings p=0.025

p=005

p=0075

3 sub-models 91.5%/21.2%/13.0%

92.4%/27.8%/18.2%

91.1%/27.5%/20.2%

Table 6
Robustness of each strategy with 5 sub-models under PGD-50 white-box attacks.
UFC HLS clean 0.01 0.02 0.03 0.04 0.05 0.06 0.07
v x 91.4% 51.3% 23.4% 9.1% 2.7% 0.6% 0.2% 0%
x v 90.6% 46.1% 18.5% 5.8% 1.1% 0.3% 0% 0%
LAFED v * 91.4% 43.2% 15.6% 5.6% 1.5% 0.4% 0.1% 0%
* v 91.9% 47.3% 20.4% 7.3% 3.0% 0.9% 0.3% 0.1%
v v 91.0% 55.6% 27.7% 11.9% 47% 1.6% 0.3% 0.1%
adversarial robustness. We test the performance of LAFED ensembles Table 7
trained with ¢ = 0.03/0.05/0.07 under 3, 5, and 8 sub-models sepa- Training time (hours) comparison between methods..
rately. Table 4 reports the accuracy of LAFED ensembles trained with Methods  Baseline ADP GAL DVERGE TRS TRADES LAFED (ours)
different ¢ and evaluated on (1) clean data; (2) black-box transfer exam- Train time 1.3 20 65 125 28.0 145 11.5

ples with perturbation strength 0.03; and (3) white-box attack examples
with perturbation strength 0.01. Moreover, we test the transferability
among sub-models of LAFED ensembles trained with different ¢, which
is another essential metric to measure the effect of the perturbation
magnitude (see supplemental material).

As shown in Table 4, we find that a larger ¢ encourages LAFED
ensembles to improve both white-box and black-box robustness. On
the contrary, a smaller ¢ leads to higher clean accuracy. However,
the improvement of robustness is much higher than the decrease of
clean accuracy under ¢ = 0.07 compared with the small perturbation
e = 0.03. Meanwhile, the LAFED ensembles trained with ¢ = 0.07 is also
achieves the lowest transferability under 3,5, and 8 sub-models, which
implies the strongest resistance against black-box adversarial examples
(see supplementary). It is consistent with the quantitative results in
Table 4. To this end, we choose ¢ = 0.07 as the optimal parameter for
the proposed LAFED method.

The interval of hierarchical label smoothing. Following [19], we select
uniform distribution to allocate the weight of smoothed label (see
Eq. (5)). The smoothed degree of label vectors is controlled by #;, =
p - (i — 1), where i is the index of sub-models and p implies the
interval of hierarchical label smoothing. We set up 3 groups of ablation
experiments to study the effect of p, corresponding to 0.025, 0.05 and
0.075 under the ensemble of 3 members case. Table 5 represents the
performance of LAFED ensembles under different settings, including
(1) clean data; (2) black-box transferable adversarial examples with
perturbation magnitude e 0.04; and (3) white-box methods with
attacking strength ¢ = 0.02. As shown in Table 5, LAFED achieves the
highest clean accuracy and black-box robustness under p = 0.05, but the
highest white-box accuracy appears under p = 0.075. To better balance
the clean accuracy and overall robustness of LAFED, we choose p = 0.05
to implement Hierarchical Label Smoothing.

Effectiveness of unbalanced feature combination and hierarchical label
smoothing. Unbalanced Feature Combination (UFC) and Hierarchical
Label Smoothing (HLS) are the essential strategies for diversifying
latent features. To highlight the efficacy of each strategy in the pro-
posed LAFED method, we conduct the ablation study to compare the
robustness if we removing (denoted as “x”) or replacing one of them
by standard forms (denoted as “x”).
Concretely, we consider two schemes for replacement scenarios:
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» Instead of sampling unbalanced weights in the proposed UFC, we
use standard uniform weights for feature combination.

+ Rather than adopting the proposed HLS, we select standard label
smoothing strategy with the same weight for training all the
ensemble members.

The comparisons under different settings are shown in Table 6.
On the one hand, we can see both UFC and HLS are important to
promote the overall robustness of the proposed LAFED, and each of
them boosts the performance for classifying clean data and adversarial
examples. On the other hand, by replacing the proposed strategies
with the standard module, LAFED can be easily generalized to those
scenarios that require higher accuracy with relatively lower robustness.
These results demonstrate that UFC and HLS are elaborately designed
for ensemble scenarios thereby applying them simultaneously can
substantially improve robustness against adversarial attacks.

4.7. Training time

We also report the comparison of training time in Table 7. As
Table 7 shows, training the LAFED ensemble is faster than DVERGE
and TRS, which are state-of-the-art ensemble methods. Although both
LAFED and DVERGE distill the non-robust data as training dataset,
DVERGE has to back propagate several non-robust data independently,
while LAFED merely optimizes a mixup feature based on back-
propagation that costs less training resources. In addition, training
LAFED ensembles is also faster than TRADES. Though ADP needs
the least time compared with LAFED, it cannot effectively promote
robustness as shown in Fig. 6 of the main paper. Due to the significant
robustness improvements of LAFED, we believe that it is worth to spent
extra training time compared with GAL. In summary, LAFED not only
improves the robustness but also shortens the training time compared
with the state-of-the-art method.

5. Conclusion

In this work, we focus on the problem of ensemble training methods.
We start by identifying the fact that a high correlation of training
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data can affect the diversity and transferability between individually
trained models. It motivates us to propose Latent Feature Diversifi-
cation (LAFED), aiming to diversify the latent feature among sub-
models and boost the robustness of the overall model. Concretely,
LAFED introduces unbalanced feature combination and hierarchical
label smoothing to decrease the correlation of training batch as well
as increase the diversity of learned representations among sub-models.
Experiments demonstrate that training with LAFED objective can ef-
fectively decrease the transferability among sub-models and achieve
the best performance under both black-box and white-box attacks com-
pared to existing ensemble methods without sacrificing clean accuracy.
Moreover, LAFED consistently improves robustness as the number of
ensemble members increases.
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Adversarial attacks pose a security challenge for deep neural networks, motivating researchers to
build various defense methods. Consequently, the performance of black-box attacks turns down
under defense scenarios. A significant observation is that some feature-level attacks achieve an
excellent success rate to fool undefended models, while their transferability is severely degraded when
encountering defenses, which give a false sense of security. In this paper, we explain one possible
reason caused this phenomenon is the domain-overfitting effect, which degrades the capabilities of
feature perturbed images and makes them hardly fool adversarially trained defenses. To this end,
we study a novel feature-level method, referred to as Decoupled Feature Attack (DEFEAT). Unlike

Keywords:
Adversarial example
Transferability

Black-box the current attacks that use a round-robin procedure to estimate gradient estimation and update
FDei}ture'leVEI attack perturbation, DEFEAT decouples adversarial example generation from the optimization process. In the
erenses

first stage, DEFEAT learns an distribution full of perturbations with high adversarial effects. And it
then iteratively samples the noises from learned distribution to assemble adversarial examples. On
top of that, we can apply transformations of existing methods into the DEFEAT framework to produce
more robust perturbations. We also provide insights into the relationship between transferability
and latent features that helps the community to understand the intrinsic mechanism of adversarial
attacks. Extensive experiments evaluated on a variety of black-box models suggest the superiority of
DEFEAT, i.e., our method fools defenses at an average success rate of 88.4%, remarkably outperforming
state-of-the-art transferable attacks by a large margin of 11.5%. The code is publicly available at
https://github.com/mesunhlf/DEFEAT.

© 2022 Elsevier Ltd. All rights reserved.

1. Introduction regarded as an essential surrogate to evaluate the robustness of

DNNs (Carlini & Wagner, 2017). As a result, the potential value

Deep neural networks (DNNs) have provided state-of-the-art
results for various computer vision tasks (Ito, Nakae, Hata, Okano,
& Ishii, 2019; Li, Li, Liu, & Hong, 2021; Lin, Jia, Huang, & Gao, 2022;
Szegedy, Vanhoucke, loffe, Shlens, & Wojna, 2016). Nevertheless,
their security vulnerabilities have raised widespread concerns
recently — artificially generated adversarial examples by adding
imperceptible perturbations to clean data will fool DNNs to out-
put incorrect predictions. As a result, these maliciously crafted
data not only present potential threats for digital systems (Vid-
nerova & Neruda, 2020), but also cause real-world applications in
unexpected and dangerous behaviors (Huang et al., 2020).

The discovery of adversarial examples is a double-edged
sword. On the one hand, the attackers can create malignant
data for fooling remote DNNs and inducing security flaws (Li
et al., 2020). On the other hand, adversarial attacks also can be

* Corresponding author at: School of Computer Science and Engineering, Sun
Yet-Sen University, China.
E-mail address: liuning2@mail.sysu.edu.cn (N. Liu).
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of the adversarial example has triggered an arms race between
adversaries and defenders.

Under black-box settings, the attackers exploit the transfer-
ability of adversarial examples for fooling unseen remote mod-
els with the least cost, collectively as transferable attacks. In
this field, current works can be divided into two categories:
(a) gradient-based attacks, which disturb the final classification
space by using momentum (Dong et al., 2018), input transforma-
tion (Xie et al., 2019), or translation operation (Dong, Pang, Su, &
Zhu, 2019); and (b) feature-level attacks, which perturb the in-
termediate feature space to enhance adversarial examples (Huang
et al, 2019; Naseer, Khan, Rahman, & Porikli, 2018). Both of
them have high success rates for fooling undefended networks
(i.e., normally trained models). For resisting attacks, researchers
built a variety of defenses (Guo, Rana, Cisse, & van der Maaten,
2018; Madry, Makelov, Schmidt, Tsipras, & Vladu, 2018; Naseer,
Khan, Hayat, Khan, & Porikli, 2020; Xie, Wang, Zhang, Ren, &
Yuille, 2018). In consequence, these transferable attacks suffer
degraded performance under defenses scenarios. However, we
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observe a crucial phenomenon that some advanced feature-level
attacks are weaker than most gradient-based methods to cir-
cumvent defenders, i.e., their transferability becomes much lower
across robustified models. Briefly, although most feature-level
attacks illustrate a high performance against undefended models,
some of them perform worse to fool robust defenses. This might
lead one to wonder: what reason cause the behavior difference
between gradient-based methods and feature-level attacks?

Our goal is to provide the explanation for this phenomenon,
and go a step further in boosting the power of feature-perturbed
adversarial examples for breaking defenses. We first analyze the
main reason that caused their degenerated capacity of fooling
defenses is the domain-overfitting effect. This conception is in-
spired by the two-domain hypothesis that clean images and
adversarial images are drawn from different domains (Xie &
Yuille, 2019). Concretely, vanilla models have trained on clean
data to learn representations from the benign domain, which
are distinguishable with those internal features learned by ro-
bustified networks from the adversarial domain (Dong et al,,
2019). Therefore, feature-level attacks manipulate the interme-
diate representations in the benign domain so that they transfer
well across normally trained models. Meanwhile, the perturbed
benign representations exhibit considerable differences to their
counterparts in the adversarial domain, therefore lowering the
transferability of feature-perturbed images for fooling adversar-
ially trained models. In contrast, gradient-based attacks merely
disrupt the final outputs to generate perturbations, so they are
not sensitive to domain diversity. We note that the domain-
overfitting is similar to the network-overfitting (Dong et al., 2018)
for adversarial examples, while the main difference is that the
domain-overfitting effect exhibits more bias on different domains
above (see Section 3.2).

To narrow the gap between these two types of methods,
we propose Decoupled Feature Attack (DEFEAT) for mitigating
the domain-overfitting effect. Current adversarial attacks often
estimate the gradient direction and update adversarial perturba-
tions in a round-robin manner, i.e.,, one-stage methods. It may
induce the overfitting effect of generated adversarial examples.
To this end, we design DEFEAT as a two-stage method by de-
coupling perturbation generation from the optimization process. In
the first phase (i.e., learning stage), rather than searching the
optimal but overfitted adversarial example, DEFEAT adopts the
designed optimization strategies into the basic feature disrupting
process to learn a lower-dimensional adversarial distribution,
which fills with plentiful perturbations regard to relatively high
loss. At the second phase (i.e., generation stage), DEFEAT it-
eratively samples the noises from the learned distribution to
construct adversarial perturbations. By performing this attack
paradigm, the gap between two domains of feature-perturbed
images becomes smaller. Thereby DEFEAT has superior transfer-
ability against both benign and adversarial domains compared
with state-of-the-art transferable attack methods. On this basis,
we further study the relationship between latent features and
transferability, including the factors that may affect the adver-
sarial strength and the variations of attention regions, which can
helps the community to improve the robustness of models.

In summary, the contributions of our work are four-fold:

e We discover that some feature-level attacks demonstrate
poor transferability across from benign domains to adver-
sarial domains and provide a detailed analysis and
plausible explanation for this phenomenon i.e., the domain-
overfitting effect.

e To mitigate the domain-overfitting effect and boost trans-
ferability across domains, we decouple the representation
distorting optimization and perturbation generation to form
a novel two-stage feature-level adversarial attack method,
namely Decoupled Feature Attack (DEFEAT).

14

225

Neural Networks 156 (2022) 13-28

e Empirical results suggest that DEFEAT yields much superi-
ority over current feature-level methods across adversarial
domains. By integrating gradient-based methods into the
proposed framework, DEFEAT further improves transferabil-
ity and thereby establishes state-of-the-art for transferable
attacks under black-box settings.

e We study the correlation between transferability and deep
representations, which can help the community understand
the inner mechanism of adversarial attacks and provide
guidance to improve the robustness of networks.

2. Related work
2.1. Adversarial attacks

Recently, adversarial examples raised widespread attention
since they cause the potential security issues (Bai, Yang, & Liu,
2020; Maimon & Rokach, 2022). Even in the real world, mali-
ciously generated objects can fool deep learning models (Huang
et al, 2020). Generally, two main types of adversarial attack
have been developed based on the attacking setups, i.e., white-
box and black-box methods. In this paper, we focus on studying
the untargeted black-box attacks for image classifiers within the
constraint £, norm-balls under black-box scenarios.

Black-box Attacks. The underlying information of the tar-
geted model is limited, i.e., attackers cannot obtain the gra-
dient information directly. One popular line of the method is
transferable adversarial attacks, which exploit the transferabil-
ity of adversarial examples to fool unknown models, i.e., ma-
licious data is created from an off-the-shelf white-box model
and used to mislead the targeted model. However, the adversar-
ial examples generated by gradient-based attacks often suffers
from the network-overfitting effect, which may degenerate the
transferable strength. To overcome this drawback, Dong et al.
introduce the momentum strategy to escape from local opti-
mal solutions (Dong et al., 2018). Xie et al. apply random input
transformations in each attacking iteration (Xie et al., 2019).
Translation-Invariant method (TIM) optimizes on a substantial
amount of translated images to obtain the synthesized gradi-
ent (Dong et al, 2019). Moreover, taking into account diverse
gradients information from multiple networks also boost the
transferable power (Huang, Wei, Gao, & Liu, 2022; Liu, Chen, Liu,
& Song, 2017). Due to the insensitivity of domain differences,
these gradient-based methods not only fool black-box vanilla
models, but also partly break defense networks who trained on
adversarial data.

Apart from the above gradient-based attacks, recent studies
demonstrate that feature-level methods are efficient for fool-
ing black-box models (Wang et al., 2021). Instead of perturbing
the final classification distribution, prior works find that distort-
ing the intermediate representations for a specific network also
achieves a high performance to generate adversarial examples.
For instance, Mopuri et al. perturb feature activations at multiple
layers to generate universal adversarial examples under white-
box scenarios (Mopuri, Ganeshan, & Babu, 2018). By distorting
the neural representations and maximizing the perceptual dis-
tance, adversarial examples can improve transferable strength
and exhibit generalizability across tasks, i.e., Neural Representa-
tion Distortion (NRD) (Naseer et al., 2018). Based on the linearity
of decision boundary, Huang et al. propose Intermediate Level
Attack (ILA) by controlling the direction/disturbance trade-off at
feature layers, which boost the power of basic methods (Huang
et al,, 2019). Feature Importance-aware Attack (FIA) creates a
batch of masked images for aggregating the gradients as semanti-
cally object-aware attentions, and improves its transferability by
suppressing important features intensified with attention mech-
anisms (Wang et al., 2021). Though those feature-level attacks
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perform excellently as gradient-based methods on misleading
undefended networks, most of them exhibit lower performance
for fooling robustified adversarial models, which is largely due
to the domain-overfitting effect. To improve the performance of
feature-distorted images against defenses, we apply optimization
strategies to the feature-perturbing process to propose a novel
two-stage method, namely Decoupled Feature Attack (DEFEAT).

Beyond this, the query-based method is another popular line
to generate black-box adversarial examples. Logbarrier (Finlay,
Pooladian, & Oberman, 2019) sample the vectors from the
Bernoulli distribution to estimate the decision boundaries. Square
Attack (Andriushchenko, Croce, Flammarion, & Hein, 2020) and
Sign-Opt (Cheng et al,, 2020) generate the perturbations based
on the Uniform distribution. NES (Ilyas, Engstrom, Athalye, &
Lin, 2018) draws noises from standard normal distribution at
each query to facilitate adversarial attacks. These methods ben-
efit from various distributions with fixed parameters. Among
them, NAttack (Li, Li, Wang, Zhang, & Gong, 2019) approximates
the probability density distribution in a query-feedback manner,
which is similar to our method. The major difference between
NAttack (Li et al, 2019) and our method is three-fold. First,
NAttack spends thousands of queries and feedbacks to fool tar-
geted models, while DEFEAT optimizes the distribution based
on white-box models for crafting transferable attacks, and its
transferability is much higher than NAttack. Second, A/Attack
is a one-stage method that approximates the distribution and
samples the perturbations simultaneously, while DEFEAT decou-
ples the perturbation generation from the optimization process
to improve its transferability (i.e., two-stage). Third, A Attack
utilizes the final outputs to update the parameters, while DEFEAT
disturbs the intermediate features to approximate a generalizable
distribution across domains. In this paper, we focus on searching
normal distributions with high adversarial transferability to bene-
fit the first stage, and leave other plausible choices (e.g., Bernoulli
or Poisson distributions) as future work.

2.2. Defense methods

Motivated by the threat of adversarial attacks, many paral-
lel algorithms have been proposed to improve the robustness
of DNNs, which can be roughly divided into two categories:
(a) adversarial training, which utilizes malicious examples as aug-
mented data to train the models (Goodfellow, Shlens, & Szegedy,
2014; Zhang, Huang, Zhu, & Liu, 2021); (b) gradient obfusca-
tion, which mitigates the adversarial strength by masking the
gradient (Xie et al., 2018). For adversarial training, malicious
data is regenerated at each iteration to maximize the adversarial
effect and they are used to enhance the resistance for trained
networks (Borkar, Heide, & Karam, 2020; Kurakin, Goodfellow,
& Bengio, 2017; Madry et al., 2018). For instance, Tramr et al.
increases the diversity of perturbations during training by lever-
aging the adversarial examples transferred from other white-box
models into an ensemble paradigm (Tramer et al., 2018). Cohen
et al. certify the robustness through random smoothing oper-
ation (Cohen, Rosenfeld, & Kolter, 2019). To date, adversarial
training is still one of the most effective defenses. Besides, gradi-
ent obfuscation is an alternative way to resist adversarial attacks.
For example, image modifications (Xie et al., 2018), data com-
pression and reconstruction (Guo et al., 2018; Jia, Wei, Cao, &
Foroosh, 2019), guided denoising process (Liao et al., 2018), self-
supervised trained neural representation purifier (Naseer et al.,
2020) are used to mitigate attack strength. Most of them can be
applied as “plug-in” methods combined with adversarial training
to form stronger defenders. The defenses above have shown
strong resistance against transferable adversarial attacks. To this
end, we design a novel feature-level attack to break black-box
defenses successfully.
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3. Method

In this section, we start by analyzing the reason for the
poor transferability of some existing feature-level attacks across
from benign to adversarial domains. To this end, we rethink the
potential strategies which can boost the transferability in feature-
perturbed optimizations. This inspires us to propose a novel two-
stage transferable method for mitigating the domain-overfitting
effect, referred to as Decoupled Feature Attack (DEFEAT).

3.1. Motivation

Feature-level transferable methods perform excellently to fool
undefended black-box networks (i.e., normally trained models),
but some of them gain worse results against robustified mod-
els (Huang et al., 2019; Naseer et al., 2018). Based on the two-
domain hypothesis (Xie & Yuille, 2019), feature-perturbed images
are generated by disturbing the deep representations of nor-
mally trained models. Therefore they exhibit effectiveness across
the benign domains and transfer well to other networks. On
the other hand, adversarially trained models have learned fea-
tures from adversarial domains so that those feature-level attacks
can hardly generalize to fool robustified models. This so-called
domain-overfitting effect may lead to their low transferability
across robust defenses. We note that the domain-overfitting is
different from the network-overfitting that it shows strong bias on
domain differences (see Section 3.2). To push for further advances
in this study, we propose to learn a novel and robust feature-
level method for mitigating the domain-overfitting effect, namely
Decoupled Feature Attack (DEFEAT). Unlike existing methods that
produce adversarial examples in a one-stage paradigm, DEFEAT
decouples the optimization process and perturbation generation.
It applies optimization strategies to search the adversarial space
in the first stage and then repeatedly samples unit noises to
construct perturbations in the second stage. Consequently, the
feature-perturbed images become less sensitive to domain di-
versity, thereby achieving higher transferability across benign
domains to adversarial domains.

3.2. The domain-overfitting effect

We aim to find the reason that caused the poor performance
of some feature-level attacks upon defense models. One plausible
explanation is the two-domain hypothesis (Xie & Yuille, 2019),
i.e., clean images and adversarial examples are drawn from two
different domains. We relate this hypothesis to the weakness of
some feature-level attacks: feature-perturbed images crafted on
normally trained models overfit benign domains, thus they can
hardly fool those robustified models that learn representations
from the adversarial domain.

To verify our speculation, we observe the variations of inter-
nal representations as the transferable adversarial examples are
propagated through the black-box networks. In the evaluations,
we consider three powerful gradient-based attacks (i.e., BIM Ku-
rakin et al., 2017, DIM Xie et al., 2019 and TIM Dong et al., 2019)
and two state-of-the-art feature-level methods, (i.e., NRD Naseer
et al,, 2018 and ILA Huang et al., 2019).

We randomly choose 1000 images x from ImageNet dataset
and craft their adversarial counterparts x’ by attacking three nor-
mally trained white-box models, including DenseNet161 (D161),
InceptionResNetV2 (IR2) and ResNet152 (R152). Two black-box
networks are selected as targeted models, i.e., normally trained
InceptionV3 (I3) and adversarially trained InceptionV3ens3 (I3ens3)-
These two black-box models share the same architecture but sep-
arately learn representations from clean images (benign domain)
and adversarial examples (adversarial domain). When an image x
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Fig. 1. Variation statistics of deep representations at Mixed_7a (top) and Mixed_7c (bottom) layers. The white-box models include D161 (colored in red), 14 (colored
in yellow), IR2 (colored in green), and the black-box models are I3 (solid line) and I3¢ps3 (dotted line). We also plot the ratio r = 1 in blue dotted line. The figures
suggest the feature-level attacks (i.e., ILA Huang et al,, 2019, NRD Naseer et al., 2018) leads to huge different statistics for benign domain and adversarial domain. On
the contrary, the gradient-based attacks (i.e., BIM Kurakin et al., 2017, DIM Xie et al., 2019, TIM Dong et al., 2019) are not sensitive to the domain difference. This
confirms our speculation that the prior feature-level attacks craft on the benign domains can hardly generalize to the adversarial domains, i.e., the domain-overfitting
effect. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

passing through a specific layer [ of the black-box model f(-), the
mean value at ith channel of feature maps is denoted as f,f(x). In
summary, we can measure the pairwise variation degree of the
latent representations between a clean image and its adversarial
counterpart under black-box model f(-) as:
‘ f(X)
v = .
fix)

We report the statistics of variations v within the range of
[0.1, 3.0] in Fig. 1. Intuitively, the farther shift distance of the
statistic distribution away from r = 1, the more representations
of clean images x are perturbed to generate adversarial examples
X' for the black-box model f(-), meaning the stronger perturbation
under the transferable scenarios.

According to Fig. 1 (1, 2), we find that feature-perturbed im-
ages generated by using ILA and NRD induce huge different trends
under normally trained model I3 and adversarial model 13¢p3 if
they disturb the representations in benign domains (i.e.,, D161,
IR2, and R152). More specifically, ILA and NRD are evidently
powerful to disturb the representations across benign domains
but also show their inefficacy to generalize to the adversarial
domains: the statistic distribution of variations upon I3 is much
farther away from r 1 (solid lines), while the statistic dis-
tribution for 13¢,s3 is nearly centered around r 1 (dotted
lines), which implies their poor capacity to affect the adversarial
representations extracted by robustified model [3.ps3. In contrast,
gradient-based methods BIM, DIM, and TIM are not sensitive to
domain diversity, so that the gaps between two categories of
statistic distribution are relatively small, as illustrated in Fig. 1
(3, 4, 5). Among them, the statistic distributions of DIM and TIM
shift farther than others when transferring to I3¢ns3. Therefore,
they perform better to fool robustified models than BIM, ILA, and
NRD.

This observation reveals that feature-perturbed images crafted
on normally trained models usually exhibit overfitting to the
benign domain. Besides, we also report the detailed transfer
success rates of these methods in Section 4.2. Both qualitative
and quantitative results confirm the phenomenon of domain-
overfitting effect, which may degrade the transferability of some
feature-level methods across from vanilla networks to robustified
models.

(1)

s
1

3.3. Rethinking optimization strategy for transferability

To improve the transferability of BIM, gradient-based methods
DIM and TIM introduce diversity input (Xie et al., 2019) and
translation operation (Dong et al., 2019) to optimize adversarial
examples. Consequently, DIM and TIM induce more considerable
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variations for latent representations than BIM, and therefore mit-
igate the network-overfitting and achieve superior performance
for fooling black-box models, as shown in Fig. 1. Following this
line, we briefly consider three plausible optimization strategies
to substantially mitigate the domain-overfitting effect.

Perturbation Augmentation. Input augmentation is widely used
for training networks to prevent from overfitting effect. Simi-
larly, it can be utilized in the adversarial learning field, such as
derivative-free optimizations in query-based attacks (Ilyas et al.,
2018; Li et al., 2019) or adversarially training the robust de-
fenses (Cohen et al., 2019). Rather than input augmentation, we
design perturbation augmentation for optimizations to improve
transferability. In other words, simultaneously optimizing mul-
tiple adversarial perturbations over a single input data facilitates
to search for diverse updated directions, mitigating the domain-
overfitting effect. Intuitively, we can view this optimization as
finding an adversarial space assembled the perturbations with
high transferability.

Noise Smoothing. Query-based attacks show that estimating gra-
dient at low dimensional space can improve their efficacy (Chen,
Zhang, Sharma, Yi, & Hsieh, 2017; Ilyas, Engstrom, & Madry,
2019; Li et al., 2019). Meanwhile, prior works (Dong et al., 2019;
Zhou et al,, 2018) indicates that some defenses are sensitive to
high-frequency noise, including image resizing (Xie et al., 2018)
and wavelet denoising (Prakash, Moran, Garber, DiLillo, & Storer,
2018). It motivates us to generate the perturbation at a lower-
dimensional space R rather than the original space R™ (£ <« #)
for smoothing the constructed perturbations.

Neighbor Interpolation. The transferability of adversarial exam-
ples is similar to the generalization performance of models. It in-
spires us to enhance adversarial examples by the concept used for
improving the generalizability of networks (i.e., mixup) (Zhang,
Cisse, Dauphin, & Lopez-Paz, 2018). Besides, Pang, Xu, and Zhu
(2019) have shown that adversarial examples can be correctly
classified if they interpolate with clean images. Similarly, we
propose neighbor interpolation to diversify the optimized per-
turbations, i.e., optimizing over surrogate data by interpolating
a clean image and its neighbors from the identical distribution in
attacks can be regarded as searching the directions that simulta-
neously push multiple data towards the decision boundary. It is
similar to the universal attack (Moosavi-Dezfooli, Fawzi, Fawzi, &
Frossard, 2017) that generates a single global perturbation to fool
different data with high transferability.

3.4. Decoupled feature attack

Overview. Unlike current one-stage methods that alternately cal-
culate the gradients and update perturbations, DEFEAT decouples
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Fig. 2. The pipeline of the proposed DEFEAT framework. DEFEAT decouples the optimization and perturbation generation. (a) Learning Stage. To mitigate domain-
overfitting effect, we explore three optimization strategies in the basic feature distortion process to learn a low dimensional adversarial distribution, including:
neighbor interpolation (yellow area), noise smoothing (blue area), and perturbation augmentation (purple area). (b) Generation Stage. DEFEAT samples the noise from
learned distribution in an iterative manner to generate perturbations (green area). (For interpretation of the references to color in this figure legend, the reader is

referred to the web version of this article.)

perturbation generation from adversarial optimization to form
a two-stage method. For every clean image, DEFEAT learns a
specific adversarial distribution in the first stage, and craft its
adversarial counterpart at the second stage.

As illustrated in Fig. 2(a), DEFEAT performs 3 steps for adver-
sarial optimizations in the first phase (i.e., Learning Stage):

e Step 1. Producing the surrogate data by interpolating the
input data with a resampled clean image (yellow area).

e Step 2. A set of adversarial examples are generated by
adding the surrogate data with a bunch of smoothed per-
turbations, which are drawn from a low-dimensional distri-
bution (blue area).

e Step 3. For maximizing the divergence between original im-
ages and adversarial images, DEFEAT optimizes over a group
of adversarial examples to learn an adversarial distribution
(purple area).

In the second phase (i.e., Generation Stage), DEFEAT samples
the unit noise in an iterative manner to generate adversarial
perturbations (green area), as shown in Fig. 2(b).

According to Fig. 1 (6), the statistics gaps between two do-
mains become minimal, demonstrating the efficacy of DEFEAT
for mitigating the domain-overfitting effect. Note that both two-
stage paradigm and proposed optimization strategies are impor-
tant in the DEFEAT framework, which are separately discussed in
Section 4.2.

Learning Stage. We apply the optimization strategies for the
feature distortion process.

e Perturbation Augmentation. Instead of directly searching for the
optimal feature-perturbed image with the highest loss value,
DEFEAT optimizes a bunch of sub-optimal perturbations to miti-
gate the domain-overfitting effect. Therefore, we can apply these
perturbations to the clean image to form an adversarial space,
i.e., the adversarial example cluster with relatively high loss.
Following this idea, we design perturbation augmentation to find
an adversarial space within a vicinity region over a probability
density distribution F, such that every sampled perturbation can
make the feature divergence between the original image and
its corresponding adversarial image large. The objective loss is
defined as:

argmax J(6) = E[J(x.X)]
0
E[J(x. p(x,w))], u~ F(0)

1 m
A~ — Z](x, p(x, u)), ui ~ F(6)
mi3
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where the adversarial example x’ is generated by the attacking
procedure ¢(-),i.e., X' = ¢(x, u) (detailed in Eq. (4)), and u denotes
the unit noise of perturbation drawn from the distribution 7(6)
whose parameter 6 is to be optimized. For better optimization, we
can increase the size m to reduce the randomness. By maximizing
Eq (2), the loss J(-) over the distribution F(#) will become large
in expectation. Intuitively, the larger the value of J(-), the higher
chance an adversarial perturbation will be generated by the unit
noise u; sampled from F(6).

e Noise Smoothing. We consider two aspects of sampling unit

noise from the adversarial distribution F(0). First, the low-frequency

perturbations benefit the transferability of adversarial examples,
motivating us to parameterize the distribution F(0) in a lower-
dimensional space R” rather than the original space R”.~Second,
an appropriate distribution makes the objective function J(-) to be
smooth that we can easily optimize the parameter 6. Based on the
analysis, we sample the unit noise u; from F(6) by transformation
as:

(3)

where u; is transformed from a seed z;, which is drawn from a
low-dimensional distribution A(4, o2) with mean . and variance
o2. Following Li et al. (2019), we compute z; by a transformation
Zi = W + zgo, where zg is sampled from the standard normal
distribution, i.e., zg ~ N0, 1), zo € R*. Here we use atan function
to control the unit noise u; within £,, norm constraint [—1, 1]. S(-)
denotes the upsampling operation to keep the consistency with
the dimensions of the input data, and we set the factor as 8 = I/h,
where the lower dimensional space and the original space are
defined as £ = I x | x c and # = h x h x ¢ with ¢ channels,
respectively.

e Neighbor Interpolation. To learn a more generalizable distribu-
tion, we integrate neighbor interpolation process into the attack-
ing procedure ¢(-) to generate adversarial example x':

2
ui=— -atan(S(z;, B)), z ~ N(u, o?),

pxu)=((1—A)-x+1-X) +e-u, X~Dy) (4)

where )\ denotes the ratio to control the linearity of interpolated
data; X is a clean image resampled from the identical distribution
of original data x, i.e., D(y), the unit noise u; is calculated by
Eq. (3), and € is used to control the perturbation magnitude under
£~ norm [—e, €]. Note that if A = O this optimization is equal
to ¢(x,g) = x + € - u;, which is similar to the gradient-based
attack FGSM (Goodfellow et al., 2014), while we remove its sign(-)
operation for better optimization.

Notice, we do not follow data augmentation (e.g., mixup Zhang
et al., 2018) to sample the coefficient A from the Beta distribution.
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Conversely, we choose a small fixed coefficient for interpolation
to improve the perturbation diversity. There are two reasons for
this behavior. First, we aim to construct transferable perturbation
for a specific image x that we select smaller X for preserving the
majority features of it. Second, we empirically find that the trans-
ferability of adversarial examples generated by sampling from
Beta distribution is slightly worse than their counterparts based
on the fixed coefficient, even if the expectation and variance of
Beta distribution are small (see supplemental material).

e Overall Objective. Instead of Euclidean Distance defined in
Naseer et al. (2018), we select an another basic loss J(-) (i.e., Co-
sine similarity) to maximize the diversity at layer [ between clean
images and feature-perturbed images in Eq. (2) as:

J(x,X') = —cosine(N(fi(x)), N(fi(x))). (5)

where N(-) is the normalization function, which used to make the
activation at layer [ contribute equally. We have verified these
two objectives and the experimental results demonstrate that
Cosine Similarity is better to achieve a higher performance (see
supplemental material). N

According to the discussion above, the objective function J in
Eq. (2) is reformulated as:

- 1< 2
ar%Tax J= - ;](x, o(x, — atan(S(z, ﬂ)))), zi ~ N(u, o?)

(6)

where we aim to learn the parameters of an adversarial dis-
tribution (mean w and variance o) for a specific input image
X.
Generation Stage. After learning the parameters, the noise drawn
from the distribution AV(ut, 02) have an adversarial effect in ex-
pectation. We freeze the approximated distribution and sample
the unit noises in an iterative manner to assemble transferable
adversarial examples as:

2
X1 =X +a- sign(; - atan(S(z, ,3))), ze ~ N, 0%, (7)

where o denotes the step size, u and o are freezed parame-
ters, and z; denotes a seed sampled at iteration t. The detailed
framework of DEFEAT is illustrated in Algorithm 1.

Combination Variants. DEFEAT is a generalizable framework that
we can naturally combine existing transferable methods with
DEFEAT to build its improved variants. For example, we denote
the integration of diversity input transformations (Xie et al., 2019)
and the objective function Eq. (2) as DI-DEFEAT:

argmax J(9) = E[J(R(x.p). RX. ) | (8)

where R(-) is random transformation operations, and p is trans-
formation probability in DIM (Xie et al., 2019).

Similar, we can combine translation invariance (Dong et al.,
2019) with the unit noise transformation Eq. (3) as TI-DEFEAT:

U = % -atan(W xSz, B)), zi ~ N(u, o), (9)

where W denotes the guassian kernel matrix in TIM (Dong et al.,
2019).

4. Experiment

In this section, we provide experimental results to demon-
strate the efficacy of our proposed DEFEAT framework. We start
by providing experimental setups in Section 4.1. Then we con-
duct extensive evaluations about our proposed DEFEAT in Sec-
tion 4.2. Based on the discussion above, we further compare the
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Algorithm 1 Decoupled Feature Attack

Input: Input images x; true label y; feature-based loss function J(-);
maximum magnitude of perturbation e, learning and generation
iterations Ty, T,; perturbation augmentation size m; upsampling
factor B; interpolation ratio A;

Output: Adversarial Example x’T2

1: Initialize u,0,t < 0

2: fort =0to T; do

3: 7 <~ 0,

# Learning Stage

4 X=(1-1)-X+Ar-% X~Dy)

5: fori=0to mdo

6: u; = 2/7 - atan(S(zi, B)), zi ~ N(u,02),0 < B <1
7: X <—~3€+ €U

8 T T+ mxx)

9: end for

10: Optimize p and o by maximizing the objectivej

11: end for

12: £t <0, 0 < €/Ty, Xy < X

13: fort =0to T, do # Generation Stage

14: Freeze parameters u and o

15: i, =2/7 - atan(S(z;, B)), z ~ N(u,0%),0<pB <1
16 X, =X + - sign(i)

17: end for

proposed method and baselines under combination scenarios in
Sections 4.3-4.5. Finally, we provide insights into the relationship
between transferability and internal representations in Section 5.

4.1. Experimental setup

Models and Defenders. Following Dong et al. (2019), Huang
et al. (2019) and Wang et al. (2021), we select four normally
trained models, include DenseNet161 (D161) (Huang, Liu, Van
Der Maaten, & Weinberger, 2017), InceptionV3 (I3) (Szegedy
et al,, 2016), InceptionResNetV2 (IR2) (Szegedy, loffe, Vanhoucke,
& Alemi, 2017), ResNet152 (R152) (He, Zhang, Ren, & Sun, 2016).
These four vanilla models are used as white-box models to
generate transferable adversarial examples.

For defenders, we consider a variety of adversarial robustified
models:

e InceptionV3ens3 (I3ens3), InceptionV3enss (13ensa), Adversar-
ial InceptionV3 (AdvI3), and InceptionResNetV2eps (IR2ens)
(Trameér et al., 2018).

e High-level Representation
(Liao et al., 2018).

e Input transformation defense by bit depth reduction opera-
tions (BDR) (Guo et al., 2018).

e The combination of pixel deflection and total variance min-
imization (PDT) (Prakash et al., 2018).

e Image transformations including random resizing and
padding (R&P) (Xie et al., 2018).

e Comdefend: denoising by compression and reconstruction
models (COM) (Jia et al., 2019).

e A classifier trained by randomized smoothing with tight
robustness guarantee (RS) (Cohen et al., 2019).

e Pre-trained selective feature regeneration
(SFR) (Borkar et al., 2020).

e Self-supervised trained neural
(NRP) (Naseer et al., 2020).

Guided Denoiser (HGD)

defense

representation purifier

For test-time “plug-in” defenses (e.g., BDR, R&P, etc.), we use
adversarial [3¢553 as underlying model to form a more robust
defense.
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Fig. 3. The success rates (%) vs. layer depth of the proposed DEFEAT against four normally trained models (top row) and six defenses (bottom row). In the top row,
the adversarial examples are crafted by attacking four vanilla models, including (1) D161 (colored in red), (2) I3 (colored in yellow), (3) IR2 (colored in blue), and
(4) R152 (colored in green). Specially, the result under white-box attacks is labeled as symbol “x”. In the bottom row, we also plot the transfer results of DEFEAT
under each defense in different colors. Better viewed with zoom-in. (For interpretation of the references to color in this figure legend, the reader is referred to the

web version of this article.)

Baseline Attacks. Our experiments include three state-of-the-
art feature-level baselines, including Neural Representation Dis-
tortion (NRD) (Naseer et al.,, 2018), Intermediate Level Attack
(ILA) (Huang et al., 2019), and Feature Importance-aware Attack
(FIA) (Wang et al.,, 2021). Beyond feature-level attacks, we also
consider two gradient-based baselines, including DIM (Xie et al.,
2019) and TIM (Dong et al., 2019). In our experiments, we select
the strongest combination versions of gradient-based attacks re-
ported in the literature as default setups (e.g., MI-DIM for DIM,
TI-MI-DIM for TIM, etc.).
Dataset. We randomly select 1000 images from ImageNet vali-
dation dataset. All images can be correctly classified by vanilla
models, and thereby treated as the standard benchmark to be
collected in the SACP2019 competition (Tianchi Security Al Chal-
lenger Program Competition).
Parameters Setup. For the proposed DEFEAT, we utilize Adam
optimizor (Kingma & Ba, 2014) and learning rate 0.2 to search
the distribution parameters. Following Wang et al. (2021) and Xie
et al. (2019), we set the maximum magnitude of perturbation ¢ =
16 (i.e., equivalent to the magnitude 0.062 within the normalized
range [0, 1]). We choose the size of perturbation augmentation
m = 3, scale factor 8 = 0.5, and upsamling ratio A = 0.1. We
follow the suggestion in Zhao, Liu, and Larson (2021) to make
the comparisons under convergence scenarios, e.g., the learning
iteration Ty = 30 and the generation iteration T, = 10. Those
hyper-parameters are detailed discussed in the supplemental ma-
terial. As for the improved variants DI-DEFEAT and TI-DEFEAT, we
set the probability p = 0.7 and kernel size 11 x 11.

To conduct fair comparisons, we set total iteration number
T = 40 for all baselines, which equals to the sum of learning and
attacking steps in DEFEAT. Similarly, we adopt the transformation
probability p = 0.7 for DIM (Xie et al,, 2019), and select the
kernel size 11 x 11 for TIM (Dong et al., 2019). As for feature-
level attacks NRD (Naseer et al., 2018), ILA (Huang et al., 2019)
and FIA (Wang et al, 2021), we report their optimal layers in
supplementary, and set the same parameters as DEFEAT.
Layer Notations. As mentioned in Section 3.4, feature-level meth-
ods disturb the latent representations of specific layer [ for
constructing adversarial examples (see Eq. (5)). Without loss of
generality, we choose 10 layers with the same interval step across
the whole depth to study the transferability for each white-box
model. The notations of the internals are denoted with their
corresponding layer depth. For example, the first noted layer of
model I3 (I3;) is near the input layer (i.e.,, Conv_1a), and the last
layer (I3;10) is closer to the output layer (i.e., Logits). We follow
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this rule to set notations for four normally trained white-box
models, and detailed notations are shown in the supplemental
material.

4.2. Experiments under standalone scenarios

In this section, we evaluate the capability of DEFEAT against
different black-box models under standalone settings (w/o com-
bining with existing methods). We first empirically analyze the
effect of layer depth. Then we compare the performance of DE-
FEAT with three feature-level baselines. Finally, we provide ex-
tensive quantitative ablation studies about DEFEAT.

The Effect of Layer Depth. The adversarial examples are crafted
on a total of 10 layers for each white-box model to transfer attack
against black-box models. We report the results in Fig. 3, where
the performance of DEFEAT against excluded normally trained
models (i.e.,, D161, 13, IR2, and R152) and six defenses (i.e., 3¢ns3,
I3ens4, HGD, BDR, PDT, and R&P) are plotted in the top and bottom
row, separately. The primary axes are attack success rates and
layer depth, respectively. The dots with different colors represent
the results of adversarial examples generated by attacking various
layers against corresponding models.

According to Fig. 3, the implications are three-fold. First, the
transferability is white-box model dependent. In other words, the
curves of success rates from a given model against both benign
and adversarial domains exhibit highly resembled trends. It is
similar to the conclusion in Inkawhich, Wen, Li, and Chen (2019),
while they only includes the black-box normally trained models
in studies (e.g, VGG19 Simonyan & Zisserman, 2015, R50 He
et al, 2016, etc.). We further provide evidence that this phe-
nomenon has extended into robustified models. Second, we find
that the transferability of DEFEAT method is layer dependent.
Generally, the strength of adversarial examples generated by
attacking deeper layers is much stronger than those crafted on
shallower features. The success rates under all black-box scenar-
ios increase continually until layer depth exceeds 8 (or 9), and
then drop dramatically at the last layer. We relate it to the obser-
vations in Zeiler and Fergus (2014), i.e., the shallow layers extract
low-level features and deeper internals learn high-level seman-
tic representations. It implies that corrupting high-level features
may generate stronger adversarial examples. Third, transferability
tendencies are attacker dependent. By comparing between Fig. 3,
Fig. 14, and Fig. 15 (see supplemental material), we can see the
trend gaps between different feature-level methods are huge.
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Table 1
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The success rates (%) of standalone feature-level attacks against four black-box normally trained models.

(a) Performances of attacking benign model D161 (%)

Model Attacker D161 13 IR2 R152 Avg
NRD (Naseer et al.,, 2018) 98.9* 68.4 57.9 61.8 71.8

D161 ILA (Huang et al., 2019) 99.1* 69.7 62.6 67.9 74.8
FIA (Wang et al,, 2021) 98.9* 734 65.9 64.4 75.7
DEFEAT 99.8* 75.8 66.8 66.6 77.3

(b) Performances of attacking benign model 13 (%)

Model Attacker D161 13 IR2 R152 Avg
NRD (Naseer et al.,, 2018) 43.8 99.6* 62.4 47.7 63.4

3 ILA (Huang et al.,, 2019) 31.8 98.9* 459 40.5 54.3
FIA (Wang et al,, 2021) 54.8 99.6* 67.3 56.7 69.6
DEFEAT 75.2 100.0* 78.0 56.2 774

(c) Performances of attacking benign model IR2 (%)

Model Attacker D161 I3 IR2 R152 Avg
NRD (Naseer et al.,, 2018) 50.6 79.9 96.8* 60.2 719

R2 ILA (Huang et al.,, 2019) 42.6 68.4 98.0* 52.3 65.3
FIA (Wang et al,, 2021) 54.6 79.3 90.8* 68.2 73.2
DEFEAT 85.0 91.6 100.0* 70.4 86.8

(d) Performances of attacking benign model R152 (%)

Model Attacker D161 I3 IR2 R152 Avg
NRD (Naseer et al.,, 2018) 59.4 69.0 59.3 98.4* 715

R152 ILA (Huang et al., 2019) 52.0 63.4 54.2 99.0* 67.2
FIA (Wang et al,, 2021) 67.4 72.0 64.3 99.4* 75.8
DEFEAT 85.0 72.0 65.6 83.6* 76.6

That is to say, transferability also has shown its sensitivity to
the attacking mechanism. Therefore, it is difficult to search for a
universal optimal layer depth to be attacked for all feature-level
attacks.

In summary, these intriguing properties suggest we find the

optimal layer based on pairwise white-box models and then
generate adversarial examples to fool remote black-box DNNs
regardless of their architecture or parameters. Accordingly, we
adopt the layers which achieve the best performance in the fol-
lowing comparisons, i.e., D1619, 135, IR2;g, R152;5. The optimal
layers for feature-level baselines are discussed in the supplemen-
tal material.
Comparison with Feature-level Baselines. This section reports
the performance of the proposed DEFEAT and three state-of-
the-art feature-level baselines, i.e., NRD (Naseer et al., 2018),
ILA (Huang et al.,, 2019), and FIA (Wang et al., 2021). Concretely,
the comparisons include two parts: (a) the transfer success rates
under four normally trained models; and (b) the performance
of attacks against eleven adversarial defenses. In addition, some
adversarial examples are visualized in the supplementary.

(1) The Result Under Benign Domains. We use the crafted ad-
versarial examples to attack normally trained models (i.e., D161,
I3, IR2, and R152, respectively), and compare the success rates
between baseline attacks and DEFEAT in the Table 1, where the
symbol “x” indicates white-box attacks, and others results are
conducted under black-box scenarios.

From Table 1, we observe that DEFEAT can achieve better
results than baselines under white-box scenarios except for R152.
The main reason is that attack methods exhibit different rela-
tions between model complexity and transferability. Form this
perspective, DEFEAT has to approximate the adversarial distribu-
tion thereby it may perform worse to find global optimum from
deeper models with large search space (i.e., R152), as discussed
in Wang et al. (2021). Moreover, we pay more attention to the
black-box experiments that our proposed DEFEAT consistently
outperform the baselines by 5%~20% for all normally trained
models under black-box settings (e.g., the average improvements
of DEFEAT are 5.5%, 14.0%, 14.9% and 5.1% for D161, 13, IR2 and
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R152 compared with NRD, respectively). It is interesting that the
lower performance for white-box models does not necessarily
mean worse transferability for cheating black-box models, as
exemplified in R152. In summary, the experiment results con-
firm the advancement of DEFEAT for benign domains under both
white-box and black-box setups.

(2) The Result Under Adversarial Domains. The generated ad-
versarial examples are used to attacks against a total of eleven
black-box defenses. The performances of various feature-level
attacks are reported in the Table 2, which manifest some essential
properties of feature-level attacks. On the one side, we observe
that two arts feature-level attacks (i.e., NRD and ILA) can achieve
high success rates for fooling normally trained models, as illus-
trated in Table 1. On the other side, NRD and ILA also demonstrate
their ineffectiveness to circumvent adversarially trained models
that their transferability significantly degrade under defense sce-
narios (e.g., For NRD: the decreased performance are 47.8%, 53.3%,
55.8%, and 54.4% for D161, 13, IR2, and R152, respectively). These
quantitative results confirm the domain-overfitting dilemma of
prior feature-level attacks, as discussed in Section 3.2.

The proposed DEFEAT yields much superior performance than
current feature-level baselines under all black-box defense sce-
narios by mitigating the domain-overfitting effect. For example,
DEFEAT achieves an average success rate of 47.8% by attacking
IR2, outperforming baselines NRD, ILA, and FIA by a large margin
of 31.7%, 30.2% and 14.5%, respectively. More significantly, we
observe that standalone DEFEAT also performs better transferabil-
ity across defenders than state-of-the-art gradient-based attacks
DIM and TIM even they are selected as combination versions
(see Table 5). Therefore, we establish state-of-the-art for feature-
level method against normally trained models and robust defense
mechanisms.

The Influence of Two-Stage Paradigm. Recall that DEFEAT is de-
signed as a two-stage framework, which is different from most of
the current adversarial attacks. For example, both of feature-level
NRD, ILA, FIA, and gradient-based DIM and TIM are one-stage
methods that perform optimization and update perturbations
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Table 2
The success rates (%) of standalone feature-level attacks against eleven black-box defense models.
Model  Attacker Bens3  13ensa IR2e,s  HGD BDR  PDT R& COM RS SFR NRP  Avg
NRD (Naseer et al,, 2018)  26.8 24.6 10.7 27.6 168 335 302 372 122 352 738 239
D161 ILA (Huang et al., 2019) 36.0 355 24.0 37.0 188 301 395 345 9.3 39.1 99 28.5
FIA (Wang et al., 2021) 421 40.9 29.5 39.7 26.1 457 409 485 185 471 152 358
DEFEAT 55.0 53.0 36.6 56.4 45.0 59.8 56.2 62.4 39.2 62.3 22.2 49.8
NRD (Naseer et al, 2018) 6.3 10.0 1.3 5.4 132 196 79 18.3 49 17.7 64 10.1
3 ILA (Huang et al.,, 2019) 9.2 10.5 2.5 9.4 12.2 16.6 10.1 13.2 29 19.1 6.7 10.2
FIA (Wang et al,, 2021) 29.8 30.5 144 27.9 237 35.1 28.4 39.8 15.4 36.4 14.8 26.9
DEFEAT 37.8 36.4 18.8 380 338 399 370 442 158 43.1 136 326
NRD (Naseer et al., 2018) 19.5 14.7 4.6 17.5 145 21.6 20.1 24.7 4.6 30.3 5.5 16.1
R2 ILA (Huang et al, 2019) 20.2 20.3 11.7 20.3 163 240 221 19.8 42 283 6.7 17.6
FIA (Wang et al., 2021) 36.8 319 29.3 38.2 30,1 395 385 419 195 463 148 333
DEFEAT 55.0 51.0 382 56.2 411 623 480 682 236 636 190 478
NRD (Naseer et al,, 2018)  16.8 16.8 5.0 19.1 146 268 198 25.1 6.3 309 65 171
R152 ILA (Huang et al., 2019) 19.5 19.0 10.7 19.9 159 218 213 166 43 266 7.3 16.6
FIA (Wang et al., 2021) 334 333 22.0 36.8 293 438 361 4238 219 403 155 323
DEFEAT 50.6 48.0 35.4 522 440 561 478 597 448 574 228 472
D161 3 IR2 R152

100.0
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Fig. 4. The performance of different stage strategies. We find that two-stage policy can largely reduce the overfitting effect, thus achieves better results.

in a round-robin manner. However, we speculate this type of
attack manner may induce the overfitting effect, thus lower the
transferability. To overcome this shortcoming, we decouple the
adversarial optimization and generation process: DEFEAT aims
to search the parameters of adversarial distribution at the first
stage and then generates transferable adversarial examples at the
second stage.

To verify the efficacy of the two-stage paradigm, we follow
prior one-stage methods (Huang et al., 2019; Naseer et al., 2018)
to choose the best adversarial example in the first stage as the
final solution, i.e., the optimal X’ at the 40-steps learning stage
corresponding to the maximum loss in Eq. (2), namely one-
stage DEFEAT. By comparison, we select the adversarial results
produced at the generation stage as two-stage DEFEAT. A total
of eight black-box models are tested in the evaluations, includ-
ing normally trained D161, I3, IR2, R152 (benign domains), and
four defense models I13¢ns3, IR2e¢ns, HGD, and R&P (adversarial
domains).

As can be seen from Fig. 4, one-stage DEFEAT presents similar
trends under all white-box models. Particularly, it achieves com-
parable performance with two-stage DEFEAT under white-box
scenarios. However, its transferability is noticeably inferior to the
two-stage DEFEAT when fooling other black-box models, includ-
ing normally trained networks and defenses. This phenomenon
provides evidence that one-stage DEFEAT usually suffers from
the overfitting, and using the two-stage paradigm can largely
mitigate this negative effect.

The Effect of Optimization Strategies. We provide quantita-
tive studies about each optimization strategy adopted in the
DEFEAT framework, including perturbation augmentation (PA),
noise smoothing (NS), and neighbor interpolation (NI). Specifi-
cally, we consider nine black-box models in the evaluations, in-
cluding four normally trained models and five defenses (i.e., I3¢ps3,
IR2¢ns, HGD, and R&P). The attacks are crafted on I3 and IR2
by following settings (see Table 3): (1) Basic feature distortion,
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i.e.,, merely distorting the representations of the given model
based on the Eq. (5) (1st row); (2) Single Strategy, i.e., combining
the basic feature distortion with each strategy. Notice, introduc-
ing PA means to learn the distribution instead of generating a
single optimal perturbation (2nd row); applying NS or NI indi-
cates that calculating the gradient at lower dimensional spaces or
interpolating the input with other clean images in optimizations
(3rd ~ 4th rows); (3) Double Strategies, i.e., removing a sin-
gle optimization strategy from the proposed DEFEAT framework
(5th ~ 7th rows); (4) Full version of DEFEAT framework (8th
row).

Table 3 reveals several intriguing conclusions. First, we ob-
serve that each optimization strategy improves the transferabil-
ity upon the basic feature distortion process against black-box
models. Generally, the more adopted strategies, the higher perfor-
mances. In particular, the domain-overfitting effect is remarkably
reduced when a total of three strategies are applied in attacks,
i.e,, the average improvements of success rates are 28.8%, 34.2%,
38.8%, and 22.5% for D161, I3, IR2, and R152 compared with
the basic attack manner. Second, these optimization strategies
exhibit domain biases. As illustrated in Single Strategy setups, PA
facilitates feature-level attacks for both benign and adversarial
domains (2nd rows). By contrast, NS shows its efficacy to enhance
the attacking ability across adversarial domains, while it slightly
degrades the transferability in few benign domains (e.g., see 3rd
rows in IR2). Moreover, NI substantially boosts the transferabil-
ity within benign domains regardless of the attacked white-box
models (4th rows). It is mainly because NI samples various clean
data from identical distribution for interpolation and produces
perturbations with a large diversity. Third, simultaneously using
PA and NS remarkably boosts the strength for transferring to
adversarial domains, even outperforms the sum improvements
of single PA and NS (see 5th row). It confirms that there indeed
exists an adversarial space in the lower dimensional space for every
input image, which fills with the adversarial examples with high
transferability across from benign to adversarial domains.



L. Huang, C. Gao and N. Liu

Table 3

Neural Networks 156 (2022) 13-28

Experiments For Each Transferable Transform, including perturbation augmentation (PA), Noise Smoothing (NS), and neighbor

interpolation (NI).

Model PA NS NI D161 13 IR2 R152 [Bens3 IR2¢ns HGD BDR R&P Avg
30.0 99.8 35.0 20.0 6.0 16 32 15.4 6.0 24.1
v 37.0 100.0 51.2 30.6 6.8 2.0 4.4 16.0 6.8 28.3
v 49.4 99.0 36.2 26.8 9.2 24 4.4 17.0 10.6 28.3
3 v 45.0 99.8 62.0 348 6.2 16 3.4 16.2 6.4 30.6
v v 68.2 100.0 65.2 49.0 332 154 322 25.4 31.2 46.6
v v 50.0 100.0 70.0 46.0 7.5 24 4.6 14.8 6.6 335
v v 61.4 99.8 53.8 37.0 10.6 4.4 6.0 16.8 13.0 336
v v v 75.2 100.0 78.0 56.2 378 18.8 38.0 338 37.0 528
45.0 73.6 99.6 39.2 52 1.2 1.6 14.8 7.2 319
v 57.2 84.4 99.6 55.0 8.4 28 4.8 16.2 8.2 37.4
v 64.8 718 99.6 43.0 15.2 5.0 5.6 218 16.4 38.1
IR2 v 64.2 91.2 100.0 60.0 6.4 14 2.6 16.4 8.4 39.0
v v 78.6 88.4 99.4 64.8 49.2 321 49.4 344 42.2 59.8
v v 70.4 90.6 99.8 68.4 12.2 6.2 10.7 17.0 11.2 429
v v 76.2 82.6 99.8 55.2 18.0 9.2 114 25.0 19.1 44.1
v v v 85.0 91.6 100.0 70.4 55.0 38.2 56.2 41.1 48.0 65.1
Success Rates (%) vs. Layer Depth Success Rates (%) vs. Layer Depth Success Rates (%) vs. Layer Depth Success Rates (%) vs. Layer Depth
100 100 Py 100
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Fig. 5. The success rates (%) vs. layer depth of combination DI-DEFEAT against four normally trained models (top row) and six defenses (bottom row).
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Fig. 6. The success rates (%) vs. layer depth of combination TI-DEFEAT against four normally trained models (top row) and six defenses (bottom row).

4.3. Experiments under combination scenarios

As mentioned in Section 3.2, we can combine gradient-based
methods into the DEFEAT framework to form stronger variants. In
this paper, we consider two variant attacks: (1) DI-DEFEAT, which
introduces diversity transformations (Xie et al., 2019) into DE-
FEAT; and (2) TI-DEFEAT, which integrates DEFEAT with diversity
transformations and translation invariance (Dong et al., 2019).

The Transferability of Combination Variants. Following the
same settings in Section 4.2, we perturb a total of 10 layers to

generate adversarial examples by using combination versions DI-
DEFEAT and TI-DEFEAT. We report their performance in Figs. 5
and 6, separately. Similarly, the targeted black-box models in-
clude four normally trained networks (top row) and six robust
models (bottom row). Two interesting behaviors that catch our
attention.

The first one is that the transferability tendencies exhibit the
transformation-agnostic property. We can see that the trends of
success rates are surprisingly similar across the DEFEAT frame-
work and its combination methods DI-DEFEAT and TI-DEFEAT. It
indicates that two additional combined methods do not change
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The success rates (%) of combination attacks against black-box normally trained models.

(a) Performances for undefended models (%)

Model Attacker D161 13 IR2 R152 Avg

D161 DIM (Xie et al., 2019) 98.8 72.3 66.4 69.0 76.6
DI-NRD (Naseer et al., 2018) 96.9 74.3 66.8 69.7 76.9
DI-ILA (Huang et al., 2019) 99.5 80.5 75.6 78.4 83.5
DI-FIA (Wang et al., 2021) 98.9 85.7 72.5 70.8 82.0
DI-DEFEAT 99.7 85.0 78.2 77.3 85.1
TIM (Dong et al,, 2019) 98.5 67.3 59.1 59.0 71.0
TI-NRD (Naseer et al,, 2018) 92.2 54.7 40.5 47.6 58.8
TI-ILA (Huang et al., 2019) 99.3 75.5 70.7 73.1 79.7
TI-FIA (Wang et al., 2021) 98.4 714 64.5 64.1 74.6
TI-DEFEAT 99.9 75.2 63.5 64.8 75.9

(b) Performances for undefended models (%)

Model Attacker D161 3 IR2 R152 Avg

3 DIM (Xie et al., 2019) 45.1 98.7 54.9 416 60.1
DI-NRD (Naseer et al., 2018) 713 99.2 77.7 68.4 79.2
DI-ILA (Huang et al., 2019) 45.8 98.7 59.4 523 64.1
DI-FIA (Wang et al., 2021) 63.9 99.8 78.0 62.4 76.0
DI-DEFEAT 90.7 99.5 91.0 77.5 89.7
TIM (Dong et al.,, 2019) 515 98.7 45.8 37.1 58.3
TI-NRD (Naseer et al,, 2018) 65.6 95.5 55.2 45.5 65.5
TI-ILA (Huang et al., 2019) 468 97.6 486 39.4 58.1
TI-FIA (Wang et al., 2021) 56.5 99.6 65.3 58.7 70.0
TI-DEFEAT 88.0 100.0 81.8 69.2 84.8

(c) Performances for undefended models (%)

Model Attacker D161 3 IR2 R152 Avg

IR2 DIM (Xie et al., 2019) 55.8 72.2 98.5 534 70.0
DI-NRD (Naseer et al., 2018) 58.0 78.3 88.1 60.2 712
DI-ILA (Huang et al., 2019) 59.5 79.7 96.8 64.3 75.1
DI-FIA (Wang et al., 2021) 60.1 87.2 91.9 74.2 78.3
DI-DEFEAT 94.8 96.1 99.5 85.1 94.0
TIM (Dong et al.,, 2019) 62.1 63.9 96.4 50.5 68.2
TI-NRD (Naseer et al.,, 2018) 56.6 59.6 64.1 42.2 55.6
TI-ILA (Huang et al., 2019) 56.9 70.5 94.2 54.4 69.0
TI-FIA (Wang et al., 2021) 60.4 76.3 89.8 69.1 74.2
TI-DEFEAT 92.0 915 99.8 78.4 90.4

(d) Performances for undefended models (%)

Model Attacker D161 13 IR2 R152 Avg

R152 DIM (Xie et al., 2019) 73.0 77.7 731 79.4 75.8
DI-NRD (Naseer et al,, 2018) 82.0 85.0 77.8 97.0 85.5
DI-ILA (Huang et al, 2019) 71.9 79.3 74.4 99.3 81.2
DI-FIA (Wang et al., 2021) 75.1 79.2 70.7 99.5 81.1
DI-DEFEAT 89.8 80.7 74.4 87.1 83.0
TIM (Dong et al,, 2019) 75.2 65.3 62.9 98.5 75.5
TI-NRD (Naseer et al., 2018) 725 64.0 50.7 87.1 68.6
TI-ILA (Huang et al., 2019) 67.9 74.2 69.3 99.2 777
TI-FIA (Wang et al,, 2021) 64.4 716 64.5 99.1 74.9
TI-DEFEAT 85.6 73.6 62.3 81.3 75.7

the transferability tendency of the basic DEFEAT. It is a favorable
character that we can easily extend the transferability trends
from DEFEAT to its improved versions once the optimal layer
depth of any white-box model is discovered. To this end, we
adopt the same layers for DI-DEFEAT and TI-DEFEAT in the fol-
lowing testing, i.e., D161y, 133, [R2;g, R152;g, respectively.
Moreover, though both diversity transformations (Xie et al.,
2019) and translation invariance (Dong et al., 2019) boost the
transferability under all black-box models, they also show their
different domain bias properties, similar to the proposed noise
smoothing and neighbor interpolation (see Table 3). Specifically,
diverse input transformations demonstrate more power to en-
hance adversarial examples across benign domains, i.e., the per-
formance of DI-DEFEAT is better than TI-DEFEAT to fool normally
trained models (see top row). Conversely, translation invariance
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noticeably improves the strength of DEFEAT across adversarial
domains, especially when attacking I3 and IR2 to craft adversarial
examples against black-box defenses, as shown in Fig. 6 (2) & (3).

Comparison with Combination Baselines. To fairly compare the
transferability between gradient-based and feature-level meth-
ods, we similarly introduce DIM and TIM into NRD, ILA and FIA,
denoted as DI-NRD, TI-NRD, DI-ILA, TI-ILA, DI-FIA, and TI-FIA,
respectively. Total of ten attacks are included in the tests (see
Tables 4 & 5):

(1) Gradient-based method DIM, and four combined feature-
level attacks who applied diversity transformations, i.e., DI-NRD,
DI-ILA, DI-FIA and the proposed DI-DEFEAT.

(2) Gradient-based method TIM, and feature-level variants
who adopt translation invariance, i.e., TI-NRD, TI-ILA, TI-FIA and
the proposed TI-DEFEAT.
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Table 5
The success rates (%) of combination attacks against black-box defense models.
Model  Attacker 3ens3 13ensa IR2¢ps HGD BDR PDT R&P coM RS SFR NRP Avg
D161 DIM (Xie et al., 2019) 41.6 39.6 235 441 27.6 415 48.7 49.1 23.6 47.3 113 36.2
DI-NRD (Naseer et al,, 2018)  44.0 43.7 26.2 449 264 454 474 52.0 236 53.3 10.8 38.0
DI-ILA (Huang et al., 2019) 52.1 49.7 36.2 52.7 25.0 37.4 53.4 47.3 132 54.3 9.9 39.2
DI-FIA (Wang et al.,, 2021) 48.9 47.6 34.4 46.2 30.6 53.3 47.6 56.3 30.2 58.4 229 433
DI-DEFEAT 71.5 69.7 52.5 72.2 60.5 86.3 73.0 870 63.4 80.6 28.3 67.7
TIM (Dong et al,, 2019) 53.2 54.9 445 53.1 36.5 51.4 56.5 55.8 441 55.2 23.6 48.1
TI-NRD (Naseer et al.,, 2018) 458 50.6 39.6 459 39.6 50.7 48.1 54.2 50.7 49.7 235 453
TI-ILA (Huang et al., 2019) 51.9 49.2 34.8 52.2 25.9 39.1 53.5 50.2 18.7 55.7 114 40.2
TI-FIA (Wang et al.,, 2021) 56.6 55.1 419 53.6 46.6 64.1 54.1 63.6 341 62.5 31.1 51.2
TI-DEFEAT 72.6 741 60.0 719 65.3 878 718 82.8 711 823 473 715
3 DIM (Xie et al,, 2019) 15.7 174 6.4 15.8 16.2 25.2 18.0 22.1 7.7 219 9.9 16.0
DI-NRD (Naseer et al.,, 2018) 21.0 189 34 17.9 149 28.9 26.0 42.4 6.5 38.7 6.5 20.5
DI-ILA (Huang et al., 2019) 12.3 14.9 39 12.0 14.1 19.1 15.2 16.2 3.0 16.9 6.6 12.2
DI-FIA (Wang et al,, 2021) 33.1 34.1 22.8 309 285 39.1 31.7 44.8 239 44.2 23.0 324
DI-DEFEAT 54.7 49.5 26.6 443 421 714 58.9 79.8 35.9 70.4 16.1 50.0
TIM (Dong et al,, 2019) 36.7 39.7 26.4 37.2 26.2 40.3 37.1 39.2 249 394 16.8 33.1
TI-NRD (Naseer et al., 2018) 45.3 43.7 28.7 45.6 27.7 50.2 46.2 52.7 22.6 514 11.8 38.7
TI-ILA (Huang et al., 2019) 12.1 16.4 5.4 12.3 14.4 2338 17.2 20.8 6.8 20.1 7.3 14.2
TI-FIA (Wang et al,, 2021) 45.0 47.8 37.7 45.6 41.8 53.6 43.3 51.5 32.7 52.4 27.7 43.6
TI-DEFEAT 70.8 70.2 52.8 704 575 81.1 719  80.1 56.1 80.3 317 65.7
R2 DIM (Xie et al,, 2019) 29.3 26.9 16.2 31.0 20.5 315 34.1 30.5 115 34.0 14.8 25.5
DI-NRD (Naseer et al., 2018) 30.8 254 11.2 28.9 17.8 27.0 341 37.6 5.6 44.4 6.4 245
DI-ILA (Huang et al., 2019) 28.4 24.7 189 29.2 16.4 236 311 23.6 45 35.6 7.1 221
DI-FIA (Wang et al,, 2021) 36.1 30.6 27.5 37.9 30.8 39.6 38.4 42.2 23.5 50.7 22.8 34.6
DI-DEFEAT 69.6 63.8 48.8 62.1 55.7 79.6 71.1 88.3 43.5 814 209 62.3
TIM (Dong et al,, 2019) 47.3 45.4 44.4 47.4 31.7 44.5 47.3 47.4 27.9 50.1 18.9 411
TI-NRD (Naseer et al,, 2018) 38.0 35.8 25.1 37.3 29.6 46.1 393 45.5 25.8 46.5 11.3 346
TI-ILA (Huang et al., 2019) 31.0 285 21.1 329 19.8 30.1 333 31.9 9.8 383 8.1 259
TI-FIA (Wang et al,, 2021) 45.5 444 40.1 44.2 36.6 53.8 44.6 52.8 34.6 52.1 28.4 434
TI-DEFEAT 79.7 76.4 735 79.5 673 863 802 87.5 618 864 44.1 74.8
R152 DIM (Xie et al,, 2019) 37.7 353 20.0 39,5 25.2 36.9 433 37.4 149 45.1 14.7 31.8
DI-NRD (Naseer et al., 2018) 395 32.7 16.7 40.2 21.0 39.2 43.9 46.0 9.9 50.6 7.3 315
DI-ILA (Huang et al., 2019) 329 30.5 21.0 344 17.9 25.9 36.8 22.6 5.7 343 8.6 24.6
DI-FIA (Wang et al.,, 2021) 40.0 40.1 26.9 44.0 377 44.2 434 51.1 333 50.8 24.1 39.6
DI-DEFEAT 64.5 62.9 49.0 61.9 57.8 80.9 64.1 84.0 55.0 79.4 24.7 62.2
TIM (Dong et al.,, 2019) 56.0 55.0 48.0 56.7 37.7 55.8 57.8 56.1 37.7 59.2 26.5 49.7
TI-NRD (Naseer et al,, 2018) 50.0 48.7 38.7 50.1 38.9 58.3 50.6 60.3 37.0 59.9 22.6 46.8
TI-ILA (Huang et al., 2019) 339 337 22.3 354 20.4 27.9 38.0 28.6 7.8 38.6 10.1 27.0
TI-FIA (Wang et al., 2021) 56.0 54.8 448 57.3 50.3 61.1 56.3 64.7 42.1 61.6 31.1 52.7
TI-DEFEAT 67.9 69.4 59.1 67.4 642 849 66.7 81.3 65.8 76.7 453  68.1

To better illustrate, we separately report the DI-combined
attacks and TI-combined methods in the top and bottom of each
given white-box model in Tables 4 & 5. It is no surprise to ob-
serve that integrating two gradient-based methods (i.e., diversity
transformations and translation invariance) into current feature-
level attacks can also promote their transferability across benign
and adversarial domains. For example, compared with the basic
NRD, the average improvements of DI-NRD against defenses are
14.1%, 10.4%, 8.4%, 14.4% for D161, 13, IR2, and R152, respectively
(see Tables 1 & 4). Moreover, these two strategies also impose
their domain bias to feature attacks. For undefended models
(i.e., benign domains), DI-based methods achieve higher fooling
rates than the basic versions, while TI-based attacks slightly de-
grade their capabilities. Under adversarial domains (i.e., defense
settings), all TI-combined versions demonstrate more substantial
power than their counterparts. However, these improved feature-
level attacks are still worse than gradient-based baselines in some
cases, indicating their unstable generalizability. By making the
comparisons with them, DI-DEFEAT and TI-DEFEAT further nar-
row down the performance gaps between two domains, thereby
yielding a distinct improvement under benign and achieving the
strongest performance under adversarial domains. These quanti-
tative results validate the superior transferability of the proposed
method.
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4.4. Ensemble-model experiments

We provide the performance of ensemble attacks. The ensem-
ble of four vanilla models (i.e., D161, I3, IR2, and R152) is attacked
by different methods, including six basic attacks (i.e., NRD Naseer
et al.,, 2018, ILA Huang et al., 2019, FIA Wang et al., 2021, DIM Xie
et al,, 2019, TIM (Dong et al., 2019), and DEFEAT) and eight com-
bination variants. Specifically, gradient-based attacks perturb the
fusion of logits activations (Dong et al., 2018), and feature-level
methods disturb the optimal layers of multiple models simulta-
neously. We summarize the success rates of fourteen ensemble
attacks in Table 6.

Among the basic versions, we find the feature-level NRD and
ILA can improve the transferability by introducing ensemble pol-
icy, while they only consider the single-model setups in the
literature (Huang et al., 2019; Inkawhich et al., 2019). However,
these two feature-level attacks continue to perform worse than
gradient-based DIM and TIM under ensemble-model scenarios
due to the domain-overfitting effect. On the other hand, the
basic DEFEAT consistently demonstrates much stronger trans-
ferability than baseline methods. It achieves an average success
rate of 73.1% against defenses, outperforming the current state-
of-the-art TIM and FIA by 2.8% and 11.9%. Therefore, DEFEAT
can synchronously reduce the domain-overfitting for multiple
models.
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Table 6
The success rates (%) of ensemble attacks against defense models..
Model Method Bens3  Bensa  IR2eps  HGD  BDR  PDT  R&P COM RS SFR NRP  Average
NRD (Naseer et al., 2018) 349 29.6 11.0 325 185 333 390 466 7.9 439 8.0 27.7
ILA (Huang et al., 2019) 55.9 53.8 42.8 56.1 239 367 569 459 132 584 123 414
Basic versions FIA (Wang et al, 2021) 712 70.2 59.6 727 516 637 729 68.1 445 704 284 612
DIM (Xie et al., 2019) 67.0 62.0 428 678 353 567 713 68.0 246 692 179 53.0
TIM (Dong et al., 2019) 81.2 79.2 76.6 79.9 56.0 727 809 786 51.5 79.1 37.1 70.3
DEFEAT 815 81.2 70.2 833 678 842 810 84.1 499 837 377 731
DI-NRD (Naseer et al,, 2018)  56.2 50.1 26.1 56.7 303 489 60.1 61.7 12.7 66.9 9.0 435
TI-NRD (Naseer et al,, 2018)  60.8 57.7 46.4 602 464 639 596 66.3 433 684 250 544
DI-ILA (Huang et al, 2019) 70.2 68.8 59.9 713 334 473 734 633 172 721 144 538
Combination TI-ILA (Huang et al.,, 2019) 723 68.6 594 723 368 49.6 731 64.1 224 734 18.0 55.5
versions DI-FIA (Wang et al., 2021) 80.5 82.1 72.4 79.4 558 714 801 76.7 524 813 327 695
TI-FIA (Wang et al., 2021) 87.0 86.1 78.4 864 682 803 87.1 840 598 857 426 769
DI-DEFEAT 90.9 88.3 79.3 88.6 784  93.7 90.6 947 67.7 914 45.2 82.6
TI-DEFEAT 924 91.3 87.0 924 837 956 930 951 800 922 69.7 884
Adversarial Training with DEFEAT Adversarial Training with DEFEAT
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Fig. 7. The performance of adversarially trained models using DEFEAT. The adversarial examples are generated by using different methods to attack D161 and IR2
models, and we record the transferable success rates against pre-trained models (e.g., I3ens3, 13enssa, €tc.) as well as fine-tuned defenses (e.g., 13ens3+, [3ensa+, etc.).
The lower transferability indicates more adversarial examples can be classified correctly, implying higher robustness of trained models.

As for combination variants, it is natural to summarize the
higher fooling rates compared with their basic versions. For ex-
ample, DI-NRD and TI-NRD have average success rates of 43.5%
and 54.4%, which exceed the basic NRD by 15.8% and 26.7%,
respectively. On average, our proposed two combinations provide
superior capabilities to all baselines, among which TI-DEFEAT
achieves the highest average result of 88.4% and surpasses the
strongest baseline TI-FIA by a large margin of 11.5%, which not
only verifies the effectiveness and generalizability of our pro-
posed DEFEAT, but also remind the security issues of the current
defenses.

4.5. Adversarial training experiment

To validate the efficacy of DEFEAT for training the robust
defenses, we use DEFEAT to generate adversarial examples and
augment the training data during the model optimization. Since
it requires high computational costs to train from scratch, we in-
troduce the adversarial fine-tuning strategy to optimize the pre-
trained robustified models (e.g., [3ens3, [3ensa, and AdvI3) (Tramer
et al., 2018). Concretely, we attack the images from ImageNet
test dataset to generate their corresponding adversarial examples
by using the proposed DEFEAT and DI-DEFEAT on the vanilla 13
model. Then the produced images are treated as additional data
to fine-tune the weights for 10 epochs, and the new obtained
models are denoted as I[3ens3+, [3ensa+, and AdvI3+, respec-
tively. Without loss of generality, we select six strong attackers
to generate malicious images for testing the robustness of fine-
tuned models. The experimental setup is the same as Section 4.3
and we illustrate the comparison results in Fig. 7, where the
primary axes are attack methods (e.g., DEFEAT, TIM, etc.) and
their transferable success rates (the lower the better). We can
observe that the robustness of newly trained models is largely
boosted by optimizing over data generated from DEFEAT method.
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Compared with the performance of pre-trained adversarial mod-
els (dashed bar), the transferability of each attacker against our
fine-tuned models becomes lower (solid bar). For instance, the
fooling rates of TI-DEFEAT degenerate from 72.6%/74.1%/66.9% to
29.9%/33.0%/26.6% on 13ens3+, [3ensa+, and AdvI3+, respectively
(Fig. 7 (1)). Moreover, it is surprising that the models trained with
DEFEAT generation also demonstrate higher robustness against
other attacks, including TIM, TI-NRD, TI-ILA, etc. These results ver-
ify the effectiveness and generalizability of the proposed DEFEAT
in the adversarial training paradigm.

5. Further analysis of transferability

Feature Similarity. One line to study transferability is analyzing
the variation of representations between the input image and its
adversarial example. Concretely, we explore the correlation as
an indication to learn their intrinsic properties. For evaluating
the feature similarity, we randomly choose 1000 images from
ImageNet validation dataset, and average the cosine of features
from layer 1 to 10 (column-wise) based on clean images and
their adversarial counterparts generated at different depths (row-
wise). The similarity matrix M of four source models are recorded
in Fig. 8, where Mj indicates the average cosine between jth
features extracted from original x and its adversarial x;; generated
by perturbing layer i.

As row-wise observed from the similarity matrices (Fig. 8),
we can roughly classify four white-box networks as two types:
(1) Mutational models, which keep the adjacent cosine val-
ues in stable at shallow layers and decrease sharply at specific
deep layers, like 13 and IR2; (2) Gradational models, which
progressively decrease the pairwise cosines from shallow to deep
representations, including D161 and R152.

These matrices provide some hints about the trendlines of
transferability. For mutational models (i.e., I3 and IR2), the ad-
versarial examples constructed from shallow layers (x;; ~ x5)
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Fig. 8. The correlation matrices of features between adversarial examples and clean images. The darker the color, the less similarity. Each entry shows the cosine of
latent representations at column-wise layers between the clean images and the adversarial examples which generated at the row-wise layers.

clean X,

R152

]
X5

. ' /
X5 Xr6 Xpg

Fig. 9. Visualization of the highlighted discriminative regions on I3 (top) and R152 (bottom). The adversarial images constructed by perturbing the shallow features

(L1, L3, L5) as well as the deep features (L6, L8, L10).

exhibit highly-correlated with their input data, while the deeper
instances (x;; ~ X;4) demonstrate huge variant with the clean
images (see bottom right corners). This observation obviously
can be related to the curve shapes of I3 and IR2 in Fig. 3 that
the transferability is lower before layer L5 and then dramatically
increases from layer L6 to L9, like the inverse of correlation. As
for gradational models D161 and R152, we find the similarities
at the first two layers are high and continue to decrease at deep
layers with a slow and steady rate. This tendency is also converse
to the curve shape in Fig. 3 that the transfer rates increase shapely
from L1 to L3, and then grow slowly until the layer depth exceeds
L9. In short, lower correlation indicates the greater dissimilarity
between clean data and adversarial ones, thus induces higher
transferability.

Attention Mechanism. We provide more qualitative investiga-
tions about transferability and attention maps. Given a clean
image and a series of adversarial examples generated by attacking
different latent layers, we use vanilla model I3 (top row) and
R152 (bottom row) as an example to visualize the discrimina-
tive regions by using grad-CAM (Selvaraju et al,, 2017) in Fig. 9
(more examples are demonstrated in supplemental material).
Concretely, the visualization includes the adversarial images gen-
erated by disrupting shallow features (L1, L3, L5) and deep layers
(L6, L8, L10). The clean image and its heatmaps are illustrated on
the left side to reflect the changes of attentions.
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We notice that the variation of attention maps also hints at the
transferability trends (Fig. 3) and the correlation matrices (Fig. 8).
For I3, it can be seen that the original image shares a similar at-
tention area with shallow adversarial examples (i.e., X;;, X;5, X/5),
while a distinct different heatmap occurs after disrupting the
features at layer 6. This observation further confirms the property
of the mutational model that layer 6 is an inflection point that
turns the high correlation to little similarity, thus improving
the transferability at deeper layers. Similarly, the discriminative
region of gradational model R152 progressively moves from the
main content area to the background area if the perturbed fea-
tures is located after 3 layer. Similar behaviors are observed in
both transfer trendlines (Fig. 3) and correlation matrices (Fig. 8).
Consequently, the variation of heatmaps not only implies the dif-
ferences between mutational models and gradational models, but
also provides a complementary explanation about transferability.

6. Conclusion

In this paper, we focus on the problem of black-box adversarial
attacks. Especially, we find that the domain-overfitting effect may
lower the transferability of feature-level adversarial examples.
To improve their capabilities against both benign to adversarial
domains, we propose a novel feature-level framework, referred
to as Decoupled Feature Attack (DEFEAT). Concretely, DEFEAT
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decouples the classical one-stage procedure into two phases: it
adopts explored optimization strategies to learn an adversarial
distribution with relatively high losses in the first stage, and then
samples the noises from learned space to construct adversarial
perturbations in the second stage. Extensive experiments demon-
strate that DEFEAT largely mitigates the domain-overfitting ef-
fect, thus achieving better transferability than both feature-level
and gradient-based methods. It also indicates that the current
defenses are not real security. Finally, we further provide in-
sights into the relationship between transferability and internal
representations, which may help the community enhance the
robustness of deep learning models.
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Abstract

Adversarial attacks poses a significant threat to the security
of Al-based systems. To counteract these attacks, adversar-
ial training (AT) and ensemble learning (EL) have emerged
as widely adopted methods for enhancing model robust-
ness. However, a counter-intuitive phenomenon arises where
the simple combination of these approaches may potential-
ly compromising adversarial robustness of ensemble models.
In this paper, we propose a novel method called Alignment
and Unlearning for Training Ensembles (AUTE), aiming to
effectively integrate AT and EL to maximize their benefits.
Specifically, AUTE incorporates two key components. First-
ly, AUTE divides the ensemble into a big peer model and a
single member in a loop manner, aligning their outputs for
boosting robustness of each member. Secondly, AUTE intro-
duces the concept of unlearning, actively forgetting specif-
ic data with over-confident properties to preserve model ca-
pacity to learn more robust features. Extensive experiments
across various datasets and networks illustrate that AUTE
achieves superior performance compared to baselines. For in-
stance, a 5-member AUTE with ResNet-20 networks outper-
forms state-of-the-art method by 2.1% and 3.2% in classify-
ing clean and adversarial data. Additionally, AUTE can easily
extend to non-adversarial training paradigm, surpassing cur-
rent standard ensemble learning methods by a large margin.

Code — https://github.com/mesunhlf/AUTE

Introduction

Deep neural networks (DNNs) have been widely employed
in essential systems, including classification (He et al. 2016),
recognition (Qiao et al. 2021) and translation (Ouyang et al.
2022). Despite their excellent performance, DNNs are not
robust to adversarial examples: adding human-imperceptible
perturbations to the clean data can deceive DNNs into out-
putting unexpected predictions (Wu et al. 2020; Huang et al.
2020; Doan et al. 2022).

There has emerged a number of research on defenses. For
example, adversarial training (AT) and ensemble learning
(EL) are two promising methods to enhance adversarial ro-
bustness. Specially, AT trains DNNs on generated adversar-
ial examples, while most of AT methods merely focus on

*Corresponding author.
Copyright (©) 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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Figure 1: The comparison results between different ensem-
ble models. The primary axes represent clean accuracy and
adversarial robustness against the AA attack. The size of
each circle (ensemble method) indicates the robustness level
of ensemble models with 3, 5, and 8 members, ranging from
small to large. Our proposed AUTE ensembles exhibit sig-
nificantly better performance compared to existing methods.

the defensive capabilities of individual models (Zhang et al.
2019; Wang et al. 2019; Rade and Moosavi-Dezfooli 2021b;
Qizhang Li 2023). In contrast, EL. methods optimize mul-
tiple models on the clean data and then combine them to-
gether for joint predictions (Pang et al. 2019; Yang et al.
2020; Deng and Mu 2024; Zhuang et al. 2024; Huang et al.
2023b). In general, EL approaches exhibit desirable robust-
ness against black-box attacks. Given the observations that
EL is benefit to constitute stronger standard trained model-
s, a natural question arises: Can AT and EL be integrated
compatibly to further boost accuracy and robustness?

Empirically, we observe a counter-intuitive phenomenon
where the simple combination of AT and EL approach-
es sometimes offers marginal robustness improvements,
while at other times, it inadvertently introduces side effects
that can compromise the adversarial robustness. This phe-
nomenon suggests that this simple combination may strug-
gle to learn balanced features from both clean and adversar-
ial data, which aligns the findings in related works (Xie and
Yuille 2019). In light of these results, our forthcoming ob-
jective is to answer the question: How can we maximize the
benefits from EL for further boosting AT ensembles?



In this paper, we present a novel method aimed at estab-
lishing robust ensemble models, referred to as Alignment
and Unlearning for Training Ensembles (AUTE). AUTE
consists of two crucial components: the Peer-Alignment
scheme and the Self-Unlearning optimization, respectively.

e Peer-Alignment: Given that an ensemble of multiple AT
models often demonstrates an improved defensive capac-
ity than a single model, we partition the ensemble into
two parts—a larger peer model characterized by higher
robustness and a single member with weaker resistance.
By aligning the robust features of the member with those
of the peer model, its robustness is enhanced, and it is
then integrated into the peer model to create a more ro-
bust ensemble. Since the alignment process between sin-
gle member and its peer is carried out in a loop manner,
the robustness of each ensemble member is gradually en-
hanced, leading to improved overall defensive capability
from an ensemble learning perspective.

Self-Unlearning: Most AT methods usually require net-
work to capture robust features from all adversarial ex-
amples. However, it is challenging for models to entire-
ly learn all adversarial data, which arises from the need
for the consumption of a significant portion of the mod-
el capacity (Zhang et al. 2020). Particularly, we identi-
fy that certain adversarial examples are predicted with
high confidence, resulting in over-confident predictions.
This behavior can inadvertently have a negative impact
on model performance (Miiller, Kornblith, and Hinton
2019). Therefore, this category of data is designated for
forgetting to free up model capacity and subsequently re-
learned by the AT model. As training progresses, the AT
model can correctly classify more adversarial data, while
simultaneously mitigating the over-confidence dilemma.

We conduct extensive experiments on various datasets and
networks under a range of attack scenarios. The empirical
results suggest that the proposed AUTE method perform
signicantly higher clean accuracy as well as adversarial ro-
bustness compared to SOTA methods (see Fig. 1). Further-
more, AUTE exhibits well scalability, allowing it to further
boost the performance as the ensemble size increases. For in-
stance, training ResNet-20 networks on CIFAR-10 dataset,
when AUTE trains an ensemble with 3 members, it improves
average robustness from the SOTA 51.6% to 54.6%, and af-
ter increasing the group size to 8 members, AUTE boosts
robustness from the SOTA 53.0% to 56.8%. In summary,
the contributions of our work are three-fold:

e We introduce Peer-Alignment training scheme, a novel
strategy designed to enhance the robustness of ensemble
models. It guides each individual model within the en-
semble to iteratively align with stronger peers, ultimately
strengthening the overall robustness of the ensemble.

We propose the Self-Unlearning optimization, which
force ensembles to learn more robust features. Unlike
most methods that continuously perform the learning
process, we forces ensemble members to intentionally
forget certain adversarial examples with high confidence
and then attempt to relearn this type of data.
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e Extensive experiments across various datasets and net-
works demonstrate that AUTE not only achieves the
highest performance, but also showcases strong scalabili-
ty and generalizability to the standard training paradigm.

Related Work

Adversarial Attacks. Given the susceptibility of DNNs to
adversarial examples, there has been a significant surge in
interest surrounding the development of attack techniques.
Specially, an adversarial example is created by adding an
imperceptible perturbation to the clean data, which can mis-
lead the model to flip its label to a wrong prediction. A va-
riety of attack methods has been developed recently, includ-
ing Momentum-based Iterative Method (MIM) (Dong et al.
2018), Projecting Gradient Descent (PGD) (Madry et al.
2017), Parameters-freed Auto-Attack (AA) (Croce and Hein
2020), etc. These attacks have demonstrated their capabili-
ty to achieve a high success rate in misleading DNNs, even
when subjected to defensive mechanisms (Prakash et al.
2018; Athalye, Carlini, and Wagner 2018). They also exhibit
ability to generalize adversarial effect across different net-
works and datasets under black-box scenarios (Huang, Gao,
and Liu 2023; Huang et al. 2022). This poses a significant
threat to the security of Al-controlled systems.

Adversarial Defenses. Adversarial Training (AT) treats ad-
versarial examples as a form of augmentation data to train
models (Madry et al. 2017). For example, TRADES (Zhang
et al. 2019) is engineered to achieve better balance between
clean accuracy and adversarial robustness. MART (Wang
et al. 2019) distinguishes between misclassified and cor-
rectly classified data during optimization, aiming to im-
prove overall model performance. HAT (Rade and Moosavi-
Dezfooli 2021b) introduces helper examples to confine the
excessive margin of decision boundaries. STAT (Qizhang Li
2023) creates collaborative examples (instead of adversarial
examples) during training, fortifying its defensive capacity.
AROW (Yang, Kong, and Kim 2023) pays more attention
to less robust data, going a step further in boosting resis-
tance. Although these methods perform well in single-model
scenarios, effectively combining multiple AT models to en-
hance robustness presents an ongoing challenge.

Ensemble Learning (EL) was initially conceived to en-
hance overall performance in the context of classifying out-
of-distribution data (Schapire 2013) or uncertainty estima-
tion (Lakshminarayanan, Pritzel, and Blundell 2017). Re-
cent studies show that EL. methods can improve adversar-
ial robustness, particularly in the settings of defending a-
gainst black-box attacks (Pang et al. 2019; Yang et al.
2020). Several methods focus on training ensembles from
an optimization standpoint, such as ADP (Pang et al. 2019)
and GAL (Kariyappa and Qureshi 2019). Another way to
strengthen the ensemble is employing augmentation and s-
moothing techniques, including DVERGE (Yang et al. 2020)
and TRS (Yang et al. 2021b). However, their robustness is
significantly degenerated under white-box attacks. Beyond
standard EL. methods, some advanced approaches, such as
MCE (Zhang et al. 2022) and DRT (Yang et al. 2021a), in-
corporate both AT and EL concepts to build robust ensemble
models, though their improvements are limited.



Methodology
Simple Combinations of AT and EL

We aim to answer two questions in the field: (1) Can ad-
versarial training (AT) and ensemble learning (EL) be com-
bined to improve adversarial robustness; and (2) If such a
harmonious integration is feasible, how can we maximize
the benefits derived from both EL and AT to further enhance
clean accuracy and robustness?

To answer the first question, we start by building two sim-
ple combinations of AT and EL approaches. The first one
directly incorporates the principles of AT into EL method-
s (AT2EL), which utilize adversarial examples for training
ensemble models. The second approach involves the imple-
mentation of EL concepts into AT methods (EL2AT) that
multiple AT models are optimized and subsequently consol-
idated into a large ensemble group. We test the robustness of
these two combinations by using six methods, and detailed
experimental results are shown in the Appendix. A.

We draw two key insights from the empirical results: (1)
combining multiple AT models together to form an ensem-
ble indeed exhibit higher adversarial robustness compared
to a single AT model; and (2) Diversification regularization
(Pang et al. 2019; Yang et al. 2020) sometimes unintention-
ally degrade the adversarial robustness of ensemble models.
Building on these findings, we introduce a novel method to
further enhance ensemble performance, termed Alignment
and Unlearning for Training Ensembles (AUTE), addressing
the second question. This method notably improves perfor-
mance from both ensemble learning and adversarial training
perspectives: Peer-Alignment and Self-Unlearning (Fig. 2).

Peer-Alignment Training Scheme

We introduce the Peer-Alignment (PA) scheme from the per-
spective of ensemble learning. Two crucial discoveries serve
as the basis for it: (1) The experimental results above sub-
stantiate the conclusion that simply adding AT models in the
ensemble can strengthen them to become a stronger defend-
er. This finding is rooted in the intuition that stacking multi-
ple members together to create a larger network provides in-
creased capacity for learning more robust features from ad-
versarial examples; and (2) Recent works (Zhao et al. 2022;
Zhou et al. 2021; Huang et al. 2023a) have demonstrated that
distillation is a valuable technique for training smaller ro-
bust networks by transferring defensive knowledge from an
existing adversarially trained model. Thus, we can instruct
each ensemble member to align features from its partner-
s with higher robustness. These two observations motivate
us to include three key steps in Peer-Alignment: separation,
alignment, and reallocation. The intuitive mechanism of PA
is illustrated in Fig. 2.

Separation, which creates adversarial examples and di-
vides the entire ensemble into two groups. Specifically, giv-
en an ensemble model F' comprising a total of n mem-
bers F = {f1, f2, ..., fn}, it is partitioned into two non-
overlapping parts: one is a single member, denoted as f;,
which is presently the subject of optimization; another part
is a freezed subset ensemble, namely the peer model of P;,
which consists of the rest of n — 1 members.
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Figure 2: The pipeline of the proposed AUTE. At each itera-
tion, the entire ensemble is divided into a large freezed peer
model and an small optimized member. The member un-
dergoes self-unlearning optimization (blue area) as well as
aligns with the robust peer model. Afterward, the optimized
member is reassigned within the peer model in preparation
for alignment in the next iteration. These steps are executed
in a round-robin manner.

Alignment, which instructs a optimized member to align
with its peer model. Specifically, we use the Kullback-
Leibler (KL) divergence to measure and minimize the dif-
ferences between the two networks, guiding the alignment
process, which is defined as:

Lipis = KL(f;(2*"), P;(z*")), (1

where 2% is the adversarial example. It is evident that the
capacity of the peer model become larger than this of the
optimized member when the ensemble size n > 3.

Due to the increased model capacity, the peer model can
effectively achieve higher robustness during training. How-
ever, we speculate that this does not necessarily make the
peer model a suitable anchor for all adversarial examples.
To test our hypothesis, we trained several ensembles using
different AT methods and evaluated the robustness of indi-
vidual members and their peer model (see Appendix. B).
Surprisingly, we found that some clean data and adversarial
examples were correctly classified by the smaller member
but misclassified by the larger peer model, suggesting that
the member may have acquired comprehensive knowledge
than its peer on these specific data. This finding aligns with
recent studies (Zhu et al. 2021). Thus, we employ a selective
manner to instruct the member in alignment process. The
optimization objective is reformulated Eq. (1) as:

Lipa = (1= fi(a™")) - KL(fi(2""), Pi(a*")), ()

where the term 1 — f;(2°%) is treated as an learning weight
for encouraging the member to selectively align with the
peer model based on the predicted confidence for the data.

Reallocation, which involves incorporating the optimized
member into the peer model for making it stronger, while si-
multaneously excluding another member from the peer mod-
el. The excluded member then prepares for optimizing in the
next iteration.

adv



These steps are performed in a round-robin manner to
progressively enhance the robustness of the ensemble. In-
tuitively, the peer model dynamically gains strength as each
robustified member re-engages with the group, leading to
improved accuracy on adversarial examples.

Self-Unlearning Optimization

While most methods typically treat all data equally during
the optimization, recent studies emphasize the potential ben-
efits of introducing instance-weighting to enhance robust-
ness (Yang, Kong, and Kim 2023). Nevertheless, to the best
of our knowledge, existing AT methods still force the model
to continuously capture features from the dataset, including
both adversarial and clean data. However, we discover this
training paradigm may induce larger margin distance, which
may harm the robustness of ensembles. To this end, we in-
troduce the Self-Unlearning (SU) to optimize the model.

Rethink of Margin Distance. Most AT methods usually
aims to achieve the maximum margin distance D between
the groundtruth and others classes, which is defined as:

D(f(2),y) = f(x)y — max f(z)s. 3)
k#y

Generally, D is employed to measure the gap between the
data point and the nearest decision boundary in the latent s-
pace: the larger D( f(x), y), the farther away the data x is
from the boundary, and vice versus. This concept is wide-
ly adopted in training robust models (Ding et al. 2019) or
developing strong attacks (Carlini and Wagner 2017).

However, we observe a perplexing phenomenon where
models like MART and AROW, despite having smaller mar-
gins on both clean and adversarial data, unexpectedly exhibit
stronger defensive capacity compared to models with larg-
er margins, such as SAT and TRADES (see Appendix. B).
Two types of research shed light on explaining this behav-
ior. Firstly, large margin distance is often linked to the over-
confident property, potentially degrading the generalization
of models (Miiller, Kornblith, and Hinton 2019). Secondly,
an excessive margin from the data to the decision bound-
ary may impose a burden on the model capacity (Rade and
Moosavi-Dezfooli 2021a). These observations inspire us to
consider minimizing the margin distance, thereby conserv-
ing model capacity and improving adversarial robustness.

Forgetting Fewer for Learning More. Recent advanced
studies have introduced regularization techniques in the
training of AT models, which implicitly penalize overcon-
fident data (Wang et al. 2019; Yang, Kong, and Kim 2023).
To further reduce the margin between adversarial examples
and the decision boundary, we incorporate the idea of ma-
chine unlearning (Sekhari et al. 2021) into the optimization
of robust models, referred to as Self-Unlearning (SU).

In contrast to existing machine unlearning techniques that
entirely eliminate the features of specific data, our approach
emphasizes encouraging models to retain a subset of fea-
tures from instances demonstrating overconfidence. Specifi-
cally, SU comprises two main components: firstly, the model
continuously learns features from adversarial examples un-
til they can be accurately classified, and secondly, the model
progressively forgets data locates in low-loss regions with
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high confidence. Therefore, we reformulate standard Cross-
Entropy by introducing an unlearning weight as Lycg:

c
Luce(f(z),y) = —wsu - Zyk f(@)k 4)
=1

wo={ 000 ©

where M is the threshold of margin distance, ~ is a small
constant. Intuitively, data with a greater margin has larger
weight during the unlearning process, experiencing a faster
displacement. As a consequence, both adversarial examples
and clean data tend to move away from the low-loss regions.

D(f(:r),y) <M

Otherwise

AUTE Optimization

The proposed AUTE performs the Peer-Alignment (PA) and
the Self-Unlearning (SU) for training the ensemble (Fig. 2).
Specifically, we follow (Yang et al. 2020; Pang et al. 2019)
to optimize members sequentially and then combing them to
form a robust ensemble. In this process, each member simul-
taneously align with their peer model (PA) and captures (or
forgets) the features from adversarial examples (SU). There-
fore, the overall objective for a single member f; is

min E [ﬁz‘,UCE(fi(xadv), y)+ 8- £i,PA:|7 (6)

0i (x,y)~D

where f3 is the balance weight, £; yce and £; pa are objec-
tives defined in SU and PA. Detailed pseudo-code for train-
ing an AUTE ensemble is shown in Appendix. C.

Experiments
Experimental Settings

Dataset. We mainly evaluate the ensemble models using
the CIFAR-10 dataset. To illustrate the generalizability of
the proposed method, we show that AUTE can consistent-
ly achieves superior performance across varying dataset
scales—specifically, on smaller datasets like MNIST as well
as complex datasets such as CIFAR-100 and Tiny-ImageNet.
Network. We align our ensemble setups with those of pre-
vious literature (Pang et al. 2019; Kariyappa and Qureshi
2019; Yang et al. 2020) during evaluations. Specifically, we
utilize the light-weighting ResNet-20 architecture to develop
robust ensemble models. Furthermore, we extend the exper-
iments to include deeper and wider DNNs, such as VggNet-
16, ResNet-18 and WideResNet-34. To demonstrate the s-
calability of AUTE, we build ensemble models with 3, 5,
and 8 members together, respectively.

Baselines. We consider several ensemble versions of AT
methods in comparisons: TRADES (Zhang et al. 2019),
which aims to minimize the empirical risk and the ro-
bustness regularization. MART (Wang et al. 2019), which
assigns larger weight to adversarial examples where the
corresponding clean counterparts are wrongly predicted.
HAT (Rade and Moosavi-Dezfooli 2021a) introduces a stan-
dard neural network as the helper to handle the overly per-
turbed adversarial images. STAT (Qizhang Li 2023) creates
collaborative examples during the training of robust mod-
els. AROW (Yang, Kong, and Kim 2023) applies increased



3 members 5 members 8 members

Method Clean | MIM PGD-10 PGD-100 AA Avg Clean | MIM PGD-10 PGD-100 AA Avg Clean | MIM PGD-10 PGD-100 AA Avg
TRADES 76.6 | 492 497 487 487 | 49.1 76.7 504 509 50.0 499 50.3 780 | 513 51.7 50.7 50.7 51.1
MART 74.7 51.1 514 506 504 50.9 75.0 51.6 520 512 51.0 51.5 75.0 | 52.6 528 52.1 519 524
HAT 772 | 500  50.6 49.3 492 | 498 779 50.5 51.3 499 498 50.4 792 | 512 517 51.0 50.7 51.2
STAT 76.3 506 509 50.3 50.3 50.5 76.8 512 515 51.0 50.9 51.2 710 | 51.7 51.9 51.4 51.3 51.6
MCE 76.3 51.1 51.5 51.0 50.6 51.1 76.7 519 522 51.8 51.5 51.9 77.1 52.5 529 52.5 52.3 52.6
AROW 762 | 51.7 52.0 51.3 51.3 51.6 76.3 524 527 52.1 52.0 52.3 774 | 53.1 53.5 52.8 52.7 53.0
AUTE 780 | 548 56.1 54.1 535 | 54.6 78.4 557 570 544 550 55.5 80.1 57.1 58.1 55.6 564 56.8

Table 1: The robust accuracy (%) of adversarially trained ensembles on CIFAR-10 dataset with ResNet-20 networks.

Method VggNet-16 Resnet-18 WideResNet-34-10
Clean | MIM PGD-10PGD-100 AA | Avg || Clean |MIM PGD-10PGD-100 AA | Avg || Clean | MIM PGD-10PGD-100 AA | Avg
TRADES || 829 | 529 540 523 521 528 816 | 557 564 555 552 | 557 844 | 567 563 562 560 | 563
MART || 825 | 515 531 506 50.1 | 513 819 | 566 578 562 558 | 56.6 862 | 609 586 584 582 | 590
HAT 837 | 510 528 498 494 | 508 848 | 537 550 531 526 | 536 863 | 585 603 591 573 | 588
STAT 827 | 541 550 535 534 | 540 83.1 | 568 577 565 562 | 568 862 | 598 607 594 591 | 59.8
MCE 83.1 | 552 550 541 535 | 545 822 | 565 576 561 560 | 566 853 | 60.1 610 594 590 | 599
AROW || 828 | 549 557 545 545 | 549 824 | 579 583 576 575| 578 858 | 597 605 595 592 | 597
AUTE || 848 | 595 61.6 582 558 | 588 821 | 642 650 639 613 | 63.6 85.1 | 646 661 639 626 | 643

Table 2: The robust accuracy (%) of adversarially trained ensembles on CIFAR-10 dataset with different structures.

regularization to data susceptible to adversarial attacks. M-
CE (Zhang et al. 2022), which is an advanced method for
learning an ensemble with maximum margin.

Attack Models and Metrics. We test the robustness of en-
sembles under different attack scenarios. Particularly, we in-
clude four white-box attacks: 1) 50-step Momentum-based
Iterative attack Method (MIM) (Dong et al. 2018) with
step size €/5; 2) 10-step and 100-step PGD (Madry et al.
2017), denoted as PGD-10 and PGD-100, respectively; and
3) Auto-Attack (AA) (Croce and Hein 2020), which is an
ensemble of parameter-free attacks to fool classifiers. We e-
valuate the accuracy of ensembles on clean data (clean accu-
racy) and robustness against adversarial examples generated
with a perturbation magnitude of ¢ = 8/255. More experi-
mental results of ensemble voting, smaller and larger pertur-
bations are reported in Appendix.

Experimental Results of AUTE

We mainly assess the performance of ensemble models on
the light-weighting ResNet-20 structure using CIFAR-10
dataset. We also extend our experiments to different datasets
(i.e., MNIST, CIFAR-100, and Tiny-ImageNet). We also ex-
plore the combination of various network architectures (i.e.,
VggNet-16, ResNet-18, and WideResNet-34).

(1) Performance on CIFAR-10 Dataset. We demon-
strate the clean accuracy and adversarial robustness under
different white-box attacks in Tab. 1. In particular, we in-
clude the adversarially trained ensembles with various group
size (i.e., 3, 5, and 8 members) in the evaluations.

Referring to Table 1, it is consistent with our observations
in Section that most ensembles exhibit similar trends. As the
number of members in the ensemble models increases, their
performance gradually improves. Among baselines, HAT
consistently demonstrates superior performance in classify-
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ing clean data among the baselines. Conversely, MART e-
merges as a robust defender against adversarial examples,
albeit at the cost of recording the lowest accuracy on clean
data, thereby limiting its practical applicability. Similarly,
methods like TRADES and STAT also exhibit varying de-
grees of bias towards either clean accuracy or robustness.
The experimental results illustrate the challenge of balanc-
ing these two metrics simultaneously.

In comparison to baseline methods, AUTE demonstrates
significantly enhanced performance in classifying both clean
and adversarial examples. Notably, a 3-member AUTE ac-
curately identifies 54.6% of adversarial examples on aver-
age, surpassesing the runner-up AROW ensemble by 3.5%.
Moreover, the scalability of AUTE is remarkable, as ev-
idenced by its favorable outcomes with larger ensemble
groups. By training with more members, AUTE consistently
enhances its performance. Particularly, an 8-member AUTE
surpasses the nearest competitors AROW by a considerable
margin of 3.9% in robustness against PGD-100 attacks. This
improvement can be attributed to the fact that AUTE com-
bines the alignment process with an unlearning paradigm to
optimize ensemble members, thereby demonstrating better
trade-off between robustness and accuracy.

(2) Performance on Complicated Structures. Instead
of merely using the light-weighting ResNet-20 network to
form ensemble models, we consider following settings: 1)
ResNet family but with different network depths and widths,
i.e., ResNet-18 and WideResNet-34-10; and 2) the VggNet
network family, i.e., VggNet-16. The performance of these
variants on CIFAR-10 dataset is reported in Tab. 2.

According to Tab. 2, there are three implications. Firstly,
it is evident that incorporating deeper ResNets into ensemble
models results in significant enhancements across both clean
accuracy and adversarial robustness metrics. This observa-



Method MNIST CIFAR-100 Tiny-ImageNet
ethot
Clean | MIM PGD-10 PGD-100 AA | Avg || Clean | MIM PGD-10PGD-100 AA | Avg || Clean | MIM PGD-10 PGD-100 AA | Avg
TRADES || 982 | 937 937 933 93.1 | 934 580 | 309 317 306 302 | 309 515 | 251 253 248 248 | 250
MART || 99.1 | 933 936 923 89.7 | 922 561 | 310 321 303 300 | 309 50.1 | 242 246 239 237 | 24.1
HAT 992 | 936 939 932 934 | 935 582 | 314 313 308 303 | 310 503 | 244 250 241 240 | 244
STAT 987 | 93.6 943 935 903 | 929 573 | 318 320 316 313 | 317 502 | 248 250 248 248 | 249
MCE 985 | 931 940 930 929 | 933 581 | 311 323 320 316 | 318 500 | 250 256 250 248 | 251
AROW || 978 | 933 933 931 928 | 93.1 584 | 321 324 319 310 | 319 506 | 252 256 251 250 | 252
AUTE 98.9 | 949 949 943 942 | 946 593 | 326 332 323 320 | 325 525 | 259 263 254 253 | 257
Table 3: The robust accuracy (%) of adversarially trained ensembles on different datasets.
CIFAR-10 CIFAR-100 -
0 %0 Settings ‘PA SuU H Clean \ MIM PGD-10 AA Avg
2 R S
< g S
gw \ g AT X x| 767¢) | 495 499 489 | 494()
g w0 2 40 w/o PA x v ||784(+17)| 552 561 520 |54.4(+5.0)
e EE w/o SU vV oox [[790@#23)| 504 512 494 |50.3(+0.9)
& . £ . wo Weight | » v |[78.5(+1.8)| 549 559 525 |54.4(+5.0)
clean 0.01 0.2 0.03 0.04 0.05 0.06 0.07 clean 0.01 0.02 003 004 005 006 0.07 w/ADP * v || 71.3(-54) | 45.0 454 44.6 | 45.0 (-4.4)
-@- Vanilla ADP GAL -®-DVERGE -@-TRS -e-Std-AUTE AUTE-LS (0.1) | v % || 792(+2.5) | 48.6 493  47.6 | 48.5(-0.9)
AUTE-LS (03) | v % || 79.1(+24)| 49.0 498 483 |49.0(-0.4)
Figure 3: Robustness of standard (non-adversarial) trained AUTE-LS (05) | v % ||78.6(+1.9)| 49.1 500 484 |49.2(-0.2)
ensembles on CIFAR-10 and CIFAR-100 datasets. AUTE (ours) | v v ||780(+1.3)| 548 561  53.5 |54.8(+5.4)

tion is consistent with prior studies that networks with more
parameters usually brings larger model capacity, which sup-
ports models in achieving higher performance against ad-
versarial attacks. Secondly, the choice of network family e-
merges as a crucial factor influencing learning preferences
during model optimization. Specifically, VggNet ensembles
significantly enhances clean data classification capabilities,
e.g., the improvements are 5.9% and 7.8% for TRADES and
MART, respectively. However, the improvements in robust-
ness are comparatively less pronounced. This fact reveals the
accuracy and robustness bias related to the network struc-
tures. Thirdly, the proposed AUTE still demonstrate superior
performance compared to current methods. Specially, lever-
aging both alignment and unlearning mechanisms, AUTE
achieves significant advantages from larger model capaci-
ties. The average enhancements of these three complicated
ensembles are 3.2%, 9.0% and 9.7% in adversarial robust-
ness, surpassing those of baseline methods. This observation
highlights the potential and effectiveness of AUTE.

(3) Performance on Different Datasets. We report the
experimental results of various ensemble models with 3-
member setup on MNIST, CIFAR-100 and Tiny-ImageNet
datasets in Tab. 3. Specially, MNIST has resolutions of
28 x 28, which is smaller than the dimension of CIFAR-10
dataset. CIFAR-100 consists of 100 classes, and Tiny Ima-
geNet comprises 200 classes with a resolution of 64 x 64.
We train ResNet-20 ensembles on MNIST and ResNet-18
ensembles on CIFAR-100 and Tiny-ImageNet, respectively.

In Table 3, a noteworthy deviations are observed in the be-
haviors of MART, STAT, and HAT compared to their perfor-
mances on the CIFAR-10 datasets. Specifically, the defen-
sive capabilities of MART and STAT diminish significant-
ly when confronted with different attacks. On the contrary,
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Table 4: The robust accuracy (%) of adversarially trained
ensembles trained by using different setups.

HAT exhibits an noticeable improvement in both clean accu-
racy and robustness on MNIST compared to its performance
on CIFAR-10 (see Table. 1). We hypothesize that this suc-
cess can largely be attributed to the fact that its helper mod-
el, trained using the standard paradigm, can achieve nearly
100% accuracy on these datasets. Moreover, it is clearly in-
dicates that AUTE maintains state-of-the-art performance in
defending against various attacks. Specifically, AUTE stands
out as the frontrunner, outperforming the strongest competi-
tor, AROW, by 0.9% in clean accuracy and 0.6% in average
robustness on the CIFAR-100 dataset. Similarly, on the Tiny
ImageNet dataset, AUTE achieves an average improvement
of 1.9% in clean accuracy and 0.5% in robustness. This out-
come provides compelling evidence to support the efficacy
of employing AUTE for training more complex datasets.
(4) Performance on Standard Training. We explore the
potential of AUTE by training ensembles exclusively on nat-
ural data, without incorporating any adversarial examples.
We consider five standard ensemble methods in evaluations:
Vanilla, ADP, GAL, DVERGE, and TRS. We note that these
methods aim to achieve dual objectives: maintaining high
clean accuracy while simultaneously enhancing adversarial
robustness. More details are introduced in the Appendix. E.
We plot the black-box robustness of different methods in
Fig. 3 and report detailed white-box robustness in Appendix.
E. We can see that the proposed Std-AUTE also exhibits
remarkable robustness against black-box attack with large
perturbation compared to baselines. A similar tendency is
observed under white-box attacks that AUTE surpasses the
second-place baseline by a substantial margin.



The Effect of Alignment and Unlearning

We study the influence of Peer-Alignment (PA) and Self-
Unlearning (SU) in AUTE. Concretely, we investigate each
component in 3-member AUTE ensembles as following:

Removing either PA or SU from the AUTE ensemble is
denoted as w/o PA or w/o SU, respectively.

Alignment process without a sample-selective manner in
PA, where the weight in Eq. (2) is set equally for all ad-
versarial data, denoted as w/o Weight.

Replace the PA with a diversification ADP (Pang et al.
2019) to regularize the ensemble, denoted as w/ ADP.
Replacing the SU with the Label Smoothing (LS) with a
cofficient A, denoted as AUTE-LS (\).

The full version of the proposed method, i.e., AUTE.

The comparison results for the aforementioned settings
are presented in Table 4. The symbol % denotes the substitu-
tion of PA or SU with other mechanisms.

Observing the results in Table 4, both PA and SU con-
tribute significantly to enhancing the performance of ensem-
ble models (rows 2 and 3). Specifically, PA notably improves
clean accuracy by 2.3%, while AU demonstrates a greater
tendency to enhance adversarial robustness, with an aver-
age increase of 4.8%. Furthermore, removing the learning
weights of PA results in a slight boost in clean accuracy,
but at the expense of degraded robustness, particularly a-
gainst attackers with large perturbations (row 4). Besides,
the diversification regularizer may compromise the robust-
ness, aligning with our discussions in Methodology (row 5).
As for the label smoothing strategy, we observe that it in-
deed marginally improves clean accuracy. However, its de-
fensive capacity diminishes significantly. An interesting ob-
servation is that as the label smoothing increases (rows 6-8),
the model’s robustness improves while its clean accuracy de-
creases. This aligns with findings from a related study (Yang
et al. 2021b), suggesting that smoothing the model could be
a viable defense against attacks. Consequently, the combi-
nation of PA and SU achieves desirable clean accuracy and
the highest robustness compared to other setups (row 9).

Ablation Studies of AUTE

We train ensembles with 5-member on CIFAR-10 dataset,
where quantitative results are presented in the Appendix.
Group Size of Peer Models. We consider to selectively
combine fewer robust members to form the peer model. A
common trend is observed: both clean accuracy and robust-
ness gradually increase as the peer model becomes larger.
This supports the conclusion that a larger capacity helps the
model capture more robust features. Thus, we select all part-
ner members within the peer model.

Threshold of Margin Distance. The threshold M deter-
mines unlearning behaviors of ensembles (Eq. (5)). We e-
valuate thresholds ranging from 0.01 to 1.0, where a smaller
threshold indicates that adversarial data are positioned clos-
er to the decision boundary. We find that variations in the
threshold do not significantly affect clean accuracy, main-
taining a stable performance of 78.0+£0.5%. However, there
is a decline in robustness with increasing thresholds.
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Figure 4: Statistic of margin distance on different ensembles.

Balance Weight. We train the AUTE with different weights
B (Eq. (6)). We can see that clean accuracy and robustness
initially improve and then decline after reaching the peaks.
This suggests that emphasizing the learning from the peer
model too much may lead to inverse consequences. There-
fore, we select a medium weight to strike a better balance
between these competing objectives.

Statistic of Margin Distance. We conducted a statistical
analysis on the margin distances of 10000 clean data and ad-
versarial examples (Fig. 4). We observe that MART and M-
CE ensembles tend to memorize all data, resulting in a phe-
nomenon where a portion of data are classified with abso-
lute confidence. Conversely, TRADES exhibited a relatively
more uniform distribution trend. In comparison to baselines,
AUTE showcased different statistical patterns that most of
data points are concentrated within a small region, which is
largely attributed to the unlearning process.

Conclusion

In this paper, we focused on enhancing the robustness of
ensemble models. We introduced a novel learning method,
termed AUTE, aimed at further improving ensemble ro-
bustness. AUTE comprises Peer-Alignment (PA) and Self-
Unlearning (SU), which enhance performance from the per-
spectives of ensemble learning and adversarial training, re-
spectively. Specifically, PA employing a selective alignment
process to fortify the ensemble member in a iterative man-
ner, and SU facilitates the ensemble in forgetting adversari-
al examples with overconfidence property. Extensive exper-
iments show that AUTE not only achieves higher accura-
cy and robustness across different scenarios, including large
datasets, complicated structures, and challenging attacks,
but also showcases scalability, enabling extension to larger
group and compatibility with standard training paradigms.
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Abstract—As artificial intelligence (AI) continues to advance,
Al-based audio systems are becoming increasingly vulnerable
to adversarial attacks. However, most current studies overlook
the scenes of environmental sounds and the imperceptibility of
attack. In response to these, we propose a novel frequency-
weighted perturbation algorithm for environmental sounds called
the Frequency Psychological Attack Algorithm (FPAA). This
innovative algorithm incorporates auditory thresholds with psy-
choacoustic principles during the perturbation generation process
to create highly imperceptible adversarial examples. Extensive
experiments conducted on two public datasets using multiple
models demonstrate that our FPAA algorithm can produce
adversarial audio examples that are not only imperceptible to
the human ear but also maintain high offensive capability against
Al-based audio systems.

Index Terms—Audio adversarial attack, Environmental sound
classification, Imperceptibility, Psychoacoustic model

I. INTRODUCTION

The rapid advancement of deep learning has propelled arti-
ficial intelligence (Al)-centric systems to achieve remarkable
success in various intelligent applications. These achievements
are tethered to the utilization of large-scale datasets, with
the proficiency of the AI models being honed through the
analysis of vast amounts of data [1], [2]. This profound
dependence on data puts the credibility of Al models at risk.
For example, adversarial attacks on speech could result in
voice assistants performing erroneous commands [3], while
tampering with facial data might compromise user privacy [4].
In this context, understanding adversarial attacks is crucial
for bolstering the robustness of deep learning models and
safeguarding them against data vulnerabilities. It is necessary
to dive into the generation mechanics of adversarial examples
to enhance model robustness and ensure the reliability of Al
systems across various applications.

Research into adversarial attacks has seen commendable
progress across several critical domains, e.g., computer vi-
sion [5], [6], natural language processing [7], and speech
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recognition [8]. However, exploring these attacks within Envi-
ronmental Sound Classification (ESC) is markedly scant. In
fact, the security of ESC tasks plays an important role in
practical artificial intelligence applications. For example, in
autonomous driving, tampering with the sound of surrounding
vehicle horns may cause the system to mistake them for non-
threatening. This misclassification poses serious risks to road
safety [9], [10]. Besides, a home security system that relies on
visual analysis may be less effective in low visibility condi-
tions, so the system will rely on sound signals for analysis. At
this point, the intruder may be able to manipulate environment
sound to avoid detection. These scenarios underscore the
urgent need for rigorous research in ESC adversarial attacks
to ensure the security of Al systems and prevent potentially
disastrous consequences.

Some existing adversarial attack algorithms [11]-[13] have
a high success rate in perturbing environmental sounds, but the
adversarial examples they generate are often poorly concealed.
This is because environmental sound data is different from
common adversarial attack targets. First, compared to speech
data, environmental sounds do not have semantic and gram-
matical features in linguistics. If only tampering with such
features, we cannot effectively attack the ESC system. Second,
compared to image data, environmental sounds pay more
attention to frequency information rather than visual content.
If the spectrogram converted from audio is processed in the
traditional image perturbation method, it is easily detected by
the human.

To address these limitations, we propose the FreqPsy Attack
Algorithm (FPAA), a novel approach that incorporates the
auditory threshold and psychoacoustic principles. We evaluate
FPAA’s effectiveness through comprehensive experiments on
two publicly available ESC datasets. The empirical results
demonstrably support our claims, showing that FPAA gen-
erates adversarial perturbations with superior imperceptibility
compared to existing baseline techniques.

The main contributions of this paper are as follows:

o We propose FPAA, a novel framework for crafting ad-
versarial examples in ESC tasks. This framework incor-
porates auditory threshold and psychoacoustic principles,
explicitly targeting the human auditory system’s vulner-
abilities.

2375-0197/24/$31.00 ©2024 IEEE 790
DOI 10.1109/ICTAI62512.2024.00116
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e We demonstrate how FPAA integrates with existing
gradient-based attack methods. This integration signifi-
cantly improves the imperceptibility of adversarial exam-
ples without sacrificing attack effectiveness.

« We conduct comprehensive experiments on publicly
available ESC datasets. The results demonstrably validate
the efficacy of FPAA in generating highly imperceptible
adversarial examples, representing a significant advance-
ment in ESC security.

The rest of this paper is organized as follows: Section II
presents related work. Section III presents the technical speci-
fications of our FPAA. Section IV and Section V respectively
elaborate on the experimental setup and results. Section VI
concludes this paper.

II. RELATED WORK
A. Environmental Sound Classification

Environmental sound classification is the task of identifying
and categorizing various non-standardized sounds that are
crucial for real-world applications, such as car horns for
autonomous vehicles and breaking glass for criminal investi-
gations. Due to recent advances in deep learning for image
processing [14], [15], the ESC task has been profoundly
impacted. Researchers have successfully adapted image clas-
sification techniques to audio data by leveraging parallels
between spectrogram features and visual features. This cross-
disciplinary approach has led to substantial improvements in
ESC accuracy [16], [17]. However, the heavy reliance of ESC
models on large datasets raises concerns about data reliability.
Consequently, there is an increasing need to investigate adver-
sarial attack techniques in ESC tasks to ensure the robustness
and reliability of these models.

B. Adversarial Attacks

Adversarial attacks exploit the vulnerabilities of machine
learning models by introducing small, carefully crafted per-
turbations to input data, causing the model to misclassify the
altered input. Consider a model with weights 6 and an input
x that is correctly classified with the label y. By adding a
perturbation § to x, resulting in a new input ¥’ = x + 4,
the model may be tricked into misclassifying it, yielding a
different predicted label §. The whole process is described as
§=f(x+66).

In recent years, significant progress has been made in the
field of adversarial attacks, leading to the development of
various sophisticated methods that exploit the inherent vul-
nerabilities in neural network architectures [1 1], [18]. Notable
techniques include the Fast Gradient Sign Method (FGSM)
[18], the Projected Gradient Descent (PGD) [19], the Basic
Iterative Method (BIM) [20], Autoattack [21], and Lafeat [22].
These methods help researchers understand the sensitivity of
neural networks to carefully designed perturbations and pro-
mote research aimed at enhancing model robustness. However,
there is currently a lack of research on adversarial attacks on
environmental sounds, but this type of data has the potential
to be attacked, as shown in Fig. 1.
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Clean audio: Air conditioner

Label: Air_conditioner

Perturbing

Label: Engine idling
Tampered audio

Fig. 1. An example of an audio adversarial attack. The tampered audio
resembles its clean counterparts, but classification results from deep learning
models are different.

In this paper, we will focus on the unique properties of
environmental sounds. We will use the concepts of auditory
threshold and psychoacoustic principles to formulate this at-
tack algorithm.

III. FREQPSY ATTACK ALGORITHM

Fig. 2 illustrates the overall framework of our proposed
method. First, we extract features from the raw audio to
generate a spectrogram. Next, we calculate frequency weights
using the A-weighting curve from the auditory threshold
principle and multiply these weights by the gradient directions
obtained through backpropagation with the model, producing
initial perturbations. Finally, we further optimize these initial
perturbations using a psychoacoustic model to obtain the final
perturbations.

In the subsequent sections, we explain the concepts of au-
ditory threshold and psychoacoustics (as shown in the yellow
box in Fig. 2 and detailed in Sections III-A and III-B), as
well as their roles within the framework (see Sections III-C
and III-D).

A. Human Auditory Threshold Curve

The human auditory threshold curve depicts how our hear-
ing sensitivity changes across frequencies, as explained in [23],
different curves (A, B, and C) gauge sensitivity at various
loudness levels. The A-weighted curve, which best mimics
human perception, is crucial for noise standards and regula-
tions.

The A-weighted curve mirrors the human ear’s reduced
sensitivity to low and high frequencies while emphasizing
greater sensitivity in the mid-frequency range. Fig. 3 illus-
trates this sensitivity pattern. This characteristic makes the A-
weighted curve useful in urban noise studies. For example,
it helps assess the perceived intensity of urban traffic noise,
as highlighted by [24]. Their research underscores the curve’s
utility in evaluating urban noise’s impact on human percep-
tion. This provides a robust framework for urban planning
and environmental health studies. The A-weighted auditory
threshold curve is also crucial in designing audio technology
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Fig. 2. Framework of our FreqPsy Attack Algorithm (FPAA). It consists of two key components: an acoustics-based optimization module and a human
auditory psychology model, enabling the attack to achieve high success rates while maintaining superior imperceptibility.
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Fig. 3. A-weighted Curve. It reflects the human ear’s varying sensitivity across
frequencies and is used for noise standards and regulations in our method.

and sound equipment. Manufacturers and audio engineers use
this curve to test and evaluate audio devices like speakers,
headphones, and amplifiers, aiming to ensure that the audio
output matches the perceptual characteristics of human hear-
ing. By leveraging the A-weighted curve, they can optimize
audio devices to deliver pleasing and accurate sound. The A-
weighted auditory threshold curve is not merely a tool for
assessing human auditory sensitivity; it is a cornerstone in de-
signing and evaluating soundscapes and audio technologies. Its
applications range from urban noise assessment to optimizing
audio equipment, demonstrating its broad utility in aligning
our auditory environment with human hearing capabilities.

B. Psychoacoustic Model

As mentioned earlier, subtle alterations within the spectro-
gram can induce substantial changes in auditory perception.
Therefore, we introduce psychoacoustic principles to reduce
the components in the spectrogram that can be detected
by the human ear. In [25], this principle was first applied
to speech, and we extend its application to environmental
sounds. By exploiting the principle of frequency masking in
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psychoacoustics, we generate adversarial samples that remain
imperceptible to human ears.

Frequency masking elucidates the phenomenon wherein a
louder sound, termed the ’masker,” can obscure other sounds
at nearby frequencies, known as the ’maskees.’ In practi-
cal auditory perception, these maskees become effectively
undetectable. The masker sets a 'masking threshold’ in the
frequency domain, rendering any audio signals below this
threshold imperceptible.

First, we compute the log-magnitude Power Spectral Den-
sity (PSD) as follows:

1
P (k) = 1010gyo | -, ()P M)

where s, (k) denotes the k-th bin of the specturm of frame =,
N represents the size of the analysis window. We adopted the
normalized PSD estimate p, (k) [20] to compute the masking
threshold, which can be expressed as:

ﬁr(k:) =96 — m]?’X {pr(k)} + pr(k) (2)

The initial step in determining the masking threshold for an
audio sample involves pinpointing the primary maskers. These
are characterized by their normalized Power Spectral Density
(PSD) estimate p,. (k). To qualify as maskers, these spectral
peaks must fulfill a set of conditions: they should be the
most prominent peaks within their spectral neighborhood; their
intensity needs to surpass the baseline threshold of audibility;
and their dominance in amplitude is required within a 0.5 Bark
range, which is a frequency scale attuned to human auditory
perception.

A specialized function with a dual slope is utilized to
model the masking effect, tailored to mirror the auditory
masking phenomenon of each identified masker. The overar-
ching masking threshold, a composite metric, is then derived
by combining these individual thresholds with the baseline
quiet threshold. In [26], the complex process of computing
the masking threshold ¢, (k) is explained in detail. The de-
tectability of a perturbation ¢ in the audio input x is contingent
upon the normalized PSD estimate ps(k). If this estimate
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stays below the original audio’s masking threshold 6, (k), the
initial audio spectrogram effectively masks the perturbation,
rendering it imperceptible to human hearing. The method to
compute the normalized PSD estimate of the perturbation
ps(k) is as follows:

Ps(k) =96 — max {p=(k)} + ps(k) (3)

where ps(k) = 10logy, |+ ss(k)|* is the PSD estimate of
the perturbation noise and p, (k) = 10log;, |54 (k)[* is the

original spectrogram input of the audio data.

C. Gradient Attack Based on Auditory Threshold

In this section, we detail the process of computing the
initial perturbation by using auditory thresholds and gradient
directions in the first stage.

We use the Short-Time Fourier Transform (STFT) of the raw
audio as the model’s input. First, we employ backpropagation
to calculate the gradient direction, denoted as D. This process
can be described using the following mathematical expression:

D = sign (Vz£n7l (ZIJ, y)) (4)

where z represents the original spectrogram data, and y
signifies the actual label. The function L, (x,y) is the com-
putational loss, and the application of the sign function is to
determine the orientation of the gradient.
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Fig. 4. Distribution of perturbation amplitude.

Then, we use the A-weighted formula of the human au-
ditory threshold to ascertain a set of weights that reflect
the human ear’s varying sensitivity across frequencies. These
weights are mapped to the perturbation range, expressed as
R = [€min, €max), to determine the corresponding magnitudes.
The formula below illustrates this process:

e(k) = M(AFH), R, d), k=0,1,2,..., gJ )

where the A represents A-weighted function, F is the STFT, k
is the index within the spectrogram bin, M signifies the linear
mapping function, and d is a dispersion control factor. For
example, Fig. 4 illustrates a scenario with an average pertur-
bation size of 0.1 and a control factor of 0.2. In this illustration,
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the maximum perturbation value indicates the frequency with
the least sensitivity, whereas the minimum value corresponds
to the most sensitive frequency. To compute the perturbation
step a(k) for each frequency in each iteration, we average the
perturbations over T iterations. We then perform an element-
wise multiplication of D with ¢ on each row, enabling the
calculation of the cumulative perturbation d:
X #71{:2071727"'7 \‘%J} (6)
The final step is to add J to the original spectrogram, as
shown in the equation below:

6 = {0k|ox = D(k)

Q)

where ¢ denotes the iteration number, and I, s is a projection
operation that ensures the adversarial example falls within the
range constraint of x + S.

Tyq1 = Hpys (z +0)

D. Optimization with Masking Threshold

In the second stage, we will further optimize the initial per-
turbations generated in the first stage, for which the following
equation is utilized:

1]

LS ma{s(k) - 0.(),00 ®)
k=0

[3)+1

In this formula, ps(k) is the normalized PSD estimate of the
perturbation. The loss function Ly is designed to ensure that
Ps(k) remains below the frequency masking threshold 6, (k)
of the original spectrogram.

The comprehensive loss function that guides our optimiza-
tion is composed of two distinct parts:

5(1’7%5) 7£nn($+6ay)+a£0(1+675) (9)

where o is a parameter that balances the importance of
these two loss components, it reconciles the trade-off be-
tween the effectiveness of the adversarial perturbation and its
imperceptibility under psychoacoustic constraints. During the
perturbation optimization process, if the generated adversarial
samples are sufficient to classify the model incorrectly, the
weight a will increase. Conversely, if the attack fails, the value
will decrease. The optimization process iterates a total of [/
times.

£9 (l’, (5) =

IV. EXPERIMENTAL SETTING
A. Datasets

The datasets UrbanSound8K [27] and ESC-50 [28] are
commonly used for environmental sound classification. Ur-
banSound8K contains 8,732 urban sound recordings, each
no longer than 4 seconds, organized into ten classes. Its
focus on short urban sounds makes it well-suited for machine
learning applications. On the other hand, ESC-50 offers a
broader range, featuring 2,000 5-second audio samples spread
across 50 diverse categories, including natural sounds, human
activities, and animal sounds. Our study utilized 50 samples
per class from UrbanSound8K and 10 samples per class from
ESC-50.
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TABLE I
COMPARATIVE ANALYSIS OF STOI AND SNR BETWEEN THE SEVERAL COMMON ADVERSARIAL ATTACK METHODS AND FPAA ACROSS FIVE MODELS
ON THE URBANSOUNDS8K. TO ENSURE FAIRNESS, THE ATTACK SUCCESS RATE OF THE ADVERSARIAL ATTACK ALGORITHM APPLIED TO EACH MODEL IS
LIMITED TO A CERTAIN RANGE.

\ \ FGSM \ PGD \ LAFEAT \ AutoAttack \ FPAA
Models Scope of ASR
\ \ STOI SNR(dB) \ STOI SNR(dB) \ STOI SNR(dB) \ STOI SNR(dB) \ STOI SNR(dB)
VGGI3 | 81.60%-83.00% | 0750 601 |0945 3047 |0826 2227 |0830 2235 |0963 44.22
VGG16 | 84.60%-85.80% | 0.751 608 |0972 3071 |0825 19.12 |0832 2004 |0964 44.59
GoogLeNet | 98.00%-100.00% | 0.953  32.04 |0958 3207 |0796 377 |0819 1428 |0.967 38.40
DenseNet | 90.00%-91.90% | 0.950 30.10 | 0.956 3276 |0814 1330 |0818 13.11 |0956  34.07
SBCNN | 56.80%-58.00% | 0.923 2545 |0949 3205 |0852 5106 |0855 5023 |0.959 51.69
TABLE 11

COMPARATIVE ANALYSIS OF STOI AND SNR BETWEEN THE SEVERAL COMMON ADVERSARIAL ATTACK METHODS AND FPAA ACROSS FIVE MODELS
ON THE ESC-50. TO ENSURE FAIRNESS, THE ATTACK SUCCESS RATE OF THE ADVERSARIAL ATTACK ALGORITHM APPLIED TO EACH MODEL IS LIMITED
TO A CERTAIN RANGE.

| | Fosm | PGD

| LAFEAT | AutoAttack | FPAA

Models ‘ Scope of ASR

‘STOI SNR(dB) \ STOI SNR(dB) \ STOI SNR(dB) \ STOI SNR(dB) \ STOI SNR(dB)

VGGI13 | 78.20%-79.40% | 0.768 9.40 0905 2388 |0.838 26.17 |0.838 26.18 |0.947 33.52

VGG16 | 91.40%-92.80% | 0.743 431 0907 2364 |0.788 11.06 |0.810 11.99 |0.929 27.49

GoogLeNet | 91.40%-92.60% | 0.966 3449 |0980 4132 |0.824 1039 |0.827 11.77 |0.980  42.68

DenseNet | 83.60%-84.60% | 0.956  33.62 |0.985 47.24 |0.837 2241 |0.837 20.51 |0972 37.90

SBCNN | 70.20%-71.20% | 0.772 7.95 0.882 21.68 |0.843 3503 [0.850 3510 |0.942 37.71
B. Baseline convolutional neural networks: VGGI13 [33], VGG16 [33],
GoogLeNet [34], DenseNet [35], and SBCNN [17]. The test

To demonstrate the effectiveness of our approach, we se-
lected several advanced gradient-based attack algorithms, as
well as several adversarial attack algorithms in the speech
domain.

In the comparative experiments with the gradient-based
adversarial attack algorithms, we have chosen three generic
attack algorithms, FGSM and PGD, as foundational elements
of our study. Complementing these, we introduce two innova-
tive attack algorithms from the image processing domain: Au-
toattack [21] and Lafeat [22]. In the comparative experiments
with adversarial attack algorithms in the speech domain, we
have chosen two classic speech adversarial attack algorithms:
Fakebob [29] and Sirenattack [30]. Our experiments focus on
two key metrics: signal-to-noise ratio (SNR) and Short-Term
Objective Intelligibility (STOI). These metrics are commonly
used in current research to gauge both the efficacy and the
imperceptibility of adversarial examples [31], [32].

C. Models

In the comparative experiments with gradient-based adver-
sarial attack algorithms, we selected several widely recognized
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accuracies of these five target models on the UrbanSound8K
dataset are 92.50%, 88.90%, 92.96%, 90.44%, and 90.84%,
respectively, while on the ESC-50 dataset, the test accuracies
are 92.25%, 90.00%, 63.75%, 60.00%, and 35.25%. For the
comparative experiments with adversarial attack algorithms in
the speech domain, we selected a one-dimensional CNN [36]
to match these attack algorithms.

D. Experimental parameter settings

In our methodology, we carefully select unique initial per-
turbation values for each model to establish a clear contrast
with alternative methods that achieve similar success rates
and demonstrate the superiority of FPAA. Specifically, we
set the iteration count to 40, adjust the discretization factor
d to 0.2, and carry out a Fourier transform process involving
2048 samples () to generate the initial perturbation. In the
perturbation optimization phase, we start with the initial value
of a set to 0.09 and perform 1000 iterations.
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V. EXPERIMENTAL RESULTS

A. Comparison with gradient-based adversarial attack algo-
rithms

On the UrbanSound8K dataset, FPAA’s performance is
exemplary across multiple models. For instance, in the VGG16
model, FPAA achieves a remarkable SNR of 44.59 and an
STOI of 0.964. This is a significant improvement over other
methods, such as FGSM and PGD, which report lower SNR
and STOI values, highlighting that FPAA not only ensures
the success of adversarial attacks but also does so with
minimal degradation to the audio quality. The consistently
high SNR and STOI values across all models tested with
the UrbanSound8K dataset illustrate FPAA’s robustness and
effectiveness in preserving the auditory essence of the original
signal.

On the ESC-50 dataset, FPAA significantly surpasses other
techniques in preserving audio quality. Using the GoogLeNet
model, FPAA achieves an SNR of 42.68 dB, outperforming
the PGD method’s 41.32 dB, and maintains competitive STOI
values, showcasing its superior ability to minimize audio
distortion. With the DenseNet model, FPAA does not surpass
PGD’s SNR of 47.24 dB and STOI of 0.985 but still outper-
forms other adversarial methods like FGSM, LAFEAT, and
AutoAttack with an SNR of 37.90 dB and an STOI of 0.972.
This demonstrates FPAA’s robust capability in preserving high
intelligibility under complex auditory conditions, confirming
its effectiveness in various attack scenarios where maintaining
high audio quality is crucial.

The variation in the performance of FPAA across the Urban-
Sound8K and ESC-50 datasets on various models can largely
be attributed to the intrinsic characteristics of the datasets.
UrbanSound8K, with its complex urban noise environments,
provides a rich backdrop that may amplify the strengths
of FPAA in handling diverse and dynamic sound elements.
Conversely, ESC-50’s more defined and possibly less com-
plex environmental sounds present a different scenario. This
reflects a fundamental aspect of adversarial audio research:
the effectiveness of a method is heavily dependent on the
dataset’s acoustic properties and the specific challenges it
poses, necessitating adaptability in approach and execution
across different audio contexts.

B. Comparison with speech adversarial attacks

Table. III presents the comparison results between FPAA
and speech adversarial attack methods on UrbanSound8K and
ESC-50 datasets. We set unified attack success rate ranges of
97.00% to 98.00% and 92.00% to 93.00%.

TABLE III
COMPARISON WITH THE ALGORITHMS OF SPEECH ADVERSARIAL ATTACK

| UrbanSound8K | ESC-50
Methods | g1o1  SNR(dB) | STOI ~ SNR(dB)
FakeBob | 0.852 1836 | 0.893  23.65
Sirenattack | 0.543 597 0.881 22.71
FPAA | 0967 3843 | 0980  42.68

For the UrbanSound8K dataset, FPAA achieves an STOI
of 0.967 and an SNR of 38.43 dB, outperforming FakeBob,
which has an STOI of 0.852 and an SNR of 18.36 dB,
and Siren attack, which achieves an STOI of 0.543 and an
SNR of 5.97 dB. Similarly, on the ESC-50 dataset, FPAA
records an STOI of 0.980 and an SNR of 42.68 dB, surpassing
FakeBob with an STOI of 0.893 and an SNR of 23.65 dB
and Sirenattack with an STOI of 0.881 and an SNR of 22.71
dB. These results indicate that the adversarial attack methods
commonly used in the speech domain do not perform well on
environmental sound data.

C. The effect of Freq and Psy Modules

TABLE IV
ABLATION EXPERIMENTS ON THE URBANSOUNDS8K

Models ‘ FPAA ‘ w/o Freq ‘ w/o Psy ‘w/o Freq&Psy

| STOI SNR | STOI SNR | STOI SNR | STOI SNR

VGGI13 | 0.963 44.22 | 0.942 40.75 | 0.946 30.73 | 0.945 30.47
VGG16 | 0.964 44.59|0.942 37.79 | 0.946 30.81 | 0.972 30.71
GoogLeNet | 0.965 38.40 | 0.964 37.85|0.956 32.44|0.958 32.02
DenseNet | 0.956 34.07 | 0.962 36.90 | 0.952 31.23 | 0.956 32.76
SBCNN | 0.959 51.69 | 0.956 46.89 | 0.956 32.30|0.949 32.05

As shown in Table. IV, we conducted ablation experi-
ments on the UrbanSound8K dataset to evaluate the impact
of different modules. We compare various models under
different conditions: with FPAA, without Freq, without Psy,
and without both Freq and Psy. Models like VGG13 and
GoogLeNet achieved the highest STOI scores of 0.963 and
0.965, respectively, when using FPAA, demonstrating superior
audio signal reconstruction capabilities. However, removing
Freq or Psy led to notable performance drops, especially
in SNR metrics, where many models dropped below 30 dB
without these modules. These results indicate the pivotal role
of FPAA in enhancing audio processing tasks, particularly
when leveraging frequency and psychoacoustic characteristics
to improve adversarial audio quality and clarity.

D. The impact of interaction number

The experiment shows the impact of iterative testing on
SNR and STOI for five models using the FPAA method on
the UrbanSound8K dataset. Each model was tested from 20 to
200 iterations, capturing results at 20-iteration intervals. The
comparison of SNR and STOI is shown in Fig. 5.

For SNR, the results on SBCNN show a clear upward
trend, with the audio signal quality improving as the number
of iterations increases. The results on DenseNet show the
slightest changes, indicating early saturation or robustness.
The results on VGG and GoogleNet show moderate SNR
improvements.

Regarding STOI, all models maintain stability, suggesting
that intelligibility is preserved early in the iteration process,
regardless of SNR changes. This is crucial for applications
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Fig. 5. The impact of optimization iteration times on adversarial examples.

where speech understanding is essential, even under adversar-
ial conditions.

Despite varying SNR trends, the stable STOI values across
models suggest that these models effectively preserve intelli-
gibility against iterative adversarial attacks. Enhancing model
robustness may require focusing on both maintaining SNR and
ensuring intelligibility.

E. The impact of balance weight

In this analysis, we examine the impact of employing
dynamically adjusted versus weight a on the SNR (Eq.(9)).
As shown in Fig. 6, the results with dynamic adjustment of «
show a progressive increase in SNR. It starts at 49.41 dB and
ascends to 51.69 dB as the number of iterations increases from
100 to 1000. This suggests that adapting the « to the evolving
characteristics of the adversarial sample or the target model’s
response enhances the stealth and quality of the adversarial
examples.

—~
% 50 —e— Dynamically adjusted o

E alpha=0.05

% 4 —e- alpha=0.11

—
s 7 S .
481 e
.
N
e —— o
200 400 600 800 1000
Iterations(T)

Fig. 6. The impact of dynamically adjusted o on optimization performance.
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Fig. 7. Performance under different e.

In contrast, using a constant o showed an initial downward
trend after 200 iterations, indicating that the quality and clarity
of the audio gradually diminished over time. These findings
underscore the benefits of a dynamic adjustment strategy in the
adversarial process to maintain and enhance the effectiveness
and imperceptibility of attacks over extended iterations.

F. The impact of perturbation magnitude

As shown in Fig. 7, for all models, the SNR decreases
as € increases from 0.02 to 0.16, indicating that the audio
contains more noise as the perturbation level increases. Al-
though the STOI score also decreases, the decline is small,
within 0.025. Among all models, Googl.eNet demonstrates
the smallest decrease in SNR, suggesting it has the highest
robustness against noise. In contrast, SBCNN exhibits the
largest decrease in SNR, indicating it is the most susceptible to
noise. These results highlight the varying degrees of robustness
different models have against adversarial perturbations. The
ability of FPAA to maintain audio clarity despite increasing
adversarial noise is particularly noteworthy, which is critical
to improving the effectiveness of audio adversarial attacks in
various complex scenarios.
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VI. CONCLUSION

This work proposes the Frequency Psychological Attack Al-
gorithm (FPAA), which combines human auditory thresholds
and psychoacoustic modeling with data perturbation to cre-
ate robust adversarial examples against environmental sound
classification models. By integrating these auditory principles,
FPAA ensures that perturbations are highly imperceptible to
human listeners while remaining effective against Al-based
audio systems. We validated FPAA’s effectiveness through
extensive experiments on public datasets and various neural
network architectures, demonstrating the algorithm’s capabil-
ity to generate adversarial examples that are both difficult for
humans to detect and potent in deceiving models.

The FPAA algorithm and its code are publicly available on
GitHub at https://github.com/Ryunosuke Yuu/FPAA.
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