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Abstract:

This project focuses on the core demand for secure data sharing in the digital economy
era. It addresses critical bottleneck issues of traditional public—key searchable
encryption technology, such as key static nature, rigid access controls, and quantum
security threats. The research aims at innovative theoretical developments in searchable
encryption that support dynamic key rotation and collaborative control of multi-user
permissions. @ A time-varying key—driven dynamic searchable encryption model will be
designed, establishing a key evolution framework based on time series to realize a
dynamic access control mechanism. @ The research will explore key aggregation methods in
multi-user collaborative retrieval scenarios to eliminate the security degradation effect
caused by key shard correlation. A polynomial algorithm will be constructed to support
dynamic revocation of multi-user permissions and synchronized key updates. @ Leveraging
lattice—based cryptography, innovative methods for dynamic lattice basis optimization
will be developed, along with error compensation equations to mitigate dimensional
expansion during key rotation and eliminate error accumulation effects. This will result
in a theoretically secure dynamic multi-key aggregation searchable encryption framework
under a quantum random oracle model. The anticipated research outcomes aim to establish a
fundamental theory of searchable encryption with dynamic permission management
capabilities, develop a novel cryptographic methodology resistant to quantum attacks
provide theoretical support for secure data sharing in cloud computing environments, and
advance the foundational theoretical application of searchable encryption technology in
the context of data elements.
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Keywords (Fi4r54FF) : Public—key Encryption; Searchable Encryption; Keyword
Search; Updatable Encryption; Lattice—based Encryption
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Public-Key Authenticated Encryption With
Keyword Search Supporting Constant Trapdoor
Generation and Fast Search

IHongbo Li™, Qiong Muang™ . Jianye Huang

Abstract— To improve the guality of medical care and reduce
unnecessary medical ervors, eleetromnic medical records (EXNRs)
are widely applied in hospital information systems, However,
rapidly increasing EMRs bring heavy storage burden 1o hogpitals.
Profi 1 data ment service provided by cloud server
can save the hospital local storage, and meanwhile, realize
EMRs sharing amang external researchers. However, the risk of
leaking information of patients discourages hospitals to outsource
patients’ EMRs to the remote clond scrver. In this papern
a2 oseeure and efficient cloud storing and sharing method can
be achieved by applying the proposed public key authenticated
encryption with ciphertext update and keyword search (PAUKS).
The proposcd PAUKS scheme enables EMRs to be enerypted and
quericd without decryption, and is secure against inside keyword
guessing altacks, Compared with the recently proposed PAEKS in
literature, the PAUKS scheme enjoys smaller computation and
communication overheads. The reguired number of trapdoors
per query s constant in PAUKS scheme, instead of the
linearly expanding as ihe number of senders increases in
PAEKS. Furthermore, an inverted index can be built safely in
TAUKS scheme to aceelerate the gquery procedure, Experiment
results show that our PAUKS scheme owns a comparable running
overhead, hul enjoys a higher query elliciency alter eipherlexis
update.

Tadex  Terms—Bearchable  encryption, kevword  puessing
stiacks, electronic medical record, lighl overhead, Fast search.

1. INTRODUCTION

LECTRONIC medical record (EMR) plays an important

role in the hospital information system, which managing
information of patients including name, age, gender. allergic
history, social security infurmation, admission  diagnosis,
operalion nole, ele. EMR not only lacililales technical
Minuserpt veccived 5 March 20220 rovised
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the Majar Program of Guangdong Basic and Applied Research under Grant
ZOI9B0M302008, in pan by the Nubon] Nulerd Sciense Foundaion of
China under Grant 1872152 and Grant 62272174, and in part by the Scionee
wnd Technology Program of Guangzhou under Grant 200902010081, The
associare odicw conrdinating the review of chis manuscript and approving
it for publication was Mo Frederik Armbaechl ¢ Corvespuneling aatlier:
hinng Huong. |

Hongho T with he College of Mahematics  and - Infoematics,
South Ching Agmiculluzal University, Guungehou 510612, China (e-mail:
hongho@seaneduen).

(Hiomg Huang is with the College of Mathematies and Inform
Cinangrhou Kev Laboracory of [ntelligent Agriculoure, South China /
Vvl University, Guangzun S10647, China (e-tnail: qhung G sl cn

lanye Tuang and Willy Susilo are with the School ul” Coonpuling ard
Tnfermation Technolugy v of Wallongony, Wallongany, NSW 2322,
Austrilia (o IR0 @ wowcduau wesusilo @ aow.cdu.an,

Lhgital Object Ldentitier 10,1108/ T1FS. 2022 5224 50%

11 Sepember 2022

i

1356 6021 € 2022 [EEE. Personal use is parmutted, bt

. and Willy Susilo™, Fellow, IEEE

exchunges and medicul case studies between patients, families
and medical researchers, bul also provides faster and more
convenicnt services to patients, reduces the workload of
medical staff, and reduces medical risks. However, the two
problems in electronic EMR system, namely insufficient
storage space and information security issnes. arouse people’s
attention.

Although each electronic medical record takes up a small
amount of storage space, the accumulated electronic medical
records wlso take up a large amount of space due o the large
number of patients. Especially i some famous hospitals, the
number of padents is very large, and il is more diflicull Jor
hospitals 10 manage clectronic medical records; On the other
hand, once the hospital’s network system s threatened by
viruses, itis very likely o canse the network svstem to collapse
or even cause the electronic medical records to he leaked,
greatly threatening patients privacy.

Toy salve the abave problems, an effective solution is to use
sophisticated cloud computing and cloud slorage wechnologies
Lo ensure duta consistency and loss prevention, Hospilals can
outsouree cnervpled clectronic medicals records o the cloud.
The procedure of this solution is shown in Figure Lia). At the
beginning, the attending doctor cnerypts paticnts” EMRs with
the public key of the haospital data administrator and sends
the encrypted EMRs to the administrator. The administrator
checks the validity of the electronic medical records and
outsources them Lo the cloud. The admimistrator is responsible
for the data aecess control and grants relevant doctors or
medical researchers access W the oulsourced encrypled data.
The drawback of thig solution s that utilizing general public
key encryption schemes cannol meet the demand of Trequent
queries from doctors and medical researchers

Public  key enervption with keyword search (PEKS)
firstly proposad by Boneh et al. [1] probably satisfies the
reguirement. As shown in [igure 1(h), a user is able W generule
a trapdoor wilth a keyword and let the cloud server Lest
whether there are ciphertexts mawching with the trapdoor, 1e.
cipherlexts embodded with the same kevword as the rapdoor.
However. Boneh et al.’s PEKS scheme and a number of PEKS
schemes were pointed our insecure under the special artacks
named off-line keyword guessing attacks {KGAs) [2]. Onece
the keyword space is not large, a probahilistic polynomial
time (PPT) adversary could detect which keyword is queried.
Unfortunately, the keyword space in real world is small enoush
for a PPT adversary @ launch KGAs.

repmblcatimuredisteibuction requires [ERE permission.
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(a) System of Encrypred EMI System

Fig. I

Dual-servers based PEKS schemes 3]0 |4], |3] were
proposed Lo counler the KGaAs, bul limited by Lthe application
scenurie and  wilh higher cost of cloud service. Secure
channcl-free PEKS schemes [6] resist outside adversarics from
launching KGAs. but arc unable to ntercept KGAS from inside
adversaries, e.2. attacks from staft of the CSP. Public key
authenticated encryption with keyword search (PATKS) [7]
could be a safer alternative of PEKS to counterattack KC(iAs
regardless of whether from outside or inside PPT adversuries.
A number ol relerences [8], [91, [100. [117, [127, [13]. [14].
[15], [16], [17], [18], and [19] on PAEKS demonstrate ils
scalability, however, a main shorteoming of PAEKS remains
unrcsolved, The number of required trapdoors 1s lincarly
expanded as the number of senders increases, Wirth each query,
the user needs to generate multiple trapdoors for the same
keyword. In the EMR system, the more doctors there are, the
mare trapdoors are required, which hinders the application and
has motivated our work.,

A Motivation, Challenge and Comiribuiions

This work wims W build a provably secure and practicully
ellicient searchable public key encrypliom scheme lor cloud
compuling and cloud storage applications  with  privacy
proleciion requircients, epresented by the hospital TMRE
systen.

Hospital

() System of Encrypred EMR Svystem with PEKS Index

Flectonic redical recond systen based on chowd service.

{) Marivation: The public key authenlicaled encryplion
with keyword search (PAEKS) |7 satislies lhe securily
requirements 1nd counterattacks e ofl-hne keyword guessing
attacks launched by semi-trusted elowd server, but are stll
some drawbacks to be concerned.

« The spatial complexity of the required apdoor for
retrieval is linear with the number of senders, which is
not practical in scenarios of multiple senders. To query
a4 keyword, the reeciver needs W generae mulliple
trapdoors, one per sender, nocase there are moliuple
seoders. I s thus pol elficienl and of heavy trapdoor
communication overhead if the number of senders s
large. Besides, it 15 complex 1o gencrate difterent
trapdoors corresponding to ditferent senders in each query
and for the same keyword. Owverall, it is important to
implement constant-size trapdoor generation for PAEKS
o reduce the comumumication overhead and management
complexily.,

» The searching Ume per query is linear with the number
of encrypted kevwords as well, which is not ctficient if
there are a large oumber of files to be cocrypted and
each file contains multiple kevwords., Therefore, it is
reasonable and necessary to further improve the retrieval
efficiency.

PAEKS counteratlacks the inside KGAs beneliting [rom the

pecessary ol e sender’s seerel key during the encryplion.
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Repeat this attack, it is possible to reveal
plaintexts of all the cipherteals
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I 1
I | | ]

Example Attack at No.l Record of the Encrypted Inverted Index

However, 1L decreases the computation elliciency of rapdoor
veneralion and increases lhe communicaion overhead of
teapdoor ransnission.

To the best of our knowledge, existing PAEKS schemcs in
literature tail to suppoct constant size trapdoor generation for
multiple senders. Han et al. [20}] proposed a PARKS scheme
which supports logarithmic searching efficiency, but does nat
support constant size trapdoor generation. [t is interesting and
important W design a PAEKS scheme o supporl constanl size
trapdoor and sub-lineurly Tast retrieval, which molivales this
work.

21 Chellenge: 1n the orginal detinition of PATKS [7], the
trapdoor generation algorithm takes as input hath the receiver’s
secret key and the sender’s public key. Thus, it is an inherant
issue of PAEKS that the trapdoor size per query would linearly
expand as Lhe number of senders increases. The issue does not
exist in those PEKS schemes which are vulnerable w inside
KGAs, because neither encryption nor trapdoor generation
nelode the sender’s mlrmaton in e alponthm, and the
trapdoor s gencrated independently of the sender, On the other
hand, although inverted index is often used in symmetric-key
based secure data searching schemes, it is still challenging to
achieve sub-linear searching efficiency in PRKS via applying
inverted index.

« To reduce the communication overhead of trapdoor in
PAEKS, it is namral to consider how to transform
ciphertexts from different senders into a unified form so
that the searching process does not need to consider the
sender’s information of a ciphertext. In the meanwhile,
the transfonmn should reserve the seeurily of inside KGAS
resistioee,

Encrypted Inverted Index

Clipherext inserting artacks on PEKS with inverted index.

» Wiile applying the inverted index inlo PERS, it would be
vulnerible o the cipheriext inserting atlacks, as illusirated
i Figwme 2,

Hence. il 15 not a wivial job w come up with a PAEKS scheme
achicving the alorementioned goals.

3) Contribations: 1n this paper, we present an etficient
solution to the above problem, The main idea is to add a
non-collusion proxy o update the received ciphertexts and
convert ciphertexts from different senders into a unified form.
The contributions of Lhis paper are summarized as [ollows,

» PAUKS. We introduce a new notion called public ke
authenticated enceyption with ciphertext update and
Kevword search (PAUKS) in order 1o reduce the lrapdoor
communicaton overhead, The proposed PAUKS mects
the needs of secure cleetronic medical record system of

hospitals.
o Secnrity. We give the threat model and the formally
defined security model for PALKS. The security

delined in Lhis paper requires & PAUKS scheme should
counteratizcks atlacks launched by both the oulside
adversary and Lhe inside adversary. Besides, the proxy
in PAUKS is also considered as a threatening parly and
can be covered 1o the sceorily model wilh the resimetion
that the proxy cannol collude with seonders nor the cloud
SEIVEL,

« Concrete Scheme, We give a concrete PAUKS scheme
based on the CDH assumption and a variant DLIN
asswmption.  The proposed PAUKS  scheme  inherits
features of PAEKS and meanwhile supports constant
trapdoor communicalion overhead per gquery, We give
[ormal seeurity analysis of e proposed PAUKS scheme
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shon in appendix and prove it to he secure in the
proposed security model.

« Efficicncy. It s worth noting that the proposed
PAUKS scheme supports sub-liner searching efliciency,
which is a rare properly ol PEKS or PAEKS schemes
in the literature. The updated ciphertext can be securely
sorted and inserted inlo an inverted index. scarching bascd
on inverled index will be moch fasier than searching
directly over the whole encrypted-keyword space. Note
that, leveraging inverted index to accelerate searching
process is 4 natural method in scope of plaintext
search, but challenging in PEKS or PAEKS, because
it may face ciphertext inserting attacks. The proposed
PAUKS scheme is proved sceure wilh the myverled indes.

« Experimental Evalualion. W cvalvale the performanee
ol our PAUKS scheme and HL-PAEKS scheme. The
running efficiency of Ene, Trapdoor and Test alaorithms
of our PAUKS scheme are comparable with that of HL-
PAEKS scheme. Differently, our PAUKS scheme enahles
a proxy to update the received ciphertexts. Betore update,
the running time of trapdoor generation per query is linear
wilh the number of senders in bolh HL-PAEKS and our
proposed PAUKS scheme. Aller update, the overhead of
reneraling lrapdoor will be decreased w constant which is
o longer related to the numiber of senders, Experinents
show that. when the nmmber of senders is greater than a
value (approximately 20), the ranning time of trapdoor
generation hefore update ix significantly greater than the
time after update. Moreover, in our PAUKS scheme, the
server can build a secure inverted index Tor Tust search
alter update. With the inverled index, the search overhead
1% Just linear with the size of keyword space and sub-lincar
with the total number of reccived scarchable cipherteals,
Onee the keyword space 1s muoch smaller than the received
ciphertexts, the searching time hased on inverted index
will be significantly faster than the directly searching
time.

B. Related Work

Bonch ot al. [1] firstly introduced the notion of scarchable
coeryption into the public key scttings, and proposed the {irst
mblic key encryption with keyword search (PRKS) schemc
denoted by BDOF-PLKS. Byun et al. [2] pointed our the
recent PEKS schemes were vulnerable against the proposed
ollline kevword suessing alacks (KGAs) Baek el al. [271)
revisited the BDOP-PEKS scheme and gave a secure-channel
[ree PEKS scheme which resists the ouwsider adversaries
laumehing KGAs Xu el al. [22] proposcd a [uzey keyvword
search scheme based on PEKS and resists KGAs [rom outsid
adversarics, However, the aloremenuoned schemes are stll
insecure under KGAs by insider adversaries.

Chen et al. [4] applied two server to counterattack the
inside KGAs. In their scheme. the Keyword Server (K$)
is separated from the Storage Server (88). Based on the
deterministic blind signature, Chen et al. |4] achieved the
sevunily against KS and 55, However, in their scheme, senders
und recelvers have W lnlerael with the KS belore sloring

)

ciphertexts or requesting searching resnlts. Chen et al. [3]
proposed another dual-server PLKS scheme which is secure
against KGAs from both of the two servers. Based on
a new proposed Hnear-und-homomorphic smooth projective
hash Tunction, Chen et al.’s scheme [3] lets a ronl server o
preprocess the trapdoor and cipherteats and deliver an internal
Lesl stale o the back scrver. The back scrver (inally returns the
Lesting resulls o the ecciver.

IMuang and Li |7], based on PEKS. proposed a new
primitive named public authenticated encryption with keyword
search (PAEKS), which ix secure against inside KGAs in
the single-server setting. Noroozi and Eslami [23] pointed
out their PAEKS scheme |7] fails to resist inside KOiAs.
Oin el al. [11] revisiled the PAEKS scheme and proposed new
sceurily delinitions, c.g. muli-ciphertest indisinguishability
and muli-trapdoor privacy, They also provided o concrele
schome mecting the new definitions. Pan and Li [24] followed
Qin et al.’s work [11] and proposcd another PACKS scheme.
Chen et al.. |25] proposed a PAEKS scheme to apply in
specific scenarios, which is based on dual servers and
enjoys a higher security. Lu et al. [26] proposed a secure-
chanmel-lree PAEKS scheme w prevent oulside adversaries
[rown oblaining any  information aboul the search patlern
ol wsers. Guo el al. [27] dmproved the security ol secure-
channel-free PAEKS scheme and achieved multi-ciphertext
indistinguishability.

Liet al. [1}] introduced PAKES into the identity-hased
cryptographic settings to resolve the complex public-key
certification problem and proposed an identity-hased authen-
licuted encryplion scheme with keyword search (IBAEKS).
Liu et al. [28] proposed another IBAEKS scheme which
enjoys a higher running elliciency. He el al. [3] introduced
PALKS imlo cerlilicateless public key scliing and proposcd
a CLPAEKS scheme, removing the barrier o complex key
management. Lia et al, [29] reviewed He et al.’s CLPAEKS
scheme and improved the security. Wu et al. [9] proposed
an improved CLPARKS scheme which only allows the
desiznated  server to do the test and enjoys a better
running efficiency than the preceding CLPAEKS scheme.
Yung et al. [16] and Lu et al. [30] proposed PAEKS schemes
without wsing bilincar paivings. soitable for Industrial Internet
of Things scenarios.

Behnia ef al. [31] propoesed an cfficicnt. lattice-hasad PRKS
scheme o resist quantum compmiting artacks, Tloawever, it does
not secure against inside KOiAs. Lin et al. [32] recently
proposed a PAEKS scheme based on lattice assumption Lo
resisl inside KGRAs and gquantum computing allacks.

Proxy re-encryplion (PRE), inroduced by Blase el al. |33]
in 1998, is an dmporlant wechnique wsed in our scheme.
It allows a proxy 1o re-coerypl a cipherlest for receiver Adice
o another ciphertext for receiver Bob without decryplion,
Shao et al. [34] introduced PRTE into public key scarchable
encryprion scttings. Chen et al. [33] designed access control
strategy for the PRE hased PEKS scheme. Hoang et al. |36]
leveraged a secure enclave on the cloud server to securely
perform the proxy work and minimize the bottleneck of
nelwork, Houng et al. [37] proposed o searchable based the
seeure enclave  supporing oblivieus search and  updale.
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Xu et al. [38] appliad the PRE hased PTKS scheme into the
MR system. Deng et al. [3Y] achieved a secure-channel-tree
PEKS scheme supporting proxy re-encryption.

II. PRELIMINARIES

Before introducing our propased searchable encryption
scheme, in this section, we some necessary preliminaries used
in this paper.

A, Bilinear Puiring

e
wTy

Assume pis a large prime and 5, Doy are two groups with
order p. Bilinear pairing 1] is a map & :
sulis[ying the following conditions:

« Bilincarity: ¥x, vy ¢ £, ¢ iz, é(g*. ¢¥) = élg. g)*™:

« Non-degeneracy: Vg £ 1L £ 1 2@ g h) &£ 12

o Computahility: g i e 0. &g h) is efticiently

computable.

% v — Tir

B. CDH Assumption

Let €2 be a group with a large primme ovder p. Given a CDH
wple (g, #9, £, the CDH problem [401, [417 is o compute
g*", where g € 15 is a generator and {a, b) € %7, arc randomly
selected [40], [41].

CDH Assinption: The above CDII problem is intractable
for any probabilistic polynomial time (PPT) adversary.

. PN Asswungiion
let é 1 @ x 3 — Tuyp be a bilinear pairing. Given a tuple
(g.g%. g% 27" g¥% 7 & (7)., the DLIN problem [40]. [41] is
o distinguish whether 2 = g or 15 o mundom element of
iz, where ¢ e 17 15 o generator and (x, ¥) £ Zi are: randomly
selected.

DLIN Assgmption: The above DLIN problem is intractable
for any PPT adversary.

s

B A Varian of DLIN Assinptiom

Leté:izxin b a bilinear pairing. Given a modified
DLIN tuple (g, g%, ¢¥, g™, &"77, Z & &, the modified DLIN
problem [40], [41] is to distinguish whether Z = g% or not,
where g € 0 is a generator and (x, v) £ ;-', are randomly
selected.

mDLIN Assumption: The above modilied DLIN problem
is inlraclable same as the DLIN problem.

M, T PUnLIic Ky AUTHENTICATED ENCRYPTION
WITIH CIPUERTENT LUPDATE AND KEVWORD SEARCIT

[n this section, we propose 4 new cryplography encryplion
primilive named public key authenticated encryption with
ciphertext update and kevword search (PAUKS) and miroduce
the [ramework, svstem model, threat model and secorily model
of the proposed PALIKS.
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A PALTKS Framework
A hasic PALIKS scheme contains ten algorithms as follows.

The first six algorithms are inherited from the PAEKS scheme

which guaraniee any inside PPT adversary cannol successlully

break the scheme via ofl-line keyword vuessing attacks; The

last four algorithms are designed w0 update ciphertexls and (o

support constant trapdoor commumcation overbead,

o Setup(1*): Given the security parameter 17, this
algorthm inilialives the system and zenerales the public
parameler PZ.

KevGeng (FF): Given the public parameter PP, this

algorithm retorns @ receiver's publicfscoret key  pair

(phg. skr).

+ KeyGeng(TT): Given the public parameter P this
algorithm  returns a sender’s public/secret key  pair
{pkb 5 S‘ks) <

« Enc(P=, sky. phy. w): Given the public purameter P2,
a sender’s secrel key sk, a receiver’s public key pky
and a kewword e, s alpodthm returs o PAEES
ciphertext C.

« Trapdoor{lFlF. sku, pke. w’): Given the public parameter

S, a receiver's secret key shy, a sender’s public key pkg

and a keyword ', this algorithm returns a trapdoor 7,

Test(TFT. phyg, €, 7): Given the public parameter "7,

a sender’s public key pky, Lhe cipherlext € and trapdoor

Ty, seneraled with phy, Lthis algorithm rewurns 140 C and

T are generated lrom the same kevword, 0, olherwise.

UpdKeyGen(IFF, skp, pkg): Given the public parameter

FF. the recetver™s seorel key sk and a candidaie sender’s

public key phg, this algorithm returns an updating key

kg attached to the sender,

» UpdEnc(FF, Cs, ikg): Given the public parameter 1

a ciphertext Cg sent from sender S, and the updating key

ukg grant for &, this algorithm updates g and retuns an

updated cipheriest [

ConstTrapdoor(ZF, vkg. w'): Given e public parame-

ter P2, the recciver's seeret key sk and a keyword w?,

this algorithm retrns a constant trapdaor f",,,.-.

Updlest(l*F, C, T ) Given the public parameter 5

an updared ciphertext & and a constant. ﬁ_.,-, this algarithm

returns 1 if € and f',,_.r comtain the same keyword, {1

otherwise.

-

B. System Mode!

The system model of the PAUKS, as shown in Figure 3,
conlains lve types ol partics: muliple data seoders (Alieg,
Bob, Cindy, cte.), a data recciver (an administrator of a
hospital], a proxy {(a sub-administrator), a cloud server and
an extarnal data nser [e.g. researchers).

11 Ability of Parties: We demonsirate the ability of cach
parly of PATTKS as [ollows,

o Duta senders: There are multiple senders, e.g. Alice,

Bob, Cindy shown in Figure 3.
— Fach sender can encrypt keywords with the secret
key of itself and the public key of the receiver.
— ach sender is able to monitor the channel and capture
viphertexts sent [rom olher senders and  trapdoors
submitled by the receiver.
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Clond

Lesearcher

Doctors, Anesthetists, Nurses and etc.

Heaspital

Fig. 3 Swvitem maodel of PALUKS.

« Data receiver: We consider only onc receiver in
PALKS system for simplicity.

— The receiver is the only user who can generate
trapdoor using the secret key of itsell and the public
keys ol senders.

— The receiver 1o the proposed scenario could be oan
administrator of the hospital, who roles a tolly tusted
PALTY.

« Cloud server: Therc is a cloud server in PAUKS system.

— The server provides almost unlimited storage space
and stores all the received ciphertexts.

— The server will lest whether there is any cipheriext
maiching wilh the submiled trapdoor.

— The server is serni-trusted. It may ry o reveal Lhe
informaion behind cphertexts and wapdoors.

« Proxy: There is a proxy in PAUKS system to update the
ciphertexts stored in the cloud.

— The proxy could be a sub-administrator of the
hospital and it help the administrator to update the
ciphertexts.

The proxy could he semi-trusted. It means that the
proxy will honestly perform the given lask bul may
be curious aboul the plantexl informadon behind
ciphertexts or trapdoors.
The restriction [s that the proxy cannot collude with
any scnder nor the cloud server.
External user: There could be one or more external users
trying to utilize the EHR system to do medical research
or data analysis. The external users are given limited
authorization to access the data on most occasions.

— The exlernul user could be a researcher who would

Like 1o access some data,

— The external vser will be given a lrapdoor conlaining
the candidate keywords to search,

41

— The external user can delegate the scrver to search
files with the trapdoor and mave on the next process,
ez querying decryption keys of the files from the
administrator, which is out of scope of this work.

2) System Flow: The PAUKS system runs after setup

procedure supervised by a trusted certification authority (CA).
All users” public kevs are certilicated and broadeasted by the
CAL The system flow is shown as follows,

» Al the begimming of the PAUKS system, @ sender,
ez Alice, enerypls padent EMEs wilh some kind of
cucryplion scheme and eoervpls dex with the Ene
algorithm of PAUKS. Aliec concarcnates the encrvpred
file and the encrypted keywords as a ciphertext,
and finally sends the ciphertext to the administrator
Same with Alice, more senders send ciphertexts to
the administrator (step The administrator uploads
viphertexts o the cloud (slep 21 w0 save local storage

Space.
o The admdmistrator  can generale wapdoors. ..
TA TE TC. with any candidate keyword w. Doctors

in the hospital can gquery ciphertexis stored o cloud
given trapdoors by the administrator, Researcher whao
was granted access of the ciphertexts can also obtain
trapdoors from the administrator and query the matching
cipherexts stoved in the cloud (step & @

@} However,
as shown in step &, the overhead of generating trapdoors
and the number of lrapdoors por query per keywornd s
lincar with the number of senders,

» The admdnistrator can generate updating key Lor cach
sender (step B9 and delegate @ sub-administrator to
update the stored ciphertexts in the clowd (step €9,
The update process will increase search efficiency and
reduce communication overhead, meanwhile, it reserves
the tormat of the original ciphertexts and still supports
PAEKS-like Lest.

o Aller update, the adminisiralor can generale constant
sive lrapdoor, eg T,.. per query per kevword, and the
seever still returns the matching ciphertexts (step 42,80,
The communication and compuration overhead of search
queries will he thearetically reduced.

« As an extension, after update, it is possible to
classify the ciphertexts hy the embedded keywords
withoul dectyplion and against keyword guessing altacks.
It lhat an inverled index could be build
aceelerate the scarch process,

means

. Tear Model

Based on the system model of PAUKS. we analyse the
threats [rom different adversacies,

1) Adversaries: The receiver is assumed honest naturally,
and the external user with limited access permission can be
considered as low risky. Three types of adversaries as follows
are considered in the PALKS.

o Qutside adversary: it could he one of the senders
trying to reveal plaintexts from trapdoors or ciphertexts
encrypted by other senders.

» Inside adversary: il could be an adversury who cun
aecess 10 the inside network of the cloud slorage service.
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The inside adversary wonld try to reveal plaintexts from
trapdoors, ciphertexts or updated ciphertexts.
Non-collusion proxy: It could be a sub-administrator and
should be a semi-trusted and non-collusion party. The
proxy will homestly execule the proposed protocol but try
Lo reveal information [mom ciphertexts or wapdoors; The
proxy cannol collude with senders nor the cloud server
which is a rcasonable as a sub-adminisiralor in the real-
lite world,

2} Securitv Reguivements: According w the threal model,

the seeurily reyuiremments are as [ollows,
IKGA Resistance: We consider sceurity against kevword
guessing attacks lannched by an inside adversary or the scmi-
trusted collusion-tree proxy. Naotice that security against KO A
trom an outside adversary could be implied by that trom an
inside adversary. Therefore, we do not discuss it in the rest of
the paper.

« Fur any PPT adversary who docs not have the knowledge
of the sceret keys and updating keys of the corresponding
senders and reeciver. it 1s of a negligible advantage to
distingnish whether or not two ciphertexts (hefore update)
contain the same keyword unless the matching trapdoors
are given.

For any PPT adversary who does not have knowledge
ol the updaling keys and the receiver’s secrel key, Lhe
probability o revealing kevword from a trapdoor is
neglipble. even uoder the off-lne heywond guessing
atlacks,

Non-collusion Proxy: Another securily requiremenl is that the
proxy with the updating keys cannot obtain maore information
than ontside adversaries from the ciphertexts or trapdoaors. That
i5. Tor any PPT adversary whao does not have knowledge of the
receiver’s secret key, the probability of revealing the plaintext
trom the updated ciphertexts is negligible.

Keprark: The sceure enclave proposed by Houng et al, [38]
could be an allernative of 4 losted prosy residing oo the
server side. To weaken the seeurily assumption, il s covugh
to cmploy a semi-honest proxy who will not collude with
the server and any sender for the proposed systen. It is also
passible o delegate the semi-honest cloud scrver as the proxy
in the future work.

D, Secarity Model

Bused on the threat model and securily requirements,
we deline the security of PAUKS as lollow.

Definition [0 A PAUKS scheme is semantically secure
againsl the ofl-line keyword guessing atlacks il lor any PPT
adversary A, e advamage 1o owin the [ollowing games s
negligibile,

Sevurity Goame 1 (Ciptheriexi-Tndistingudshaobilicy: Without
Updare, IND-CCA): In this game, the adversary 4 tries to
distinguish ciphertexts without update.

o Sctup: Given the security parameter 14, return the public
parameter FT¥ and the public keys pky, phy of a random
sender and the receiver.

« Phase 1: Given the public parameter P=, the adversary
A can du the [ollowinge gueries.
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— Ciphertexi Query: Given a keyword, return a
corresponding PALIKS ciphertext encrypted with skg
and phy.

— frapdoor
comesponding
pky and skg.

Challenge: A submits two keywords wy, ] which have

not been queried for trapdoors, The simulator tosses 4

coin o« {01}, encrypts iy with skg and phy. and

returns the ciphertext O
s Phase 2: A can also do the gueries same as in Phase 1,

exeepl thal w, w] could not appear in rapdoor queries.

« Guess: Finally, A returns a bit »° < {0, 1) and wins the
game it &' = £, The advantage that A wins the pame is
defined as Adv = [Prldwig] — % = Prib’=b]— 1.

Securitv Gamte 2 ( Updated-Ciphevtext-Indistinguishabifio,
IND-U-CCA): In s pame, the adversary A ries 1o reveal
plaintexts [vom the vpdated ciphertests.

« Setup: Same as above.

» Phase 1@ Given the public parameter ', the adversary
A could issue ciphertext and rapdoor queries as in the
above game.

Challenge: .A submils two keywords g, w) which have

not been quenied for wrapdoors, The stmolator losses a

cain b o« {0, 1L encrypis wy with skg and phg (o

get @ cipheriext CF. With the updating key why. the

simulator updates the ciphertext €, and returns the

updated ciphertest C;‘

« Phase 2: 4 conlinucs o query as in Phase 1. cxecpt that

t, Wy cannot appear in trapdoor queries,

« Guess: Finally, A returns a bit & < {0, 1} and wins the
game if &' = b. The advantage that 4 wins the game is
defined as ,4(!»5_ — PrlAdwin] — % — 'l _p]— %

Security Game 3 { Trapdoor Privacy, IND-TP-CCA); In this
game, the adversary A wics (o roveal plainiexts [rom the
rapdoors (both with and without updale).,

s Setup: Same as above.

» Phuse 1: Given the public parameter FZ, the adversary
A can do the ciphertext and trapdoor gueries same the
above game, Differently. the returned ciphertexts have
been updated.

Challenge: 4 submits two keywords wf, i) which have

not Peen gueried for ciphertexts nor trapdoors. The

simulator tosses a coin f «— {{}, 1}, returns two trapdoors

7o 2 ;

« Phase 2: .4 continues o guery as in Phase 1, except that
. 1) could not appear in both ciphertext and trapdoor
queries,

» Guess: Finally, A retums a bit &« {0, 1) und wins the
game if &' = b, The advantage that A4 wins the game is
defined as Adu’y = |Prldsin] — * Pris’ = b]

Ceery: Ghiven a keyword, relum
PAUKS  rupdoor  generaled  wilh

.

-

-

7

IV, Our PAUKS SCHEME
Given  the  security  parameter
1*,  output public  parameter  [Fl*
(p. g, 2, G, &, H, H, Ha, H3, Hy] shown as follows:
= pis a large priune,
- G, Giy are groups with order p,

.‘Qgtu pil 4 i
the
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— &5 w it — Gy is a hilinear pairing,
— M, iy 1, M, Ty are hash functions:
# HiGxlhxExiz
 H G x 0.1 = E,.
# ffo:
# s G— #y,

C
Ty

o= 7

2 4

# fly A0 1 — [eS
KevyGeng (FIFy : Given FP, the alporithm randomly
seleets a1, .z, 1, 4 from £, and cutputs the reeciver’s
e key phy (php,, Phg,. phg,) and sccret key
skr = (3kR,, ARy, $hR,, SER,) as follows:

— phy, = g™, phg, = g phg, = 5

= skR, = x, 8k, = £z, kR = X3, vhR, = X4
KeyGeng () @ Given the public parameter T, the
algorithm randomly selects y & #p and outputs the
sender’s public key phy = g% and secret key skg = .
Enc({FF, skg. phy, &) Given the public parameter FI,
d osender’s seerel key vky and the receiver's public key
pkg. e algorithm randomly selects vy, 2 < &y and
autputs the ciphertext © = (O, C1, T3, C4) as lollows:

+F 7l
Hilpk z'\,wJ
= (pf(u; i -phg_‘) , Cz=p,

. r
T "
H«UJ.ARI g Haph SJ_,.
- : ekt
Oy = (pkkz ! J”'{Rg - I e

Oy = Hofu)™, o= HiO, T2, OG5, Ca)"

Trapdooer(ZF, skg. pkg.w') : Given the public parame-
ter BF, the recelver’s seeved key sk and a seoder’s public
key pkg, the algorithm randomly sclects /.y +— 2, and
retuens a trapdoor T = (T 1. T 23 as tollows:

—_—
g
Sy Hplptg Ve =l )
Tpil SiphReviing RNmEhE L S,

Test( FF, , T} Given the public parametcr PP,
a ciphertext € and a trapdoor T, the algorithm returns
1 it the following equatian holds, otherwise, returns [k

O, T ) = é(Cr. Ty o).
UpdKeyGen (T, skg, phg) @ Given P the receiver's
secret key shp oand a sender’s public key phky, the
algorithm parses skr as (9w, . skR,, ¥hR,, skr,) and
senerales s updating key wky = (uks,, 1hs;) as follows:

ukyg) = Hg(pk;w'),

Shpy

I .
skyy - Ha(phy ) 4 sk,
UpdEnc(PT. C, uks) : Given PF, a ciphertest © senl
{rom sender 8 and the updating key wky assigned for the
sender 8. the algorithm parses © as (€, Cz, Ca, Cy, C5)
and returns L if the Tollowing cquation (1} docs not hold.,
which means the ciphertext was tampered by adversaries,
eTCy, Oz, €3, Ca), C2) = €(Cs, ). h

Otherwise, this algorithm returns an updated ciphertext
C = ((, Cs). where

wkg o> =

Co=(Ca/Cy ™y = y2eim,

EINEY

Noadl

ull

wall

. P Mext—e P Pre (% P Newt
. P_Nexi—®T PFre (' Null
fa PNt =P P (P Mewt
[
| . P Mext—=F Pre (. P Newt
Mull|  Nall Nall = 3
£ thkead — | ®PPre #, P Net—=FPre (; P Next—
=P lre (. P _Nest—®FPre (, Null
—# P Pre (3 P Nest—F Pre (. | Null
big. 5. Bncrypted tast searching index.

s ConstTrapdeor(ZE, skg. w’) © Given PP, the receiver's
secret key shg and a keyword w', the algorithm randomly
sclects r « Z, and relurns a constant trapdoor
f',_.,- = (f‘._.,-\|. f:.,;f:'g) applicable w0 matching ciphertexts
sent from different senders, where

7

u',

L= MR T = Hy(w'Y

» UpdTest{PT, s f}._,.') : Given TP, an updated ciphertext
O and a constant trapdoor T, the algorthm relurns 140
the following cquation holds, olherwise, returms O;

Oy, Tor 1) = 8(Co, T 2).

A, Fast Searching fndex for PAUKS
The updated ciphertexis can be inserted inw an encrypled
inverted index without decryption.
o FeualityTest(F*, €. C2): Given I, and two updated
ciphertexts (/.\.'|_. (?‘-3, this algorithm  parses ft'|, (T‘-g as
(C{]?__C[f‘_‘“) and (C:_j) C:'Jz"), and retuens 1O the

I'ollﬁwing cguation holds. and O otherwise:

s, oy — s oy

ImitIndex(”T): Given TT. this algorithm initializes an

-

empty index I with header
H = (Nuo., LabelCipher, Pointer),
illustrated in Figure 4.

« InsertIndex(FT, C, H}: Given PP, an upduled ciphertext
C and the header H ol ihe [asl searching index.
this algorithin inscrts © into the index lvstrated in
Algorithm 1. After several ronnds of insertion. the index
1 can he exampled in Figure 5.

o FastSearch{T'P, ‘K. 7,.): Given T, the header 'H of

index I and a constant trapdoor T, this algorithm
relums Lhe a pointer (Pointer) il the cipheriexts pointed
by Lhe Poinler conluwin the same keyword as 'f't._\-, and L
otherwise, The deta] algonthm is shown in Algorithm 2.
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Alporithm 1 InseriIndex

Input: [T, M= {No., LubelCipher, Pointer)

Output: 7{

1 ptr = H:
s iskgual = )
- while ptr == Null && isEqual # 0 do
1sEyuul = Equalily Test{FZ, plr.LubelCipher, é;
if 1sEqual then
insert C into plr.Pointer;
return H.

end if

ptr = ptr.NextNode;

end while

if lisEqual then
insert C into piv.Pointer;

end il

return 7{:

SU@ heds oo

1k
1
[

13

Algorithm 2 FastSearch

Input: PP, 7., 4 — {No.. LubelCipher. Pointer)
Outpue: Pointer or L

1ptr — H;

= isMalch = O

4 while pir £ Null && isMalch £ 0 do

4: isMatch = UpdTest (=T, pir.LubelCipher, i wh

55 it isMatch then

f; return pir Pointer.:
7 end if

& ptr = ptr.NextNode;
u: end while

1k i HsdMawch then

1: relurn _;

12: end il

B. Correciness of the PAUKS Scheme

Assuming the hash function is collision resistant, the Test
algorithm retwrns 1 if and only if the hash inputs are the same.
The comectness can be proved hy the lollowing equations:

K

wtg
kn. (,uk;tr,m)
kg,

i
sy Sty L ey

phyg )8

H

L e,

Parsc f".,:-':| § f’r.'y" 1 and Cy, Cp as follows;

S Ewe G A LE
ill':_.y'\:u;’.-.¢,_|—|\_u.".',

27y = (. Ty2)

fw'_| = g, '!A"-._,-‘-:_ = Hz(w)", Cs= Halw)™,

gty
ak <k
ik %) I T i et
- 2 . T, Thipkg sk
Cp = (JﬂkRz . }'),J'\R.1 2 § 3
raoskiy

=gt

The UpdTest algorithm retums 1 il and only il the keyword
crbedded in the constanl wapdoor 1s idenbical w thal o the
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TABLE I
COMMUNICATION OVERHEAD EvALUATION

Schemes 0y To: L Ta:
HL-PABKS 17| 2|5 me G| —  —
Our PAUKS 3G w2 6T 24

Tilt the size of an element in group !
|Za ¢ the sice ol an elament in group S,

et the number of senders,

updated cnerypled aiphertexl, which can be proved by the
Tollowing cqualions:

Oy, Ty 1) = E(Hal)?, g™ k)

itf o —ae @(gr: SRRy : H4(!D! }J' \.'

= &, f—\'('.'.‘.).

C. Security of the PALKS Scheme

theorem [ {IKGA): The proposed PAUKS scheme is
semantically secure against oll-line keyword suessing atacks
Tfrom any PPT adversary in the random oracle model if the
CDH and mDLIN assumptions hold.

Sumilar 1o the HL-PAEKS schome [7]. the proposcd
PAUKS scheme prevents the adversary trom encrypfing
keywords on behalt of other senders, which counterattacks the
inside kevword guessing attacks. Atter update, the ciphertexts
can only be tested with the constant trapdoor generated by the
receiver, and the original ciphertexts withoul update cannot
be wested with the constant trapdoor. Theorem 1 Tollows from
the lemma 1, 2, and 3. which are myven the formal prool in
Appendin AL

V. PERFORMANCE EVALUATION

We evaluate the communication and computation overhead
of vur PAUKS scheme compared with HL-PAEKS scheme [7],
as shown in Table I and Table I Belore cipherlexl vpdae, the
propused PAUKS scheme has o hagher bul sull comparable
communication ovethead in terms of the cipheriext and
the trapdoor. However, after ciphertext update, the trapdoar
communication overhead of our PAUKS scheme reduces to
constant complexity and is significantly lower in comparison
with [7] when the number of senders increases. (In the
other hand, although our PALKS scheme has shightly larger
computilion overhead than HL-PAEKS scheme in lerms
ol Ene, Trapdoor and Test algorthms, il enjovs a lower
computation complexity when using ConstTrapdoor aod
UpdTest algorithms to realize ciphertext retricval.

We perform experiments on a desktop computer with
an Intel Core i7-6700 CPL (340 Gllzy, 8013 Mem-
ory. The operating system is the Ubuntu 200043 LTS,
We inslantiated our scheme using O programming language
with GNU Muliple Precision  Arithmetic (GMP)  library
and Puiring-Bused Cryplography (PBC) library. The inilial
HL-PAEKS scheme [7] was mstantiated [or comparison, The
resulls are shown in Table 111, Table IV, Table ¥, Figurc 6
and Figure 7.
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TAELE II
COMPULATION OVERHEAD EVALLALIION
Schemes Enc Trapdoor Test UpdEnc ConstTrapdoor UpdTest
HL-PAEKS 7| 3Exp  Hesh o {Exp | Pair - Hashy o (2Exp | Mulj — — —
Our PALKS Okxp | BHash e (Akxp | Mul G Faxp v (2% Hash o 2Rxp o Hash | Mol 2 ke
F2My —1biv 4+ Add) —Bliwp — iy
Plseps computation overhemd of an esponential operation.  Pair compulation oyverbead ol g hilinear pairing,
1agh: computiion overhwnd of o hash eperation Mul: computaion evethead of o omellipliviion operaion,
Diiv: computation overhead of o division operation. Acld: computation overhead of an addition operation.
0 the number of reccived ciphertexrs. iz the number of scndors.
TAELE III
STORAGL CosT O KEys, CIPHERTEXLS, AND TRAPDOURS
Schemes Public Eeys (Bytes) Scorct Keys (Bytes)  UpdKey  Ciphertexrs (Bytes) Trapdoors (Byees)
Sender  Recelver Sender  Receiver (Bytes) Enc UpdEnc Trapdoor ConstTrapdoor
M -PALKS [7] 128 128 2ih il — 56 — 1248 —
Our PALUKS 128 384 20 80 40 £l TR 156 236
TABLE IV

AVERAGE RUNKNING TiMl or SErup amD Kiy GENERATTON

Schemes Setup Time KeyGen Time (ms)

{msj Sender  Weceiver  LUpdKey(izn
HIL-PATKS [T] 4546 1.243 1133 =
Chir BATTES 4.546 LLIF 3457 Lo2s
| L e ——T T %]
"] = HL-PAEKS Trapcoor
# PALUKS Trapdoor i
204 4 PAUKS Cons(Trapdoor ™ 1
.-'
o .
2 45 L -
E -
= Ll ol
] e i
E 104 L] L 4
[ . -
o] - L ]
™ N 3
5 - .. 4
.
.

a A . A & A & A A A &
T T T T
a0t 230 40 S0 B0 TO B0 80 0D

Number of Senders
Fig 6 Trupdoor bandwidh cost comparison.
Table Il shows the storage cost of each key, ciphertext

and trapdoor. The swrage cost of the sender’s keys in both
HL-PAEKS and our PAUKS are the same. Due 10 extensional
[unctions. our PAUKS scheme needs larger slorage space
than HL-PAEKS scheme in terms of the reeciver's heys,
ciphericsts and wapdoors. However, as shown o Figure 6, our
PAUKS scheme supporls constanl rapdoor transmission aller
ciphertext update and needs much less bandwidth when the
number of senders is large,

Table 1V shows the running time of system initialization.
The Sctup algovithms are the same in both HL-PAEKS and
our PAUKS. thus the running time are the same. The key
reneralion algorithms for senders and receivers in HL-PAEKS
seheme and for senders i our PAUKS schemw enjuy similar

overhead; The key gencration algorithm for reccivers in our
PAUKS scheme approximately runs three tumes as long, The
ReKeyGen algorithm in owr PAUKS scheme is as efficient as
the key generation algorithm in HL-PAEKS scheme, Overall,
compared with HL-PAEKS scheme, the system initialization
overhead of our PAUKS scheme iy higher, Torlunalely, each
algorithm only needs o be tun onee and Lhe olal runming
ume 18 neglisible for users.

Table ¥ shows he average oonoing e of  Ene,
Trapdoor, Test, UpdEne and ConstTrapdeor alponthms
in the aforementioned two schemes. The data related to
UpdEne and ConstTrapdoor of HIL-PATKS is empty due
that there is no such algorithms in HL-PAEKS scheme. In the
comparison of Enc algorithms, the HL-PAEKS scheme enjoys
a higher operation efficiency: In the comparison of Trapdoor
alpgorithus, vur PAUKS scheme leads o shght advanlagee, In the
comparison of Test algovithms. the two schemes ave almost
ded. In our PAUKS scheme. the average runping tme of
UpdEne and ConstTrapdoor algorithms arc closc to that of
Iine and Trapdoor algorithms, respectively.

From the experiment results shown in Figure 7(a)h),
the overhead of running Ene and Trapdeer algorithms
are comparahle between HL-PAEKS  scheme  and
PAUKS scheme. The overhead of the Ene algorithm in our
PAUKS schome s bigher thun but comparable with that
in HL-PAEKS scheme because of longer cipheriext length
and more functionality. The newly added algorithm UpdEne
enjoys a high ronning cfficicncy compared with the Ine
algorithms. The PAUKS Build Index in Figure 7ia) shows the
total overhead of building fast searching index and inserting
index procedure, which is a hit higher than the Enc algorithms
bul reasonable.

The running tme of the Trapdeor algorithm in our
PAUKS scheme is less than thal in HL-PAEKS scheme.
The Trapdoor mnning tme in the two schemes are both
lincarly incrcase as the nomber of senders incrcases. The
ConstTrapdoor alzorithm iz much moee efticient and enjoys
an almaost canstant running overhead as the number of senders

Our

increases.
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TABLE V

ALGORITHMS AVERAGE RUNNING TIME COMPARASION

Schemes Enc Trapdoor Test UpdEnc ConstTrapdoor
(ms) (ms) (ms) (ms) (ms)
HL-PAEKS [7]  6.236 4.120 1.411 — —
Our PAUKS 10.122 3.295 1.424 9.8514 4.302
—=— HL-PAEKS Enc 450 # PAEKS Trapdoor (—@— HL-PAEKS Test
- PAUKS Enc - PAUKS Trapdoor 140 |—e— PAUKS Test
A~ PAUKS Build Index| 4001 |4 PAUKS ConstTrapdoor] \—4— PAUKS Fast Search|
1204
‘v PAUKS UpdEnc 350
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180
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(j) Test Time with 75 Senders (more ciphertexts)

Num of Ciphertexts sent from 75 senders

Fig. 7.

Num of Ciphertexts sent from 100 senders

(k) Test Time with 100 Senders

Num of Ciphertexts sent from 100 senders

(I) Test Time with 100 Senders (more cipher-
texts)

Computation overhead comparison: Enc, Trapdoor and Test.
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Fignre 7{c)-(1) show the comparisan of searching overhead
of 11L-PALIKS scheme and our FAUKS scheme. To ensure
the impartiality, the keywords in each encryption and guery
are randomly selected Mmom Lhe experimental keyword space;
The sender in each encryplion is also randomly chosen.
Subligure (edd), (D, (gih), O and (KD show the est
time varics with the tolal number of received cipheriexls.
when there are 1, 250 530, 73 and 100 sceoders, mespecuvely.
Fach ciphertext is labeled with the sender’s public key,
hence. the running time of the Test algorithms in the two
schemes are linear with the total received ciphertexts shown
in subfigure (dXFHhIGIL) but not entively linear fit shown in
subfigure (c)(edg)(ii(ky. This is because the randomness of
the senders and plantexls leads 1o noleworthy random crrors
i o small swmple space bul no inlluenee in g larger sumple
spuCe,

Observing subfigure (e)-(1}, with the same nomber of
ciphertexts. there is no significant dittercnce in the running
time of ‘Test algorithms. This is because all ciphertexts have
been classified based on the label of senders and the commaon
operations caused by different number of senders are much
mure efficient than the Test alvorithimes, which have ninimal
elfect on the linal experimental resulis.

Tllustrated in Figure Tic)-(1), compared with the “linear-
cost” Test algorithms, the fast scarch of owr PAUKS scheme
enjoys an almaost constant running overhead as the number
of ciphertexts increases. The experimental results show
that the “constant” fast search of our PAUKS scheme
has a huge advantage in search efficiency when the
number of stored ciphertexts is greater thun some treshold
150, approximalely).

Kemark: 'The source code of the ecxperiment has been
uploaded o the public websiie, which can be lound at
hitps:feithub.conyPACKSMAKER/ Cryplo_PAUK gil.

VI, CONCLUSION AND FUTURE WORK

In this paper. we proposed an EMR system by introducing a
public key authenticated encryption with ciphertext update and
kewword search (PAUKS) scheme. Dillerent from preceding
PAEKS schemces. the proposcd PAUKS scheme not only
resists KGaAs from both outside and inside adversarics. but
alsn reduces trapdoor communication overhead from lincar
to sub-lingar with the help of a non-collusion proxy. As a
side result, the proposed PAUKS scheme is compatible with
a4 secure inverled index, which achieves o [usl searching
elliciency.

In the system model of our PAUKS. the proxy should
not collude with senders nor the cloud server. Tt would
be an interesting work o propose a PAUKS schome 1o
remove the progy [rom the system model and delegate the
cloud computing server as the proxy, Another fumre work
is to design a long-term secure PAUKS scheme. For many
seenarios, it is important to guarantee the long-term security
and support key update or forward security.

With the development of quantum computing technique,
pairing based schemes mighl be vulnerable under the quanium
compuling in e fuwne. T s importanl W design schemes

47

hased on quantmm-resistant hard problems, cg. TWE and SIS
problems. In addition, quantum-secure lattice-based schemes
might be faster than pairing in cerain cases, even thouzh
larwer space might be needed for trupdoors and  kews.
Our PAUKS scheme proves the leasibility of achieving
both KGA securily and lightweight in application. In the
[uture we consider 1o design laltice-based PAEES schemes
supporiing constanl lrapdoor geoncration and [ast retricval
efficiency.

APPENDIX T
SECURITY ANALYSIS OF THE PAUKS SCHEME

Lemma 1 (IND-CCA): For any PPT adversary A, the
advantage Adv4(1Y) to break the IND-CCA sceurity of
our PAUKS scheme is negligible if the CDIT and mDLIN
asswmptions hold,

Proof: Let A be a PPT adversary to break the trapdoor
privacy of the proposed PALIKS scheme. There is an algorithm
Bt solve the CDH problem based on the following game
plaved with A, The advantage of winning the lollowing mame
Tor A is negheble if the CDH and mDLIN assumplions hold.

Greme 1: The algorithm B takes as inpul a CDH instance,
.o (g gt 1), and then runs A as a subroutine and plays the
following game with A,

« Setup: Given the security parameter the algo-

rithm £ sews the public parameter parameter TP
(5, Do, €, p, g) and sels a pair of users (/7. L7} as the
targel sender and Larget reeeiver, Lel phi = (g%) be the
public key of U3 and pkj, = (¢*, g™, £™) be the public
key ol U;e-‘ where vz, x3 are randomly selected from 2,
« Phase 1: Given the public key parametcr “F. the
adversary A is able to query the following oracles.
The aracles will log all the inputs and outputs, and
preferentially returns the output value if the input appears
in the log. It the input is 4 new record, then the oracles
relurn ay lollows,
— Hash Oracles:
# (g2 Given an input (T, w], this oracle randomly
selects fy — ¥y, and returns IO (T, w) = hy;
# gt Given an input (7). this oracle randomly
selects ha «— 7 and retums H2(T) = Ao
# (D Given an input (7). this oracle randomly
selects by < Z, and returms Hax(F) = fs.
— Ciphertext Oracle :: Given a keyword o, Lhis
oracle relurns cipheriexl © = C, €2, C3, Ca, C5 as

14

follows:
) = ({?M.}HI(]I.'“‘] - Q'r"')rl L (r=g"
. S A Fa Py
(7= ((\QJ\:}H:U Iy .‘:") e lon
Cy = Hi(u)”, Cs = H(Cp Ca, (5, C2)7,

where r and sz are randomly selected from %y, and
Hy (7™, ), Ha(), H3(F7) are generated randomly
by the aforementioned hash oracles. Note that even

though the input 7% = 2% is unknown by B,
the hash values are known, which are mndomly
selected.
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— Trapdoor Oracle Op: Given a keyword w, this
oracle returns trapdoor Ty — T, T as follows:
i
T =grhlmed o Ta = g™,
where H((#, w') is randomly generated by oracle
O and r2 is randomly selected from Z,.

« Challenge: .4 subunits two keywords wi, w} which have
not been queried to oracle (. The algorithm B tosses a
coin to decide a bit & «— {0, 1], and returns the following
ciphertext C* = CY, 3. Cy, €7, CL:

g (.Qx-"ﬂf “3) -GPSR,
C; = (g"E'H"'(rl ! "‘3) E -CEH';[T“]. Cis i)™,
Cs = H(C1. C1, G5 €)Y,

where rry, H are random selecled from Zp, and
Ha(17} iy menerated [rom the hash oracle Og,.

« Phase 2: A can also query the oracles in phasc 1. cxeept

that aw. w} cannot appear in Or.

o Guess: Finally, A returns a bit & - {0, 1} and wins the

game itt &' = fr,

We denote by K; the event that .4 has queried (2", w7}
oy the hash oracle Q. In case E; happens, the algorithm
B uborts the game and solves the CDH problem based on
A's nput. In other case. the game is identical 10 Lthe game
in the sccurity model in A's view and the ciphertexe is
indistinguishable if the mDT.IN assumption holds of which the
proof is omitted here Timited by space, Hence, the probability
of A to win this game is:

I'r[.(il':'l ]

win

Prl.4

A K]+ P ARL s (B

W

= ‘ I'r|.4 \(:i!'.

n

Er]- Pr(Ey ]+ PriAS k)] - Pr(k ]

AL — el (1) 4 PHASL ) - negt(14)

i m'\gl{li }.

!
b — 3| —

|

Lemmier 2 (IND-U-CCAJ: The proposed PAUKS scheme
IND-U-CCA secure in the random oracle if the CDH and
mDLIN assumplions hold.

Prowf: The proof is bascd on the following game played
between a PPT adversary A and an algorithm B,

Game 2: The algorithm B is given the CDH mple
(g.g*. g%y and to solve the CIMI problem it 4 is able to
break the security of the proposed PALIKS scheme within a
PPT time.

« Setup: Given lhe security purameter 14, the algo-
nthun 5 sets he public parumeler parameler ZF =
i, Gy, ¢, p,g) and scs a pair of users (U7, U7} as
target receiver. Let ph% = (¢) be the poblic key of Uy
and pki, — (g%, 2%, 2" ) he the public key of [/}, where
the private key x2, x4 xq are randomly selected from ¥,

o Phase 1@ In this phase, the adversary A can query the
[ullowing oracles.

— Hash Oracles:

IEEE THANSAC TIONS (X INFORMATION FORBMNSICS AN SECURFY, Vi1
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# Qg : Given an input (T ), this oracle randomly
Foie
selects b < Zyp and returns Hi(T, w) = Ay,
# Qpn: Given un inpul (7)), this oracle randomly
5 . .
selects by < %y and retuns Hp(T) = ha.
# Dy Given an input (17, this onucle randomly

S i
selects fz = ¥y, and returns F(T) = hs.

— Encryplion Oracle O Given a kevword w. this
oracle randomly selects », m «l Zp and returns a
ciphertext €0 = 'y, Cp, Oy, Cq, Cs as Tollow.

¥ T "
(pk{g“ sl pkm) . WCEEE
HA(1" 2 FEATH
;= (p'kl(z{ J_ka:‘) LT
Co= M), C5 = H(C. Co, O3, C4)™

C) =

— Trapdoor Oracle (_’.'f?-.: Given a keyword w, this oracle
$
randomly scleets 5 = 2, and returns @ trapdoor
T = (Ty,1. Ty 2) as follow:,

Ir—.’.'j,] = J,’“”“, fr.u.? = L-rl':w)n'

Challenge: 4 submits two keywords wf, ) which have
not been yueried Lo oracle O . The algorithm B randomly

selecls b f— 0,1} and r'l* & Zp, and retums the
challenged ciphertext C* = O, 05, C5, C5L, CE G as
Lol

i "
= (-”ku; 'Pku_‘) :

ey ” b -
of = (\pk;{;u L pa’cRs) LB e = Hyw®YE

ok

)
=g

C! = H(C1,C2.Cs. Cq)T, CF=g"¥i

where r{._:-§'= IrF are random selected from #,, and
H(T*) is generated from the hash oracle Oy,.
o Phase 2: The adversary .4 can query the oracles in
phase 1. except that the keywords . ] cannot appear
in the rapdoor oracle (2
s Guess: A retums a keyword ' and wing the game il
w' = w*.

We denole the event Lthat the adversary A queries ¢ 1o the
hash oracle O, O, or O, by Ea. In case Ea happens, B
solves the CDH problem by renieving the log of the hash
aracles. In other case. the game is identical o the game
in the security model in A’s view and the ciphertext is
indigtinguishable if the mDLIN assumption holds of which
the proof is similar to that in game 1 and omitted here
due to the space limitation. Hence, The probability that
A breaks the ciphertext semuntic securily of Lhe proposed
PAUKS scheme is:

[PeLAS] = [Pe1AS AT | PrAS, AR
= [Pel A B Pz )+ Pel A B2 PriE:]
= % = negt( |A)) + PI'LAE‘;““GEJ -aegl(1)
o b
= §+Jre;_,f’(1 4
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Femma 3 (IND-TP-CCA): The proposed PRALRK scheme
satisfies the IND-TP-COA security in the random oracle it the
CDH assumption holds.

The prool of lemma 3 iy similar o that of lemma 1 and 2,
which is omilled here.
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A Secure Cloud Data Sharing Protocol for
Enterprise Supporting Hierarchical
Keyword Search

Hongbo Li™, Qiong Huang™, and Willy Susilo™, Senior Member, IEEE

Abstract—Cloud storage becomnes the priority for storing and sharing data for enterprise users, Encrypting prior to uploading data to
the cloud is the best way to protect business secrets, hawever, it hinders the convenient operations an plaintexts, such as searching
over the cloud data. In addition, employees in an enterprise have multiple layer structures and a higher layer employee should have the
privilege to manitar the lower layer employees’ data to check if these users violate the regulation without letting the emplovess be
aware of. Public key encryption with keyword search (PEKS) is a well-known cryptographic primitive suitable for secure cloud storage,
which supports keyword search without decryption in public key encryption settings. Unfortunately, no existing PEKS scheme supports
the monitoring function without authorization from the sender. To address this issue, we propose a variant of PEKS named Hierarchical
Public Key Encryption with Keyword Search {HPEKS) and provide a semi-generic construction utilizing a public key tree (PKTree) and a
PEKS schema, To better suit for the enterprise secret data sharing, we build an advanced HPEKS schame, named designated-taster
decryptable hierarchical public key encryption with keyword search {dDHFPEKS), which enjoys stronger security and integrates the
public key and symmetric key encryptions. We prove our dDHPEKS scherne secure under the security definition in the random oracle
madel. Particularly, it satisfies the security against outside offline keyword guessing attacks and furthermare, enjoys the fransparency
property so that the sender does not need to know the internal hierarchy structure of an enterprise in order to share encrypted data to
the enterprise. Theoretical evaluation and concrete experiments show that our dDHPEKS scheme has comparable running efficiency

with existing PEKS schemes.

Index Terms—Public key encryption, keyword search, keyword guessing attacks, secret data sharing, cloud storage

1 INTRODUCTION
er the rapid development of computing and commu-

nication technology, data generated by enterprises or
firms expand exponentially with very high speed. Due 1o
the low cost of data management, the public cloud service
(PCS) becomes the top priority tor most enterprises. Statis-
tics show that most enterprises used at least one PCS 11 Tt
allows users to access the mass of data everywhere using
storage limited mobile devices via the internet. One of the
services supplied by the PCS is to store and manage mes-
siges and documents sent to users, Towever, the risk of a
securily breach also limils some enlerprises lo use the PCS
1T According to the statistics, security concern is the most
important issuc for respondents [1]. Encrypting prior to
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uploading is a direct measure o counter-atlack this risk, but
it limits the application on the data.

1.1 Mativation - The Need for Hierarchical Structure
The Office Aulomalion (QA) system is one of Lhe applica-
tions of the cloud computing. Thousands of messages are
generated everyday from an enterprise or the government.
In the real world, the QA services are oflen outsourced to
the cloud service provider, because it owns a huge advan-
tage in costs of data storage and management. Messages in
the OA system are often stored as plaintexts, which make it
possible for adversaries to access and accordingly would
lead Lo economic loss or unlairness for the public.

For instance, a project undertaken by an enterprise would
be abstructed by its business competitor if the related infor-
mation leaks in advance, In another example, the leakage of
some government-scheduled policy would give someone a
head start, which is unfair to the rest of the public,

To avoid this situation, there should be a reasenable access
control strategy, which allows authorived users to access the
corresponding messages and denies the access {rom unautho-
rized user ot the less privileged users. For example, in an
enterprise, the chief exceutive ofticer (CEQ) superviscs vari-
ous other employees, such as chief eperaling officer (COQ},
chief finandal officer (CF(Y, chief informabion officer (C10)
and chief technology officer (C1O), The COQ, CHFO, CLO and
CTO supervise several emplovees, respeclively. To allow Lhe
CEQ's access to the message sent from COO to CIO helps the

1545-587 | £ 2020 |[EEE. Porsenal uscis pemmitted, bt republicationdredistribution requires IEEE pemmission,
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CLEO ellectively manage lhe enlerprise. To deny the CI'O's
access to the message sent from CTO to CEO can reduce the
risk of information leakage.

Even though the QA system has an access control strat-
cgy,! once the system is broken in, all the information leaks.
Hence, the ciphertext-level access control strategy is a rea-
somable and important way to protect data privacy. The
basic idea of the ciphertext-level access control strategy is to
encrypl messages with differenl users’ public key, in which
way even if the QA system is broken in, only ciphertexts are
exposed, which leaks less information. For this scenario, the
encryption scheme shell meet the following requirements.

1) Searchability, It is incfficient to download and
decrvpl all the ciphertexts (o find some specilic
documents, such as documents corresponding to the
keyword “contract”. To efficiently find these docu-
ments without leaking information about the content
of the document, a method of scarching over cipher-
texts without decryption is needed.

Access control based on user priority. A message ora
task in the real world often needs to be sent to and
handled by different users. The encrypled message
should only be decrypted by the user who has the
corresponding or higher access-priority. Considering
the structure of the receivers, it is reasonable to apply
a tree-like access control strategy to decrypt the
ciphertexts.

Transparency. Itis not necessary for a sender Alice to
know the internal structure of the organization the
receiver is in. When Alice sends an encryvpled mes-
sage to a receiver Bob, she onl y needs to know Bob's
valid public key. In other words, Alice does not need
to know Bob's priority in the enterprise neither who
in the enterprise has a higher priority than Bob.

To the besl of our knowledge, there is no corresponding
cryptographic primitive meeting the above requirements
simultancously. The public key encryption with keyword
search (PLEKS) supporls searching some keyword over
diphertexts without decryption, but it lacks the mechanism
of access control. Attribute-based encryption (ABE) and
Hierarchical identity-based encryption (HIBE) support
ciphertext-level access control. It seems feasible to combine
ABLE or HIBE with I"EKS Lo conslrucl a suilable searchable
encryption scheme, however, in ABE and HIBE, the sender
needs to know the receiver’s internal organization structure.

Therefore, il is essential to consirucl a new cryptographic
primitive suitable for the aforementioned cloud data shar-
ing scenario.

3

1.2 Contributions
1.2.1  Public Key Tree

To resolve the prablem above, we introduce the public key
iree (PKTree} inlo the searchable encryplion and propose a
new notion named hierarchicn! pubfic key encryption with key-
word search (HIPEES). In HPEKS, it allows users to search
over ciphertexts encrypted with their public keys. Specially,
if there is a group of users with a hierarchical structure, the

1. The system-level access control strategy is out of owr research
sovpe and is thus omitked inthis paper.

1533

user wilh higher access permission can search over cipher-
toxts sent to users with lower access permission. For exam-
ple, it Alice supervises Bob and Carlos, Alice can perform
searching operations over ciphertexts encrypted with Bob’s
and Carlos” public keys.

1.2.2 Semi-Generic HPEKS Construction From PEKS
To demonstrate the feasibility, we give a semi-generic con-
struction HPEKS leveraging the proposed PKlree lechnique
together with an existing bilincar-pairing based PEKS
scheme in the literature,

1.2.3 Advanced HPEKS Scheme dDHPEKS

To resisl oulside offline keyword guessing attacks, we pro-
pose an advanced HPEKS scheme, named designated-fesfer
decryptable hierarchical public key encryption with keyword
search (dDHTEKS), in which only the designated server can
search for users. Moreover, our proposal integrates PEKS
and PKE, which mcans it supports not only keyword scarch
bul alse decryption. Our dADHPEKS scheme enjoys an inler-
esting propurty fransparency, meaning that the sender doey
not need to know the internal hierarchy structure of the
organization that the receiver is in before encrypting a key-
word for the receiver. Instead, the sender needs to encrypt
the kevword under the public key of the intended receiver
only. In contrast, HIBE or ABE integrated with PEKS does
not support this property.

1.2.4 Security and Efficiency

We give formal security definition for dDHPTKS, including
secret key security, keyword privacy and plaintext privacy,
and prove our dDIPEKS scheme secure under the given
security definiions. We analvze the running overhead of
dDHPEKS theoretically and implement it utiliving C lan-
guage and PBC library [2]. The analysis and experiment
resulls show that our dDHPEKS scheme has comparable
running overhead with existing PEKS schemes.

1.3 Related Works

The notion of searchable symmetric encryption (55F) and
the first scarchable encryption scheme was proposed by
Song, ef al. |31 in 2000, It allows a user who has the searching
key to search some keyword over ciphertexts without
decryption. However, Song o al’s scheme and other
schemes [4], |5], 16] based on it have a common restricion
that it is hard to share the scarching key with others, thuy
are only suitable for data owner itsell to search over the
dphertexts. Boneh ef af. [7] introduced SE into the public
key settings and proposed the first public key SE scheme
named Public Key Encryption with Keyword Search, which
breaks the barrier of data sharing limit. In PEKS, a data
owner (cncrypter) performs the encryption algorithm using
a receiver’s (searcher's) public key, and in reverse, (he
receiver g(_‘l'll_‘l'i'lti_'.‘i jaj tral:rd(mr to HL‘EJTCI'I somaoe k(_'}’\t‘\-’(“'d over
ciphertexts using its secret key.

Other issues in PEKS have also engaged researchers’
attention. Park ef al. and Golle ¢t of. proposed schemes
named public key encryption with conjunclive keyword
search (PECKS) [8], [9] which support receivers to search
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1234

Jor documentls conlaining all of several keywords in only a
single query. To cnable a ranked list of the scarching result,
a new notion called multi-keyword ranked search (MRSL)
was proposed [100, 1111, N2]. Bao ¢t al. [13] and others 114,
[13], [16] proposed searchable encryption schemes in multi-
receiver settings. To support fine-access conlrol in PEKS,
attribute-based encryption with keyword search (ABEKS)
was proposed [14], [17]. Byun et af. [18] and Yau et of. [19]
pointed oul that Boneh et al.’s PEKS scheme and other exis(-
ing PEKS schemes are vulnerable under the new attack
named offline keyword guessing attacks (KGA). They also
emphasized that almost all the existing PEKS cannot resist
the offline keyword guessing attacks given by inside ad-
versaries (IKGA), eg., KGA given by searching server.
Fang et al. [20] proposed a secure-channel free PEKS scheme
witch resists the KGA efficiently, however, cannot resist
IKGA. Huang and Li proposed a new nolion called public
key au thenticated eneryption with kuywo'rd search (PAEKS)
[21], [22] which resists IKGA by denying adversaries the
ability to encrypt kevwords, He et al. |23] and Ti et al, |24]
introduce PAFKS into Certificateless public key encryption
and idenlily based encryplion sellings, respectively. Chen
ef al. |25] and Chen ¢f al. [26] also solved the TKGA problem
by utilizing two server in the system model.

1.4 Paper Organization

In the next seclion, we briefly introduce some preliminaries
and the system model of our HEPKS. We introduce the pub-
lic key tree structure and its construction in Section 3. We
then propose our HIPEKS schemes in Section 4, and analvze
the security in Section 5. We discuss about the efficiency of
our scheme and compare our scheme with some other
related schemes in Sectiom 6, and finally conclude the paper
in Section 7.

2 PRELIMINARIES

21 Bilinear Pairing

Let i3 .12y and 7 be three groups with same prime order p,
g and ki be any two generators of &) and T, respectively.
There is a map ¢ 1 &y x Gy Gy from & and &y to & We
say ¢ is a bilinear pairing map [27] i the following, condi-
tiony are satisficd:

e Bilinearity: ¥i, y £ Z,,, é(g". 1) — (g )",
e Non-degeneracy: £(g. h) = 1.

o Computability: ¢(g. £] is easily computable.

2.2 Computational Diffie-Hellman (CDH)
Assumption

Definition 1 (CDH Problem). fof ¢35 =Gy Gy be g
bilinear pairing map, Given g. 0", 0% € Gy, the CDH problem is
to calculate ¢V

Definition 2 (CDH Assumption [28]). The CDH assuwmp-
tion is that the probubility that any probabilistic polynowial
time (PPT) adversary solves the COI problem is negligible.

2.3 Decisional Linear {DLIN) Assumption
Let é:%2) x5y — 5y be a bilinear pairing. Given u,u" &
GiLne ko€ T, the DLIN assumption is that the advantage
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Fig. 1. System model of tree-based hierarchical multi-receiver search-
able encryption,

of distinguishing 2™ from a random A" < G is negligible
for any P’PT adversary [29]

AdeH 3 — P A, 0 v e b RS — 1)

— Prldfie w oo B 0T = 1

< negl(A).

2.4 Decisional Bilinear Diffie-Hellman (DBDH)
Assumption
Definition 3 (DBDH Problem). Lef € : Gy % Go — Gy bea
hitinear paiving wap. Given g.g". ¢F S G h WY 0 2 Gy, the
DB problem s Lo disiingnish ¢lg. 0™ from a random efe-
ment It = G, where 2.y, 2 £ &y are unknown.

Definition 4 (DBDH Assumption). The DBDI assuniption
is that the adeantage of solving the DBDH problem for amy
PPT adoersary is negligible [28]

Adef B P Al g g b B B g YT — U
Pridig, g g* b b3 07 R = 1] = negl{A).

2.5 System Model

Here we present the system model of the HPEKS system
(Fig. 1. There are three entities in the system, denoted by
data sender, data receivers and cloud server, respectively.

e Data sender: It encrypts data with a receiver's public
parameter and sends the ciphertext to the receiver
via the cloud server.

e Dafa receivers: The data receivers have a tree-based
hierarchical structure. Fach data receiver is denated
by a node in the tree. A data recciver can scarch over
ciphertexts sent to itsell and to all its children, not
vice versa.

o Cloud server: It provides the storing and computing
services for data receivers. The public parameters of
the group of receivers and the received ciphertexts will
be stored by the cloud server. It also supports receivers
to Tun algorithms to search over the ciphertexts.

3 THE PuBLIc KEY TREE

To build HPEES schemie, we inlroduce a new notion named
public key tree, which is is a multi-way tree. Each node of a
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Fig. 2. An example of public key tree.

PKTree contains a user's public information, and we say the
user who has the corresponding secret key is the owner of the
node. As mentioned above, there is a group of data receivers.
There is a supervisor Rt of lhe group, which initially selups
the system and holds the master secret key msk. Using msk,
Rt generates the secret key sKgy of itself and the root node con-
laining Rt's public informalion. Aller the inilializalion, Rt
should add at least once child node. For instance, Rt will add a
node named Node; for receiver f1;. First, Rt gathers the public
information TD; of T, and generates a secret key sk; and a
public pararmeter Pulb; for R using (1D, skg, ). Secomd, Rt
signs Pub; lo generale a sighalure o [Pub;]. Finally, Rt sends
sk; to T, via a secure channel and adds the node Mode,, con-
taining Pub; and og (Pub;), into the PKTree. Notice that, in
order lo resis( adversaries [rom forging a child node, a signa-
ture for the content is essential. The work of generating
Node;'s child nodes is then transferred to f;. In this way, each
receiver can add its own child nodes itself, which shares the
workload of building a PKTree. Another feature of the PKTree
is thal a receiver can also add a grandchild node directly. Spe-
clally, the supervisor Rt can add a child node for any of its
descendant nodes. Howoever, owners of two nodes in different
hranch cannot add a child node for each other, no matter
which node is closer to the root than the other,

Fig. 2 shows an example of the PKTree. There is an enter-
prise and the owner of the enterprise supervises this PKTree.
The owner setups the system, publishes the system parameter
GP and holds the kevy msk secrelly. The rool node of the PK 1ree
will be assigned to the CEQ of the enterprise (T.evel 11in Fig. 2).
The root node contains the CECYs public information Pubgyq
and a signalure Sig.,(Pubrr] produced by the enlerprise
owner. Notice that, Pubgy; is generated by the enterprise
owner and includes the CEQYs identity information, and the
Sigmer(Pub; iy | serves as a proof on the validity of Pubg 1.

Similar to the CEQ, the COO, CFO and CTO will be
assigned with nodes by the CEO (Level 2 in Fig. 2). Each
node in the PKTree conlains an employee’s public informa-
tion. For instance, the CTCYs public information is gener-
ated and signed by the CEO, The child nodes of the CTO's
node will be generated by CTO instead of CFO. In this way,
it allows every employee of the enterprise to add nodes into
the PKTree and share the workload of building the tree. As
mentioned above, the CFOD can add child nodes for
Mode . and Mode, ..., but not for Noder, 1. nor Node..q.

3.1 Definition of PKTree
A public key tree consists of the following four algorithms.
*  Setupil’} Given the sccurity parameter 17, this algo-
rithm outputs a master secrel key for the system msk
and the global parameter GP.

1535

« BuildTree(GF, msk, [Dg,. r): Given the global param-
cter GP, the master sceret key msk, the identity Ty,
of the root receiver Rt, and a time stamp 1, this algo-
rithm outputs the root node Node, . of a public key
tree Tree and the secret kev sk, of the node. The
Node,,. contains the identity g and a signature
Omek signed with the master secret key msk. The sig-
nature will be used to verity if the Node,.,.: is valid
and bound to the identily of the root receiver Rt.

e AddNode(GP. Tree. sk, D, r;}: Given GP, Tree, the
secret key sk; of node Node;, an identity 11, and a
time stamp 1, this algorithm outputs a child node
Node; of Node; and Neode;'s corresponding secret
key S|( Nolice thal the lime slamp included in a
child node is valid if and only if it is newer than that
in the parent node. Similar to the BuilldTree algo-
rithimn, the newly added child node Node; conlains
the identity TD; and a signature o blb‘ﬂ(‘.d with the
parent node’s secret key sk..

e« DeleteNode({GF, Tree. sk;. 7'): Given GP.Tree, the
secret key sk; of node Node; and a new time stamp
7!, this algorithm deleles all the child nodes of Node;
and renew the Node, using the new time stamp 7.
Because the r, will be newer than any of the child
nodes, all the old child nodes will be invalid. Henwe,
it deletes the child nodes.

o VerifyTree(GP, Tree): Given GP and Tree, this algo-
rithm outputs 1 if the time stamp of every node is
newer than its parent node and the signature of
every node is validly signed by ils parenl node (the
root node is signed by the master key msk], and out-
puts 0 otherwisce.

3.2 The Proposed PKTree
Based on the bilinear pairing, we give a concrete PKTree
which will be utilized to build the IHIPEKS schemes.

o Setup(1*): Sclect three groups &, 2 with the
same prime order p and a bilincar pairing f:
i % T — Lr. Randomly select a master secret key
msk = Z, and compute the master public key
MPK = ¢* € Gy, where g is a generator of . Finally,
this a]gm‘ithm outputs the global parameter GP =
{6 G T po gy b 6 MPKL S M ) In which £ is
a generator of T and H*:{0, 1} — &0t
{01} @ Ha {001 2%, cryptographic
hash functions.

e« BuildTree(GF, msk, [Dg, 7): Given &P, msk, Rt's
identity IDg and a time stamp 7, Rt generates the
first node of the tree as follow.

—  Randomly select a salt ¢, and generate Rt's pub-
lic parameter Puby = (pkgy, IDR¢) and sceret key
skpe = f]Dm:'mSk Al ang
ml{t = (1D, <l

—  Sign IDg; with the masler secrel key msk Lo gen-
crate a  signature oy g = Sigpng (Pubg)
(onme: . Gnmez) — (H'(P'«me||7\}m5k-.?)v

—  Set the root node of the PKTree as Modeg, =
iPubge. o} and upload Tree = {(Modeg;. Py} to
the cloud. Here |’ indicates the position of the
Maodeg,, i.e. the root, in the Tree.

are

, where pkg, = g/
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Remark. The salt ¢ is used to randomize the receiver’s pub-
lic parameter. Users can verify the validity of the root
node by check whether he following equalion holds:

élg.oumre: ) E(MPK I (Pubpe|loires).

s AddNode(GP, Tree, sk;, 1D;, £;1: This algorithm is
run by a receiver ¢, who owns a public parameter
in the Tree, to generate a child node for a new
receiver 5. Given G, Tree, the receiver #'s secret
key sk, the lower-layer receiver j's identity TT);
and the time stamp 1), the algorithm runsy the h]l»
lowing steps and outputs the new node Node;
and its corresponding secret key sk,

-~ Randomly select a salt ¢; and generate the
public parameter Pub; — lpk 1D, and secret
key sk, = i1(1D,} | Tk . where pk; = g%kl
and D, = .'IT)__,,\J1

- Sign ID; with sk; and generate a signature

T I:Cr\:j,'l -O-A._-,l:'_’)

8ig,y,. [Pub, ]
= (H*(Pub,||c "8 o,

- Sel the child node as Node; — (Pub;.o, ).

Remark. The time stamp t; of the new node Node; must be
newer than that of the parent node Mode;. Users can ver-
ify the validity of this node by check whether the follow-
ing equation holds:

g, 05500 = cipk;, H*(Pub;||la; ;2]).

e DeleteNode(GP, sk;,Node;, z/j:  This algorithm
revokes all the child nodes of Node;. Given §F,
Lhe receiver’s secrel key sk;, Lhe child node Node;,
this algorithm runs as follows:

- Catch the current time stamp 1 and generate
a mew signature o] — Sigy, (Pub;) — ((H*
{Pub; ||r“H* i Tl '

—  Generate a new node Node' = = (Pub. &)

- Replace Node; with Node in the Tree and
delete all the (hﬂd nodes of Noede;. Note that,
the secret key of the Node' is not Lh’-mged and
same ns that of Node;.

Remark. A naive method to revoke the child nodes is to
delete them from Node; directly. However, it cannaot be
proved that the child nodes have been indeed deleted,
because the signatures attached to them and the time
stamps of the child nodes are still valid, which may mis-
lead other users. A better solution to the problem is to
update the lime stamp of the parent node (e.g., Node,).
According to our design of PKTree, time stamps of child
nodes should be newer than that of the parent node.
Therelore, il we update (he parenl node’s lime slamp
with the latest one (as well as the cnrrusp(mding signature
on the new time stamp), all the child nodes are inwvali-
dated immediately. However, in many cases we do not
need to delete all the child nodes. Ilence, we design a
two-layer-per-receiver structure, ie., each receiver has
two layer nodes. The upper-layer node is assigned by the
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Fig. 3. The concrete PKTree.

receiver’s parent node and the lower-layer nodes are gen-
crated by the receiver itself. Each lower-layer node is
associaled wilh a child node. In case Lthe receiver needs
delete ome of the child nodes, it simply updates the associ-
ated lower-laver node, to make the time stamp of the
lower-layer node newer than the child node. In such a
way, it completes the deletion of the to-be-deleted child
node, and keeps the other child nodes unaflected.

o VerifyTree{GP, Tree): The Tree is valid if and only
if, for all nodes in the tree, the equations

Elg. Tames ) = E[MPK, T [Pubp[|mopes) )

Elg. ol

A
a2l

hold, where Rt is the subscript of the root node
and i, j indicate the subscripts of each pair of par-
ent-child nodes.

3.3 Application of PKTree

Fig. 3 shows the construction of the PKTree in the real-
world scenario. Before building the PKTree, the global
parameter GF should be given by the enterprise owner.
Slightly dilferent {rom the a[orcmonuoned example, a
receiver could own multiple nodes, e.g., the CFO owns a
Level-1 node (assigned by the L_ntLrin owner) and three
Level-1.5 nodes (assighed by itself) in the PKTree.

To delete a node, e.g., the CTO's node, as shown in Fig. 4,
the CEQ runs the DeleteNode algorithm to update the
Level-1.5 node Nodegepa which is the parent node of the
CTO's node. The public parameter Pubeeg 3 in the updated
node Nodegeo 3 is not changed but the corresponding signa-
ture Sigeeo™" is updated with the latest lime stamp
teega™ ™. Breause the zgeps™ iy mewer than the time
stamps of its child nodes, all its child nodes will be invalid,
in which way the child nodes are revoked. Notice that the
rest branches of the Nodecgg are not effected.

In many cases, the CEO does not want to revoke all of the
CTO's child nodes. Thus, after deleting the CTO's node, the
CEO should assign a new node to an emplovce to managc
the CTO's child nodes. Tor example, as shown in Tig. 3, lo
replace the CTO with the employee “Daeid”, the CEO runy
the AddNode algorithm to replace the CTO's node with
David's new node and sends David the corresponding
secret key sKpauig via a secure channel. Finally, David and
his child nodes use the AddNode algorithm to build up this
branch iteratively.
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Fig. 4. Delete nodes from the PKTree.

4 THE PROPOSED HPEKS SCHEMES

In this seclion, based on the proposed PKTree, we inlroduce
how to build an HPEKS scheme by giving a semi-generic
HP'LKS scheme, To keep the integrality of the encryvpted
keywords and plaintext, we give an enhanced concrete
[1PEKS scheme which supports deerypting ciphertexts.

41 The Semi-Generic HPEKS Scheme From PEKS
Thanks to the compalibility of PKTree, we can construct a
semi-generic HPEKS scheme from pairing-based FPEKS
schemes. Let PEKS — {KeyGen'. Encrypt’, Trapdoor’, Test' }
be a pairing-based TFKS scheme in which the secret ke\ sk
is an clement of 2, and the public key is of the form K.

» Encrypt{GF, Tree, Node;. w): Parse the receiver’s

node Node; as (pk,.TD;, 0, ;) and verify the validity

o[ the publlc parameler pk 1D; and lhe signalure

Run the PEKS Encrypt (GP,pk,. ) algorithm

dnd return the generated ciphertext €.

» Trapdoor(7¥,sk;. wi: This algorithm returns the

trapdoor 7, generated by PEKS Trapdoor' (GP. H,
{sk;). .

. Testiw’ ', 1,1 This algorithm returns the trapdoor

T, generated by PEKS Test'(GP, (7. T.i.

Remark. The Setup, BuildTree, AddNode, DeleteNode and
VerifyTree algorithms of the semi-generic HPEKS scheme
are the same as those in Section 3.2 and thus are omitted
here.

4.2 Designated-Tester Decryptable HEPKS Scheme

The semi-generic HPEKS scheme supports a group of users
to delegate the cloud server to search some keyword over the
received ciphertexts without decryption. Specially, a receiver
can search over ciphertexts sent to receivers supervised by
him. However, it is based on the existing PEKS schemes and
the traditional PEKS schemes do not support the decryption
function. Although the PKE/PEKS scheme proposed by
Baek et al. 130] supporls decryplion of cipherlexs, (here is a
restriction that the plaintext in the PKE/PEKS scheme is
length-limited. To resclve this problem, we propose an
advanced scheme named designuted-fester decryptable hicrar-
clrical public key encryption witl keyword search (dDIPEKS), in
which plaintext of variable length can be encrypted and the
corresponding ciphertext is decryptable. Additionally, only
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Fig. 5. Add nodes into the PKTree,

the designaled lesler can lesl whether a cipherlexl conlains
the same keywaord as that in the queried trapdoor.

e Setup{l']: Given a security parameter A, this alpo-
rithm setups the system via running the following
steps.

—  Tick three groups &, G, Gy of same prime order
p with a bilincar pairing ¢ : G =< S Ty,

— Randomly select two generators y € &, b € (3.

—  Randomly select msk — k< 7, and compute
MPK = ¢"

—  Select hash functions &' :{0,1} — &y, ff:

001 —m, H U =0, G — %,
Hy {0 {01, {01V G, s
{011 — {0,117, where £,4 are Lwo [ixed
lengths,

—  Qutput the msk and the GP — (5., &u, G, p. €, 4.
h, MPK, H*, H, H, Ho, Hy, Hy, H).

s KeyGen, . [GP}: Given the global parameter GP,
this algorithm randomly selecls sk. € Z, as the des-
ignated test server's secret key and computes the
corresponding public key pk, = 4%, Output the
server’s public/secrel key pair (pk,, sk.].

e Encrypt{GP. Tree.Node;.w, M]:  Randomly  sclect
ros € Ty K £40,13% and encrypt the keyword w
and message 17 as below

O = Gk A (D)), (G = ¢ Oy = I
Gy =K= ffj'\pk:).(v' = 4", C; = AESEncy l:.\:"l-f].
Cio= My (0 Oy, Oy Oy O I 10T

Qutpult the ciphertext ', 1 = (€1, Ca, Cr, Oy, G5, G,
().
o DecryptiGP,sk;. C’): Parsc (7 as O —{C4....,C5).

Return | if either of the equations

GO MO O 509
a0 k) = alg, %),

ey, Cil

does not hold, and return the plaintext M otherwise,
where

ek,
J-

M = AESDec (%], K =43 Hqlly
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» Trapdoor(GP, sk;. pk..w): Randomly selecl (=%,
and gencerate trapdoor as follows:

Fiaeh

iy o= Btz H, I:mj}f,"zf:sk';:l-,’
Ty =pkl . Ty =g

o TestiGP, (!
Tras iy,
tion

T, sk, ): Parse (! as ()|, ... (%) and parse
14,441, The algorithm outputs 1 if the equa-

S
€[:C2_- T ,-'IT_?«'\\J - Ef[:T_-;_. 41,
lolds, and 0 otherwise.

Remark. The BuildTree, AddNode and ReplaceChild algo-
rithms are the same as those in the Semi-Generic [ TPEKS
schieme, and thus omilled here.

Our scheme is advanlageous over HIBE (wilh keyword
search) in the sense that it enjoys the property of Framspar-
ency . 'l'o share an encrypted record to multiple receivers in
a hierarchy, a sender in our scheme does not need to know
the hicrarchy of these receivers. Tt only needs to encrypt the
record under the public key of the receiver al the lowesl
level. In contrast, a sender in HIBE does need to know the
identity hierarchy.

5 SECURITY ANALYSIS

Tn this section, we provide the threats model of HPEKS,
then give the formal security definitions, and finally prove
our proposal is secure under the security definitions.

5.1 Security Models
5.1.1  Secret Key One-Way Security Against Coflusion
Here we consider the key privacy of the proposed PKTree
structure. The following two games are given to prove the
semantic security of PKlree against low laver collusion and
same laver collusion attacks, respectively.

Game K1: Seeurity against low laver collusion attacks:

s Setup: The challenger € sends the adversary A the
global parameter GP and the challenged node Node,.

+ Phase 1: 4 can issue at most ¢p queries to extract
oracle (J, to obtain Node,s child nodes sceret keys
{sk, b
- ({1 Given an identity, the oracle returns the
corresponding node Node; and secret key sk;.
s Guess: .4 outputs a secret key sk and wins the
game if sk = sk,
Let Advf* = Prisky = sk;| denote the advantage of A to
win Game KI1.
Game K2: Seeurity against same layor collusion attacks:

» Setup: The challenger € sends the adversary A the
global parameter GP and the parent node Node;.

# Phase 1: 4 can issue at most ¢r queries to extract
oracle (g to obtain Node:'s child nodes secret keys
sk, )4
- Op{1D,]: Given an identity, the oracle returns the

corresponding node Node; and secret key sk;.
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« Challenge: A chooses an idenlity ID, as Lhe challenge
identity and sends it to . The constraint iy that D,
cannot be submitted to Ox in Phase 1. ¢ returns the
corresponding child node Nodeys, of Node; to 4.

e Phase 2: A issues querics to the oracle same as in
Phase 1 with the constraint that I, cannot appear
in the (’.);._:.

s Guess: A outputs a sccret key sky and wins the
game il sk4 sk, where sk; is the secrel key of
Node,y, .

Let Adrf{Z = Prsky = sk, denote the advantage of A

to win Game K2.

Definition 5. A ADHPEKS scheme ds secuve agaiist key collu-
sion atlacks if for any PPT adversary A, Adelit and Advlf® are
botl neglicible,

5.1.2 Keyword Privacy Against Chosen Keyword
Altacks

We give the following security game to define the keyword
privacy against chosen keyword attacks.
Game WI: Trapdoor privacy:

e Setup: The challenger ( sends the adversary A the
global parameter GP and the parent node Node;.
e« Phase 1: .4 can issue at most gz and gr queries to
extract oracle (7, and trapdoor oracle Oy, respectively.
= illy): Given an identity LD;, the oracle returns
the corresponding node Mode; and secret key
sk;.

- Op(lD,,w): Given an idenlily 1D, and a keyword
i, the vracle returns a corresponding trapdoor
ij:r-.-

e« Challenge: 4 chooses an identity 1D, and two key-
words ny,ny. The comstraint is that T cannot be
submitted to & in Phase 1. C generates the node
Nodey;, and randomly selects a bit b= {0, 1}. In the
next step, ¢ gencrates a trapdoor T, Finally, ©
returns Nodem, and 15, lo A

« Phase 2: 4 issues queiries to the oracles same as in
Phase 1.

e (Guess: A outputs abit b4 and wins the gameif & b

Let Ade'{" = Drfuy = ir,] denote the advantage of A to

win Game W1,

Definition 6. A dDHPEKS scheme is IND-TW-CPA secure if
for any PPT adversary A, the advantage Ade™" is negligible.

Game W2: Ciphertext indistinguishability against chosen
keyword attacks:

e Setup: Same as that in Game W1.

« Phase 1: Same as that in Game W1.

e Challenge: A chooses an identity T, two keywords
. un and a plaintext A4, The constraint is that 10,
cannot appear in (O in Phase 1. ¢ generales (he
node Nodey),, and randomly sclects a bit & 2 {0,1}.
In the next step, C penerates a ciphertext Cl,, a1
Finally, C returns Node,, and (', 4 to A

o Phase 2: A still can issue querics to the oracle same
as in phase 1 with the constraint that I, cannot
appear in Op.
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» Guess: A outpuls abit ¥ and wins the game il ¥ b
Let Ade!{” = [Pr[l¥ = 8] || denote the advantage of A to
win Game W2,

Definition 7. A dDHPEKS scheme is IND-CW-CPA secure if

for any PLT adversary A, the ndvantage Adv™” is negligible.

5.1.3 Plaintext Privacy Against Chosen Ciphertext
Alacks
The following game is to define the semantic security
against chosen ciphertext attacks.
Game M: Ciphertext indistinguishability against chosen
plaintex! allacks:

Setup: Same as that in Game W1,
Phase 1: .4 can issue at most g queries to the
Extract Oracle O below,
- (’.?;_-IZ:TT)HJ: Given an identity 10, the oracle returns
the corresponding node Node; and secrel key sk;.
e Challenge: .4 chooses an identity TD,, a keyword w
and two plaintext A, ;. The constraint is that 1D,
cannol be submilled lo O in Phase 1. C generales
the node Nodey,, and randomly sclects a bit f ¢
{1} In the next step, C generates a ciphertext
05, Finally, C reburns Nodey, and €, 4, to AL
s Phase 2: A issucs querics to the oracle same as in
Phase 1 wilh Lthe constraints thal 113, cannol be sub-
mitted to O and (), 4;, canmot appear in Op.
+ Guess: A outputs a bit & and wins the game if # = b,
Lel Ade{  Prft’ 1] — 5| denote the advantage of A lo
win CGame M,

Definition 8. A dDHPEKS scheme is IND-CCA secure if for
aty PPT adversary A, Hie advantage A rh":'f is negligihie.

5.2 Security Analysis of dDHPEKS Scheme
We prove our dDHPEKS scheme is secure under the above
security model,

Theorem 1. Our proposed ADHPEKS scheme is secure agninst
teyy collusion attacks if the CDH assumption holds.

The proof of Theorem 1 is straightforward. The structure of
our PKTree consists of multiple layers of public identity infor-
mation. The corresponding secret keys of each layer is gener-
ated by their parent node, which is the same as the key extract
process of the pairing based IBE schemes. Because the pairing
based TBE scheme is secure against collusion attacks if the
CDH assumplion holds, our proposed dDHP’LKS scheme
enjoys security against key collusion attacks as well.

Theorem 2. Chir dADHPEKS scheme is IND-TW-CPA secire if
the DLIN assumption holds.

Proof. The challenger € is given a DLIN instance Tnsp iy =

(50, 15, G, o 8,0y w0, w6 u, v, 2. Lo dislinguish whether

7 is equal to o = Go or a random element " £ G, the

challenger C plays the following game with the adversary

A who tries to break the security of our dDHITKS scheme.
Crme W1z

o  Setup: ¢ randomly selects msk — &k = Z,, com-
putes the master public key MPK = Né and builds
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the PKTree. Given an idenlily ID,, C generales (he

corresponding node Node; and seoret key sk;.

Finally, C returns the global parameter GP = {5,

o Cr.opaé g — e — v, MPK, H. H ). Hs. Hy. Hy.

II;}. Additionally, € returns the server's public

kev pk, = w1 and the node Node,.

e Phase 1: 4 can issue at most gz, qr, g and g

querics to the following oracles, respectively.

- Extract Oracle Op: Given an identilty ID, it
returns the corresponding result in records if
11, has been asked before, otherwise, returns
the corresponding results as follows:

Node; — (Pub;.o;} — {(pk;[[TD;). o7 )
(g™ |1, | 5,1, Sigy, (Pub,)).

Sk.}: =H, 'im\;]”z ::Sk‘::l,

—  Trapdoor Oracle % Given an identity LD
and a keyword w, this oracle randomly selects
tr.te C &, and returns T = (7. 70 T as
follows: '

T = Rl (IDy) s
Ty — pkit — w7y — gt

s Challenge: A sends ¢ two keywords wy, 1w, and a
node Node,, parsed as (pk.||ID., o). C reveals
the secrel key sk. of Node, and relurns a lrapdoor
Te, = (T7,73. T3, where b is a randomly chosen
bit to decide which keyword is encrypted

TE =Z. H Lﬁ HQ(sk,.::-H{v.;,l_
Ty =1, T3 = rr.g.

Phase 2: A issues queries as in Phase 1.
Guess: A returns a bit ¥’ and wins the pame if ¢ =
b,

Ade! =Prf =1 ) =r denotes the advantage of
A’s winning the game. When A wins the game, C returns
Z =7 to DLIN challenger, otherwise, 7 is equal to a
random element B < o, C will break the DLIN assump-
tion with the advantage ¢; — ¢. Hence, Adu']* is negligi-
ble if the DLIN assumption holds. O

Theorem 3. Our proposed dDHPLKS scheme is IND-CW-CPA
secure if the DBDH assumption holds.

Proof. The challenger C is given a DBDH instance luspung =
(5, Go. Gy p 6, 0. 9% 6% R RY. R, 7). To distinguish
whether Zis equal to (g, 2)™ or Z is a randomly chosen
element in &, the challenger C plays the following game
with the adversary .4 who tries to break the security of
our dDIPEKS scheme.

Gane W2:

s  Setup: C initializes the system by giving the global
parameter GF = {(ix, G, Gr, p, €, g h, MPK, 1f,
Hﬁf Hﬁr H‘lr H:‘I

e Phase 1: A canissue at most gy, g and g, querics
to the hash oracle 'y, , extract oracle O and the
trapdoor oracle Oy, respectively.
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- Random Oracle O, : Given some public inlor-
mation TD; jo it randomly sclects v; 7, and
returns the hash value (D, = (h

—  Extract Oracle (F:: Same as that in Game W1,

- Trapdoor Oracle Oy Same as that in Game
WI.

e Challenge: 4 sends C a new identity 113, which
did not appear in Oy, two keywords wy, uy and a
plaintext A4, ¢ adds a child node Node, corre-
spunding with this identity into the tree and gen-
erates a trapdoor ', i, where the the random bit
b decides which keyword is encrypted in this
ciphertext. Finally, C randomly selects s £ Z,, and
relurns Lhe node MNode, 'md the Ciphertext
Copar =0T, ., ko A

Node. = (Pub., o, .) = ((pk_.ID,),0:.)
= i(g". ()" ‘J..Sigski. {Pub,}),

(—_'?1“ e b ("-.; Oy kY
=KD (g™ (f =y, (7 =AESEnck (),
([I_H[(l ( H""rr-,a‘

where D, — {f*)" and r. is recalled [rom records
of the hash oracle Oy, .

s Phase 2: A still can issuc querics to the oracles
same as in phase 1 excepl thal the luples {IT),, wy}
and {TD,. u} cannot appears in the trapdoor ora-
cle &,

*  Guess: Areturns a bit ¥ and wins the game if ¥
i,

Assume the advanlage Ade'l? — ¢ of 4’ winning the
game is non-negligible, € can break the DBDH assump-
tion with the non-negligible advantage ¢ =« Hence,
Ade't? is negligible il the DBDH assumption holds. 0

Thearem 4. Our proposed dDHPEKS scheme is IND-CPA
secure if ALS encryption is IND-CPA secure and the CDH
assumption holds.

Proof. The dDHPEKS scheme leverages the AHES to encrypt
the plaintext M and hides the session key K into €.
Henee, if ¢ does not leak any information about the
encryption key K, security of our dDHPEKS will be based
on that of AES. The following game is played between a
PPT adversary A and the challenger €. Given a (D11
instance lnsomm — | Sropéag et gf)l, ¢ works as
follows.

Game M:

e Setup: € initializes the system by giving the global
parameter GP = [, &, Ty, oo g b, MPK, 11,
H), Hs, Hy).

e Phase 1. 4 can issue at most g and g queries to
the hash oracles Oy, Oy, and extract oracle Oy,
respeclively.

- Random Oracle Qg Given an clement g7 C
i3, it returns an £ -bit random nwmber &* as
the hash value Ha(g"].

- Random QOracle Oy, Given an input T, it ran-
domly selects vy € £, and retwrns fs(¥ —
(@)

IEEE TRANSACTIONS ON DEFENDABLE AND SECURE COMPUTING, WOL. 18, NO. 3, MAY/(JUNE 2022

—  Exiracl Oracle (x: Same as thal in Game W1,
+ Challenge: A sends Canew identity T1,, a keyword
wand two plaintexts My, My. € adds a child node
Node,. corresponding with this identity into the tree
and generates a trapdoor 7, 4, , where the the ran-
dom bil b decides which plamte\d is encrypled in
this ciphertext. Finally, { returns the node Node,

and the Ciphertext 5y, = (], C2 o A
Node,. — (Pub,.o;,) = ((pk,. 1D, ), 0]
= {{¢".1ID,), Slgsk {Pub,)),
(i _Lrpk’ Hl pn(IDL), O — g, G — I
(= Kb, OF = gt (% = AESEncy (M),
G = Hy (100 C5: 04 G H (CH17.

where r, ¢ are randomly chosen from Z, and b is
an £,-bil random number.
e Phase 2: A still can issue querics to the oracles
same as in phase 1 except that the ciphertext
C g, cannot appears in the decrypt oracle Op.

e Guess: A returns a bit i and wins the game if i =
b,

V\"e define an event, denoted by E, that .4 issues ¢
% to the hash oracle Oy, . In case E happens, the (_h.:tl-
lenger C solves the CDH p10b1e111 via compuling g
[g")F. 1f the CDH assumption holds, E happens with a
negligible probabilitv. In another case, E does not hap-
pen, the ciphertext ¢ is random in .4’s view and the ses-
sion key R can be revealed with a negligible probability.
Hence, in this game, A’s winning advantage Adv’ is
equal to or less than a negligible probability if AES
eneryphion is IND-CPA sccure and the CDL assumption
holds. O

6 COMPARISON AND EXPERIMENTS

‘lo evaluale the running elfliciency of the proposed
dDHPEKS scheme, we compare it with previous searchable
encryption schemes [71, [30], [31]. Table 1 shows that our pro-
posal has the comparable running elficiency with the com-
pared schemes. To achieve higher level security and more
functionality, it is reasonable to sacrifices certain running
efficiency. Among, the four schemes, only ouwr dDHPEKS
scheme can not only resist outside keyword guessing attacks
but also achieve integration of PKE and PEKS. Morcover,
based on the PKTree, our proposal supports node supervi-
sion, which cannot be achicved in previous PEKS schemes,
We implemented our dDHPEKS scheme and the com-
pared schemes denoted by BDOP-PEKS [7], B55-PKE/PEKS
[30] and [IL-PEKS [31], respectively, utilizing the C lan-
puage and PBC library |21 in Ubuntu OS5 19.04 on a laptop
with a 2.3 GITx Intel Core 15 CPU and 8§ B 2133 M-
LPDDR3 memory. A Type-A pairing was chosen and used
lo inilialize the syslem, which owns (he same securily level
as a 1024-bit RSA encryption. To apply the kevword scarch
to some dataset, the first step is to extract keywords. Lach
record in the dataset should be associated with a keyword.
The keyword will be encrypted with the proposed encryp-
tion scheme and the record would be encrypled with some
other encryption scheme, such as AES. Inverted index iy
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TABLE 1
Comparisons With PEKS Schemes in Literature
Scheme Encrypt Trapdoor Test KGA INT  INT/L. HMSH
BDOP-PEKS |7] 2Expe, + 2Hosh + 1Pairing  1Exp; + 1Hash 1Hash + 1Pairing MNo No No No
BES-PKE/PEKS |30]  3Expg + 4Hash 1+ 1Dairing 1Exps 1 1Hash 1Haszh + 1Pairing MNo  Yes No Mo
HL-PEKS [31] 2bape, + 2Hash + 31*airing 3kxpg; + 1Hash  1Exps + 1Hash + 1Pairing Yes  No No Nao
Our dDHPERS dbxpg, +2Exps, +5Hash 1 Hx‘p,—_;]' + 3R], 1Expg, + 2Pairing Yes  Yes Yes Yes
I 11%aiving + TAES } 3Hash )

KGA: The scheines oo vesist ovitsfde keyeoord guessing atfacks;

INT: Thir sebusmees Tnfegrate M onerypted foyoord wod plaatect;

INT!L: The scheines are adaplalle of ary fengiloof the inlegraled plainlexts;
ITMSE: The schevaes support ieravchivel sndb-user keyword search,

usually used to support efficient encrvpted data search.
Basically, inverted index contains a list of {encrypted) kev-
words, and cach keyword is associated with a quene of
records which conlains the kevword. In this system, the
keywords can be found in a common dictionary with a high
probability and different bit-length of keywords theorcti-
cally do not affect the efficiency of the program, because
each keyword will be hashed into a fixed-length string
before eneryption. 1lence, we choose the Oxford dictionary
as the keyword space in the implementation and all the
words in it are taken as input of the related algorithmy of
the scheme.

As shown in Fig. 6, compared with other three schemes,
the encryption algorithm of our dDIIPEKS scheme is
slower. The reason is that nearly half of the compuling over-
head is to encrypt the session key A, which does not exist in
BDOP-PEKS nor L1L-PEKS schemes.

Nolice thal the overhead of AFS encryplion algorithm of
our dDHPEKS scheme was not included in the experiment
results, because it is indeterminate and affected by the
length of the plaintext.

Fig. 7 shows that our dDI IPEKS scheme owns an efficient
trapdoor algorithm, which is similar to the BDOP-PEKS and
the BSS-PKE/PEKS schemes and more efficient than the
LIL-PEKS scheme.

The overhead of tesl algorithms of the four schemes are
shown in Fig. 8. To scarch a keyword over 1,000 ciphertexts,
the average overhead of using the BDOP-PEKS and the BSS-
PKE/PEKS schemes are nearly 0.75 second, the HL-PEKS
scheme is 2.00 seconds and our dDIIPEKS scheme is about
2.85 seconds. Even lhough the former lwo schemes are
faster, they cannot resist the outside offline keyword

EOOP-PEKS

HL-IFEKS g

ES5-PKEIPEKS Lot
ADHPEKS " ¥ 4

4 kam

Eneryation Time (8]

The: Mumber of Keywards

Fig. 6. Comparison of encryption algarithms.

ruessing attacks. With the same security level, the searching
efficiency of our dDHPEKS scheme is comparable with HI -
PEKS.

Consider the scenario in which the sender sends an
encrypted keyword to multiple receivers in a hierarchy, ic.,
receiver By is the child-node of R, receiver Ry is the child-
node of s, and so on. If we use a traditional PEES scheme,
the sender has to encrypt the keyword multiple imes {or
use a re-cncryption mechanism to re-encrypt an existing
ciphertext o new cipherlexts under other receivers’ public
keys), and sends ciphertexts to the respective receivers.
Hence the encryption time she has to spend is linear in the
nmumber of receivers. However, if we use the proposed
dDIPEKS scheme to implement the scenario, the sender
needs only to encrypt the kevword for the receiver at the
lowest level among all the receivers, and then all the
receivers would be able to test the enerypted keyword, since

= BOOFFEKE

| —%— HL<PEKE

—a— B35-PREPEKS
—v— dDHPEKS e

Trapdnar Time (33
i

T T
o & o 50 w0 10
The Mumber af Keywords

Fig. 7. Comparison of trapdoor algorithms.

—m— BOOP-PEKS
14 & HLdPEKS =
& BS&-PKEPEKS P
¥ cDHPEKS o
. E
oy it
z 2 g il
= i
E h -
2 s -
= G
1 L .
; et
’. 3 e =
s T
e
a T T T T
z 200 420 ann B30 1c00

The Murrber of Keywerds

Fig. 8. Comparison of test algorithms.
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Fig. 10. Time of generating child-node's secret keys and trapdoars.

a parent node in our scheme has the privilege of accessing
its child-node's encrypted data, Henee, the eneryption time
that the sender needs to spend in this case is constant, e.g.,
independent of the number of receivers. Fig. 9 shows the
encryption time comparison in this scenario.

In order to search over ciphertexts for a receiver at a low
level (say, level 5), a receiver at a high level (say, level 1)
needs Lo generale secrel key {and the trapdoor) [or each
node along the path from the high level receiver to the low
level receiver, and the computational cost is thus lincarly
wilth the number of levels between the lwo receivers. Qur
implementation demonstrates that the additional running
cost is much smaller than the encryption time. Fig. 10 shows
that the time of generating the additional secret keys and
trapdoors are both close to 0.13s in case there are 100 levels
bebween the two receiver nodes, which s much smaller
than the 555~-70s encryption time in the compared schemes.
Consider that there are usually not many levels in an enter-
prise/organization, e.g., less than 10 levels, the cost of gen-
erating the trapdoor could thus be neglected.

7 CONCLUSION

In this paper, we proposed a new protocol named hierarchi-
cal public key encryption with keyword search, which sup-
ports a user to monitor its child users. We introduced a
public key tree structure and used it to build a semi-generic
HPEKS construction. We also proposed an advanced HPEKS
scheme dDIIPEKS, which integrates PEKS and PKE, and can
resist outside offline keyword guessing attacks. Experiments

IEEE TRANSACTIONS ON DEFENDABLE AND SECURE COMPUTING, WOL. 18, NO. 3, MAY/(JUNE 2022

show thal our dDHIEKS scheme has comparable elliciency
with existing related PEKS schemes.
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ARTICLE INFO ABSTRACT

Kaywords: To realize ciphertext rerrieval withour decryption in the public key settings, Boneh et al. in 2004 proposed a
Teeywnrd search vryptoygraphic primitive named Public-key Encryption with Keyword Search (PEKS) and proposed the first PEKS
Tasids keysyorcl uessing attacks scheme. Following Boneh el al’s work, various PERS schemes were proposed; however, most schemes are

T.ow storage overhead
Tnverted ndex
Fast scarch

vulnerable o inside keyword guessing attacks (IKGA), Huang and Li propesed a new primitive named Public
ey Awdendeated Eneryption with Keyword Search (PATKS) in 2017, which resisis the TKGA in the setting ol only
one test server. Their main idea to resist L{(:4 is to require the data sender to authenticate the ciphertext while
vrcrypling a keyword, However, in the era ol big dala, as the number of encrypled Bes increases, huge storage
overhead and heavy retrieval costs become problems in PACKS. In this paper, we proposed a new PAEES
seheme thal vosls Tow storage spave and supports Tt scarch, e imroduced the cipheries) deduplicalion
into PACKS to reduce storage space and leveraged the inverted index to accelerate the retrieval process. We
simulated the propused scheme and several related schemes with a deskiop computer. The experiment results
shosw Lhal aur proposed scheme is of lower slorage overhead and higher retricval efliciency comparead with
related schemes,

1. Introduction the selected keywords to the cloud and knows the receiver's queried

keyword when a crafted ciphertext is tested matehing. In offline KGA,

HWowadays, an incrcasing numbcer of industrics choeose to store data the adversary does not upload crafted ciphertexts but only grabs a

o cloud servers. However, data securily issues have also received o lol queried tupdoor. Yia traversing keyword space, the adversary reveals

of attention from users because data leakage accidents frequently oceur. the keyword of the rrapdoor. The offline KGA belongs to passive attacks
Data owners worry that cloud service providers may illegally collect and is more tricky compared with the anline KGA.

and sell their data, Morcever, the data in plaintext form stored in the The offline KGA can he dassified intn inside keyword suessing

cloud will be completely exposed if the doud is hacked, Enerypling
the dara before uploading to the cloud is an effective method to deal
with these problems, but it brings other issues, such as the ciphertext
retrieval problem.

In 2004, Boneh et al, |1) proposed a primilive named Public-key
Encryprion with Keyword Search (PEKS), which enubles reirieval of
encrypted data. Following Boneh et al.'s warl:, a series of PEKS schemes
for improvement was propascd by rescarchers, However, most PEKS
schemes are threatened by keyword guessing attacks (KGA) because of
the low enlropy of the keyword space in praclice. Roughly speaking,
the adversary encrypts each possible leeyword and tests the encrypted

attacks (IKGA) and outside keyvword guessing attacks (OkGA), which
means offline KGA is launched by internal adversaries inside of the
cloud server and extornal adversaries outside of the cloud server,
respectively, ‘Ihe external adversary could he a malicious user of the
cloud or other hackers outside of the cloud server; Ihe internal ad-
versary 15 generally the cloud server itself, which has the privilege of
testing whether the queried trapdoor matches with some eiphertexts,
Most PEKS schemes are vulnerable against the IKGA because it allows
any uscr, including the cloud server, to gencrate valid ciphertexts.

Li ot al. 12] proposed a PEKS scheme in which the data sender

Keyword with the given trapdsor to reveal flie cncrypted keyword. shares a conunon scssion key with e data receiver o prevent tw
The KGA can be classified into online KGA and offline KGA. In internal adversary [rom [orging ciphertexls in terms of the sender,
online KOA, the adversary uploads the specially cratted eiphertext of which is ellective in resisting IKGA. Noroozl et al. [3] point out that
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Li et al.’s scheme is insecure against IKGA. Huang and 1d [4] in 2007
proposed a new primitive named public-key authenticated encryption
with keyword search (PAEKS) Lo counterattack the IKGA and proposed
A concrele scheme (HL-PAEKS). The main idea of PAEKS ix Lhal the
data sender and fthe data receiver penerate a comman key without
interaction, and ciphertexts cnerypred from the common key will be
secure against the IKCA because it is intraclable for an adversary Lo
forage a valid ciphertext in terms of the sender without the common
key. Noroozi et al. [5] painted out that the HL-PAEKS [4] is still
not secwre against IKCA, and proposed a modificd scheme to achicve
securily againsl IKGA. Qin el al. |6] revisiled HL-PAEKS and proposed
a new PAEKS scheme with higher security.

PALKS recoived lots of attention due ta the higher security com-
pared with PEKS. A scrics of PAEKS schemes were proposed in the
literature, which can be claswified into the following catepories: (1)
Multi-keyword Security in PARES [5-8], (2) Simplifying the manage-
ment of the data sender's public key in PAEKS [6,9], (3] Avoiding the
certificate management and key escrow problems in PAEKS [10-17],
(4} Quanium-resistant PAEKS [18,19].

However, existing PAEKS schemes still have some deficiencies.
PALKS schemes would suffer fram the insufficicnt storage space prab-
lem when the number of encrypted files inercases dramaltically, In Lhe
era of big duta, users have a great number of files thut need to be stored
in the clond, Another problem is that the retrieval time will be too
long to tolerate when the number of encrvpted keywords is larger than
some Lhreshold value, Even though Xu et al. |20] proposed a last search
PEKS scheme, it is still vulnerable to inside keyword guessing attacks.
Hence, designing a secure PALKS scheme with lower storage overhead
and higher retrieval efficiency is reasonable. It is desirable to realize
almosl constanl slotage overhead and relrieval Ume @y the number of
encrypred kevwords increases.

1.1, Related works

In recenl years, cipheriext retrieval in public key sellings raised
comeerns for researchers. Boneh et al. [1] introduced the fivst searchable
encryption scheme inte the public key scttings in 2004 to realize
public key ciphertext retrieval. Byun et al. |21 proposed an attack
named offline keyword guessing attacks and pointed out that Boneh
et al.’s PEKS is volnerahle to tacing this attack. To resalve this problem,
security-channel-free POCKS schemes were proposed [22-24], in which
the cloud server is designated as Lthe only lesler and any other parly
without the server’s secret key does not own the ability to test whether
matching or nat. Rhee et al, [2:3] proved that trapdoar indistinguisha-
bility is cquivalent to security against KGA. Yau ot al. [25] pointed
outl that security-chammel-free PEKS schemes are nol seclire against
inside keyword guessing attacks (IKGA) launched by adversaries in-
side of the cloud. Li et al. [2] tried to resist IKGA by leveraging a
shared common session key, Iuang and Li [4] proposed a primitive
of public-key aulhenticaled encryption with keyword search (PAEKS)
to Tesist |KGA, and implemented the first comerete PAFKS scheme.
Lwven though the first PAEKS was proposed insccure [5], it raiscd the
attention of researchers, Qin ot al. 161 proposed muldti-ciphertext indis-
tinguishability (MCI}) security and multi-trapdeor indistinguishability
(MTT) model for PAFKS. Pan et al. [7] tied to achieve both MCT se-
curity and MTI security, Iowever, it fails to achieve MCI secwurity [26].
Lietal |9) introduced the PAEKS inle Lhe identity-based cryplosyslem.
He el al. [10] proposed o cerlificaleless PAEKS scheme. A series of im-
proved certificateless PAIKS schemes [11-17] were proposed following
e et al.’s wark, To resist quantum computing attacks, post-gquantiun
PAFES schemes have been proposed [18,19] in recent years.

Achieving expressive functionalities in PEKS is another popular
research field apart from enhancing the security of PEKS. Conjunctive,
disjunctive and [uzzy PEKS schemes [27-211 were proposed to support
multiple keyvword search. Yang el al. |32] proposed a new primilive
named public-key encryption with equality test (PKEET) t0 realize
cquality test between ciphertexts encrypted from different public keys,
Xuctal [20], leveraging a hidden-star structure, proposed a fast scarch
PEKS scheme,
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1.2, Owr contribusions

The main purpose of Lhis work is Lo realice low slorage over-
head and high retrieval efficiency while resisting IKGA in PEKS, The
contributions of Lhis paper are listed as follows:

(1) We propose a new PAFKS scheme thal supporls to check of
duplicate keywords embedded in ciphertexts, Via deduplicat-
ing ciphertexts, it costs constunt storage space tor ciphertexts
cnerypted from the same keyword. The restriction is that dedu-
plication succeads only if the ciphertexts are sent from the same
sender,

We give 3 method of accelersting ciphertext retrieval by com-
bining the nverted index with ciphertexts. The aceclerating re-
trieval methind is disenssed in Sectiom 4.2 following the proposed
scheme,

We give a formal security proof of our prapesed scheme hased
on the intractability of Computational Diflie-Hellman (CDH)
prablem in the random oracle model.

We implement the proposed scheme and some related schemes
in the literature using a desktop computer. The experiment
results show thal our proposed scheme cosls almost conslant
storage overhead and enjoys a higher efficiency in terms of
ciphertext rerrieval,

(2

(3

(4]

1.3. Paper organizeiion

In the next seetion, some necessary preliminaries are introduced
brietly. In Sectiom 3, we recall Lhe definition of PAEKS and ils security
maodels. [n Section 4, we describe the details of our proposed schome,
including the PAEKS consbuclion, efficiency-improving method and
security prool. In Section 5, we show the experimental results compared
with some related schemes. The last section concludes the work of this
paper and gives future work.

2, Preliminaries
2.1. Bilinear pairing

Ler eyelic groups G and Gy be with the same prime arder p. The map
&1 7% — (7 I3 a bilinear pairing map il the [ollowing properlies
hold [33].

Bilinearity. Yg,h e G and x,p € Z,, 38" k") = &g, )"

Non-degeneracy. Far any gencrators g,y € &, it holds &g, g2 £
Voip» wheve T, is the identity of G,

Computability, Vg A € €, there is an efficient algorithm to compute
iz, fh

2.2, Computtiione Diffie—Hellrun (COH) asswnption

Give a gencrator g & & and clements g*, ¢+ in &, where x, v are
randomly chosen from £, the CDH problem is to compute g*.

Definition 1 ((DH Assumption). The CDH assumption is that for any
probabilistic-polynomial-time (PFT) algorithm 4 given a GDII tuple
(g ¢, pb, the following probahility holds:

| PelAty, g7 g™y = ™| < nepl(1h),

where negli-) is a negligible [unction,
2.3. Inverted index

The inverted index is a kev data structure for querying by kevwards
in relrieval syslems |34)]. An imverled index consists of multiple in-
verted lists. An inverted list £, corresponds to a keywaord s, which
includes all the documents containing i,
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3. Public-key authenticated encryption with keyword search

In this sertion, we recall the definidon and security models of
publie-key authenticated cneryprion with keyword scarch (PAEKS),

3.1, Definition

There are five probabilistic-polynomial-time (PPT) algorithms in a
PAEKS scheme:

o Berupily — pp Inputting the security parameter 14, it returns a
global parameter gp.

o KepGenigp) — (php.oskyp) Glven gp as input, it returns a key
pairipi,. sk, 0.

= PAEKSGo,sky.phy) — €0 Given a sender’s sceret key skyg, a
receiver’s public key pkp and a keyword w as input, it returns
a keyword’s ciphertext C.

o Pragdooe(ie, phg, sikp ) — 17 Given an input consisting of g sender's
public key pkyg, a receiver's sceret key sk and a keyword 1, it
retums a cormesponding tapdoor 1.

= TestiC, T — resndr: Given an input consisting of T and C, it
returns 1 indicating ¥ and ¢ have the same keyword, otherwise,
0 indicating differcnt keywords.

3.2, Securily models

To resist IKGA, the ciphertext indistinguishability (CI) and trapdoor
indistinguishability (11 are introduced as follows.

Definition 2 (C-Securind. For any PPT adversary A in the security
parametcr 14, a PAFKS scheme achieves Cl-security if the advantage
AR l’ilf (141 in Game €1 is negligible.

Game CIL

| Given a security parameter 14, @ global parameter gp would be
generated by executing the Seinp(l®) algorithm, It runs
KepGenigp to generate (pk,, shy) and (k. sk as public/secret
key pairs of a sender and a receiver, respectively. ¢ gives
(gp. phy, plog ) 10 the adversary.

2, For adversary 4, the following lwo vracles can be adaptively
queried polymomially many times.

= Ciphertext Oracle @q: Inputting a receiver’s public key
pic and a keyword e, il compules the cipherlext € —
PALK S, sk g, pk) and outputs C,

« ‘Irapdoor Oracle (271 Inputting a sender’s public key pk and
a  keyword  w, It computes  the  trapdoor
T e Frapdoor(u, sk, ph) and outputs 4,

[+

. AL Lhis slep, A chooses lwo keywords wy, . The reguire-
ment here is that A should have not queried any {ay, phg) or
(e .pleg) In O, and any (wyg, pkes of (), pky) in @ Then
A sends these two challenge keywords to ¢ The ¢ randomly
chooses a bit & = {01}, gencrates challenge ciphertext © —
PARK Sy, sk, phgl, and outputs O to A,

4, The vracles ¢, and ¢, can be gueried by A, The requirement
here is that .A cannot do any query on two challenge keywords
as in slep 3.

. linally, A outputs its guess & & ({1, 1}, It wins the game if and
only if b=1¥.

o

The aclvantuge that 4 winy Game CI is defined as:

ApvETah =

WW:M—%y

w
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Definition 3 (TV-Security). Por any PPT adversary A in the security
parameler 14, 4 PAEKS scheme achieves Tlsecurily if the advanlage
ADKTT (0 in Game 11 is negligible.

Game TI.

1. Given a seeurily paramoeter 14, a global parameler gp would be
generated by exeenting the Semp(1%y algorithm. It runs
Key(ren(zpy o generale (pho. sk ) and (pky, 5k ) as public/secrel
key pairs of a sender and a receiver, respectively, ¢ gives
i, g pk p) to the adversary.

2. For adversary A, the following two oracles can be adaptively
queried polynomially many times,

« Ciphertexl Oracle @ Inpulling a receiver’s public key
pk and a keyword v, it computes the ciphertext € —
PARK N kg, ph) and outputs ¢

+ Trapdoomr Oracle 25 Tnputting a sender’s public key ph and
a  keyword w, It computes cthe  trapdoor
V= Trapduooe(e:, skg, pk) and outputs 1.

w

. AL this slep, A chooses two kevwords w, w. . The requirement
here is that .4 should not have queried any (e, phs) or (8. phg)
in &, and any (g, phop) o (0, phgl in O Then A sends these
two challenge keywords to ¢ The ¢ randomly chooses a bit
b |01, generates T - Frapdooring, phg. vhp) as challenge
rapeloor, and owlputs T Lo 4.

4. 'The aracles - and ¢ can be queried by A, ‘The requirement
here is that A cannot do any guery on two challenge keywords
as in step 2.

. Finally, .4 oulpuls a bit ¥ £ {0 1). Il wing Lhe game il and only
ife—8.

Hal

The advantage that 4 wins Gume T is defined as:
AR | 1

,‘H)V_4 i1 = ‘PIHF _uI—E 8

4. Our proposed PAEKS scheme

4.1, Construction

Based on the CDH assumplion, we propose the following PAEKS
scheme, Our scheme uses a bilinear pairing ¢ and a collision-resistant
hash function /7. The algorithims of our scheme are as follows.

« Semp(l*) — gp lnputting a security parameter 14, it selects a
bilinear map & : f % {; — (¥, where both cyclic groups ¢ and
G, are with the same prime order p. Then it chooses a random
element p € & as a generator and sets the collision-resistant
hash function H @ G < G x & x {0 1}* — G. Finally, it outputs
gp=1p e G G, 6. H} as the plobal parameter.

KepGen(gp) — (phys shp )t Inputting the global parameter pgp, it
gemerates (pk,, sk, ) as 8 public/secret key pair of user U, Without
loss of gencrality, (phy = g*, sk = x) denotes the publicssecret
key pair of the data sender and {php = g% kg = y) denotes the
public/secrel key pair of Lhe dala receiver, where x.y € 2, are
randomly selected. i
PAEKSigpi, sky. eyt — C: Inpulling Lhe global parameler gp,
a keyword w, the sceret key of a data sender sk and the public
key of & data receiver php, it chooses o random number ¢ € 7,
antl oulpuls cipherlext © = (€, Cy) as the cipherlest:

.

€= Hiphg.php.phg™s . 5= phg’.

*

trapdoorigp, e, pleg, skp )t — 12 Inputting the global parameter ap,
a keyword e, the public key of a data sender pl, and the secret
key of a data receiver skg, it chooses a random nwmber s € £,
and oulputs Lhe trapdoor ¥ = (4,14

Ty = Hiphy. phy phy™, whsa T, =gt
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o Pestlgp, €, 71 — resliz Inputting the global parameter gp, a ci-
phertexe C and a trapdoor T, it retuens 1 1 00 & T2 = &0, 7)),
and 0, clherwise,

Correctness. Let (phg.skg) = (g x and (phg,vkg) = (g, 1) be the
key pairs of Lthe reeciver and sender, respectively, Let e and ' be
the keywards of ¢ and ¥ | respectively. For any valid ¢ = (€. ¢5) and
T =(1,15), we have

i

FIC Y = B H (phog, ph . pleg™ 5 0 g™ = 8(H (g

g g™ ),

BT}, ) = (H pl g, pleg. ploy™ 5.0y b0 5™ = 6(H Y 2%

The equation &C,. 7.y = &C.. T,y holds il and only il e = w'.
4.2, Overhead reduction

Let € ={C), Cyapand O = (). Cy,) be two ciphertexts sent from a
sendler Lo a reeciver, Lel ey and ws be keywords contained in € and €,
respectively. Omee wy is equal toow,, we have 800, (5.0 = #8005, ().
Thus, the cloud server can build an inverted index and insert these two
ciphertexls into Lhe same nverled lisl Taking the inverted index as
a key pool, once ) is matched with a trapdoor, €. will be directly
returned without the extra overhead of running the ¥est algorithm,
Kaving Storage Space.

To save storage space, the duplicate ciphertext ¢ could be deleted,
and the document link pointer of £, could be inserted into the inverted
list same as €. Because the document link pointer of some documents
is much smaller than a ciphertext, it can deduplicate ciphertexts and
significantly save storage space,

Improving Retrieval Ffficiency.

Classifying all the ciphertext at leisore, the cloud server will build an
inverted index for each sender. When the receiver submits a trapdoor,
the server will traverse the inverted indices of all the senders. The
search fime will be related to the total number of inverted Tists. More
exactly, the average searching time will be linear with half the number
of all the inverted lists, Because different ciphertexts olten contain the
same keyword in practice, the total number of the ciphertests is then-
retically larger than the number of inverted lists in order of magnitude.
Hence, applying the inverted index can significantly improve retricval
efficiency.

Remark. Once the ciphertest has no repeated keywords, the cffi-
ciency of our scheme is identical to most related schemes. However,
in practical applications, the keywaord space is usually relatively small.
Ciphertesls often contain the same keywords when the volume of data
i large. Assuming that the keyword space size iz 500, then for the sume
sender, the upper limit of the number of ciphertexts to be stored and
the length of the inverted index is 500, Thus, no matter how large
the number of ciphertexts iz, in our solution, the cloud server only
needs to nse the Fes algarithm to perform at most 500 comparisons on
the inverted index to retrieve all matching ciphertexts. Meanwhile, the
larger the mumber of ciphertexts, the more advantageous the storage
overhead of this scheme is compared with other schemes.

4.3, Security analysis

Theorem 1. Our scheme salisfes the CI securily under the random oracle
muodel if the CDH wssumption holds.

Proof. Under the CI security model, if there is an adversary A with
the ability to (f,c) break our scheme, we can build a simulator B to
deal with the CH problem. Let (g x*. ¢¥) be a problem instance over
the cyelic aroup i, . p). Given the instance, 5 performs the following
works by controlling the random oracle and running A,

Jonermal aof Systems Architechure 137 (20231 102839

1. Tet gp = {pog. ¢, Op ¢} he the global parameter and {f he a
random oracle. The simulator can contral £f, B sets phg = #°
and pky = g% as the public keys of a receiver and a sender,
respeclively, and sends (gp. phy. ply ) Lo Al

2. For adversary 4, the [ollowing oracles can be adaptively queried
polynomially many times.

+ Hash Oracle g2 B uses list {. to record all queries and
responses as follows, Upon receiving [ pk g, phg. Koo 0, 3F
&pk,, pk,v= &g, KD, B gels the answer of Lhe problem in-
stance (g, g%. "1 and quits, If the tuple
(pkg phop,, K n Ay Lay is already in Ly, B simply Te-

sponds with &, = Miph . php, Koy Othenwise, 5 ran-

domly chooses o, — Z,, computes fy; = phy,™ = Hipkg,
ks Koo, then adds the wuple dpk g, pkg. By o hyoah

Ly Ly, und oulpuls ;.

Ciphertext Oracle @ Inpulting a receiver's public key
ph, and a kevward w, if £ already contains the tuple
(phogaphy, i Koty foagh, B retrieves . Otherwise, 5 ran-
domly sclects o, — Z,, computes i, — pk™ and adds
{phy,plyaeio= B ah W0 Ly, Then, £ randomly chooses
P AL comules

Oy =0 C, = ok,

and returns C; = (C;,. Ci) to A,

Trapdoor Oracle ¢;: Inputting a sender's public key pk;
and a kevword wcy, I L, already contains the tuple
(pbei, b, g, Kovisp, g eh, B retrieves ;. Otherwise, 8 ran-
domly selects o « X,
(phioph ot Bad 10 Ly, Then, B randomly chooses
5 — Z,, complles

computes &, = pkp™ and adds

B
T =¥ = gl tte

and returns 1, = {7, T to A

3. A submits owo keywords wy, w). The restriction here is that
A should not have gueried any (wy, plyd or (w,,phy) I &y,
and any sy, gy o1 (. phg in & before. 8 randomly selects
a, v+ ¥, and sets the challenge ciphertext €7 as

T

C = (g™ . pky V=g g

The €° is an encry
Hig*

tivn ol the keyword w, € fwg, ) il

T e =g

= ek g ) = O Y e Y g

Therelore, il there is no hash query on {g*. g%, g% w3, the C* Is
a correct ciphertext in the adversary’s perception.

4. A can continue to query 3, and (%, with the same limitation as
in step 3.

5. 1 outputs a guess.

These are the all steps of the simulation. It can be analvzed as
follows.

Indistinguishable simulation. All random numbers in the simula-
tion Indivale randomness. These numbers are

ST U SORR. S

T

Because af the random selection of these numbers, the randomness
property holds. As a result, the real attack and the simulation are
indistinguishable.

Advantage of breaking the challenge eiphertext. If Hig¥, g%, 2%,
) = g, the challenge ciphertext € can be regarded as one of the
encryption results of wy. IF High g, o™ a0 p = g, the C* is an encryp-
tion of . If the query (g%, g%, g™, 0e,) s not made, Hig*. g% g™ w,)
is random for the adversary. Therefore, in breaking the challenge
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ciphertext, it could not have any advantage when the query is not
made. When the query is made, it has a full advantage.

Probability of finding solution. According to the breaking as-
sumption, il the advantage that the adversary guesses the chosen
message s €, the probability that the adversary will query £ to the
random aracle is e, ‘Thercfare, K is equal ta ¢ with probahility e

Advantage and time cost. ‘The simulator will deal with the CH
problem with (¢ + 7. ¢} where T = (2i1] represents the time cost of the
simulation. [

Theorem 2. Our scheme satisfies Th-security under the random model if
the COH assumprion holds,

Proof. The rapdoor slruclure in our scheme is similar Lo the cipher-
text, Thercfore, the TI security proof of our scheme is also similar to
the CI security proof.

LUnder the 'I'l security maodel, if there is an adversary A with the
ability to (1, ¢)-break our scheme, we can build a simulator £ to deal
with the CDH problem. Lel (g, g%, g*) be a problem inslance over Lhe
eyelic group (G.z,ph Given Lhe instamce, 8 performs the following
works by controlling the random oracle and running A,

1 Let gp = [p.g.G. {7, .6} be Lthe global parameter and H be a
random oracle. The simulator can control H. 8 sets pky, = g°
and pky = g as the puhlic keys of a receiver and a sender,
respectively, and sends {zp. phs, phg) 10 A,

2, Vor adversary .A, the following aracles can be adaptively queried
polynomially many times.

« Hash Oracle (7 B uses list L5 to record all queries and
responses as follows. Upan recetving [pkg . php,. K, 0], if
Biph . k) = &g, K3 B gets the answer of the problem in-
slance  (g.g% g%  and quils. I the Luple
ipgi Pk Koo gy Is already in Ly, £ simply re-
spands with b, = Hipk g, ok g K00 Otherwise, B oran-
domly chooses u, — Z,, computes ki, = pk Hiphs,
pleg,. K,.1,), then adds the tuple {phg,. php,. K, o o)
to 4.y, and outputs f,.

Cipherlext Oracle ;.c Inpulling a receiver's public key pi;
and a keyword wy chosen by A, f L, already contains the
tuple {pky, ok vy, Ky o byoapd, B oretrieves fy, Otherwise,
B randomly selects o, « Z,, computes &, = pk,™ and adds
{phg. phyo b By ) to Fy. 'lhen, B orandomly chooses
£y e Ay, computes

e

=

and returns C = (€, Cxd 1o AL

Trapdoor Oracle @z Inputting a sender’s public key pk,
and a keyword wy chosen by A, if £, already contains the
tuple iph,, plg. ey, Ky Ay e, B retrieves A, Otherwise,
A randomly selects a, — 2, compules f; = pk* and adds
ik pley, o :

ook to Ly, Then, B randomly chooses

5, ZJ,, COompites
Ty =h % =pky ™8 = Tia=38%,

and returns T, = (T, T ) to AL

3. A submits two keywords iy, ey, The restriction here is that A
should not have queried any (req, phs)h or e, phs) in @y, and
ANy (g, phgh or Gy, phpt in 9= hefore. B randomly chooses
.5 &, and ety the challenge trapdoor 177 ay

£

=iy

‘The challenge trapdoor can be scen as a trapdoor of the keyvword
eoy € Lregareg bOAF It g ) = g

s
T = (g%, 8% = (H(e". ¢", 2", TR 2%,
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Table 1
Motations in the performanee comparison.

Abbreviation Nescriprian

Lxp The compuling weechuad of an exponuntialion
Lxp, The compuling weerhead of an esponuntalion i G
1 The compuling weecheird of o ush-lo-peiol operilcn,
1, The computing overhead of a hash-to- [0, 1] operation,
K The compurting overhead of a hilinear pairing operarian,
o Time complaxity or space canplexity,

g The mumnber of all the teceived ciphertexts.

ael The number of ciphartexts atoar deduplication.

1<, The langth of an alemant in ¥,

[t The length of an element in group (7.

I6v1 The length of an clement in group (7.

‘Thercfore, if there i3 na hash query on {x* o' ™) to the
random oracle, the challenge trapdoor is a correct trapdoor in
the adversary’s perception.

4. A4 can continue to query &, and &, with the same limitation as
in step 3,

5. A vulpuls a guess,

These arc the all steps of the simulation. It can be analyzed as
fallows,

Indistinguishable simulation. All randam numbers in the simula-
fion indicate randomness. ‘These numbers are

RO T PP T

Bevause of the random selection of these numbers, the randomness
properly holds. As a resull, the real altack and the simulation are
indistingnishable.

Advantage of breaking the challenge trapdoor. Il Hig®. g%, 5™,
wyl = the challenge trapdoor T* is can be regarded as one of the
encryption results of g If £f0g%, g, i) = g™, the T' {5 an encryp-
fion of wp. If the query (" g, % w0 i not made, Hgh g g%,
is tandom for the adversary. Theretore, in breaking the challenge

rapdoor, il could nol have any advanlage when the query is nol made.
When the query is made, it has a full advantage.

Probability of finding solution. According 1o Lhe breaking as-
sumption, if the advantage that the adversary gucsses the chosen
message is ¢, the probability that the adversary will query £ to the
random oracle is ¢ ‘Therefore, & is cqual to g with probability .

Advantage and time cost, The simulator will deal with the CDH
problem with {1 | ¥, «) where T, = (X1 represents the time cost of the
simulation. [

5. Comparison

We snalyze owr scheme with some related schemes in terms of
compuling efficiency and communicalion overhead. The descriplions
ol abbreviations used in perlormance comparison are listed in Table 1.

As shown In Table 2, our scheme s comparable with the compared
schemes in terms of the computing overhead of cach algorithm and the
commmunicating overhead of keys, single ciphertext and single trapdoar.
Howewer, the starage and retrieval overhead of our scheme is much
Imwer than the compared schemes as shown in Table 3. The required
storage space of our scheme is reduced from Ciaed to Odrd) hecause
of the ciphertext deduplication. The retrieval tme of our scheme is
also reduced from Qe o Ofnd) wilh the help of Lhe inverled index.
The value (nc) means the number of all the received ciphertexts and
{nd)} means the number of cipheriexts alter deduplication. The latter is
much smaller in practice because difforent files often contain the same
keywords. ‘lable 4 shows the security comparison of our scheme and
the compared schemes. Similar to the compared schemes, our scheme
satisfies the acknowledged security to counterattack IKGA.

We implemented these schemes invoking the jJPBC [35] library on
a desktop computer with 17-10875H 2.3 HZ processor, 32 GB memory
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Table 2
Comparison analysis of computing and ing overhead.
Scheme Computing overhead Communicating overhead
Encryption Trapdoor Test |pk| |sk| ICl IT,|
[41 3Exp+H Exp+H+P 2P |G| 1G| 2G| G|
[51 3Exp+H Exp+H+P 2P |G| |G| 2G| |Gr|
61 SExp+H+H,+P 2Exp+H H,+P 1G] 1G] Gl +12,| 1G|
[71 3Exp+H 2Exp+Exp; +H+P 2P 1G| 1G| 2|G| 2|G| +1Gy|
Ours 3Exp+H 3Exp+H 2P 1G] G| 2G| 2G|

and Windows 10 operating system. The curve chosen in the experiment
is the default Type-A curve in jPBC library [35], i.e. y* = x> + x over
the field F, for prime ¢ =3 mod 4. The order of Z, and G is 160 and
512 bits, respectively. The size of the keyword space is set as 500 in
our experiments.

The average computation cost of our scheme and the compared
schemes is shown in Fig. 1 in terms of Encrypt, Trapdoor and Test

algorithms. It is consistent with the theoretical analysis that our scheme
is comparably efficient with the compared schemes.

Fig. 2 shows the storage cost of ciphertexts of each scheme. When
the number of ciphertexts is larger than 2000, the storage cost of our
scheme is much lower than the compared schemes. Furthermore, as
the number of ciphertexts increases, the storage cost of our scheme
is almost constant compared with the increasing linear cost of the
compared schemes.
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Table 3
Storage and retrieval overhead,
Scheme Storage Refricval
| k) el
51 e
6] Diwe
L7] k)
Ours wd |
Table 4
Securlry eomparlson,
Schame (st} TI TEGA Amsumption
[41 Yes Vas ¥es DEDTT & mblTN
[51 Yes Waz ¥es DEDH & miLN
LaJ Tes Vas Yes CRTH
17] Yes Yas Yes BLHT & TP
Curs Yes Tes Yo COH

Fig. 3 shows the retrieval cost of each scheme. Due to the in-
verted index, the retrieval time cost of our scheme is alinest constant
compared Lo Lhat of other schemes. Hence, our scheme jwns a signif-
icant advantage in terms of ciphertext retrieval when the numher of
ciphertexts is larger than 2000,

6. Conclusion and future work

In this paper, we focused on the issues of storage and retrieval
ovethead of publickey authenticated encryption with keyword scarch
(PAEKS). We proposed a new PAEKS scheme supporling ciphertexts
deduplication and inverted-index-based fasl seareh. Our scheme sal-
isfics the Cl-security and T'l-security against inside keyword guessing
attacks. We analyzed our scheme and some related schemes in terms of
computing overhead and communicating overhead. Theoretical analy-
sis and experiment results show that our scheme enjoys advantage in
terms of storage averhead and retrieval efficiency. In future work, we
consider to desizn officient PAFKS schemes based on lattice to resist
guantum computing attacks.
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A signilicant aounl of electronic health records [EHRS) have Deen kepl in the clowd doe Lo e
quick development of healthcare information systems. However, storing EHRs in the cloud may
raise securily and dala privacy issues, Because ol lhe privacy of a patient’s medical data, sioring
it on a cloud server requires encryption. Public-key encryption with keyword search (PEKS) solves
the problem of retrieval on cipherlexi, thus avoiding the problem of plaintext information leakage,
Howeever, most PEKS schemes are susceptible to inside leyword guessing attacks [KGA). Besides,
transmitting the trapdoor to the cloud server requires a secure channel, which is impractical in
healthcare informalion systems. Roughly speaking, PEKS does nol prolect the privacy ol Lrapdoor
and it is cxpensive to establish secure channcls. In this paper, we proposc a secure-channel free
public key aulfenticioed encryplon with mdti-keyword search [SCF-PAEMES) scheme. The proposed
SCF-PAEMES scheme supports conjunctive keyword search, meanwhile sacisfying mulri-ciphertext
indistinguishability [MCT) and multi-trapdoor privacy (MTP) simultanesusly, The efficiency analysis
and experimental results show that our SCF-PAEMKS scheme enjoys a better performance compared
with related schemes,
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Keywwondd guessing dllack

©2023 Elsevier BY. All rights reserved.

1. Introduction studics, Public-key cncryption with keyward scarch (PEKS) [2]
can solve the problem of ciphertext retrieval in cloud storage.

We show the workflow of PEKS in Fiz, 1. The encrypted file
and any relevant keyword ciphertexts are initially uploaded to
the cloud server by the data owner, When a data user wants to
search for a file with the relevant keyword, the user generates a
trapdoor by using the private key. Once the cloud server has ver-
ified the trapdoor the user provided, they give the corresponding
encrypted file and keyword to the user. This solution allows users
ta search for ciphertext keywords quickly and effectively in the
cloud server withoul revealing any dala.

Nowadays, modern hospitals use cloud-assisted e-health sys-
tems to provide effective treatments, A large number af electronic
healll records (EHRs) have been stored in e-health systems. To
maderate the hospital's local storage, outsourcing the c-health
system to the remote cloud server is a sensible plan. Meanwhile,
cloud storage has the advantage of data sharing compared with
traditional local starage. Human medical rescarch henefits from
the convenient EHRs sharing of the cloud. Medical research orga-

nizations, such as MediSphere Medical Research Center [1], are
now using cloud storage for research. However, cloud storage
faces the problem ol information leakage. Once Lhe cloud server
is hreached, it will cause patient privacy disclosure, Furthermore,
insicders of the cloud service provider, who have access Lo cloud
storage data, have the opportunity to sell user data for profit.
Hence, CHRs should be encrypted before being stored on the
cloud server, but losing Lhe searchability. According to recent

* Corresponding author,
Fmail address: Tongho@seanedoen [H L,

Tt o arg WO DTG e 2007503, 1007%
DTE7 P30 2027 Elsevier BY, AL vights resereved,

PEKS combined with anather encryption scheme can be
smoothly applied in the e-health system shown in Fig. 2. When
patients have a consultation or surgery at the hospital, they
can voluntarily upload their EHRs and illness symptoms to the
cloud scrver. The doctors generate the trapdoor of sclected illness
symploms using the private key, and submil it to the cloud server.
FEventually, the cloud server verifies if the doctor's trapdoor cor-
respond to the encrypted disease symptoms, and returns the
matching EHRs and relevant keywords to the doctor.

Even though the symmetric searchable encryption (S5E) [3]
also supports ciphertext retrieval, it does not have more advan-
tages than PEKS in the cloud settings. [n SSE, the secret key
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Fig. 2. EHRs system model

for generating scarch-token is the same as that for encryption
ang the user should share their private key with other users. 1t
leads to complex key management and could result in private key
leakage. However, in PEKS, Lhe keys [or generaling search-loken
(trapdoor) and for encryption are different and the user only
needs to disclose its public key. For this reason, PERS are hetter
suited for ciphertext recrieval tasks in the cloud, although 5SE is
generally faster and there still are some drawbacks to existing
PEKS schemes.

Most existing PEKS schemes cannot resist the inside keyword
guessing attacks (TKGA) [4]. The TKGA is the keyword guessing
attack (KGA) launched by inside adversaries who have access
Lo the data stored in the cloud. The inside acdversary can easily
obtain a trapdoor submitted by a receiver. Then the adversary
can cnerypt all the keywords in a dictionary and test whether
one of these ciphertexts is matched or not with the trapdoor. The
adversary directly lknows the keyword embedded in the trapdoor
once Lhe malched cipherlext exists, The TKGA atlack is leasible
because real-life keywords are limited and the keyword space
is small enpugh for current computers, To address the prab-
lem, Huang and Li [5] proposed a new cryptographic primitive
named public-key authenticaled encryplion with keyword search
[PAEKS). In PAEKS, the data sender authenticates the keyword
while encrypting to prevent inside adversaries from forging the
valid ciphertext of the sender.

However, the majority of the PAEKS schemes in literature
only support single-keyword searches, the search accuracy is
inaccurate and some irrelevant results may be retumed. To in-
crease search accuracy and save bandwidth, it is necessary to
build PAEKS schemes supporting multi-keyword search. Although
same PEKS schemes [6-8] support multi-keyword searches, some
security issues still should be a concern. For example, Zhang
et al. |#] proposed a PEKS scheme supporting multi-keyword
search and applied it to cloud-based smart grids. But Zhang
el al's scheme [8] cannol vesist the selective keywords cid chosen
keywort attacks. The detailed attack on Zhang et al’s scheme [8] is
described in Appendix. Besides, most multi-keyword public key
searchable encryption schemes cannot resist [KGA and require

Funure Gereration Computer Systems 145 [2023) 501-520

deploying a sccure channel to achicve the applicable security. Be-
causc of the costly establishment of a secure channcl in practice,
it is reasonahle to consider remaoving the barrier of the secure
channel in PEKS schemes.

Therefore, we studied the existing preklems in PEKS and tried
to build a secure FPAEKS scheme supporting multi-keyword search
without relying on a secure channel.

1.1. Related works

The notion of searcliable encryplion in twe public key sellings
was proposed by Boneh el al [3] in 2004. They named Lhe
searchable encryplion in public key sellings as Public key Encryp-
Liom with Keyword Search (PEKS) In their worls, they delined Lhe
security of Ciphertext Indistinguishability (CI) which ensures an
adversary oulsicde of the cloud server wilhoul knowledge ol Lhe
keyword Lrapedoor cannol reveal any infurmation ol Lhe keyword
embedded in the trapdoor. In 2010, Rhee et al. [10] proposed
a designated-server PEKS (dPKES) scheme. [n their scheme, the
public and private keys of the server are essential in the en-
cryption algorithm, such that it resists keyword guessing attacks
performed by an outside attacker. Li et al. [11] proposed a PEKS
scheme based on chaos in which the keywords should be authen-
ticated by the data owner during cncryption. However, Noroozi
et al. [12] proved Li et al’s scheme [11] is insccure. Wang and
Tu |13] introduced the concept of multi-server into public key
searchable encryption for the first time in 2014, Subscquently,
Chen et al. |14] proposed a dual-server public-key searchable
cncryption scheme, which can resist [KGA on the premise of no
enllusion hetween the dual scrvers, Huoang and L [5] propased a
new primitive named public-key authenticated encryption with
keyword search (PAEKS), which could resist IKGA under the con-
dition of hiring only one cloud server. Inspired by Huang ct al.’s
work, a series of PAEKS schemes with the property of resisting
IKGA have been proposed [15-21]. In 2017, He et al. [ 1G] present
certificateless public key authenticated encryption with keyword
search technique that could satisfy the security against [KGA.
Later, Qin et al. [22] proposed multi-ciphertext indistinguishabil-
ity (MCL and multi-trapdoar privacy (MTF) as improved security
for PAEKS. In the MCL security model, the adversary can submit
two same-length sets of keywords, rather than two keywords in
the Cl security model, to the challenger. The adversary under the
MCL security model owns more information than that under the
Cl security model. Hence, MOl security enjoys a higher security
level Lhan €1 securily. Analogously, MTP securily enjoys a higher
security level than TP securily. Pan et al. [19] proposed a new
PAEKS scheme in 2021 and declared that their scheme is the first
PAEKS satisfying MTF security. However, Cheng et al. [23] proved
Lhe insecurily of Pan et al.'s scheme [19]. Qin et al. [20] came out
wilh a new Cl securily model lor PAEKS of mulli-user. In Lheir
security model, an atlacker may oblain cipher-keywords ol any
keyword (even a challenge keyword) of his choice. They proved
that a PAEKS scheme satistying their CT security indicates that this
PAEKS scheme salisfies both MCT security and securily against
fully chosen keyword to cipher-keyword artacks (CKC). Shiraly
et al |21] constructed a pairing-free certificateless public key
authenticated encryption with keyword search {CLAEKS) scheme
and showed that it was safe using the multiple-KGC madel of
SECUTity.

In the study of multi-keyword PEKS, Golle et al. |6] proposed
the first public-key cneryption with conjunctive keyword scarch
(PECK). Park et al. | 7] improved the sccurity madel of PECK. Zhang
ct al. [8] proposcd a public-key encryption with multi-keyward
scarch (FEMES) scheme supporting multi-keyword scarch and
applied it to cloud-hased smart grids, but this scheme could not
resist selective keywaords and chosen keyword attack, In addition,
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the public-key encryption with multi-keywaord search has also
been studied a lot over the years [24-29].

In the study of secure-channel-free PEKS, Wang et al, [30]
proposed an efficient secure channel-free public key encryption
with keyword search scheme without random oracle. A con-
crete certificate-hased searchahle encryption (CRSE) system was
credled by Lu er al [31], who demonsirated that it was re-
sistant to KGA attacks and satisfied the criteria for ciphertext
indistinguishahility, ciphertext unforgeability, and trapdoor in-
distinguishability. Recently, many schemes [32-34] have been
developed hased on SCF-PEKS.

Remark, Achicving Cl sccurity guarantees an outside adversary
without the matched trapdoor cannot obtain any information
about the keyword contained in the encrypted file. A TP-secure
PAEKS scheme guarantees that the inside adversary {possibly one
with access to the cloud data) cannot obtain any information
about the keyword from a trapdoor. From Cl sccurity to MCI
security, the adversary is allowed to submit extra keywords in
the challenge phase, indeed from two keywords (wq, w) to two
same-length sets of keywords (W, W), Intuitively, the adversary
is given more information under the MCI security model than that
under the (1 security model. Similarly, from [P security to MIP
security, the adversary owns more information. To achieve MTP
security, the trapdoor algorithm must be probabilistic. Otherwise,
the inside adversary can easily obtain the frequency of the key-
word queried by the receiver. ln the securily model of CKC, the
adversary can know the ciphertext of any keywnrds, while in the
securily model of BMCT and CI, the adversary can only know parl
of the ciphertext of challenge keywords.

1.2, Our contributions

The following is a summary of the contributions of this worls.

& We propose a new notion called secure-channe! free public
key authenticated encryption with multi-keyword search

(SCF-PAEMIKS). Qur system eliminates the assumption of

a secure channel between the server and the receiver,
in addition to providing support for conjunctive keywaord
search. Even if the data receiver's trapdoor was recovereel
by the attacker, they would not be able to run the fest
algorithm since the attacker would not know the private
key af the cloud server that was assigned.

We formally define SCF-PAEMES and present the security
maodels. Then we propose a concrete 5CF-PAEMKS scheme
based on XDH and DLIN assumptions, We prove it fo he
secure against inside keyword guessing allacks (IKGA) anel
outside keyword guessing attaclks (OKCA}. [t is shown that
the scheme satisties the multi-keyword ciphertext indistin-
guishability (MC1} and multi-trapdoor privacy (MTF).
With comparable schemes, we contrast the proposed sche-
me’s performance in terms of its function. The comparison
shows that our framework has better properties than the
comparable schemes. Moreover, the security proofs are
mare detailed and the scheme provides a stronger securicy
guarantee,

When it comes to both compuring and communication effi-
ciency, we compare our scheme to a few other similar ones.
To show how effective our plan is, we also conduct several
cxperiments, Our scheme is significantly cfficient in the
encryption phase and trapdoor phase and is comparable
with experimental schemes in the test phase.

1.3, Orgomizeation

The remaining content of this paper is organized as follows.
We offer the necessary preliminary knowledze and the difficult
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assumptions that must be used in Scction 2, We suggest a novel
SCTF-PAEMEKS method and security madels in Section 3. The spe-
cific structure of the systemn is described in Section 4 along with
Lhe correctness verilicalion. ILs securily prool is demonstrated in
Section 5. We analyee its performance and comparison efficiency
in Section 6. Finally, we conclude the paper in Section 7 and
describe an atrack on Zhang's scheme in Appendix.

2. Preliminaries

In this section, we review some background knowledge that
contributes to the understanding of the SCF-PAEMKS construction
and security analysis,

2.1, Asymmetric bilinear pairing

A prime p is the order of &y, @5, and Ty, Let g, g2 be
generators of I and G, respectively. @ and b are integers in
#,. AN asymmetric hilincar paiving mapping & : 3 % &, — &5y
satisfies the following properties, where 03, # @3, and there is no
computable homomorphism between & and & [35]:

» Bilincarity: &gl g¥) = &g, 2}

« Mon-degencracy: 8(g, g2) = 1,
» Computability: &z, &) can be computed.

2.2, Hardness assumptions

Woe briefly introduce some hardness assumptions used in the
design of our scheme as follows.

Definition 1 (eXternal Diffie-Hellman{XH]} Problem [36]). Civen
the asymmetric hilinear pairing 2 x {4 — 3, the
XDH problem is to distinguish ig;. g7, g8, g and {g;. g%, g". 7},
where a, b & .'-fil,",._g1 & Ty, Z is Tandomly selected from vy,

Definition 2 (XDH Asswinption). For any adversary, the algoritlun
can correctly distinguish gf” and Z with negligible probahility «,
in the probability polynomial time, namely:

Pridig . gl gl g1 = 11 - Pl gl el 2y = 1] = €.
Definition 3 {The Decisinn Linear [DLIN) Problem [37]). Given
lg. g, gb g g2, 71 ¢ 17 the DUIN assumption is to distinguish
g2 or Z = 33, where (a. b, 0y, ;) € #].

Definition 4 [DLIN Assumption). For any adversary, the algorithm
can correctly distinguish g1 '“2 and Z with negligible probability
£z in probabilily polynomial lime, namely:

Pr[,-i{g, gu‘gb: g(h‘.'| ‘gb:;_‘ gq +L'2} — ]] _
Pridig. g% g’ g™, g" 0 Z) = 1] = &)

3. System and security models
We detail the security and system models in this section.
21, System model

As can be seen in Fig. 3, there is a detailed systern model
of SCF-PAENKS. The patient, the doctor, and the server execute
the key generation algorithm to generate their public and private
leeys, respectively. The patienl encrypls an electronic medical
record (EHR into Cegg using an encryption scheme and encrypts a
corresponding keyword set W into Gy using the SCF — PAEMKS
algorithm, Then the patient uploads Cpyp combined with Gy to
the cloud server directly without a secure channel. Once the

79




I Yang, H. Li, | Huong et al

Fatient  pgp Ceiin eeeie
{Sender) (Recelver}
sk, pk, k. s

Fig, 3. System model of SCF-PARMES,

doctor needs Lo search EHRs corresponding Lo the keyword sel
W, s/he generates a trapdoor Ty using the Trapdoor algorithm.
The cloud server runs the Test alzorithim to search the matched
ciphertexts {Cy] and sends them with the combined {Ceyg} to the
doctor.

(1) Setup! 1*}: It requires a sccuricy parameter 1% as input, and
the algorithm outputs the public parameters PP

(2) KeyGen,(PP): Tt requires PP as input, and the algorithm
outputs the public and private keys (pk. 5k:] of the sender,

(3) KeyGen, [I'P): It requires £ as input, and the algorithm
oulpuls Lhe public and private keys {pk.. sk.) ol Lhe receiver.

(4) KeyGen, [PP): 1t requires PP as input, and the algorithm
outputs the public and private keys {pk,, sk.) of the server.

(5) SCF — PAEMIKS( PP, sk,, pk.EHE, W): It requires PP, the
sender's secret key sk, the receiver's public key pk,, the EHR and
relevant keyword set W oas input, and the algarithm outputs a
searchable ciphertext of Gy

(6) Trapdoor| PP, sk, , pk,. pk,., W' 3 Tt requires PP, the receiver's
secret key sk, the sender's public key pks, the server's public koy
pk . the keyword set W' as input, and the algorithm outputs a
trapdoor Ty

(7)) Test{PF, sk, Gy, Tys): 1t requires PP, the server's secret
key sk,. the ciphertext Gy, the trapdoor Yy as input, and the
alporithm outputs 1if W © W, 0 otherwise.

Definition 5 {Correciness). For any pairs (pk,, sk, of the receiver,
(ks sk ol Lthe sender, (pk,. sk, ) of Lhe server, and any lwo sels ol
keywords W = (i, v, .. ), W= (., .. ty, ), where
f, is less than or equal to f;. Calculating Cye and Ty If W C W,
we have

Pr|Test(PP. st.. G, Ty} = 1| = 1.
3.2 Threat mode!

In our SCF-PAEMLS scheme, we consider three Lypes of adver-
5aries,

When the adversary is a semi-trusted server, we consider two
types of adversaries A, 4; corresponding Lo two security models
of multi-ciphertext indistinguishability and multi-trapdoor pri-
vacy, which capture (outside) chosen multi-keywaord attacks and
[inside) keyword guessing attacks, respectively. A semi-trusted
server should not be able to distinguish which keyword corre-
sponds to a given keyword ciphertext withour the trapdoor from
the receiver.

When Lhe adversary is an ouLside adversary, we consider types
of adversarics As. The adversary A, has access to the receiver's
private key. A malicious adversary should not be able to distin-
guish which keyword corresponds Lo a targel ciphertext withoul
the server's private key cven if sfhe has the trapdoor of the
keyword.
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3.3. Security model

Our securily wiodel has Uree ganies. We defline them as fol-
lows:

Game 1 (MCI): .4, is regarded to be a semi-trusted server.

1) Setup Phase. The challenger performs algorithm Setup to
generate the global public parameter PP, Next, it involves algo-
rithms KeyGen, PP), KeyGen, (PP) and KeyGen [PP) respectively
to generate {pk.. sk;), (pk,. sk.) and {pk,, sk, ). Finally, 4, obtains
(e, pk., ply. skl

2] Phase 1. .4 can adaptively issue the following queries.

» Ciphertext-Query &¢. Given W, the challenger computes
Lhe ciphertext Gy <« SCF — PAEMKS{FP. sk, pk., W) and
returns Cy (o g,

» Trapdoor-Query &y, Given W, the challenger computes the
Llrapdoor Ty« Trapdoor( PP, sk, pk;, pk,. W) and returns
T to A,

3] Challenge Phase. 4, ovutputs two challenge keyword sets
Wi, W (e | WY =] WY |= L and I = 1)), with the restriction
that they should net be queried in phase 1. The challenger selects
& & [0, 1} and performs Cyr « SCF-PAEMEKS
(PP ske. pky . W;). The challoenger zenerates the challenge cipher-
text Cyer and returns it to 4.

) Phase 2. 4 can query Ciphertext-Query (3¢ and Trapdoor-
Query ¢y, with the restriction that 4, could neither query any
subset of W nor W,

5) Guess. .4, returns 8" € (0, 1}. .4y wins the game if 5 — 4.
The advantage is Aduj‘;‘{‘f’(},} =[Pl =81—1.

Game 2 (MTP): .4; is regarded to be a semi-trusted server.

1) Setup Phase. S5ame as Game MCL

(2] Phase 1. Same as Game MCL

3] Challenge Phase. .4 outputs two challenge keyword sets
of equal length Wi, W (ie | W, |=| W, |= 1, and ! = ). With
the restriction that they should not be queried in phase 1. The
challenger chonses & e {01}, performs Ty« Trapdoor{PP,
sk, pk.. pk,, W), to generate challenge rmpcfoor Twe; and return
it to Ag.

4] Phase 2. 4, can query Ciphertext-Query ¢ and Trapdoor-
Query ¢, except that .4; could neither query any subset of W},
nor wy,

'5) Guess. .4, returns 3" € [0, 1}. .4, wins the game if & = 4.
The advantage is Adv’f)" (3] = | Prld = &] — |,

Game 3: .4 is regarded to he a malicious user.

In this scheme, the key of the receiver is a random number in
the integer group selected by the receiver, so the adversary can
Also randomly select the private key to generate a trapdaor, As-
suming an outside adversary intercepts the trapdoor, it replaces it
with a trapdoor it generated and sends it to the server lor testing.
Second, the server testing alzarithm dees not hind the public kays
of the sender and receiver, so as long as the trapdoor is given
to the designated server for testing, outside adversaries can also
know the results. There is a certain probability that the server
matches, and then the outside adversary succeeds. Thus, A4; can
be simulated as a malicious outside adversary.

1] Setup Phase. The challenger performs algorithm Setup to
generate the global public parameter FP. Mext, it involves algo-
richms KeyGen, [P, KeyGen () and KeyGen, [P1) respectively
to generate (pk,, sk.), (pk,, sk.] and (pk,. sk, ;. Then, 45 obtains
(PP, pkr- ok, Skr]'

2] Phase 1. A3 can adaptively issue the following query.

s Ciphertext-Query . Given W, the ciphertext
G+ SCF-PAEMES{PP, sk, pk., W) is returned to s,
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(3) Challenge Phase, A, outputs two challenge keyward scts
W, Wi (e | W, |=| W Loand 1 = 1) with the
restriction that they should not be queried in phase 1. The chal-
lenger chooses & < {0, 1}, performs (< SCE-PAEMKS(PP,
ske, phe WL Lo generate Lthe challenge ciphertexts G ad re-
turn it to As. i

(4) Phase 2. 44 can query Ciphertext-Query &, except that
Az could neither query any subset of W, nor Wi,

(5) Guess. 45 returns §' e |0, 1}, .43 wins the game if §° = &,

The advantage is ﬂdnff:[}_] =|MEA=8]— EI i

Remark. Our security model has a major difference from other
PEKS schemes. In our model, the adversary is given access to
nat only the crapdoor aracle, but also the ciphertext oracle. In
our scheme, the Lrapdoor is public, but the trapdoor is encrypled
under the public key of the sender and the public key aof the
designated server, so cnly the designated server can use the
trapdoor and its private key to search for encrypted data. The
security problem caused by key transmission in secure channel
is avoided.

4. Our construction

[n this section, we propose our SCF-PAEMUES scheme that is
secure against both chosen multi-keyword attacks and keyword
guessing attacks simultaneously. We construct the keywaords ci-
phertexts using the roots anel coefficients of the polynomial. The
scheme is described as follows,

4.1, SCF-PAEMKS

Our scheme is based on the XDH (55, = i) and DLIN
assumption. Jur SCE-PAEMEKS scheme worles as follows.

e Selup (1°) p is the prime order of Dy, @5, and Gr respec-
tively, g, € ), g, € &, The mapping &: 3 x @y — &y is
an asymmetric hilinear pairing. Choose twa hash functions
fi @ G — ®L H 0 {001)7 < {0, 1) - &y, where { is
denaotes the binary length of a hash value. Return parameter
PP = (G, 0, 7, p g1, 82. &k, H).

e KeyGen,(FP). Randamly choose wy < & and output sk, =
oy, PIR': = gfl .

» KeyGen,{FP). Randomly choose uy < Z; and output sk, =
o2, pky = g1

o KeyGen,(PP). Randomly choose v,y « Z; and set sk, =
(ya:3m) Pl — (Y1, Ya) — ()", 207 ). Output (ph, , sk, ).

s SCF — PAEMIS(PP, pk,, sk., EHR, W. The data owner en-

crypts the EHR utilizing another encryption scheme, such as
AES encryplion, which is nol the main focus ol this work.
Then the data owner combines the encrypted EHR with
the searchable ciphertexts described as follows, and uploads
them Llogelher Lo the cloud.

1. The data owner generates [y + 1 degree polynomial
with keywords set W,
1
rix) = [ Joe— Him 1| pe))ix — k) + 1

=1
AR
= Z ',
i—0
The §; + 1 roots of the equation rix) = 1 are H{uy ||
PRE), Hiwy || pRY), .., Hiw, ) k™) and k.

=

Funure Gereration Computer Systems 145 [2023) 501-520

2. Chooses a random nance at random o € %7, then
computes the two sections of the ciphertexts:

=gl G=g"fori=0,... L +1

The ciphertexts are Cw = [Cep . Gl = 0,... .1 |
1)

Remark, Once W = W (, = |W| = ), thc con-

crypted ciphertext does nat contain any keywaord and
it cannot be retrieved. The application program stops
running.

» Trapdoor(PP, pk,, pk,, sk;, W'). The user wants to search a
file with the keyword set W' = wy, t, it selects
two random numbers &, f#

T
. computes

Dy =YD =¥

3 H[n.l.-lll:ké‘" i

T fori=0,....

S -
nitiI T2

Ti=g,

The trapdaors are Ty = {0, 0. Tili =0, ..., + 134

» Test[FP, sk, Cy, Tw). The cloud server receives Lhe Lrap-
doors Ty = {04, 05, Tili =0, ..., 4 + 1)} and performs the
following algorithm with its own privace key sk, to match

the corrvect ciphertexts Cyp = {I. G{i = 0,...,1, | 1]]. Test

the egualion:

h+1 11

H BC. T = 1.0 D).

i=0
4.2, Correctness

Get (pk,. sk ) = ()%, wz) and the (pks, sk.) = (g)7. u1). S0 we

have :
L+1 =1

ik

i=0

[éwc. )
i=f

U B
g] .-gz

)_:‘-;z 1By Ip‘if;t" i

Loig 2t

B, g2

ég, 8) el By

Lo R T o
)T:T.f’l"}'+'ez'z-'='- ARl T

rabd 1R

Blg1. 82
to. o )7;-_1’:[,‘31+,82‘. E:; LRz [P
&g, &)
R
B DU .

oy | B

When W' C W, then H{w; || PIESY = H{uy || pki*). We have

[ ||r:|]| elC. T) = efl, DF D:_‘ ), the relevant encrypted file could

be obtained by the user.

5. Security proof

Dur SCF-IAEMES scheme satisfies the security against KCA in
the random oracle model. Applying XDH assumption ancd DLIN
assumption to verify MCl-security and MTP-security respectively,

To prove the theorem, we should show that the advantage of
any polynomial-time adversary playing three games is negligible,
In this section, we describe the security proot of the SCF-PAEMKS
scheme. The proofs are described as fallows,

Lemma 1. For any adverswy Ay with polynomial time, ,4(.[1'&?’ [N}
is negligible, )
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Proof. Given a public parameter group (2, p, £1. 8. . &, Gr)
as the input and an instance of XI2H prablem (g1,g‘|',gl, 4] £ 4n.
Nole thal e.b € Z}, Z = g?“ or Z £ . Algorithm B simulates
the challenger of the game.

e Setup Phase. B sets pk; = g, pk, = g%, pk, = [V, ¥3) =
(g3'. 23°) and then sets sk, = o sky = ez and sk, = (¥ ¥:2 )
Finally, B sends PE = (54, oD B, g2 BOHD,

Pl pe sk, Lo 4.

Phase 1. The following oracle can he adaptively queried

polynomially many times by .4,.

- Ciphertext Oracle ¢-. Given W is a queried set with
1) keywords. B selects random number o € Z}, and

computes I' = v = gﬂr‘ fori=0.....44+1
Then, it gives C,”,_{J” Cii=0..... i+ 13} to 4.

- Trapdoor Oracle ¢, Given W' is a queried set with L
keywords, 8 selects random number 1, 85 < ”; then

Lifr AT ey Y

D=Yh D =V T
sreturns Ty = {0, 0, Ti=0... .. = 1)L

w4

Challenge. 4; outputs (W}, W} ). With the restriction that
they have not been queried in phase 1. 8 chooses § £ {0 1},
and computes the challenge r[phr‘rrr'xr Far the roots(i =

.y cocfficients of rix] arc ﬂ | Fige the cocﬂ'(mnt
w1th random root & is ry;, then J} g" gl - 5]

1 i !

(g v (gt = (ga) bl . gy, [n this equation,
|'[:_f-=I fiy and rpy can be computable. S0 when ¢ = g, b =
k, gf. gL g;’“ can be simulated, and the vracle can answer
correctly. For example, suppose that the advu’bar{e Aq query
Wi = {m, n}, and the {m || pk, I=M.(nl|l pl*)1=N 8
constructs a polynomial over x of degree three:

[x— Mi(x — Niix— k) — 1
={ — (M | N | MNYx—k) 11
—x' — [M 4N + k)% + (MN + Mk — Nijx — MNKk + 1.

It can be seen from the last formula: ry = 1 — MNk, ry, =
MN + Mk + Nk, r; = —M — N — k. r; = 1. From this it can
be deduced:

£ =g-i°_

CE; _ giu—.',m. 1 L glu ,g{ k] "‘-1.\'

Cr — g, AMN=TRNE {g;J)M'\' . ( ,:n “[u | '\l‘

cw o MAENRY e oM 5
G =g = (g7} gy

o

g
When p = @,k = b, it can be seen that the coefficients of
the three keywords asked by . 11 are linearly related to the
roat k. 'Thus, 15 is computable, gi, g/, g.‘f” can be simulated,
and the oracle can correctly answer the adversary's query:

=g,
% U gptiby N
CO =L ,r,,. _l] |1\‘
G = (g™ - "y
€ =(gh) M Ny 1,
G =gl
Note that if Z = n““_. the adversary 4, cannot distim:uish
between 7 and g "" From Ay's wision, Gy = {If. CI{i =
0,....04 4 1)}is thc carrect ciphertext, Thus 8 breaks the

)(DH problem on @y, Then £ gives Cv_.-\. = {I.Chi
O,....0h+ 1)} to A
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» Phase 2, 5ame as in phase 1, cxcept that .4, could neither
query any subset of Wy nor Wi,

» Guess: Cventually, 4 outputs &7 IF & = & 4, wins the
game.

From the perspective of the adversary .4,, the Ch.t is a stan-
dard ciphertext if the Z for the XDH problem is true. Tt indicates
that the advantage of 4, is greater than a non-negligible value
€1..Ay might not receive any information about the random hit 4
if Z is evenly distributed in Sr. As a resull, 4, could only guess
at random. We have that

AdeCi(3) —‘m (gt gl g = 1] -

1
i+61__ —ey. O

Pr|A1[g-,g.“.g?,ZJ—1|‘-_=f =

Lemma 2. For any adversary 4y wilh polynomiul-time, A i‘””(,L]
is negligible,

Proof. Given the parameter (é. p, g1, &, 1, G, Gv) as the input
and a instance of BLIN assumption {gg,gg'.gz gza" gﬁ‘i,z}. Mote

that (a. b. oy, o) e 2y, and T = g?—rz orT =Z i,

. Setup Phase. B sets pk, = g)", pk. = g%, pk, = (V1. ¥2) =
(g5, 20 and Lhen sels sk, = o sk = o and sk, = (¥ y2) =
(a, b) Finally, 8 sends PP = (i3, Gz, v, P £1, &2, 6, H), pha.
pl,. sk, to Ao,

Phase 1. .45 can adaptively issue the following queries.

- Ciphertext-Query ¢'c. The same as the Game MCIL
— Trapdoor Oracle ¢);. The same as the Game MCL

Challenge. A, outputs (W5, W] with the restriction that
Lhey have nol been yueried as in phase 1. 8 chooses § <
{0, 1] and generates the trapdoor
Ui =¥ = g™ =g Dayr =25 = g,
LA D Holln F e DL, Mo G

Tll\- i éz =&
fori=0,...,0 + 1 Note thatif Z = g’ "%, explain that the
adversary .4, cannot distinguish hetween

Leg 132 i) ok
322“ =T andzz~-‘”' )
Hence # breaks the DLIN problem. # gives Tu,rx = [Dw;,
Dy, (i =01, = 10t As
l’hase 2. Same as in phase 1, except that Ay could neither
query any subset of Wy nor Wi.
» Guess: A, outputs & € {0, 1), if 8" = 4, A, wins the game,

From the perspective of the adversary .43, the Ty is a typical
trapdoor if the Z is true for the DLIN assumption. 4; might
not receive any information on the random bit § it Z is evenly
distributed in 122, Therefore, 4 could only guess at random. We
have that

RATE o brs Ty
AT () = | Pridoles. 2. 85 57 gy g T = 1] —

PrlAa(gs. .Ezsgg oy ,R’aq Z)=1] = bez— | =€ _

|

Lemma 3. For any adversary Aa with polynomiciime, Adv® () is
negligible.

Proof, Given the paramcter (8, p. g1, g2, (51, T, ) as the input
and an instance of XDH problem {g;. g7, ¢/.Z) € =, the XDH
problem is on group i3, Note thata. b € 5, 2 —g"L or Z e 3.
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Table 1

Frameswnrk camparisnns.
scheme KGAY MCTE MTP- Conjuncrive! SCF
BOOP-PERS [Y] Ma Mo Ma Mo MNa
HI-PAFKS [3] Yes M M L] M
Qin-PATKS [22] Yes Yew T Mo M
Qin-TPAEKS | 211] Yes Yes Ma No Ma
SCF-PECKS |33 Yes No Ma Yes ¥es
SCF-PTES 39| Yes No Mo Mo Yes
ian-VOSE |41 Yes Mo Ma Yes ¥rs
SPE-SMES [42) Yes No Nao Yes Mo
Wu-PEMES |40 Yes MNo Mo Yes Mo
PAEMIKS [33] Yes Mo Mo No Yes
PEMEKS [8] Mo Mo Mo Yes Mo
FS-PAEKS [249] Yy Mo No Yes Mo
Our Scheme Yes Yes Yes Yes Ves

*Resist keyword guessing atracks.

MSalisly mulli-ciphertest indistinguishabiliy,

“Satisty multi-trapdoor privacy.

Asupport conjunctive keyword search,

“Secure channel free,

. Setup B sets pk, = g ok = g7, pky = (V1. Y1)

[g g") and then scts sks
Flnal]_\,r B sends PP =
o 4.

» Phase 1. 4; can adaptively issue the following queries.

w1 sk = ey and sk, = (g0
. T, pL g, go. € TT). phs. pk,

= (534,

- Ciphertext >z, The same as in Game KMCL

o Challenge. 4; outputls sets (W, W;), Which have never
been queried in phase 1. The rest is the same as that in Game
MCIL

e Phase 2, Same as in phase 1, except that .45 could neither
query any subset of W}, W,

» Guess: Eventually, A, outputs §7iF 8 = §, .4, wins the game.

If the Z is true for the XDH problem, the Gy 05 2 standard
ciphertext from the view of Lhe adversary .43, It indicates that
the advantage of .45 is greater than a non-negligible value 5, We
have that

Adv(n) = | Pl sz, gf. 2] 20 = 11—

1 1
Prlasig. i gl . Z)— 1] = E+€a—— €3,

2

Game 3 is similar to Game 1 (M), with the restriction that
the recciver's private key sk, is given to the .45 during the Setup
phase. Game 3 is played according to the security model, where
Az is only allowed Lo guery Lhe Cipherlext-Query Oracle &¢ in
phase 1. The challenge phase is still the same as Game 1 (MCL),
where two challenge keyword sets (Wj, W7) are submitted. The
rest of the phases are also similar and are not much exp]anation
here. So for any polynomial-lime adversary 4z, A(IL'fj‘:[} ) is still
negligible.

6. Comparison and experiments

The SCE-PAEMKS technique described in this work can resist
keyword guessing attacks (KGA), We compared our SCHF-PAEKKS
frameworle with the related schemes [including BDOP-PEKS 9],
HL-PAEKS [5], Qin-PAEKS [22], Qin-IPAEKS [20], SCF-PECKS [38],
SCF-PEKS [39], Wu-PEMKS [40], Miao-VCSE [41], SPE-SMKS [42],
PAEMES [33], PEMEKS [4] and F5-PAEKS [29]). Table 1 shows the
properties of all compared framewaorles. The comparison shows
that our framework has better properties than other related
schemes.

Considering that our scheme shares several similar features
with some schemes. For computation and communication costs,

)
sk,
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we make a companison with some recent schemes, Table 2 gives
a comparison with schemes (CLPAEKS [ 16], PAEMKS [33], SCF-
MPEKS |30], PEMKS |8]) in the encryption phase, the trapdoor
phase, and the testing phase respectively, i3] and i | are the
bit length of an clement in & and 7, respectively. Sum all
time-consuming processes to get the algorithm’s time cost, As
usual, cryptographic hash costs are neglected, For example, to
encrypt W o= {w;. wz wy, b The number of keywaords in the
file is i, the keywaord encryption algerithm in our SCF-PAEMKS
scheme needs to calculate n + 2 exponentiation in . So the
time cast of the encryption algorithm is (n + 2le. Due to the
schemes [16,30,33] are computed from a single keywaord in the
trapdoor phase and test phase. For a more convenient compar-
ison, we changed the trapdoor phases to be computed with n
keywaords in the same way as ours. As shown in Table 2, our
scheme is more efficient in the encryption alzorithm compared
with other schemes [3,16,30,33]. In the twapdoor algorithm, our
scheme is also similar to the scheme [8] and more efficient than
the schemes [16,30,33].

Mevertheless, the scheme [8] does not satisly the securily
requirements, which we have specified in Appendix. Scheme [2]
is also a public key searchable encryption scheme that supports
conjunclive keyword search. However, il cannol resist KGA, and
ils security does not satisly MTI and MTP. Moreover, our scheme
is more functional in assigning public keys and private keys to
all three roles of the sender, receiver, and server, eliminating the
assumplion of a secure channel between server and receiver, and
having authenlication capabilities.

hloreover, the total number of all group elements and hash
values constitute the communication cost of the ciphertext!
Lrapdoor. For example, our ciphertexls have n4+2 group elements
in . Thus, the bil-lenglhs of Lhe cipherlext are (i + 2|74 bils.
For the communication cost, n is not much bigger than m, and
the storage cost of |Z¥| is small than that of |G |. Qur scheme is
Lhe mosl space-saving in Lerms ol cipherlexl storage.

We evaluate our scheme's effectiveness and contrast it with
previous analogous schemes in order to demonstrate the perfor-
mance more intuitively (CLPAEKS [ 16], SCE-MPEKS [30], PEMKS
[8], PAEMIS [33]) in Jave language. We use the Type T curves
in the Pairing Based Cryptography (PBC) library [43] to evaluate
the performance of our proposed system and 8], Type A in
PBRC library to the schemes [16,30,33] on a computer running
Windows with 3.0 GHz Intel Core i5 CPU and 16 GB 2000MHz

Gigahyte memory, In the setup phase, we have preprocessed
some calculations (pic®, pk™ . D, = Y”‘ . Dy = Y™ that will not
be counted in the encryption, trapdom and testing phases. The
number of document keywords nis from 1 toe 100,

In Fig. 4, our scheme demonstrates that the time required
by the ciphertext algorithm grows linearly with the number
of keywords in the index. Our SCF-PAEMKS scheme presents a
better computational performance on the ciphertext generation
with [8,16.30,33], because our encryption docs not use bilinear
pairs.

Fiz. 5 shows that the time of trapdoor generation changes
with the number of keywords in the index, which is because
T; in the trapdoor algorithm is related to the number of docu-
ment keywords £y, The trapdoor generation phase of the schemes
| 16,20,23] is to scarch only a single keyword at a time, herc we
use m keywords for m s of the trapdoor gencration algorithm.
From the experimental results, it can he scen that our scheme is a
hit slower than the scheme | 8] because our scheme has one maore
modal exponential operation than theirs, And ather schemes are
slower,

The overhcads of test algorithms are shown in Fig, 6. Here
we use m keywords for m runs of the | 16,30,32] test generation
algorithm. Even though the PEMEKS [8] is faster in the test phase,

83




I Yang, H. Li, | Huong et al

Table 2
Efticiency comparisons.
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Scheme Computalion complesity Slorage cosl

Encryption Itapdoor Test Ciphertext Trapdoor
CLPAEIKS [16] drh (2| ne [m | 2)h | mp 2mih ) mo NG| m|Gz
PAEMIKS [33]* (2e +pin [e+plm et Gy —|GrIn Gr|m
SCR-MPEES | 20]° mnl e me | mf |l [ n|Gr| mlG,
PEMKS [8]Y P4 e 2o+ Ap e I — A 4 |Gy 2t — a7y
our Scheme? (4 Xe e+ mi (n44p+ 20 = Z]i | 3G —m)7y|

Synetric bilincer pair,
" Asymmetric bilinear pair.
e The moelal exprmential operalion, b The general hash aperation,

The number ol keywords in [les,
an element in group Gy, |77 The sire of ar element in group 7,
5500
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Fig. 4. Running rime of encryprion,
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Fig. 5. Running time of trapdoor.

they are not as well as we do in terms of functionality and
cannol satisly the secwity requirements. The detailed attacks
against [2] are shown in Appendix. The searching efficiency
of our SCF-PACMEKS scheme is comparable with the schemes
[16,30,33].

Thee sizes ol an element in group Gr. o Gls The siae ol an elemend in group G0, [

A bilinear pair pperatiom, ey The nomber ol search keywonds, o
The siee ol

6000
—=— Qurs
s o PEMKS A il
4 PAEMKS
v CLPAEKS i T L
= 4000 +— SCF-MPEKS i e
T L
E 3000
o 4
£
£ 2000
2
1000 - B = d
] =R
1] B8O an 10D 110

number of keywords

Fig. 6, Running lime of (sl

7. Conclusion and future work

In this paper, we proposed the notion of SCF-PAEMIKS on e-
health systems and formalized its security models. Moreover,
we designed a concrete SCP-PAEMKS scheme and demonstrated
that it satisfies the required security requirements. In addition,
the proposed SCF-PAEMKS scheme supports conjunctive keyword
search and removes the secure channel assumption between the
servel and the receiver. Moveover, it satisfles multi-ciphertext
indistinguishabilily (MCIl) and muolt-trapdoor privacy (MTP) si-
multaneously, Meanwhile, our scheme achieves security against
keyword guessing attacks (KGA). The efficiency analysis and ex-
perimental results show that our SCF-PAEMES scheme enjoys
a better perlormance compared with the related schemes. We
leave designing a more secure and more efficient public-key au-
thenticated searchable encryption with multi-keyword and apply
disjunction keyword search to our future worl.
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Appendix. Review on Zhang et al.'s scheme [8]

The construction and security proof of Zhang et al.'s scheme [8]
are briefly reviewed in this section, After that, we show the
security model’s flaws and demonstrate an attack on their se-
mantic security of keywords using sclective keywords and chosen
keyword assaults [55-5CKA).

A l. Zhang et al.'s PEMKS scheme

» Setup{1*). The prime p is the order of 2\, 0z, Gr. £, & are
the generators in ©) and ©;, respectively. H : {0, 1]" —

1y — By are cryprographic hash functions. There

isamap 8 : I x @y — @3, Return parameter P =

(1. T2, 6,81, %. é).

KeyGen(1°, PP}, Each user randomly selects o« ¥7 and

computes gy, 1 gy, sets sk — g ph — g1, g2, i}, Return

(ph. sk).

PEMKS{ P, W) The data owner extracts keywords set W =

{uwg o ws, oo, un b

1, The data owner gencrates [ degree polynomial with
keywords set to W,

f
rlx) = Z rad
i=0

The } roots of the equation rix)
Hiag), oo, Hiwg,

. select p & E; and computes ciphertexts:
G =dg hyP. G =gl G =g fori=0, I

The ciphertexts are Gy = {0y, Gy, Gili = Lk
computes

Trapdoor(PP. sk, W'). An user selects r. fi = 0,
=g =gl T =T E Huwlpfori=0,.... 0.
We have W = {un, ws. ... wi, ). The keywords trapdoor is
T = (T T, TilE =0, ...

Test( PP, Oy, Ty ). The cloud server receives the trapdoor
Ty from the user, and the cipherrexts Gy from the data
owrer. Test the equation

1 are H{wq),

h

A2 Security analysis

In this section, we will elaborate on the insecurity of FERMKS [4]
from three aspects: security modcl, ciphertext generation phase
and trapdoar generation phase, respectively.

First, in the security model defined by zhang's scheme [8],
the challenge keyword sets are submitted by the adversary A
in the Setup phase, and the subsequent phase 1 A can query
the trapdoor oracle and there is ne rule that it cannot query

Funure Gereration Computer Systems 145 [2023) 501-520

the challenge keyword scts submitted in the Sctup phase, And
in phase 2 there is no restriction on the range of keyword sets
queried by 4. A can ask for a subset of the set of two challenge
keywords sets by asking in phase 1 (w0 © W or W7). Therefore,
A an easily guess whether the challenge keywords set returned
by the challenger are encrypted by W, or Wi,

Second, the ciphertexts consist of three parts in the ciphertext
generation phase: ¢, = ég. M. G = g5.C = gl for i
1), where r; is the polynomial ceefficient for r{x) = 1. From
our previous description in the main text, the adversary .4 can
likewise compute ;. The adversary submits the set of challenge
keywords W, Wi to the simulator, and the challenger selects
W, or W for encryption and returns the result to the adversary,
TTowever, any character can encrypt here, the adversary can also
encrypt WY, W} by himself and compare the result with the one
senL by Lhe challenger Lo know which keywords sel Lhe challenger
encrypled. Thus the adversary can break the game.

Third, the trapdoor phase generates a trapdoor consisting of
three parts: T gt = g;‘g?", 1 = Z" Hiwy i for
j G0 0. When | 0, the adversary can calculate the
value of # and the hash of the keyword iy 1. The private key
of the user is g7, and the private key is not used in 1j, so the
adversary can calculare 7; for all keywaords after calculating o,
Similarly, the adversary queries the trapdoor aracle Oy for the set
of keywards WY, W7, and at the same time the adversary itself can
calculate T, of W, /W], compare T, with the answer T; of the Oy
approximately. So the ¢ has no role here because the random
number @ can be compuled. Therelore, the Lrapdoor algorithm is
nol sale either.

We formally analyzed that [8] cannot achieve semantic secu-
riey of keywords under selective keywords and chosen keywaord
attacks (55-sCKA), the adversary can guess correctly and breals the
[S5-sCKAS, Thus, Zhang et al.'s scheme [2] is not secure,
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